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Participating

1. Install OpenJDK 11, add its bin directory to your PATH
® jdk.java.net/1l1

2. Download Ghidra

® ghidra-sre.orqg

e github.com/NationalSecurityAgency/ghidra/releases

3. Download our demo scripts and binaries
e github.com/0xAlexei/INFILTRATE2019


https://jdk.java.net/11/
https://ghidra-sre.org/
https://github.com/NationalSecurityAgency/ghidra/releases
https://github.com/0xAlexei/INFILTRATE2019

Ghidra

® Java-based interactive reverse engineering tool developed by US National

Security Agency - similar in functionality to IDA Pro, Binary Ninja, etc...

o Static analysis only currently, debugger support promised to be coming soon
O Runs on Mac, Linux, and Windows

e All credit for creating Ghidra goes to the developers at NSA

® Released open source at RSA in March 2019
O 1.2M+ lines of code

® NSA has not discussed the history of the tool, but
comments in source files go as far back as February 1999

$ grep —-r "1999" % ——include *.java
src/Generic-src/ghidra/util/exception/NotYetImplementedException.java: * @version 1999/02/05
src/SoftwareModeling—-src/ghidra/program/model/address/AddressQutOfBoundsException.java: * @version 1999-03-31
src/SoftwareModeling-src/ghidra/program/model/scalar/ScalarOverflowException.java: * @version 1999-03-31
src/SoftwareModeling—-src/ghidra/program/model/scalar/ScalarFormat.java: * @version 1999/02/04
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Default Ul - CodeBrowser

[ ] [ ] CodeBrowser: Infiltrate:/bomb
File Edit Analysis Navigation Search Select Tools Window Help
H e = BR JIDULFRYB:- @@ oo VvVEIDG.LO0BO 4~

Program Trees ‘5 Listing: bomb & st read_line -
(7 bomb BN 1 o
v oml| 2 |ch d_L d
-bss ff ff : char * read_line(voi

.data

LAB_00401499 XREF [1]: 00401492(3)
-got.pit 00401499 48 83 c4 18 ADD

-got 0040149d c3 RET

.dynamic
jer
fini_array

char
long 1
char
uint
int 1
int

init_array PSR 11| char %
“eh rame undefined read_Line() byte

g hal undefined AL:1 <RETURN>
.eh_frame_hdr read_line XREF[10] : Entry Point(x), mi
.rodata main:00400ede(c), ) .
fini skip();
Sfini main:00400e6al(c), if (Wpr2 =0) {
main:00400e86(c), if (inf y

DWARF = : if (infile == stdin) {
. Program Tree x main:00400ea2(c), 1 puts("Error: Premature EOF on stdin");
o main:@0400ebe(c), /% WARNING: Subroutine does not return
17, Symbol Tree secret_phase: 0040
0040284c, 00402b5!

i e e e o

exit(8);

[l Imports

D Exports 0040149 48

= getenv("GRADE_BOMB") ;
00401422 b8

1 Functions 2 2 if (pcvar3 I= (char %)0x0) {

. /* WARNING: Subroutine does not return
® Labels 004014a7 e8 )

[C3 Classes f

() Namespaces 204014ac 48 JF

004014af LAB_0040151f

004014b1 48 X,quord ptr [.bss:st

exit(0);

infile = stdin;
if (

puts(“Error: Premature EOF on stdin"
00401408 aword ptr [.bss:infilel, /4 WARNING: Subroutine does not return
exit(0);
004014bf LAB_004014d5
0040141 DI=>.rodata:s_Error:_Premature_EOF_on_stdin_0...

input_strings + (long)num_input_strings * @x50;
004014¢6 .pltiputs 1.” ’ 9 ’ 9

Filter: 004014cb EDI,0x8

- . 9 = (uint) H
o1 Data Type Manager 004014d0 .pltzexit i 2 == 0) break;

= - NE O f 2 2 ar2 4 oag

i Data Types 4 Lulnf) ;
& BuiltinTypes LAB_004014d5 XREF [1] 2 004014bf () ; -
£ ©bomb 004014d5 MoV EDI=>. rodata:s_GRADE_BOMB_004025f3, . rodata:s_G... 5|} white (
# generic_clib A =
# generic_clib_64
£ windows vs12 32 Console - Scripting

3+ (ulong)bVar? % -2 + 1;

004014ac read_line




Default Ul - Program Trees

[ ] [ ] CodeBrowser: Infiltrate:/bomb
File Edit Analysis Navigation Search Select Tools Window Help
H e = BR JIDULFRYB:- @@ oo VvVEIDG.LO0BO 4~

Program Trees M Listing: bomb N y read | ITEES
7 bomb ]| 1 ot
v om 2 |ch: d_1 d
.bss ff ff : char * read_line(voic

.data

LAB_00401499 XREF [1]: 00401492(3)
-got.pit 00401499 48 83 c4 18 ADD

-got 0040149d c3 RET

.dynamic
jer
fini_array

char
long 1
char
uint
int 1
int

init_array PSR 11| char %
“eh rame undefined read_Line() byte

g hal undefined AL:1 <RETURN>
.eh_frame_hdr read_line XREF[10] : Entry Point(x), mi
.rodata main:00400ede(c), ) .
fini skip();
Sfini main:00400e6al(c), if (Wpr2 =0) {
main:00400e86(c), if (inf y

DWARF = : if (infile == stdin) {
. Program Tree x main:00400ea2(c), 1 puts("Error: Premature EOF on stdin");
- main:@0400ebe(c), /% WARNING: Subroutine does not return
17, Symbol Tree secret_phase: 0040
0040284c, 00402b5!

i e e e o

exit(8);

[l Imports

D Exports 0040149%e

= getenv("GRADE_BOMB") ;
00401422

1 Functions 2 if (pcvar3 I= (char %)0x0) {

. /* WARNING: Subroutine does not return
® Labels 004014a7 ’

[C3 Classes
[} Namespaces 204014ac oF

004014af LAB_0040151f

004014b1 X,qword ptr [.bss:st

exit(0);

infile = stdin;
if (

puts(“Error: Premature EOF on stdin"
00401408 aword ptr [.bss:infilel, /4 WARNING: Subroutine does not return
exit(0);
004014bf LAB_004014d5
0040141 DI=>.rodata:s_Error:_Premature_EOF_on_stdin_0...

input_strings + (long)num_input_strings * @x50;
004014¢6 .pltiputs v ’ 9 ’ 9

Filter: 004014cb EDI,0x8

- . 9 = (uint) H
o1 Data Type Manager 004014d0 .pltzexit i 2 == 0) break;

=-=- - Nk B 2 2+ -1;

L Data Types 42 Lulnf) ;
© BuiltinTypes LAB_004014d5 XREF[1]: 004014bf (3) ) -
£ ©bomb 004014d5 25 MoV EDI=>.rodata:s_GRADE_BOMB_004025f3, . rodata:s_G... 5| ¥ white (
# generic_clib A =
# generic_clib_64
# windows_vs12_32

3+ (ulong)bVar? % -2 + 1;

Console - Scripting

004014ac read_line




o0 e

File Edit Analysis Navigation

B &= BB

JIDULFRYB- @@ o

Search Select Tools Window Help

* VEIOBG 0B HE

CodeBrowser: Infiltrate:/bomb

Program Trees & ™ X ‘5 Listing: bomb [ Bl @ read_line - % S @ v X
- mb X
v 57 bomb —_— 2 |char * read_line(void)
B .bss
.data LAB_00401499 XREF [1]: 00401492(3) . ¢ .
J 5| char
E .gotplt 00401499 48 83 c4 18 ADD SP,0x18 6| Tong 1 :
B .got 0040149d 3 RET 7| char % ar3;
B .dynamic !
8 uint
B jor 9| int i
3 fini_array 0| int X3
[& .initarray - - 11| char *pcvar6;
B ehframe undefined read_line() byte s
g h undefined <RETURN>
.eh_frame_hdr read_line XREF[10] : Entry Point(x), mi
'“"?m main:00400ede(c), ) = skip();
ini main:00400e6a(c), if (W2 = 0) {
main:00400e86(c), 7 if (inf y
DWARF x : if (infile stdin) {
_Program Tree x ma\n:ggjgge:ﬂc). puts("Error: Premature EOF on stdin");
— main: ebe(c), /% WARNING: Subroutine does not return %/
', Symbol Tree @ ;ZZ;;;;p”a;;;g%g exit(8);
c
Cla Imports ) .
I Exports gg:gﬁgg :: 2: :; o8 :gs 'gxz C = getenv("GRADE_BOMB");
67 Functions 2 00 00 F O if (pcVar3 1= (char %)0x@) {
s /* WARNING: Subroutine does not return */
C» Labels 00401427 €8 4d ff CALL skip exit(0);
D Classes f ff !
) Namespaces u 204014ac 48 85 c0 TEST F nfile = stdin;
004014af 75 6e NZ LAB_0040151f 28 War2 = skip();
004014b1 48 8b 05 MoV X,quord ptr [.bss:st > = 0)
29 if ( =0) {
90 22 20 00 . 30 puts("Error: Premature EOF on stdin"
004014b8 4: 33 SZ w0 P quord ptr [.bss:infile],R 31 /% WARNING: Subroutine does not return s/
a
32 exit(0);
004014bf 75 14 INZ LAB_004014d5
004014c1 bf d5 25 MoV DI=>.rodata:s_Error:_Premature_EOF_on_stdin_... oy
40 00 35 input_strings + (long)num_input_strings * 0x50;
004014c6 e8 45 f6 CALL .plt:puts 36 1
. f 37 r3 = pe
— ) 004014ch bf 08 00 MoV EDI, 0x8 38| do { !
|20 Data Type Manager v X o9 o0 : 39 = (uint) ;
yp g ‘ 0040140 €8 4b 7 CALL .pltzexit 40 if (War2 = 0) break;
- - N& O f ff h War2 = 2+ -1;
= 42 H
L Data Types 2 Lulnt)
© BuiltinTypes LAB_004014d5 XREF [1]: 004014bf (3) 41 ; - 3+ (ulong)bVar7 % -2 + 1;
£ ©bomb 004014d5 bf 13 25 EDI=>.rodata:s_GRADE_BOMB_004025f3, . rodata:s_G... 55| ¥ while ( o)
# generic_clib 40 00 pe | 5 — aard — 1
# generic_clib_64
# windows_vs12_32 Console - Scripting AR
‘ Filter: 3
@| 004014ac read_line TEST RAX,RAX [



Default Ul - Data Type Manager

[ ] [ ] CodeBrowser: Infiltrate:/bomb
File Edit Analysis Navigation Search Select Tools Window Help
H e = BR JIDULFRYB:- @@ oo VvVEIDG.LO0BO 4~

Program Trees ‘5 Listing: bomb & st read_line -
(7 bomb BN 1 o
v oml| 2 |ch d_L d
-bss ff ff : char * read_line(voi

.data

LAB_00401499 XREF [1]: 00401492(3)
-got.pit 00401499 48 83 c4 18 ADD

-got 0040149d c3 RET

.dynamic
jer
fini_array

char
long 1
char
uint
int 1
int

init_array PSR 11| char %
“eh rame undefined read_Line() byte

g hal undefined AL:1 <RETURN>
.eh_frame_hdr read_line XREF[10] : Entry Point(x), mi
.rodata main:00400ede(c), > .
fini skip();
fini main:00400e6al(c), if (Whr2 == 0) {
main:00400e86(c), i o 1
DWARF = : if (infile stdin) {
_Program Tree x main:00400ea2(c), 1 puts("Error: Premature EOF on stdin");
o main:@0400ebe(c), /% WARNING: Subroutine does not return
17, Symbol Tree secret_phase: 0040
Cla Imports 0040284c, 004025
——y 0040149e = getenv("GRADE_BOMB") ;
DO Exports 00401422 X 2 i
) Functions i (peters s “?“mﬁiﬁiﬁﬁ {s broutine d t ret
e * W : Subroutine does not return
C» Labels 00401427 ’

i e e e o

exit(8);

0 Classes 4N exit(0);
[} Namespaces 204014ac oF

004014af LAB_0040151f

004014b1 X,qword ptr [.bss:st

infile = stdin;
if (

puts(“Error: Premature EOF on stdin"
00401408 aword ptr [.bss:infilel, /4 WARNING: Subroutine does not return
exit(0);
004014bf LAB_004014d5
0040141 DI=>.rodata:s_Error:_Premature_EOF_on_stdin_0...

input_strings + (long)num_input_strings * @x50;
004014¢6 .pltiputs 1.” ’ 9 ’ 9

Filter: 004014cb EDI,0x8

I~ . 9 = (uint) H
o0 Data Type Manager 004014d0 .pltzexit i 2 == 0) break;

- N B ez =0 bre
i Data Types 42 Lulnf) ;
© BuiltinTypes LAB_004014d5 XREF[1]: 004014bf (3) ) -

£ ©bomb 004014d5 25 MoV EDI=>.rodata:s_GRADE_BOMB_004025f3, . rodata:s_G... 5|} white (

# generic_clib A =

# generic_clib_64
# windows_vs12_32

3+ (ulong)bVar? % -2 + 1;

- Console - Scripting

004014ac read_line




Default Ul - Listing (Disassembly)

[ JOX )
File Edit Analysis Navigation
H e = BBED

Search Select Tools

Window Help
JIDULFRYB- ad o«

CodeBrowser: Infiltrate:/bomb

VEIBG 0B HE

Program Trees

|9 Listing: bomb
mb X

v (¥ bomb

.bss

.data
.got.plt
.got
.dynamic
Jjer
fini_array
init_array
.eh_frame
.eh_frame_hdr
.rodata
fini

(URrogTEMITiEElil DWARF

i ) o o )

0040149d c3

undefined

[, Symbol Tree

[l Imports

I Exports

L) Functions
P Labels

[C3 Classes

[} Namespaces

0040149%e
004014a2

004014a7
204014ac
004014af
004014b1
004014b8

004014bf
004014c1

004014c6

Filter:

004014cb

[o7) Data Type Manager

004014d0

=-=- u- Wk B

L Data Types
# BuiltinTypes
£ ©bomb
# generic_clib
# generic_clib_64
# windows_vs12_32

004014d5

ff ff

00401499 48 83 c4 18

25

LAB_00401499
ADD
RET

XREF [1]: 00401492(j)

undefined read_line()

read_line

LAB_004014d5

<RETURN>

XREF [10 Entry Point(x), mi
main:00400ede(c),
main:00400e6a(c),
main:00400e86(c),
main:00400ea2(c),
main:00400ebe(c),
secret_phase: 0040
0040284c, 00402b5!

LAB_0040151f
Xyquord ptr [.bss

quord ptr [.bss:infile],R

LAB_004014d5
DI=>.rodata:s_Error:_Premature_EOF_on_stdin_@...

.plt:puts
EDI,0x8

.pltzexit

XREF[1]: 004014bf(j)
.rodata:s_GRADE_BOMB_004025f3, .rodata:s_G...

C: Decompile: read_line

2 |char * read_line(void)

char
long 1V
char *
uint U
int iva
int

char *
byte

) = skip();
if (Wpr2 =0) {
if (infile == stdin) {
puts("Error: Premature EOF on stdin");
/* WARNING: Subroutine does not
exit(8);

! = getenv("GRADE_BOMB");
if (pcvar3 I= (char %)0x0) {
/% WARNING: Subroutine does not
exit(0);

infile = stdin;
War2 =
if (
puts("Error: Premature EOF on stdin"
/* WARNING: Subroutine does not
exit(0);

input_strings + (long)num_input.
-1;

= (uint) 5
== 0) break;
2+ -1;
(uint) H
*
= pcvar3 + (ulong)b
} while (

Tx 241

return

return

return

strings % 0x50;

Console - Scripting

004014ac read_line




Default Ul - Decompiler

[ ] [ ] CodeBrowser: Infiltrate:/bomb
File Edit Analysis Navigation Search Select Tools Window Help
H e = BR JIDULFRYB:- @@ oo VvVEIDG.LO0BO 4~

Program Trees ‘5 Listing: bomb & st Decompile: read_line =i

- mb X

_ﬁbcrf:ss T ’ char * read_line(void)
sdat LAB_00401499 XREF[1]: 00401492(3) i
-got.pit 00401499 48 83 c4 18 ADD

-got 0040149d c3 RET

.dynamic
jer
fini_array

char
long 1
char *¢
uint
int i
int

init_array PSR 1| char %
“eh rame undefined read_Line() byte

g hal undefined AL:1 <RETURN>
.eh_frame_hdr read_line XREF[10] : Entry Point(x), mi
.rodata main:00400ede(c), 5 ) .

s 5 skip();

fini main:00400e6al(c), if (Wpr2 =0) {

main:00400e86(c), if (inf y
DWARF = : if (infile == stdin) {
 Program Tree x | main:00400ea2(c), ] puts("Error: Premature EOF on stdin");

o main:0e400ebe(c), /+ WARNING: Subroutine does not return

17, Symbol Tree secret_phase: 0040
la Imports 0040284c, 00402b5!
5 Exports 0040149 i " ! = getenv("GRADE_BOMB");

[E7) Functions 00401422 if (pcVar3 1= (char %)0x@) {

~a /* WARNING: Subroutine does not return

9 Labels 00401437 ’

i e e e o

exit(8);

0 Classes 4N exit(0);
[} Namespaces 204014ac oF

004014af LAB_0040151f

004014b1 X,qword ptr [.bss:st

infile = stdin;
if (

puts(“Error: Premature EOF on stdin"
00401408 aword ptr [.bss:infilel, /4 WARNING: Subroutine does not return
exit(0);
004014bf LAB_004014d5
0040141 DI=>.rodata:s_Error:_Premature_EOF_on_stdin_0...

input_strings + (long)num_input_strings * @x50;
004014¢6 .pltiputs v ’ 9 ’ 9

Filter: 004014cb EDI,0x8

- . 9 = (uint) H
o1 Data Type Manager 004014d0 .pltzexit i 2 == 0) break;

=-=- - Nk B 2 2+ -1;

L Data Types 2 Lulnf) ;
© BuiltinTypes LAB_004014d5 XREF[1]: 004014bf (3) ) -
£ ©bomb 004014d5 25 MoV EDI=>.rodata:s_GRADE_BOMB_004025f3, . rodata:s_G... 5| ¥ white (
# generic_clib A =
# generic_clib_64
# windows_vs12_32

3+ (ulong)bVar? % -2 + 1;

Console - Scripting

004014ac read_line




e - 10 vertices (bomb)

O n t ro I 0040149e - read_line
C undefined read_line()
undefined : <RETURN>

read_line
...149e SUB RSP,0x8

...14a2 MOV EAX,0x0
4a7 CALL skip
...14ac TEST

AX,
...14af INZ LAB_0040151f

It
004014b1 -0 N

> --14b1 MOV RAX,qword ptr [.bss:stdin]
...14b8 CMP qgword ptr [.bss:infilel,RAX

...14bf INZ LAB_004014d5

004014cl -0 M

14c1 MOV EDI=>.rodata:s_Error:_Prem..
...14c6 CALL .plt:puts
...14cb MOV EDI,0x8|
...14d0 CALL .plt:exit

004014d5 - LAB_004014d5 ~ e
LAB_004014d5
.rodata:s_GRADE_BOMB_...
4da CALL .plt:getenv
...14df TEST RAX,R
-..14e2 JZ  LAB_004014ee

If
004014e4

> ...14e4 MOV
4e9 CALL .pltiexit

004014ee - LAB_004014ee = ~ [ [

LAB_004014ee

MoV X,qword ptr [.bss:stdin]

MOV qword ptr [.bss:infilel,

MOV EAX,0x0

CALL skip

TEST RAX,R

INZ LAB_0040151f

0040150b 5 -0

...150b MOV
1510 CALL .plt:puts
1515 MoV DI, 0x0

...151a CALL .plt:exit

[=>.rodata:s_Error:_Prem..

0040151f - LAB_0040151f

LAB_0040151f
-..151f MOV EDX,dword ptr [.bss:num in...

Address not found in program memory: 00000008




Disassembly with P-Code

004014cb

004014d0

bf
00

08 00
0|

e8
ff

4b 7
ff

EDI,0x8

(register, 0x38, 8)
plt:exit

(register, 0x20, 8) =

STORE (const, 0x131,

COPY (const, 0x8, 8)

INT_SUB (register, 0x20, 8), (const, 0x8, 8)
8), (register, 0x20, 8), (const, 0x4014d5, 8)

CALL (ram, 0x400c20, 8)
RETURN (const, 0x@, 8)

004014d5

004014da

004014df

LAB_004014d5
MoV

EDI=>.rodata:s_GRADE_BOMB_00402

(register, 0x38, 8)
.pltigetenv

(register, 0x20, 8) =

STORE (const, @x131,

CALL (ram, 0x400ae0,
RAX, RAX

(register, 0x200, 1)

(register, 0x20b, 1)

XREF[1]:
5f3,.

004014bf(j)
rodata:s_G...

= COPY (const, 0x4025f3, 8)

INT_SUB (register, 0x20, 8), (const, 0x8, 8)
8), (register, 0x20, 8), (const, 0x4014df, 8)
8)

= COPY (const, 0x0, 1)
= COPY (const, 0x0, 1)

(unique, @xbb1@, 8) = INT_AND (register, 0x@, 8), (register, 0x0, 8)

(register, 0x207, 1) = INT_SLESS (unique, @0xbb1@, 8), (const, 0x0, 8)

(register, 0x206, 1) = INT_EQUAL (unique, 0xbbl@, 8), (const, 0x0, 8)
LAB_004014ee

CBRANCH (ram, 0x40l4ee, 8), (register, 0x206, 1)

004014e2

004014e4 EDI,0x0

(register, 0x38, 8) = COPY (const, 0x@0, 8)
004014e9 pltiexit
(register, 0x20, 8) = INT_SUB (register, 0x20, 8), (const, 0x8, 8)
STORE (const, 0x131, 8), (register, 0x20, 8), (const, 0x40l4ee, 8)
CALL (ram, 0x400c20, 8)
RETURN (const, 0x@, 8)

LAB_004014ee
MoV

XREF[1]: 004014e2(j)

004014ee RAX,qword ptr [.bss:stdin]
00
(register, 0x0, 8)

[.bss:infile],RAX

= COPY (ram, 0x603748, 8)

00401415 qword ptr

(ram, 0x603768, 8) = COPY (register, 0x@0, 8)

004014fc EAX, 00




Decompilation Across Architectures - x64

Bh B é [Cf Decomplle rl_complete_internal - (elf-Linux-x64-bash)

pcvar9 = rl_completion_entry_function;

1f (r\ completion_entry_function = (code %)0x0) {

00493a% 75 INZ LAB_004932a60 y Var9 = rl_filename_completion_function;

LAB_00493aa0 XREF[2]:
00493aa0 CALL rl_end_undo_group

= _rl_find_completion_word(&loca
00493aa5 MOV RDI,qword ptr [F + local_50] ri_point;

00493aaa JMP LAB_004939b0 l 0 1 point =

."\',;
= (char *)rl_copy_text((ulong)uvars, (ulong)uvarl);
00493aaf 7 90h 0 —COPY_ 9 +futong)uvardys
= (char *x)FUN_00492490( rc, (ulong)uvars, (ulong)uvari,pcvarg, (ulong) Loc

LAB_00493ab0 XREF[1]: (ulong) (uint) (int) local_39[0]);

00493ab0 MoV RDI=>local_50,qword ptr [RSP + 0x8] s | if (local 50 1= (char sk)ox@) {

stremp(__src,xlocal

= (ulong)(ivar3 != 0);
LAB_00493ab5 XREF[2] :

00493ab5 CALL FUN_00492940

60 50 == (char *k)0x0) ||
00493aba Mov RDT,qword ptr [RSP + local_50] 61 FUN_00490cb@(&local_50, (ulong) ri_filename_completion_desired), ppcvars
62 ivar3 == 0)) {
00493abf IMP LAB_004939b0 " dlng()’
if (__dest != (char x)ox0) {
free(__dest);

00493ac4 77
00493ac5 77
00493acb 7

rl_readline_stat rl_readline_state & Oxffffbfff;
00493ac7 77

DAT_006e5570 = 0;
rl_completion_found_quote = 0;
rl_completion_quote_character = 0;
return 0;

LAB_00493ac8 XREF[1]:

00493ac8 MOV RCX,qword ptr [.bss:rl_line_buffer] 71

00 }
00493acf MOVSXD X, EBP if (uParml = 0x2a) {
00493ad2 ff MP ,byte ptr [RCX + RDX¥0x1 + -0x1] rl_begin_undo_group();
00493ad6 SETZ L . i \ 1= 0) & (Lo
00493ad9 MOVZX X, AL A
00493adc SuB EBP, EAX
00493ade IMP LAB_00493a2b

cal_39[0] !=0)) {
r5 = (uint)(local_39[@] == rl_line_buffer[(long) (int)uvars + -1]);

ri_ delete text((utong) r5,(ulong) ri_point);
Src = g a[1l;

00493ae3 7?7 if ( (char *)0x0) {

00493ae4 7 ri_poi Vars;

00493ae5 n rc = (char *)FUN_004916e0(%ppcVar

00493ae6 7 rl_insert_text(_ src);
00493ae7 7

rl insert text(&DAT 004ad25a):




Decompilation Across Architectures - SPARC

BL Bk &k |4 Decompile: type_builtin - (elf-Linux-SparcV8-bash) % & & ~ x|

15 |type_builtin(undefined4 xpuParml,undefined4 uParm2,undefined4 uParm3,undefined xpuParr
16 undefined4 uParm5,char *pcParmé)
17

undefined type_builtin()
undefined 00:1 <RETURN>

type_builtin XREF[1]:
0008e320 9d e3 save sp,—-0x60, sp ‘ char cvarl;
0008e324 80 a6 cmp i0,0x0 char *pcvar2;
0008e328 02 40 bpe, pn ssicc, LAB_0008e44c | int *pivar3;
0008e32c 82 10 _mov 0x0,91 : }nt ivar4;
0008e330 c2 06 lduw [10+0x4],91 int ivars;
0008e334 c2 lduw [g1+g0],01 I undef}ned4 uvar6;
0008e338 c4 ldsb [g1+90],02 urjdef1ned4 *puvar7;
0008e33c 80 cmp g2,0x2d uint uVarsg;
0008e340 12 bpne, pn sicc,LAB_0008e400 char *_s1;
0008e344 25 _sethi %hi(0xd7400),12 int skppiVarg;
0008e348 2d sethi %hi(0xd7400), 16 uint uvarlo;
0008e34c 2b sethi %hi(0xd7400),15 . .
0008e350 3b sethi %hi(0xd7400),15 if (puParml == (undefined4 x)0x0) {
0008e354 37 sethi %hi(0xd7400),13 : return 0;
0008e358 sethi %hi(0xc8400),13 ¥
0008e35¢c or 12,0x328, 12 | ;learZ = */(char *:::)puParml[l];
0008e360 or 16,0x318, 16 if (xpcvar2 ='- ) {
0008e364 or 15,0x310, 15 pcParmé = "-path";
0008e368 or i5,0x320, i5 puParm4 = &DAT_000d7730;
0008e36¢ or i3,0x330,13 uParm5 = 0x61;
0008e370 or 13,0x20, 13 cVarl = pcVar2[1];
0008e374 mov i0,10 puVar7 = puParml;
0008e378 mov 0x74, 14 do {
0008e37c mov 0x61,i4 f'vl = P<‘\’rl"2l+'1;
0008e380 mov 0x70, 17 if (cvarl == 't') {
0008e384 ldsb [g1+0x1],02 %Vdrfl = strcmp(__s1,"type");
if (ivard == 0) {

LAB_0008e388 XREF[1]: *_ sl ="t
0008e388 add g1,0x1, 11 LAB_0008e470: , )
0008e38c cmp g2,0x74 *(undefined *) (x(int *)puvar7[1] + 2) = 0;
0008e390 bpe, pn ssicc, LAB_0008e454 goto LAB_0008e3d8;
0008e394 _ldub [g1+0x1],91 } .
0008e398 cmp 92,0x2d puVar7 = (undefined4 x)xpuVar7;

0008e39¢ bpe, pn %icc,LAB_0008e480 ¥

ANNCA2~N ~mn A0 BvTIA else {




Decompilation Across Architectures - PowerPC

sl-1.0.1h Sgl

3

000212c8
000212cc

000212d0
000212d4

000212d8
000212dc
000212e0

000212e4

000212e8
000212ec
00021210

0002124
0002128
000212fc
00021300
00021304
00021308

0002130c
00021310
00021314
00021318

0002131c
00021320
00021324
00021328
0002132c

00
10

2f
34
Te

01

00
75
98

LAB_000212c8
bne
b

LAB_000212d0
cmpwi
bne

LAB_000212d8
xori
cntlzw
rlwinm

LAB_000212e4
addi

LAB_000212e8
bz
extsb.
bne

LAB_000212f4
cmpwi
i
beq
addi
cntlzw
riwinm

LAB_0002130c
bne
addis
or

,LAB_000212d8
LAB_000212e4

,r2,0x0
,LAB_000212e4

,0x2f

,0x1b,0x5,0x1f
,0x1

,0x0(r9)

LAB_00021288

,r2,0x3

,0x1
,LAB_0002130c

,r2,0x1

,r0,0x1b, 0x5, Ox1f

LAB_00021330
o ,0x4

=>__cstring:s_HTTP/1.0_200_ok_Cor

__symbol_stubl:__symbol_stubl::_BIC
. ,0x3
=>__cstring:s_'%s'_is_an_invalid_

LAB_0002135c

" # Decompile: UndefinedFunction_00020aec - (MachO-0OSX-ppc-openss|-1.0.1h)

] = _D1U_1NL_CLrL\DpP,UX/D,0X4000, 1] ;
if (( 11 == @) || (Lvar5 = _SSL_new((ulonglong)_ctx),
if (_s_tlsextdebug !'= @) {
_SSL_callback_ctrl( ,0x38,ZEXT48(PTR__tlsext_cb_000603ac));
_SSL_ctrl(lvar5,0x39,0,ZEXT48(_bio_s_out));

5 == 0)) goto LAB_00021588;

if ((char *)uParm3 != (char *)@x0) {
2 = _strlen((char x)uParm3);
_SSL_set_session_id_context( 5,uParm3,

] = _BIO_new_socket(iParm2,0);
if (_s_nbio_test != 0) {
= _BIO_f_nbio_test();
= _BIO_new( );
= _BIO_push(b,ap;
}
_SSL_set_bio( ' ’ 1);
_SSL_set_accept_state( );
_BIO_ctrl(bp_00,0x6d,1, (void *)
_BIO_push(bp,bp_00);
if (_s_debug !'= 0) {
_SSL_set_debug( 5,1);
0 = (BIO *)_SSL_get_rbio( 1
_BIO_set_callback( ,(long (*)(bio_st *,int,char *,int,long,long))
PTR__bio_dump_callback_00060398);
0 = (BIO x)_SSL_get_rbio(lVar5);
_BIO_set_callback_arg(bp_00,(char *)_bio_s_out);
if (_s_msg !=0) {
_SSL_set_msg_callback( , ZEXT48(PTR__msg_cb_000603a8) ) ;
_SSL_ctrl(lvar5,0x10,0,ZEXT48(_bio_s_out));

}
LAB_00020d80:

do {
if (_hack !'=0) {
while ((uvar6 =
(ivarie = _SSL_get_error(lvars, 6),
_BIO_printf(_bio_s_out,"LOOKUP during accept %s\n",(ulonglong)_srp_callback_parm);
DAT_000618ed = _SRP_VBASE_get_by_user((ulonglong)DAT_000618dc, (ulonglong)_srp_callback_parm)

_SSL_accept( ), (int)uvaré < 1 &&

10 =4))) {

H
if (DAT_000618¢0 = 0) {
_BIO_printf(_bio_s_out,"LOOKUP not successful\n");

else {




Cross-References

0040280 €8 .text ) _ . ’
0040285 e8 _read_line pcvarl = —read—llne( );

00402f8a 89 B S Emac %« 29 | _phase_1(pcVarl);
0040278d e8 _phe c 30 | _phase_defused();

Clear Code Bytes
0040292 e8 =P Clear with Options... 31 | .text("Phase 1 defused. How about
00402197 c7 Clear Flow and Repair.

0040219 e8 tex 32 | pcVarl = _read_line();

| symbot Tree ) 004027a3 8 _rez Ol ®¢ 33 | _phase_2(pcvarl);

L Do ootaztas 89 paste #v 34 | _phase_defused();
. c

e 004027b0 8 “phg  Comments »35 text("That\'s nL.meer 2.

> D Classes 00402fb5 c7 Instruction Info... 36 pcVarl = _read_line();

> £ Namespaces 00402fbc 8 Mogy nsruclon Flow- & K7 phase_3(pcVarl);

00402fcl e8 Patch Instruction
00402fc6 89 - Processor Manual... 38 _phase—defused ( ) :

Processor Options...
00402fc9 e8 _phe .text("Halfway there!");

Create Function

Create Thunk Function

Edit Function...

Function

i, A B ’EE HEJ Console - Scripting Compare Selected Functions...
4% Data Types

> @ BuiltinTypes
> I ®@bomb.exe Remove Label

L

>
» @ generic_clib_64 Set Associated Label... 8L
> # windows_vs12_32 Show Label History... H Add Reference from...
Add/Edit... R
Create Memory Reference R
Delete Memory References ®

Filter: 2 00402fce e8

B Data Type Manager v X

Edit Label...

Clear Register Values...
Set Register Values...

— Colors
Filter: Show References to _phase_defused {*8$F

Fallthrough Show References to Address
@ | & Show Call Trees

x




Strings

[ JoN

File Edit Analysis Navigation Search Select ToolsmHelp

CodeBrowser: understand:/bomb.exe

B e

Program Tr... lig 7

v [£7¥ bomb.exe
] Headers

text
.data
.rdata
.bss
.idata
.CRT
.tls

/4
/19
/31

B
B

(5 Symbol Tree |

X

> [Cla Imports
» |) Exports
» [ Functions
» [C» Labels
» [CI9 Classes

b |4} Namesnaces

Filter:

=
w2

|o7) Data Type Mana..

~ x|

BEBEPRD JIDULFEYB-

sl 4l & Listing: bomb.exe 1

00402f5b 85
00402f5d a3
00402162 Of

00402168 e8
00402f6d c7
00402174 e8
00402179 c7
00402180 e8
00402185 e8
00402f8a 89
00402f8d e8
00402192 e8
00402197 c7
00402f9%e e8
00402fa3 e8

+ Bookmarks

Bytes: bomb.exe
Checksum Generator
Comments

= Console

leD Data Type Manager
Data Type Preview

C¢ Decompile: _main

oy Defined Data

Bl Defined Strings |

Disassembled View
Equates Table
External Programs
Function Call Graph

= Function Graph
Function Tags

1 Functions

9 Listing: bomb.exe

& Memory Map
Program Trees

& python

@ Register Manager
Relocation Table

© Script Manager

=/ Symbol References

| Symbol Table

- Symbol Tree

‘Cf Decompile: _main - (bomb.exe) %

20
21

text("%s: Error: Couldn\'t open %s\n",*_Ar
/* WARNING: Subroutine does r
text(8);
}
}
_initialize_bomb();
.text("Welcome to my fiendish
.text("which to blow yourself
pcVarl = _read_line();
_phase_1(pcVarl);
_phase_defused();
.text("Phase 1 defused. How about the next one?
pcVarl = _read_line();

little bomb. You
up. Have a nice ¢

s Function Graph | DSCOMBISINMAIRIN

| =




Type System / Structure Recovery

Structure Editor - group (busybox) [CodeBrowser(2): Infiltrate:/busybox]

3

137

|Length Mnemonic  |DataType  [Name  [Commen

4 char * char * gr_name

4 char * char * gr_passwd
4 __gid_t __gid_t gr_gid
4

char * * char* * gr_mem

align( minimu... | pack( maximu...

© none © none

machine

Name: group
Description:
Category: busybox/grp.h
Size: 16 Alignment: 4 Align




Customize Appearance

File Edit Analysis Navigation Search Select Tools Window Help

H e=»- BB
Program Tr... id 7 B x\

v [£77 bomb.exe
] Headers

text
.data
.rdata
.bss
.idata
.CRT
tls

/4
/19
/31

B
B
B

Program Tree x

[ Symbol Tree ] & X

> [ Cla Imports
» ) Exports
» [ Functions
> [ Labels

> [CDD Classes

b [y Namesnaces

Filter:

|o7) Data Type Mana... v X “

B JIDULFERYEB-

ltﬂ Listing: bﬂ & options
[&] Auto Analysis
[%] ByteViewer
[%] Comments
[a] Console
vi& Decompiler
[a] Analysis
BfDisplay |
» ) Decompiler Popups
» [ Diff
» |2 Editors
[a] Entropy
[&] Function Graph
[a] Key Bindings
[%] Listing Display
» | Listing Fields
» | Listing Popups
[%] Navigation
[%] Navigation Markers
[a] overview
[%] Processor Manuals
[&] Program Tree
[a] search
[3] selection by Flow
(2] Tool

48 oo VEISBDGLOBOEHB

visdpie prinunyg or type cdsis

Display EOL comments
Display Header comment v

Display Line Numbers

Display Namespaces

(] Font Editor
Fonts Sizes Styles

Monospaced i 24 | PLAN

ABCabc ©«§ll .12

Glo  concel

Integer format ~ Best Fit

Maximum characters in a code line 100

Edit >Tool Options = Filter: Fonts

0§l 1

en %s\n",*x A
outine does

le bomb. You
Have a nice

the next onej




The Undo Button! e

ULFRYEB- @9 oo VEIBG.20BO 0

0040149e 48 83 RSP, 0x8 A '
004014232 bs 00 EAX, 0x0 1 Listing: bomb ‘Undo bomb: Clear with Options

20 00 m (88+2)

004014a7 e8 4d ff skip ff ff
ff ff LAB_00401499
004014ac 48 85 c0 RAX, RAX 00401499 48 83 c4 18 ADD RSP, 0x18
004014af 75 6e LAB_0040151f 0040149d c3 RET
004014b1 48 8b 05 RAX,qword ptr [.bss:stdin]
90 22 20 00 *
004014b8 48 39 05 gword ptr [.bss:infile],RAX ] ] A
a9 22 20 00 undefined AL:1 <RETURN>

004014hf 75 14 LAR 0041445 read_line

0040 0040149 48 27 48h| H

0040149f 83 77 83h

0040 00401420 ec 77 ECh 0040149¢ RSP, 0x8
004014al1 08 ?7 28h 004014a2 EAX, 0x0
00401422 b8 EAX, 0x0

00 004014a7 skip
004014a7 €8 skip

ff 004014ac RAX, RAX
0040l4ac 48 FAX, RAX 004014af LAB_0040151f

004014af 75 LAB_0040151f , =~ 004014b1 RAX,qword ptr [.bss:stdin]
004014b1 48 RAX,qword ptr [.bss:stdin]

90

004014b8 48 gword ptr [.bss:infile],RAX
a9

004014bf 75 LAB_004014d5

004014cl bf EDI=>.rodata:s_Error:_Premat
40

004014c6 e8 .plt:puts

004014b8 gword ptr [.bss:infile],RAX

004014bf LAB_004014d5
004014cl EDI=>.rodata:s_Error:_Premat

004014c6 .plt:puts




Version Tracker

e Feature for porting RE symbols, annotations, etc. between
incrementally updated versions of the same program

® In our experience, not well suited for quick 1-day discovery in

patch analysis
O Use Diaphora or BinDiff for this purpose



Version Tracker - Overview

[ JoX )
File Edit Window Help
VR o @

Confide...

Version Tracking: VT__WallaceSrc.exe_WallaceVersion2.exe

Frve

A 4@ - x|

Source Name...

Source Label

Source Ad... ‘ Mul... ‘ Dest Namesp...

| Dest Label

| Dest Address ‘Sourcem ‘Dest Lo ‘Algorithm

[

Function 1.000
Data 3 1.000
Function 1.000
Data

Data

Data g 4 Global
Data . . Global
Global
Data . . Global
Data 3 g Global

Function

Data
Data
Data

Global

Global

004132d0
004194ca
00411da0
0041a028

__FindPESection Global
<No Symbol>

FUN_00411da0
<No Symbol>

<No Symbol> 004193fe
s_Stack_memory_c.. 00416al4
u__controlfp_s(((vo.. 004171a8
_pre_cpp_init 00411e70
s_Stack_memory_a.. 00416ac0
s_Lady_Tottington.. 0041688c
<No Symbol> 0041956¢
<No Symbol> 004194f4
<No Symbol> 004195¢2

Global

Global
Global
Global
Global
Global

004132b0 117 117
004194ba 15 15
00411d80 290 290
<No Symbol> 0041a028 8
<No Symbol> 004193ee 11
s_Stack_memory_co.. 00416al4 24
u__controlfp_s(((voi.. 004171a8 100
_pre_cpp_init 00411e50 90
s_Stack_memory_ar.. 00416ac0 44
s_Lady_Tottington_.. 0041688c 16
<No Symbol> 0041955¢ 19
<No Symbol> 004194e4 6
<No Symbol> 004195b2 15

__FindPESection
<No Symbol>
FUN_00411d80

Exact Function Instructi...
Exact Data Match
Exact Function Mnemon...
Exact Data Match
Exact Data Match
Exact Data Match
Exact Data Match
Exact Function Mnemon...
Exact Data Match
Exact Data Match
Exact Data Match
Exact Data Match
Exact Data Match

Global 00412200 Global 004121e0 13 13 Exact Function Instru

Data 1.000
Data 1.000
Data 1.000

Global

Global

0041687c
00419646
00416830

s_Were_Rabbit_00... Global
<No Symbol>

s_%s_%s_deployed... Clobal

s_Were_Rabbit_004.. 0041687c 12 12
<No Symbol> 00419636 28 28
s_%s_%s_deployed_.. 00416830 22 22

Exact Data Match
Exact Data Match
Exact Data Match

’Fil(er:

[Score Filter:  0.000 to 1.000 [Confidence Filter: -9.999 to 9.999 [Length Filter:

‘._ﬂ Version Tracking Markup Items - [Session: VT

exe__Wallace

2.exe] -3 markup items

=-32E Mmoo M [a [0 ve

Status

Source Address

B [ Dest Address

00412200
00412200
00412200

004121e0
004121e0
004121e0

Markup Type

Plate Comment
Function Name
Function Signature

‘ Source Value

_NtCurrentTeb

Library Function - Single Match Nam... Library Function - Single Match Nam...

_TEB * _NtCurrentTeb(void)

‘ Current Dest Value

_NtCurrentTeb
_TEB * _NtCurrentTeb(void)

lOriginal Dest Value

Library Function - Single Match Nam...
_NtCurrentTeb

_TEB * _NtCurrentTeb(void)

Source:

_NtCurrentTeb() in /WallaceSrc.exe

Decompile View [RESHRVENY

Destination:

_NtCurrentTeb() in /WallaceVersion2.exe

_TEB *

00412200 8b ff

* Library Function - Single Match
* Name: _NtCurrentTeb
* Library: Visual Studio 2010 Debug

|.TEB * _NtCurrentTeb(void)
EAX:4 <RETURN>
_NtCurrentTeb

MoV

XREF[1]: _NtCurrentTeb:004111

_NtCurrentTeb:004111

* Library Function - Single Match
* Name: _NtCurrentTeb
* Library: Visual Studio 2010 Debug

|TEB * _NtCurrentTeb(void)

_TEB *

004121e0 8b ff

EAX:4
_NtCurrentTeb

<RETURN>
XREF[1]:

MoV

_NtCurrentTeb: 004111
_NtCurrentTeb:004111




Version Tracker - Selecting Correlation Algorithms

O

©

Select Correlation Algorithm(s)

Version Tracking Wizard

S... |Name

P...

| Description

(R J< Q<

Exact Data Match

Exact Function Bytes Match

Exact Function Instructions Match
Exact Function Mnemonics Match
Exact Symbol Name Match

Data Reference Match

Combined Function and Data Reference ...

Function Reference Match

Duplicate Data Match

Duplicate Function Instructions Match
Duplicate Exact Symbol Name Match
Similar Symbol Name Match

Similar Data Match

.

.

.

-

Compares data by iterating over all defined data meeting the minimum size requirement in the source pro...
Compares code by hashing bytes, looking for identical functions. It reports back any that have ONLY ONE...
Compares code by hashing instructions, looking for identical functions. It reports back any that have ONL...
Compares code by hashing instructions mnemonics, looking for identical functions. It reports back any t...

Compares symbols by iterating over all defined function and data symbols meeting the minimum size req...
Matches functions by the accepted data matches they have in common.

Matches functions based on the accepted data and function matches they have in common.

Matches functions by the accepted function matches they have in common.

Compares data by iterating over all defined data meeting the minimum size requirement in the source pro...
Compares code by hashing instructions (masking off operands), looking for identical functions. It report...

Compares symbols by iterating over all defined function and data symbols meeting the minimum size req...
Compares symbols by iterating over all defined function and data symbols meeting the minimum size req...
Compares data by iterating over all defined data meeting the minimum size requirement in the source pro...

<< Back _ Finish Cancel




ersion Tracker - Function Name Ported

@® [ ] Version Tracking: VT__WallaceSrc.exe_ WallaceVersion2.exe
File Edit Window Help
B 9+ o @

‘ Version Tracking Matches - [Session: VT__WallaceSrc.exe__WallaceVersion2.exe] -1 matches (of 355) Fvo X7 Y

Tag ‘Sess... St &‘Type Score | Confide... | Votes | # Co... ‘Mul.“ ‘Source Name... | Source Label Source Add... ‘Mulm ‘Dest Namesp... |Dest Label Dest Address | Source... ‘ Dest L... | Algorithm
= Function 0.000 0.000 1 0 Global deployGadget 004118f0 Global deployGadget 004118c0 250 261 Implied Match

Filter: deployGad ° [Score Filter:  0.000 to 1.000 Confidence Filter: -9.999 to 9.999 [Leng!h Filter:

|| Version Tracking Markup Items - [Session: VT__\ exe__WallaceVersion2.exe] -2 markup items = - B 2 Q@ IQ_ E D v @
Status Source Address [ | Dest Address Markup Type ‘ Source Value \ Current Dest Value ‘ Original Dest Value
Vs 004118f0 004118c0 Function Name deployGadget deployGadget FUN_004118c0
004118f0 004118c0 Function Signature void * __stdcall deployGadget(void) undefined __stdcall deployGadget(vo... undefined __stdcall deployGadget(vo...

Filter:

Decompile View

Source: deployGadget() in /WallaceSrc.exe Destination: FUN_004118c0() in /WallaceVersion2.exe

* FUNCTION FUNCTION

oid * __stdcall deployGadget (Void) lindefined _ stdcall deployGadget (void)
void * EAX: <RETURN> undefined AL:1 =
int EAX:4 strcmp_match XREF[1]: 004119a5 undefined4 Stack[-0x8]:4 local_8 XREF[2]: 0041190d
undefined4 Stack[-0x8]:4 local_8 XREF [2] : 0041193d 0041194b
0041197b undefined4 Stack[-0x10]:4 local_10 XREF[2]: 00411814 (x)
undefined4 Stack[-0x10]:4 local_10 XREF[2]: 00411924 (%) 004119a6(R)
004119¢cb (R) undefined4 Stack[-0x18]:4 local_18 XREF[3]: 00411958
undefined4 Stack[-0x18]:4 local_18 XREF[3]: 00411988 00411990 (R)
004119b5(R) 004119a3(R)
004119c8(R) undefined4 Stack[-0x24]:4 local_24 XREF[7]: 00411960
Stack[-0x24]:4 pp XREF [6] : 00411990 00411963 (R)
00411993 (R) 0041196e(R)
0041199 (R) 00411981(R)
004119b1(R) 0041198c(R)
004119bd (R) 00411998(R)
004119¢3 004119%e
Stack[-0xf0] :4 gadget XREF[3]: 00411937 undefined4 Stack[-0xf@]:4 local_fe@ XREF[3]: 00411907
00411944(R) 00411914 (R)
00411952(R) 00411922(R)
undefined4 Stack[-0xfc]:4 local_fc XREF[2]: 00411975 undefined4 Stack[-0xfc]:4 local_fc XREF[2]: 00411945
00411982(R) 00411952(R)
undefined4 x[2]  Stack[-0x104... gadgetLocal XREF [4] : 0041190a(*) undefined4 Stack[-0x104... local_104 XREF [4] : 004118da(*)
0041195d 0041192d
00411965 00411935
0041196 (R) 0041193f(R)
deployGadaet XREF[1]: deployGadaet: 0041117 deplovGadaet XREF[1]: deployGadaet: 904111€




Program Differences

[ NON )
File

Edit

Analysis

Navigation

Search Selectm Window Help

<b o i v

PRED

JIDUL Processor Manual...

{ Program Trees

=3 Program Differences... 2 F

v 577 wallaceSrc.exe
] Headers

B
=

.textbss
text
.rdata
.data
idata

VEO®CG.L0B<

Generate Checksum...

{ vt:/WallaceSrc.exe

1:1 comparison of program memory ranges,
only helpful if you had two annotated
Ghidra databases for the same binary, or a
version that had been statically patched

® 0
Do Differences On
Bytes
References
Bookmarks

Determine Program Differences

Code Units
Comments
Functions

Labels
Program Context
Properties

Select All Deselect All

Address Ranges To Diff

Entire Program

Cancel




Program Differences

&

vt:/WallaceSrc.exe vt:/WallaceVersion2.exe

Stack[-0xf0] :4 gadget

undefined4 Stack[-0xfc]:4 local_fc

undefinedd4 *[2] Stack[-0x104... gadgetLocal

deployGadget

2041180 PUSH
0041181 MOV » 0041181 »
00411813 PUSH -0x1 00411813
00411874 =>local_10, [
00411815 PUSH LAB_00414b2e

0041187 : [0x0],

004118fa

004118fd 0x10
0041181 f operator_new

00411900
00411901

00411904 ,0x4
00411907 00411907 dword ptr [local _fo + 1,

00411908
00411909
0041190a =>gadgetLocal, [0x




Function Call Graph

Function Call Graph [CodeBrows: alware:/mpengine.dll]

-

Function Call Graph - __memicmp (14 functions; 17 edges)

’ Y

FUN_5a7dacf3 FUN_5a845740

__memicmp

W W W

FUN_5a5e9a4b FUN_5a5e9b25 __memicmp_|l ___ascii_memicmp




Decompiler Slicing ars = (int)oparat;

if (ivars < @) {
WVard  Edit Function Signature 00000 |
returi
. } Rename Variable L
e Decompiler calculates data flow if (r| Retype Variable a8
during auto-analysis vard - Auto Create Structure 0

} Highlight Def-use
else { Highlight Forward Slice
if ((. Highlight Backward Slice

e Users can right-click on variables to Va  Highlight Forward Inst Slice
view def-use chain and forward / | Highlight Backward Inst Slice
backward slices " Commit Params/Return P

Commit Locals

Comments
® Menu bar “Select” options allow e

users to trace flows to / from given Find Uses of int
points Properties




L4 L L UVal L — FUyLE ®JUr L_LLc_Durielr * (QUNYJULIC) T C_PULiicy,
e co m I e r I CI n ri_delete_text((ulong)ri_point, (ulong)exampleVar);
exampleVar = rl point;

if ( Edit Function Signature
Override Signature

undefined8 _rl_rubout_char(ulong uParml) 1% 2+ 1) & 0x40) !'= 0 & (_r
) Rename Variable L o (ulong) )
ex . pVarl, (ulong)examplevar);
byte bvari; , Retype Variable - R B greranper
t svar2; - dlevar);
iiii;t sokppuVar3; re Auto Create Structure |
undefined8 uvard; } Highlight Def-use
int ivar5;

uint exampleVar; rett.  Highlight Forward Slice
' Highlight Backward Slice

Var = rl_point; g uffcr ,(ulong) ri_point,1); Highlight Forwa rd

(int)uParml; ir);
5<0) { Highlight Backward Inst Slice
Vard = rl_delete(uParml & Oxffffffffeeeeo000 | (ulong)(uint)-ivars); I t Sl'
, return uvar4; else { Commit Params/Return P nS |Ce
if (rlpoint = 0) { ri_bac Commit Locals

ri_ding(); ri_kil
ird = OxfFFFFFff; )\

{

jara  Comments
}
else { Find...
i ivar5 < 2) & (rl_explicit_arg == 0)) { : :
__ctype_get_mb_cur_max(); va Find Uses of uint
== 1) || (rl_byte_oriented != 0)) { .
_point _point - 1; Properties
Varl = *(byte %) (rl_line_buffer + (long)(int)rl_point);
ri_ delete _text((ulong) ri_point, (ulong)examplevar);
ampleVar = rl_point;
1f§:"w” rt C”dgﬁ&“ jUdl L — F\UYLE XJ\I L_LLillE_DuUllel * {LONgJLLiiL)
ir3 = __ctype_b_loc(),
(*(byte *) ((Tong)*ppuVar3 + (ulong)bVarl * 2 + 1) & 0x40) != 0 & rl delete text( (ulong) ri_point, (ulong)
)) {

examplaVar = rl_character_ len((uLong) /ar1, (ulong)exampleVar); examp levar = _point;
rl erase_at_end_of_line((ulong)e eVar);

return 0; if ((rl_po;n\ = rl_end) &&
? turn o ((ppuvar3 = __ctype_b_loc(),
?’Lpo;nt=_rl_find_prev_mbchar(rkJ.;ncfnuT’rcr,(ulong)r\,?po;nt,l); (*(byte *)((Long)* - : + (Ul.ong) ovarl 2 + 1) & GX‘-‘O)

ri_delete_text((ulong) ri_point, (ulong)exampleVar); ) ) {
Vard = 0;
F e ¢ sxampleVar = rl_character_len((ulong)bvaril, (ulong)e

1_backward_char(); .
:l_kaitliizx(:(ziong)u mp leVar, (ulong) ri_point); rl‘ erase at end Of llne( (U Long) - ) ’
, ware = return 0;

i ¥

return uVard;
return 0;

}
Middle Click 3 rl find nroauv mheharlrl linag huffar (ulann)lrl naint 1)«




Decompiler Slicing

{
byte bvarl;
size_t 2;

m Tools Window Help ushort skppuVar3;
undefined8 uVard;
U Program Changes int tvars;
exampleVar;
All Flows From

4. exampleVar = rl_point;
1g:el All Flows To iVars = (int)uParml;

» Limited Flows From if (ivars < 0) {
Limited Flows To Var rl_delete(uParml & Oxffffffffoe000e00 | (ulong)(uint)-ivar5);

Subroutine if (rl_poin 0) {
H _point =

Dead Subroutines rl_ding();

Function Ward = Oxffffffff;

From Highlight i Var5 < 2) & (rl_explicit_arg = 0)) {
) = __ctype_get_mb_cur_max();
2 = 1) || (rl_byte_oriented != 0)) {

Program nghllght rL_p(‘);ITI = rl_point - 1;

bvarl = x(byte *)(rl_line_buffer + (long)(int)rl_point);
S(ODECI Flow ri_delete_text((ulong)rl_point, (ulong)exampleVar);
exampleVar = rl_point;

if ((rl_point == rl_end) &&
Bytes... 1z ((ppuvar3 = __ctype_b_loc(),

: . (*(byte *)((long)*ppuVar3 + (ulong)bVarl % 2 + 1) & 0x40) '= 0 & (_rl_last_c_pos
All in View "
Clear Selection exanpleVar = rl_character_len((ulong)bvarl, (ulong)examplevar);
_rl_erase_at_end_of_line((ulong)exany ir);

Complement Jodalc return 0;
Data ov }

. return 0;
Instructions kv }
- rl_point = _rl_find_prev_mbchar(rl_line_buffer,(ulong)rl_point,1);
Undeflned ri_delete_text((ulong)rl_point, (ulong)exam ir);

Vard = 0;
Create Table From Selection fov }
SUB else {

Restore Selection WOVSXD r1_backward_char();

wov ri_kill_text((ulong)exampleVar, (ulong) ri_point);
Back Refs %; et =0
Forward Refs #.  hovzx }

204a1d18 e8 43 fc CALL ) return

}
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Scripting With Ghidra (

e Available in Java (natively) and Python (via Jython)
® Can be run with interactive GUI or in headless mode

® Ghidra comes with 230+ scripts pre-installed
O Educational examples
O Code patching
O Import / export

o)

Analysis enhancements
e Windows, Mac, Linux, VXWorks
e PE, ELF, Mach-O, COFF
e x86, MIPS, ARM/THUMB, 8051, etc...




Ghidra APlIs

FlatProgramAPI

Simple “flattened” API for Ghidra
scripting
Programmatic access to common
tasks

o query/ modify / iterate / create /

delete - functions / data /
instructions / comments

Mostly doesn’t require the use of
Java objects
Stable

Ghidra Program API

More complex rich APl for deeper
scripting

Object-oriented (Program,
Memory, Function, Instruction,
etc...)

Utility functions help with
common scripting tasks

Ul scripting / interactivity

Prone to change between versions



API Highlights

Rich Scripting Interface

Programmatic access to binary
file formats

P-code interaction

Decompiler API

C header parsing

Interface for graphing
(implementation not included)
Cyclomatic complexity

Common Utilities Included

Ul windows

Assembly

Data serialization
String manipulation
Hashing

Search / byte matching
XML utilities



Eclipse Integration

® Ghidra has built-in Eclipse integration, via its “GhidraDev” Eclipse plugin

® NOTE: For these exercises, we’ll be using Ghidra’s built-in basic editor - don’t
waste time trying to get Eclipse set up during this workshop

n NELEELEN Window  Help

- Ghidra Script...
Export i

Preferences ., Ghidra Script Project...

E¢ ; .
« Link Ghidra... -, Ghidra Module Project...

(# About GhidraDev...

- E| Task List 23



Scripting Demos

1. Hello World

a. Java
b. Python

2. Crypto Constant Search
3. Cyclomatic Complexity
4. Xor with Python



Importing Demo Scripts Click the “Display Script

Manager” button to open the
Script Manager Window

Window Help

K3 Cu & o C; .x O




Importing Demo Scripts Click the “Display Script

Manager” button to open the
Script Manager Window

Window Help
e R 4 & o C; .oz O

Click the “Script Directories”
button on the Script Click the
“Display Script Manager” button
to open the Script Manager
Window



Importing Demo Scripts Click the “Display Script

Manager” button to open the

Script Manager Window

Window Help

-lif{:'n .::::“E::- K™ ™l

script directory

Script Directories

Path

$GHIDRA_HOME/Features /Base/ghidra_scripts
$GHIDRA_HOME/Features /BytePatterns /ghidra_scripts
$GHIDRA_HOME/Features/Decompiler/ghidra_scripts
$GHIDRA_HOME/Features/FileFormats /ghidra_scripts
$GHIDRA_HOME/Features/FunctionlD/ghidra_scripts
$GHIDRA_HOME/Features /GnuDemangler/ghidra_scripts
$GHIDRA_HOME/Features/Python/ghidra_scripts
$GHIDRA_HOME/Features/VersionTracking/ghidra_scri...
$GHIDRA_HOME/Processors/8051/ghidra_scripts
$GHIDRA_HOME/Processors/DATA/ghidra_scripts

C€CHINDA _LNOME /Dracacenrc IDIC Inhidra _crorinte

\‘
m

Us

Click the “Script Directories”
button on the Script Click the
“Display Script Manager” button
to open the Script Manager
Window

JJ IR

Click the green plus to open
the file chooser, choose the



Running Script Demos

» Script Manager - 15 scripts |

) CodeAnalysis

) Conversion

) CustomerSubmission
) Data

|Z) Data Types

Find the ) Examples
L) FunctionID

“INFILTRATE” folder ) Functions

I0) FunctionStartPatterns

1 the SC”pt ) HELP
[ Images
Manager Import
/IR INFILTRATE
) Instructions
) i0S
I2) Iteration




Running Script Demos

» Script Manager - 15 scripts |

[Z) CodeAnalysis
) Conversion
) CustomerSubmission
|§l Data
) Data Types
Find the ) Examples
L) FunctionID

“INFILTRATE” folder ) Functions

I0) FunctionStartPatterns

in the script ) HELP
manager L Images Choose a script and click “Run Script”

Import
W} INFILTRATE to run
) Instructions
) i0S
) Iteration

» Script Manager - 15 scripts (of 257) 2 S aile 7
[il CodeAnalysis

I;l Conversion
» |2) CustomerSubmission

) Data _ CryptoConstantsSearch.java INFILTRATE 2019 de...

ComputeCycIomatlcCompIeX|tyFor Script to compute an..




Running Script Demos

» Script Manager - 15 scripts |

) CodeAnalysis
) Conversion

» |2) CustomerSubmission
) Data

|_'_~.

) Data Types

Find the > I:lil Examples
L) FunctionID

“INFILTRATE” folder I Functions

I2) FunctionStartPatterns

in the script ) HELP
D Images
Manhager Import
/IR INFILTRATE
) Instructions
) i0s
) Iteration

» Script Manager - 15 scripts (of 257)

Make sure L[\ Help

+ Bookmarks

the Bytes: a.out
”Console” Checksum Generator

. . Comments
window is - & Console

. [ leB Data Type Manager
open If ek Data Type Preview
want to see C¢ Decompile: analyzefun
‘ ot Defined Data

OUtpUt M Defined Strinas

Choose a script and click “Run Script”
to run

5 Codeanayi : -_-- o

=) Conversion

ComputeCyclomaticComplexityFor... Script to compute an..

» ) Cust Submissi
|% Dl;iaomer ubmission .:_ CryptoConstantsSearch.java INFILTRATE 2019 de...



DEMO: Hello World

® A simple script to print “Hello World” and then iterate over all functions in
the program, printing out their names

® HelloWorld.java
® HelloWorld.py

import ghidra.app.script.GhidraScript;[]

& Console - Scripting public class HelloWorld extends GhidraScript {
HelloWorld.java> Running...
HelloWorld.java> Hello world
HelloWorld.java> _init
HelloWorld.java> FUN_00400ad@
HelloWorld.java> getenv
HelloWorld.java> __errno_location
HelloWorld.java> strcpy

public void run() throws Exception {
println("Hello world");

Function currentFunc = getFirstFunction();

while (currentFunc !'= null){
println(currentFunc.getName());
currentFunc = getFunctionAfter(currentFunc);

HelloWorld.java> puts
HelloWorld.java> write
HelloWorld.java> _ stack_chk_fail
HelloWorld.java> alarm

HelloWorld. java> close
HelloWorld.java> read
Helloworld.java> __ libc_start_main




DEMO: Crypto Search

e Find MD5 constants present in a binary, report offset and
function name

e Take binary endianness into account automatically without
user specification

@ CryptoConstantsSearch.java



DEMO: Crypto Search

ff £f ff
100000d6d 8h 85 68

Il Console - Scripting

CryptoConstantsSearch. java> Running...
MD5 Constant ©0x67452301 found at 0x100001060 (n/a)
MD5 Constant @xefcdab89 found at 0x100001064 (n/a)
MD5 Constant 0x98badcfe found at 0x100001068 (n/a)
MD5 Constant ©0x10325476 found at 0x10000106c (n/a)
CryptoConstantsSearch. java> Finished!




DEMO: Calculating Cyclomatic Complexity

® Leverage Ghidra’s API for calculating cyclomatic complexity* to easily
analyze a whole program

e Pop a GUIl window if running interactively, else print to the terminal
in headless mode

@ ComputeCyclomaticComplexityForAllFunctions.java

* cyclomatic complexity is a measure of the number of unique paths which may be taken through a
given function. It can be helpful in finding complex functions likely to have vulnerabilities, e.g,
complex parsing routines or state machines.



DEMO: Calculating Cyclomatic Complexity

elf-Linux-lib-x64.so - Function Cyclomatic Complexity (] support — -bash — X#1
INFO FUN_001d0070 complexity: 8 (GhidraScript)

INFO FUN_001d0170 complexity: 8 (GhidraScript)

Location [FunctionName ~ [Cyclomatic Complexity INFO FUN_001d0260 complexity: 18 (GhidraScript)

INFO FUN_001d05a@ complexity: 29 (GhidraScript)

001c9140 FUN_001c9140
0015d120 FUN_0015d120

INFO FUN_001d72a@ complexity: 6 (GhidraScript)
INFO FUN_001d7370 complexity: 18 (GhidraScript)
INFO FUN_001d76c@® complexity: 14 (GhidraScript)
INFO FUN_001d7820 complexity: 1 (GhidraScript)
INFO FUN_001d7870 complexity: 1 (GhidraScript)
INFO FUN_001d78d@ complexity: 14 (GhidraScript)
INFO FUN_001d7950 complexity: 1 (GhidraScript)
INFO FUN_001d7980 complexity: 5 (GhidraScript)
INFO FUN_001d79b@® complexity: 30 (GhidraScript)
INFO FUN_001d8090 complexity: 3 (GhidraScript)
INFO FUN_001d8140 complexity: 10 (GhidraScript)
INFO FUN_001d8280 complexity: 2 (GhidraScript)

001ad4b0 FUN_001ad4b0
001cdd50 FUN_001cdd50
001b9b70 cairo_gl_surface_set_size

0012b610 cairo_device_flush 7 INFO FUN_001d@b3@ complexity: 2 (GhidraScript)
001c5ca0 FUN_001c5ca0 7 INFO FUN_001d@bb® complexity: 19 (GhidraScript)
0019dfc0 FUN_0019dfcO 7 INFO FUN_001d1060 complexity: 17 (GhidraScript)
001614e0 cairo_region_destroy 7 INFO FUN_001d1490 complexity: 36 (GhidraScript)
001ba8b0 cairo gl surface create for egl 7 INFO FUN_001d1c50 complexity: 6 (GhidraScript)
-9l = _T0r_€9 INFO FUN_001d1dc® complexity: 28 (GhidraScript)
0016ce70 FUN_0016ce70 7 INFO FUN_001d2260 complexity: 22 (GhidraScript)
001b3640 FUN_001b3640 7 INFO FUN_001d26a@ complexity: 34 (GhidraScript)
001b40a0 FUN_001b40a0 7 INFO FUN_001d2db@® complexity: 16 (GhidraScript)
00172¢20 FUN_00172¢¢0 ’ INFO FUN-00143440 complexity: 37 (Ghidraseript)
L complexity: idraScrip
001a70d0 FUN_001a70d0 7 INFO FUN_001d3930 complexity: 29 (GhidraScript)
001a3b20 FUN_001a3b20 7 INFO FUN_001d3c40 complexity: 23 (GhidraScript)
0012f1c0 FUN_0012f1cO 7 INFO FUN_001d3f50 complexity: 27 (GhidraScript)
0019350 FUN_0019¢350 8 INFO FUN_001d4340@ complexity: 191 (GhidraScript)
INFO FUN_001d6c20 complexity: 16 (GhidraScript)
i fi FUN 1. fi =
00185310 FﬂN_ggIZSZ;Z) g INFO cairo_pdf_surface_create_for_stream complexity: 3 (GhidraScript)
0018490 - & INFO cairo_pdf_surface_create complexity: 3 (GhidraScript)
001ce780 FUN_001ce780 8 INFO cairo_pdf_surface_restrict_to_version complexity: 3 (GhidraScript)
001511f0 cairo_mesh_pattern_set_control_point 8 INFO cairo_pdf_get_versions complexity: 3 (GhidraScript)
00123710 cairo_clip_extents 8 INFO cairo_pdf_version_to_string complexity: 2 (GhidraScript)
PP INFO cairo_pdf_surface_set_size complexity: 4 (GhidraScript)
00162010 FUN_00162010 8 INFO FUN_001d7070 complexity: 1 (GhidraScript)
001dba60 FUN_001dba60 8 INFO FUN_001d7080 complexity: 1 (GhidraScript)
001d0070 FUN_001d0070 8 INFO FUN_001d7090 complexity: 1 (GhidraScript)
0015c250 FUN_0015c250 8 INFO FUN_001d70b@ complexity: 1 (GhidraScript)
0013¢d50 FUN 0013cd50 8 INFO FUN_001d70d@ complexity: 2 (GhidraScript)
= INFO FUN_001d71c@ complexity: 2 (GhidraScript)
00183920 FUN_00183920 g INFO FUN_001d7230 complexity: 2 (GhidraScript)
8
8
8
8

]

Fil




DEMO: Python Scripting

® Ghidra can run Python in a Jython environment, the Ghidra
Java APl is exposed to Python

® This script takes a user address selection and XORs the bytes in
place with 0x41

® XorMemoryScript.py



DEMO: Python Scripting

7

addresses selected

100001ce8
100001ce9
100001cea
100001ceb
100001cec
100001ced
100001cee
100001cef
100001cf0
100001cf1l
100001cf2
100001cf3
100001cf4
100001cf5
100001cf6
100001cf7
100001cf8
100001cf9
100001cfa
100001cfb
100001cfc

Q XU O W

NN ®HB-~-

7 addresses selected

100001ce8
100001ce9
100001cea
100001ceb
100001cec
100001ced
100001cee
100001 cef
100001cf0
100001cfl
100001cf2
100001cf3
100001cf4
100001cf5
100001cf6
100001cf7
100001cf8
100001cf9
100001cfa
100001cfb
100001cfc

O 0D T 50 350
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P-Code

® Ghidra’s intermediate language
o Dates back to at least 2005 according to documentation
e Code for different processors can be lifted into p-code, data-flow
analysis and decompilation can then run over the p-code

® Pseudo-assembly, represents lifted instructions as small atomic
operations without side-effects

® Built-in floating point support

MOVSXD RAX, EDX
(register, 0x0, INT_SEXT (register, 0x10, 4)

LEA RAX, [RAX + RAX*0x4]
(unique, 0x660,
(unique, 0x680,
(register, 0xo,

INT_MULT (register, 0x@, 8), (const, 0x4, 8)
INT_ADD (register, 0x@0, 8), (unique, 0x660, 8)
COPY (unique, 0x680, 8)




P-Code Design

e The language is machine
independent.

® The language is designed to model
general purpose processors.

® Instructions operate on user defined
registers and address spaces.

e All data is manipulated explicitly.
Instructions have no indirect effects.

e Individual p-code operations mirror

typical processor tasks and concepts.

Quoted from docs/languages/html/sleigh.html

Processor to p-code modeling:
e RAM - address space

® Register - varnode

® |nstruction - operation

SCASB.REPNE RDI

$U22d0:1 = INT_EQUAL RCX, 0:8
CBRANCH *[ram]ox401548:8, $U22d0
RCX = INT_SUB RCX, 1:8

$U1d90:8 = COPY RDI

$U1lda@:8 = INT_ADD RDI, 1:8
$U1db0:8 = INT_ZEXT DF

$U1dc@:8 = INT_MULT 2:8, $U1ldb@
RDI = INT_SUB $Ulda@, $Uldco@
$Ulde@:1 = LOAD ram($U1d90)

CF = INT_LESS AL, $Ulde®
$Ulde@:1 = LOAD ram($U1d90)

OF = INT_SBORROW AL, $Ulde®
$Ulde@:1 = LOAD ram($U1d90)
$Uac60:1 = INT_SUB AL, $Ulde@

SF = INT_SLESS $Uac60, 0:1

ZF = INT_EQUAL $Uac60, 0:1
$U22f0:1 = BOOL_NEGATE ZF
CBRANCH *[ram]ox401546:8, $U22f0

RCX = INT_NEGATE RCX



Category P-Code Operations

Data Moving COPY, LOAD, STORE

Arithmetic INT ADD, INT SUB, INT CARRY, INT SCARRY, INT SBORROW, INT_2COMP, INT MULT,
INT DIV, INT SDIV, INT REM, INT SREM

Logkal INT NEGATE, INT XOR, INT AND, INT OR, INT LEFT, INT RIGHT, INT SRIGHT

Int Comparison

INT EQUAL, INT NOTEQUAL, INT SLESS, INT SLESSEQUAL, INT LESS, INT LESSEQUAL

Boolean

BOOL NEGATE, BOOL XOR, BOOL AND, BOOL OR

Floating Point

FLOAT ADD, FLOAT SUB, FLOAT MULT, FLOAT DIV, FLOAT NEG, FLOAT ABS,
FLOAT SQRT, FLOAT NAN

FP Compare

FLOAT EQUAL, FLOAT NOTEQUAL, FLOAT LESS, FLOAT LESSEQUAL

FP Conversion

INT2FLOAT, FLOAT2FLOAT, TRUNC, CEIL, FLOOR, ROUND

Branching

BRANCH, CBRANCH, BRANCHIND, CALL, CALLIND, RETURN

Extension /
Truncation

INT ZEXT, INT SEXT, PIECE, SUBPIECE




DEMO: Source-Sink Analysis

® Use Ghidra p-code and the decompiler’s analysis to identify the sources for
values passed to function calls of interest (malloc), particularly function
calls accepting user input

® Solving for the actual arguments requires a solver, this is a much simpler
analysis that can empower a human analyst to hone in on interesting calls

e Start at the varnode for each argument tomalloc, then trace back to the

p-code operation that it’s derived from
O From there, recursively trace back the p-code operation(s) defining the
varnode(s) that define that the inputs to those operations

® At function call sites, trace in, and find how the returned values are derived
e When a parameter is used, trace back to call sites which set the parameter



SLEIGH

® Ghidra’s language for describing instruction sets to facilitate RE

e Disassembly: translate bit-encoded machine instructions into
human-readable assembly language statements

® Semantics: translate machine instructions into p-code instructions
(one-to-many) for decompilation, analysis, and emulation

e Based off of SLED (Specification Language for Encoding and
Decoding), a 1997 academic IL



SLEIGH Example - x86 JMP rel8

Raw bytes: OxEB 0x03
x86 instruction: JMP S$S+5



SLEIGH Example - x86 JMP rel8

Raw bytes: OxEB 0x03
x86 instruction: JMP S$S+5

00401116 eb 03 LAB_00401f1b

BRANCH *[ram]0x401flb:8




SLEIGH Example - x86 JMP rel8

Raw bytes: OxEB 0x03
x86 instruction: JMP S$S+5

SLEIGH:
:JMP rel8 1s vexMode=0 & byte=0xeb; rel8 {
goto rel§;

}

00401116 eb 03 LAB_00401f1b

BRANCH *[ram]0x401flb:8



SLEIGH Example - x86 JMP rel8

Raw bytes: OxEB 0x03
x86 instruction: JMP S$S+5

rel8: reloc is simm8 [ reloc=inst next+simm8; ] {
export *[ram]:$(SIZE) reloc;

}

SLEIGH:
:JMP rel8 1s vexMode=0 & byte=0xeb; rel8 {
goto rel§;

}

00401116 eb 03 LAB_00401f1b

BRANCH *[ram]0x401flb:8



SLEIGH Example - x86 JMP rel8

Raw bytes: 0xEB 0x03
x86 instruction: JMP S$S+5

re}8: reloc| is simm8 [ reloc=inst next+simm8; ] {
export *\ram]:$(SIZE) reloc;

SLEIGH:
:JMP rel8 19 vexMode=0 &
goto relf;

yte=0xeb; rel8 {

00401116 eb 03 LAB_00401f1b

BRANCH *[ram]0x401flb:8



SLEIGH Example - x86 JMP rel8

Raw bytes: 0xEB 0x03
x86 instruction: JMP S$S+5

re}8: reloc| is simm8 [ reloc=inst next+simm8; ] {
export *\ram]:$(SIZE) reloc;

SLEIGH:
:JMP rel8 19 vexMode=0 & \byte=0xeb; rel8 {
goto relf;

00401116 eb 03 LAB-20401f1b

BRANCH *[ram]0x401flb:8



SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57
Xx86 instruction: XOR AL, 0x57



SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57
Xx86 instruction: XOR AL, 0x57

XOR AL,@x57

_F = COPY 0:1

COPY 0:1

INT_XOR AL, 0x57:1
INT_SLESS AL, 0:1
INT_EQUAL AL, 0:1




SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57
Xx86 instruction: XOR AL, 0x57

SLEIGH:
:XOR AL, 1imm8 1is vexMode=0 & byte=0x34; AL & imm8 ({
logicalflags();
AL = AL ° imm8;
resultflags( AL ); XOR AL,0x57
_F = COPY 0:1
COPY 0:1
INT_XOR AL, 0x57:1
INT _SLESS AL, 0:1
INT _EQUAL AL, 0:1




SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57 macro logicalflags() f
CF = 0;

x86 instruction: XOR AL, 0x57 OF = 0;
)

SLEIGH:

:XOR AL, 1imm8 1is vexMode=0 & byte=0x34; AL & imm8 ({
logicalflags();
AL = AL ° imm8;

resultflags( AL ); XOR AL,0x57
} _F = COPY 0:1
COPY 0:1
macro resultflags (result) { A INT _XOR AL, 0x57:1
SF = result s < 0;

INT_SLESS AL, 0:1
ZF = result == 0;

# PF, AF not implemented
}

INT_EQUAL AL, 0:1



SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57 macro logicalflags() f
CF = 0;

x86 instruction: XOR ALY 0x57 OF = 0;
)

SLEIGH:

:XOR AL, 1mm8 1is vexMode=0\& byte=8x34; AL & imm8 ({
logicalflags();
AL = AL ° imm8;

resultflags( AL ); XOR AL,0x57
} COPY 0:1
( COPY 0:1
macro resultflags (result) { A INT_XOR AL, 0x57:1
SF = result s < 0;

= INT_SLESS AL, 0:1
INT_EQUAL AL, 0:1

ZF = result == 0;
# PF, AF not implemented
}




SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57 macro logicalflags() f
CF = 0;

x86 instruction: XOR ALY 0x57 OF = 0;
)

SLEIGH:

:XOR AL, 1mm8 1is vexMode=0\& byte=8x34; AL & imm8 ({
logicalflags();
AL = AL ° imm8;

resultflags( AL ); XOR AL,0x57
) CF = COPY 0:1
OF = COPY 0:1
macro resultflags (result) { AL INT_XOR AL, 0x57:1
SEF = result s < 0;

SF = INT_SLESS AL, 0:1
LF INT_EQUAL AL, 0:1

ZF = result == 0;
# PF, AF not implemented
}




SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57 macro logicalflags() f
CF = 0;

x86 instruction: XOR ALY 0x57 OF = 0;
)

SLEIGH:

:XOR AL, 1mm8 1is vexMode=0\& byte=8x34; AL & imm8 ({
logicalflags();
AL = AL ° imm8;

resultflags( AL ); XOR AL,0x57
) CF = COPY 0:1
OF = COPY 0:1
macro resultflags (result) { AL INT _XOR AL, 0x57:1
SEF = result s < 0;

SF = INT_SLESS AL,
ZF = result == 0; :

# PF, AF not implemented
}

0:1
LF INT_EQUAL AL, 0:1



SLEIGH Example - x86 XOR AL, imm8

Raw bytes: 0x34 0x57 macro logicalflags() f
CF = 0;

x86 instruction: XOR ALY 0x57 OF = 0;
)

SLEIGH:

:XOR AL, 1mm8 1is vexMode=0\& byte=8x34; AL & imm8 ({
logicalflags();
AL = AL ° imm8;

resultflags( AL ); XOR AL,0x57
) CF = COPY 0:1
OF = COPY 0:1
macro resultflags (result) { AL INT _XOR AL, 0x57:1
SEF = result s < 0;

SF = INT_SLESS AL,
ZF = result == 0; :

# PF, AF not implemented
}

0:1
LF INT_EQUAL AL, 0:1



SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: RDTSC



SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: RDTSC

of 31 RDTSC
$U9c60:8 = CALLOTHER "rdtsc"

DX = SUBPIECE $U9c60, 4:4
EAX = SUBPIECE $U9c60, 0:4




SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: RDTSC

SLEIGH:

:RDTSC 1s vexMode=0 & byte=0xf; byte=0x31 {
tmp:8 = rdtsc () ;
EDX = tmp (4) ;
EAX = tmp (0) ;

of 31 RDTSC
$U9c60:8 = CALLOTHER "rdtsc"

DX = SUBPIECE $U9c60, 4:4
EAX = SUBPIECE $U9c60, 0:4




SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: RDTSC

SLEIGH:

:RDTSC 1s vexMode=0 & byte=0xf; byte=0x31 {
tmp:8 = rdtsc () ;
EDX = tmp (4); define pcodeop rdtsc;

EAX = tmp (0) ;

of 31 RDTSC
$U9c60:8 = CALLOTHER "rdtsc"

DX = SUBPIECE $U9c60, 4:4
EAX = SUBPIECE $U9c60, 0:4




SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: ROTSC

SLEIGH:

:RDTSC
tmp:
EDX
EAX

1s vexMqde=0O & byte=0xf; byte=0x31 {

8

= rdts
tmp (4) §
tmp (0) ,

0f 31

c ()

RDTSC

define pcodeop rdtsc;

$U9c60:8 = CALLOTHER "rdtsc"
DX = SUBPIECE $U9c60, 4:4
EAX = SUBPIECE $U9c60, 0:4




SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: ROTSC

SLEIGH:

:RDTSC
tmp:
EDX
EAX

1s vexMqde=0O & byte=0xf; byte=0x31 {

8

= rdts
tmp (4) §
tmp (0) ,

0f 31

c ()

RDTSC

define pcodeop rdtsc;

$U9c60:8 = CALLOTHER "rdtsc"
DX = SUBPIECE $U9c60, 4:4
EAX = SUBPIECE $U9c60, 0:4




SLEIGH Example - x86 RDTSC

Raw bytes: 0x0F 0x31
Xx86 instruction: ROTSC

SLEIGH:

:RDTSC
tmp:
EDX
EAX

1s vexMqde=0O & byte=0xf; byte=0x31 {

8

= rdts
tmp (4) §
tmp (0) ,

0f 31

ROTSC

define pcodeop rdtsc;

$U9c60:8 = CALLOTHER "rdtsc"

DX = SUBPIECE $U9c60, 4:4
EAX = SUBPIECE $U9c60, 0:4
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Other Major Features

e Multi-user collaboration

e Version tracking GhidraDev Eclipse plugin

e Extensibility for new binary Debugger promised at RSA
loaders and architectures e Undocumented p-code emulator

Version Tracking: Wallace

Headless mode

6 [*] Function 1.000 O. 0 Global FUN_00412300 004 Global _ 31 Duplicate Functio...
3 ﬁ Functlon 1.000 0398 o Global 00412 Global 31 31 Duplicate Functio

|| Version Tracking Markup Items - [Session: Wallace] -1 markup items

Status Source Address [ | Dest Address Markup Type Current Dest Value Original Dest Value

/4 00412330 004122e0 Function Signature undefined4 __cdecl FUN_O... undefined4 __cdecl FUN_O... undefined4 __cdecl FUN_O...

Decompile View [RESIICRIENE
Source: FUN_00412330() in /WallaceSrc.exe Destination: FUN_004122e0() in /WallaceVersion2.exe
00412332 55 004122e2 55 PUSH ’
00412333 8b ec BP,ESP 004122e3 8b ec Mov BP,E
00412335 8b 4d 08 CX,dword ptr [EBP + param_1] 004122e5 8b 4d 08 MoV ,dword ptr [EBP + param_1]
00412338 al 6¢ 81 ,» [DAT_0041816¢] 004122e8 al 68 81 MoV , [DAT_004181681

PER Y A1 an

(-1 Version Tracking Impli... =




IDA vs Binary Ninja vs Ghidra

IDA

Maturity
Windows support
Decompiler
Existing corpus of
powerful plugins
Debugger
Support for paid
customers

Well tested
Industry standard

Binary Ninja

Innovation and
modern design
Program analysis
features (SSA)
Multi-level IL
Rich API
Embeddable
Python-native
scripting

Clean modern Ul
Community

Ghidra

Maturity
Embedded support
Decompiler
Massive API
Documentation
Breath of features
Collaboration
Version tracking
Price and open
source extensibility



Decompiler - IDA Hex-Rays vs Ghidra

IDA Hex-Rays

Optional add-on for IDA for IDA
Microcode-based
Supports limited architectures

Better built-in support for Windows

Variables, data, and functions can
be xrefed from decompiler
Variables can be mapped
Variable representation can be
changed in the decompiler

(decimal, hex, char immediate, etc)

Click to highlight

Ghidra Decompiler Decompiler

Deeply integrated with Ghidra
P-code based

Supports all architectures

No way to xref from decompiler
Produces fewer goto statements
and seemingly more idiomatic C
Built in program analysis features,
e.g., slicing and data flow
Variables cannot be mapped
Variable representation cannot be
changed in the decompiler
Middle click to highlight



ILs - Binary Ninja vs Ghidra

Binary Ninja

Multi-level: LLIL, MLIL,
forthcoming HLIL

Machine consumable and human
readable

SSA form

Designed in light of years of
program analysis research

Feels nicer to work with

Deferred flag calculations

Ghidra

Single level p-code, but can be
enhanced by decompiler analysis
Designed for machine
consumption first, not human
readability

Uses SSA during decompilation,
but raw p-code is not SSA

Design origins based off of
program analysis research from
20+ years ago



ILs - Binary Ninja vs Ghidra

phase_4: ﬁ)040.100c - phase_4
undefined phase_4()
rsp = rsp - 0x18 undefined AL:1 <RETURN>
rcx = rsp + Oxc {var_c} undefined4 Stack[-0xc]:4 1local_c
— undefined4 Stack[-0x10]:4 local_10
rd>.< = Gsp & 8/ {var_16} CF = INT_LESS RSP, 24:8
esi = 0x4025cf {"%d %d"} OF = INT_SBORROW RSP, 24:8
eax = 0 RSP = INT_SUB RSP, 24:8
. SF = INT_SLESS RSP, 0:8
call(__isoc99_sscanf) 7F = INT_EQUAL RSP, 0:8
if (eax != 2) then 7 @ Ox401035 else 9 @ 0x401033 $U770:8 = INT_ADD 12:8, RSP
RCX = COPY $U770
|| $U770:8 = INT_ADD 8:8, RSP
RDX = COPY $U770
LLIL RSI = COPY 0x4025cf:8
RAX = COPY 0:8
RSP = INT_SUB RSP, 8:8
phase_4: STORE ram(RSP), 0x401029:8
D CALL x[ram]@x400bf0:8
nt32_tx rex = &var_c CF = INT_LESS EAX, 2:4
nt32_tx rdx = &var_10 OF = INT_SBORROW EAX, 2:4
rax = __isoc99_sscanf(argl, 0x4025cf, rdx, rcx) {"%d %d"} $U58c0:4 = INT_SUB EAX, 2:4
if (rax.eax != 2) then 4 @ 0x401035 else 6 @ 0x401033 SF = INT_SLESS $U58c@, 0:4
ZF = INT_EQUAL $U58c0, 0:4

I $U2080:1 = BOOL_NEGATE 7F
MLIL CBRANCH [ ram]@x401035:8, $U2080




We Like Ghidra For...

Scripting reverse engineering

Firmware / embedded systems analysis

Analysis of software that Hex-Rays can’t decompile
Collaborative long-term professional RE

Professional reversing at a computer workstation with multiple
monitors, full keyboard with function keys, mouse with middle
click and scroll wheel, etc...



Scripting - Java vs Python

e Java will catch errors at compile time, Ghidra’s APl is highly
object-oriented and benefits from this

e Complex Python scripts feel like binding together Java API calls
with Python control flow and syntax

e Recommended workflow: prototype
and experiment with APls / objects in
the Python interpreter, write final
code in Java




For Reverse Engineers, By Reverse Engineers

Built for multi-monitor use
“Moving ants” highlight on
control flow graphs
Configurable “tool” views
Hotkeys mappable to actions
and scripts

Right click > “extract and
import”

Processor manual integration
Undo button

Import directly from zip file
Snapshot views

Configurable listings

Version tracker

Project-based multi-binary RE
F'1l to open help on whatever

the mouse is pointing at

File System browser

Highly configurable assembly

code listing

Data flow analysis built into Ul
Embedded image detection

Search for matching instructions

Unique windows

O Checksum Generator
Disassembled View
Data Type Preview
Function Tags
Symbol tree

O O OO



Contributing to Ghidra

® Ghidra code is available on Github
O Apache License 2.0

® NSA has been responsive to community questions and bug

reports posted on Github
o The agency has already published two minor-version updates

Official site: chidra-sre.org
Open source: github.com/NationalSecurityAgency/ghidra
github.com/NationalSecurityAgency/ghidra-data


https://ghidra-sre.org/
https://github.com/NationalSecurityAgency/ghidra
https://github.com/NationalSecurityAgency/ghidra-data
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Conclusion 9l @oxAlexei / @0xJeremy

Ghidra is a powerful binary reverse engineering
tool built by the US National Security Agency
® For reverse engineers, by reverse
engineers
® Interactive and headless scripting
® Built for program analysis
e \We have yet to see what the community
will do with Ghidra, this is just the
beginning
Demo material: github.com/0xAlexei/INFILTRATE2019
IDA keybindings: github.com/JeremyBlackthorne/Ghidra-Keybindings
Official NSA sites: . 7
github.com/NationalSecurityAgency/ghidra ] (\ J)
ghidra-sre.org i
Ghidra training: ringzer0O.training

Acknowledgements:
® NSA’s Ghidra team
® Rob Joyce
® Rolf Rolles
® Evan Jensen
® Sophia d’Antoine
® Dave Aitel and the INFILTRATE team
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Processor
6502

Architecture Support i

80251
80390

e Supports a variety of common desktop, embedded, [

AARCH64

and VM architectures VRS2

AVR8

e Can handle unique compiler idioms and CPU modes [

DATA

® Users can extend Ghidra with their own custom Gecast

dsPIC33F

JVM
MIPS

processor modules

Select Language and Compiler Specification

Proc..fs|Variant |size [Endian |Compiler

PA-RISC

: PIC-12
x86 Real Mode 16 little default

‘ G h id ra Ca n decompi/e x86 System Management Mode 32 little default PIC-16
x86 default 32 little Borland C++ ::g_i;
. . x86 default 32 little Delphi B
x86 default 32 little gcc -
anything it can ic-24
x86 default 32 little Visual Studio PowerPC
A x86 default 64 little gcc Sparc
d I Sa Sse m b I e x86 default 64 little Visual Studio TI_MSP430

TI_MSP430X
Toy

x86

Z180

Z80

Filter: x86

Description

Show Only Recommended Language/Compiler Specs

Please select a language.

OK Cancel




Documentation

Ghidra Help

e Help > Contents kd
i a s
e ['1 or Help key while G s
pointing at any field or
Undo/Redo

menu Option Glossary

What's New

Tips of the Day

Appendix

e docs directory

o JavaDoc
O Several classes [
O P' C O d e a n d S L E I G H Ghidra provides context sensitive help on menu items, dialogs, buttons, and tool windows. To

access the help, press <F1> or <Help> on any menu item or dialog. If specific help is not
available for an item, this page will be displayed.

® Doxygen in source files




Python Interpreter Window

e Unlike Java, which must be compiled in order to run, Python
can be run inside Ghidra in an interactive REPL shell

e The shell can be helpful for exploring unfamiliar objects -
Ghidra has great Python object str implementations

# Python - Interpreter

>>> memcpy = getFunctionAt(currentAddress)
>>> refs = getReferencesTo(memcpy.getEntryPoint())

>>> refs
array(ghidra.program.model.symbol.Reference, [From: 004006ac To: 00400510 Type: UNCONDITIONAL_CALL Op: ©
DEFAULT, From: 004006d5 To: 00400510 Type: UNCONDITIONAL_CALL Op: @ DEFAULT])

>>>



Script vs. Plugin vs. Extension

® Scripts: do a single thing with defined start and end point

® Plugins: base components for everything you interact with in Ghidra,
such as Ul panes

e Extensions: sets of plugins for extended functionality, e.g., custom
binary format loaders, interfaces to external tools, libraries for use by
other scripts

o Example: Rolf Rolles’ GhidraPAL
github.com/RolfRolles/GhidraPAL/releases

https://github.com/NationalSecurityAgency/ghidra/issues/243#issuecomment-475640292


https://github.com/NationalSecurityAgency/ghidra/issues/243

Configure Ghidra Core Plugins

Categor

Tools

CodeBrowserPlugin Code Viewer Code Viewer
ColorizingPlugin Colorizer Plugin Code Viewer
CommentsPlugin Add/edit comments Code Viewer
CommentWindowPlugin Displays a list of comments Code Viewer
ComputeChecksumsPlugin Compute Checksums Common
ConsolePlugin 1/0 Console Common
. . CParserPlugin C Code Parser Analysis
‘ G h Id ra tOOIS are assembl Ies Of DataPlugin Create Data in listing Code Viewer
DataTypeDecompilerHoverPl.. Data Type Hover Decompiler
M DataTypelListingHoverPlugin Data Type Hover Code Viewer
p I u gl n S DataTypeManagerPlugin Window for managing datatypes Code Viewer
DataTypePreviewPlugin Data Type Preview Plugin Code Viewer
DataWindowPlugin Displays defined data Code Viewer
. . DisassembledViewPlugin Show Disassembled View Code Viewer
() G h|d ra comes Wlth tWO tools: DisassemblerPlugin Disassembler Analysis
EclipseintegrationPlugin Eclipse Integration Common
EquatePlugin Add, rename, and delete equates Code Viewer
Co d e B rowse r a n d EquateTablePlugin Displays the list of equates Code Viewer
ExporterPlugin Export Program/Datatype Archi... Common
. FallThroughPlugin Changes the "fall-through Code Viewer
Ve rS I O nTra C ke r m FileFormatsPluain File format actions Common
Filte
Name: DecompilePlugin
. Description: Plugin for producing high-level decompilation
' TO O | S Ca n b e CO n fl g u re d a n d Status: Released (Tested and Documented)
Package: Ghidra Core
o . .
customized to suit unique RE Caegory:  Analysls
Plugin Class: ghidra.app.plugin.core.decompile.DecompilePlugin

Class Location: Users/abulazel/Applications/ghidra_9.0.1/Ghidra/Features/Decompiler/lib/ Decompile

needs - though currently there |[setee:
doesn’t seem to be much point - R




IDA Interoperability

Segments
Structs
Functions
Patch program
Other

Plugins

get_int_arg

[ Quick run plugins

get_intbd_arg
get_short_arg
| cinit

XML Exporter I}

Universal PE unpacker

Ctrl+3

Ctrl+Shift+X

Sample plugin

exit

doexit
|initterm

| XcptFilter
cptlockup

of 94

L

Jump to next fixup

Load DWARF file

COM Helper

Change the callee address

Universal Unpacker Manual Reconstruct

Hex-Rays Decompiler

¥ Export as XML PROGRAM do...

Decompile: FUN_00401070 - (13-2)

undefined xh;

word local_18;
dword local_16;
dword local_e;
dword cy;

uVarl = (x(code x)(undefined x)oxffffffff)(0);
uvar2 = (x(code x)(undefined *)oOxffffffff)(1);
hwnd = (x(code x)(undefined *)Oxffffffff)();

hDC = (*(code %) (undefined x)oxffffffff)(hwnd);
uvar3 = (x(code x)(undefined x)oxffffffff)(hDC);

uVard = (x(code %) (undefined x)oxffffffff)(hDC,uvarl,uvar2);

(x(code
(x(code
(*(code

x) (undefined x)oxffffffff)(uvar3,uvard);
x) (undefined x)oxffffffff)(uvar3,0,0,uva

ri,uvVar2,hDC,0,0,0xcc0020);

*) (undefined x)oxffffffff)(uvars,ox18,&pv);

= o [

Ghidra comes with
importers and
exporters to enable
Ghidra / IDA

interoperability

Options

Memory Sections
Memory Content
Segment Register Value Ranges
Data Types

Code Blocks

Data Definitions
Comments

Entry Points
Symbols

Functions

Memaory References
[] stack References

Manual Instructions/Operands

bmi.bmiHeader.biSize = 0x28;

bmi.bmiHeader.biPlanes = 1;

bmi.bmiHeader.biBitCount = 0x20;
bmi.bmiHeader.biCompression._0_2_ =
bmi.bmiHeader.biCompression._2_2_ =
bmi.bmiHeader.biSizeImage = 0;
bmi.bmiHeader.biXPelsPerMeter = 0;
bmi.bmiHeader.biYPelsPerMeter = 0;

bmi.bmiHeader.biClrUsed = 0;

bmi.bmiHeader.biClrImportant = 0;

iVar6 = local_6c x 0x20 + Ox1f;

iVar6e = ((int)(ivar6 + (ivar6 >> 0x1f & 0x1fU)) >> 5) % 4 % clLines;
uVarl = (x(code x)(undefined x)oOxffffffff)(0x42,ivVar6);
bmi.bmiColors = (*(code *)(undefined x)Oxffffffff)(uvarl);

(x(code *)(undefined x)oOxffffffff)(hDC,uvar4,0,cLines,bmi.bmiColors,&bmi,0);

local_18 = 0x4d42;

uvar2 = (x(code x)(undefined x)oxffffffff)(0x42,ivar6 + 0x36);
iVar5 = (x(code *)(undefined x)oxffffffff)(uvar2);
_memcpy(ivar5,&local_18,0xe);

_memcpy(ivar5 + @xe,&bmi,0x28);

_memcpy(iVar5 + 0x36,bmi.bmiColors,ivar6);

(x(code x)(undefined x)oxffffffff)(uvarl);

(x(code x)(undefined x)oxffffffff)(uvarl);

(x(code x)(undefined x)oxffffffff)(hwnd,hDC);
(x(code *)(undefined x)oOxffffffff)(uvar3);

(x(code %) (undefined x)oOxffffffff)(uvard);

*x(int *)param_1 = iVar5;

x(int *)param_2 = iVar6 + 0x36;

return;




Decompiler Windows Structs

u12 = GetSystemMetrics{@);

cy = GetSystemMetrics{1);

hWnd = GetDesktopWindow{);

hDC = GetDC{hWnd);

hdc = CreateCompatibleDC{hDC};

h = CreateCompatibleBitmap{hDC, v12, cy);
SelectObject(hdc, h);

BitBlt{hdc, @, 8, vi12, cy, hDC, @, B8, BxCCHB26u);
GetObjectadh, 24, &pu);

bmi.bmiHeader.biSize = 40;

bmi.bmiHeader .biWidth = v6;

bmi.bmiHeader .biHeight = clines;
bmi.bmiHeader .biPlanes = 1;

bmi.bmiHeader .biBitCount = 32;

bmi.bmiHeader .biCompression = 8;
bmi.bmiHeader .biSizeImage = 8;

bmi.bmiHeader .biXPelsPerMeter = 8;
bmi.bmiHeader .bi¥YPelsPerMeter = 8;
bmi.bmiHeader .biClrUsed = 8;
bmi.bmiHeader .biClr Important = 8;

dwBytes = clLines % 4 = ({32 = v6 + 31) / 32);
hem = GlobalAlloc{Bx42u, clines = 4 = ({32 = u6 + 31) / 32));
bmi.bmiColors[@] = (RGBQUAD)GlobalLock{hiem});
GetDIBits{hDC, (HBITHMAP)h, B, clLines, (LPUDID)}bmi.bmiColors[@8], &bmi, @);
vl = 54

v15 = dwBytes + 54;

ulh = 19778;

u8 = GlobalAlloc{Bx42u, duBytes + 54);

v9 = GlobalLock{v8);

memcpy{v?, &uis, BxEu);

memcpy{{char =)ju9 + 14, &bni, 0x28u);
memcpy{{char =)u?9 + 54,6 {const void =*)bmi.bmiColors[8], duwBytes);
GlobalUnlock{hHMem) ;

GlobalFree{hiem);

ReleaseDC{hWnd, hDC);

DeleteDC{hdc);

DeleteObject(h);

result = v9;

#3171 = ud;

*#32 = duBytes + 5h4;

return result;

Hex-Rays vs Ghidra

local_50 = (HDC)ox0;

local_20 = GetSystemMetrics(0)

local_8 = GetSystemMetrics(1);

DAT_004078cc = GetDesktopWindow();

DAT_004078c8 = GetDC(DAT_004078cc);

local_50 = CreateCompatibleDC(DAT_004078c8);

local_1lc = CreateCompatibleBitmap(DAT_004078c8, local 20, local_8);
SelectObject(local_50,local_1c);
BitBlt(local_50,0,0,local_20,local_8,DAT_004078c8,0,0,0xcc0020);
GetObjectA(local_1c,0x18,local_70);

local_4c = 0x28;

local_48 local_6¢;

local_44 local_68;

local_40 1;

local_3e 0x20;

uStack60 0;

uStack58
local_38
local_34
local_30
local_2c ;
local_28 = 0;

iVarl = local_6c * 0x20 + Ox1f;

dwBytes = ((int)(ivarl + (ivarl >> 0x1f & 0x1fU)) >> 5) * 4 % local_68;

hMem = GlobalAlloc(0x42,dwBytes);

local_24 = (undefined4 x)GloballLock(hMem);
GetDIBits(DAT_004078c8, local_1c,0,local_68, local_24, (LPBITMAPINFO)&local_4c,0);
dwBytes_00 = dwBytes + 0x36;

local_e = 0x36;

local_18 = 0x4d42;

local_16 = dwBytes_00;

local_58 = GlobalAlloc(0x42,dwBytes_00);

local_54 = (undefined4 x)GloballLock(local_58);

FUN_00401930( local_54, (undefined4 x)&local_18,0xe);

FUN_00401930( (undefined4 x)((int)local 54 + 0xe), (undefined4 x)&local_4c,0x28);
FUN_00401930( (undefined4 x)((int)local 54 + 0x36),local_24,dwBytes);
GlobalUnlock(hMem) ;

GlobalFree(hMem) ;

ReleaseDC(DAT_004078cc,DAT_004078c8) ;

DeleteDC(local_50);

DeleteObject(local_lc);

x(undefined4 xx)param_1 = local_54;

*param_2 = dwBytes_00;

return;




P-Code Decompilation / Analysis

e “Raw p-code” =direct translation of one CPU instructions to p-code ops
® During decompilation, p-code is analyzed, and may be modified
O Insertion of MULTIEQUAL instructions (SSA phi-nodes)
O Association of parameters with CALL ops and return values with RETURN ops
o Construction of abstract syntax tree
O etc... - see linked documents
e The Decompiler is a C++ binary that runs on the host system

e \When writing scripts interacting with p-code expect to experiment, read
source code, and glean usage from example included scripts

docs/languages/html/additionalpcode.html
Ghidra/Features/Decompiler/src/decompile/cpp/docmain.hh






Recommended Readings

Elias Bachaalany’s quick overview: 0xeb.net/2019/03/ghidra-a-quick-
overview

Danny Quist on getting started with Ghidra:
github.com/dannyquist/re/blob/master/ghidra/ghidra-getting-started.md

Rolf Rolles” GhidraPAL program analysis library:
github.com/RolfRolles/GhidraPAL
msreverseengineering.com/blog/2019/4/17/an-abstract-interpretation-based-

deobfuscation-plugin-for-ghidra

Travis Goodspeed on reversing MD380 firmware with Ghidra:
github.com/travisgoodspeed/md380tools/wiki/GHIDRA


http://0xeb.net/2019/03/ghidra-a-quick-overview/
https://github.com/dannyquist/re/blob/master/ghidra/ghidra-getting-started.md
https://github.com/RolfRolles/GhidraPAL
https://www.msreverseengineering.com/blog/2019/4/17/an-abstract-interpretation-based-deobfuscation-plugin-for-ghidra
https://github.com/travisgoodspeed/md380tools/wiki/GHIDRA

Additional Recommended Readings

Links to many loaders and processor modules:

groups.google.com/forum/?utm medium=email&utm source=footer#!msg/sleigh/pD12wcoKUQM/rG8esJAVBAAJ

Writing a WASM Loader: habr.com/en/post/443318/

Sega Genesis loader: zznop.github.io/romhacking/2019/03/14/sega-genesis—-rom-
hacking-with-ghidra.html

Because Security’s first impressions, with many Ghidra video links:
blog.because-security.com/t/ghidra-wiki/431#Firstimpress283

Elias Bachaalany’s “Daenerys” IDA Pro / Ghidra interoperability framework:
Oxeb.net/2019/03/daenerys-ida-pro-and-ghidra-interoperability-framework


https://groups.google.com/forum/?utm_medium=email&utm_source=footer
https://habr.com/en/post/443318/
https://zznop.github.io/romhacking/2019/03/14/sega-genesis-rom-hacking-with-ghidra.html
https://blog.because-security.com/t/ghidra-wiki/431
http://0xeb.net/2019/03/daenerys-ida-pro-and-ghidra-interoperability-framework/

Academic Work Related to SLEIGH / P-code

Norman Ramsey and Mary F. Fernandez. 1997. Specifying representations of
machine instructions. ACM Transactions on Programming Languages and
Systems (TOPLAS) Vol. 19, Issue 3 (1997)

citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.51.360&rep=repl&type=pdf

Cristina Cifuentes and Mike Van Emmerik. "UQBT: Adaptable binary translation

at low cost." Computer 33.3 (2000)
personales.ac.upc.edu/vmoya/docs/00825697.pdf

The New Jersey Machine-Code Toolkit (1990s)
www.cs.tufts.edu/~nr/toolkit/

See docs/languages/html/sleigh.html


http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.51.360&rep=rep1&type=pdf
http://personales.ac.upc.edu/vmoya/docs/00825697.pdf
https://www.cs.tufts.edu/~nr/toolkit/

