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JTAG

• JTAG, or Joint Test Action 

Group, was formed in the mid-1980s by 

a collaboration of companies 

to address the growing challenge of 

debugging and testing 

chips amid increasing device complexity

• JTAG is a method for testing and 

debugging various chips in a 

device using boundary scan techniques

• To simplify testing, manufacturers introdu

ced the IEEE 1149.1 standard,
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B o u n d a r y  S c a n  (  B S R  )

T e s t  A c c e s s  P o r t  (  T A P  
)

• Bou n da r y Sc a n i s a  t e c h n iq u e  t h a t i n t e r c o n n e c t s  
c h ip s  o n  a  b o a r d  t h r o u g h  a  s e r i a l  a p p r o a c h .

• Ea c h  c h ip  i n c o r p o r a t e s  a  s p e c ia l i ze d  c o mp o n e n t ,  t h e  
" Bo u n d a r y  Sc a n  Ce l l , "  a c t i n g  a s  a  t e s t i n g  i n t e r f a c e  
f o r  a s s o c ia t e d  I/ O  p in s .

• T h e s e  c e l l s  f o r m a  s h i f t  r e g i s t e r  a c c e s s ib le  v i a :

-  Se r i a l  T e st  Da t a  In pu t  ( T D I)
-  Se r i a l  T e st  Da t a  O u t pu t  ( T DO )  i n t e r f a c e .

• A s t a n d a r d i ze d  c o n t r o l l e r  ( T AP)  e n a b le s  e s s e n t i a l  
f u n c t i o n s ,  s u c h  a s  s c a n n in g  i n p u t  o r  o u t p u t  d a t a .
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• It is a Logical Finite State Machine (FSM) guided by TMS and TCK 
signals. Has 16-State.

• C o n t r o l s  t e s t  d a t a  a n d  i n s t r u c t i o n  r e g i s t e r s .

• TCK (Test Clock): Synchronizes internal operations and serial data.

• TDI (Test Data Input): Serial input to scan cells.

• TDO (Test Data Output): Outputs data from scan cells.

• TMS (Test Mode Select): Controls the controller's state.

• T R S T  ( T e s t  R e se t ,  o p t i o n a l ) :  R e s e t s  t h e  s t a t e  
m a c h i n e  a t  l o w  vo l t a g e .

• Manages data and instruction exchange as :

- EXTEST, BYPASS, SAMPLE/PRELOAD

Test on Shift Register

(FSM) with 16 states

JTAG Features



JTAG Extraction

I d e n t i f y  P i n o u t ( J T A G u l a t o r )

• JTA Gu l at o r,  an  ope n-s our ce  har dw ar e  
t oo l ,  faci l i t at es  t he  i den t i f i cat i on  o f JTA G 
pi nou t s  on  a t ar ge t  de v i ce .

• E qu i ppe d w i t h  24  I / O channe l s ,  i t  a i ds  i n  
t he  d i s cove r y  o f p i n  con f i gu r at i ons ,  and 
i t s  funct i onal i t y  e x t e nds  t o  de t ect i ng  
UA RT p i nou t s .  

• The  i n t egrat i on  o f t he  FT232RL  ch i p  
s t r eaml i nes  USB pro t oco l  handl i ng  on  a 
s i ng l e  ch i p ,  s i mpl i fy i ng  t he  conne ct i on  
proces s .

• Th i s  e nab l e s  t he  de v i ce  t o  appe ar  as  a 
v i r t ual  s e r i a l  po r t ,  prov i d i ng  conven i en t  
i n t e ract i on  t h r ough  t oo l s  l i ke  " s creen"  o r  
" mi n i com.

• To  connect  t o  JTA Gu l at o r  w e  s hou l d  
en t e r  t h i s  command :
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JTAG Extraction

E x t r a c t i o n  F i r m w a r e  ( A t t i f y B a d g e )

• Th i s  compact  dev i ce  i s  equ i pped  w i t h  
feat u res  t hat  a l l ow  s ecur i t y  en t hus i as t s  
and pr o fe s s i onal s  t o  l e ar n  and 
expe r i men t  w i t h  var i ous  as pect s  o f 
hardw are  s ecur i t y.

• The  A t t i fy  Badge  t yp i cal l y  i ncl udes  
i n t e r faces  s uch  as :  
-  JTA G (Jo i n t  Te s t  A ct i on  Gr oup) ,
-  UA RT (Un i ve r s al  A s ynchronous  
Rece i ve r-Trans mi t t e r ) ,  and 
-  GP IO (Ge ne r al  Purpos e  Inpu t / Ou t pu t ) ,  
pr ov i d i ng  us e r s  w i t h  t he  capabi l i t y  t o  
expl o re ,  anal yze ,  and as s es s  t he  
s ecur i t y  o f embedded s ys t ems .

• We  mus t  conne ct A t t i fy  Badge  t o  t he  
rou t e r  and w e  can  s ee  t he  p i nou t  t hat  
w e 've  a l r e ady  s een  by  JTA Gu l at o r  
i de n t i f i cat i on .

• A ft e r  conne ct  w e  can  do  t he  dumpi ng
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Telnet is used to halt the device and dumping 

the firmware – 9 hours dumping of firmware



Firmware Analisys and Emulation

• Analisys Tool  :

- Binwalk

- Ghidra ( Reverse Engineering Tool )

- FAT

- OpenOCD ( On-Chip-Debugger) - telnet –gdb-multiarch

- FirmWalker

• Emulation Tool :

- FirmAE pr0v3rbs/FirmAE: Towards Large-Scale Emulation of 

IoT Firmware for Dynamic Analysis (github.com)
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FirmAE emulation my extracted 

firmware

Binwalk tool for extracting all file of 

firmware

https://github.com/pr0v3rbs/FirmAE
https://github.com/pr0v3rbs/FirmAE


Vulnerability (CVE-2022-43973)

• An arbitrary code execution vulnerability has been 

identified in the Linksys WRT54GL Wireless-G Broadband 

Router, specifically in firmware versions equal to or lower 

than 4.30.18.006. The vulnerability was present in the 

Check_TSSI function within the httpd binary.

• As Attacker we can build a system command on Linux SO 

and do a POST request to /apply.cgi

• We can see the reverse Engineering of Httpd binary file
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Build Exploit
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✓ Socket Creation:
• It uses the socket function to create a TCP socket 

(AF_INET, SOCK_STREAM).

✓Server Socket Configuration:

• Initializes a struct sockaddr_in structure to hold 

server information (IP address and port).

• Assigns the provided IP address and port from the 

command line arguments.

✓Connection to the Server:

• Uses the connect function to establish a connection 

with the server.

✓File Descriptor Redirection:

• Uses the dup2 function to redirect standard file 

descriptors (stdin, stdout, stderr) to the 

connection socket. This enables sending and 

receiving data over the TCP connection.

✓Execution of "/bin/sh":

• Uses the execve function to execute the "/bin/sh" 

process, allowing the user to interact with a remote 

shell through the TCP connection.



Exploit Test
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• Create Server to upload the 
reverseshell on the router

• Create Client to get the shell 
of router
and see all files

• Exploit in action



Results
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✓ Identify pinout JTAG 

interface with JTAGulator

✓ Extracting Firmware through 

JTAG with Attify Badge

✓ Firmware Analisys and 

Emulation by FirmAE

✓ Developing Exploit and Testing

✓ Get the Root-Level-Access on 

the router



Thanks!

Umberto Della Monica [0522501617]

• Email : u.dellamonica2@studenti.unisa.it

• GitHub : https://github.com/UmbertoDellaMonica
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