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1. Introduction
CVE-2026-40072 is a critical Server-Side Request Forgery (SSRF) vulnerability discovered in web3.py, the widely used Python library for interacting with the Ethereum blockchain. The vulnerability arises from the library's implementation of CCIP Read (Cross-Chain Interoperability Protocol Read), governed by EIP-3668 (OffchainLookup). When a smart contract reverts with an OffchainLookup error, web3.py automatically fetches a URL provided by the contract — without validating whether that URL points to an internal or sensitive destination. This enables a malicious actor to deploy a smart contract that forces a backend server to make unintended HTTP requests to internal services, cloud metadata endpoints, or other attacker-controlled infrastructure.
This blog post provides a full walkthrough of the vulnerability, including a hands-on lab demonstration performed on Kali Linux using web3.py, Flask, and Burp Suite. The goal is to understand the root cause, reproduce the attack in a safe lab environment, and verify that the official patch in web3.py v7.15.0 effectively remedies the issue.
2. CVE Details
2.1 Vulnerability Summary
	CVE ID
	CVE-2026-40072

	Vulnerability Type
	Server-Side Request Forgery (SSRF)

	CWE
	CWE-918 — Server-Side Request Forgery (SSRF)

	CVSS 4.0 Score
	1.7 LOW (CNA: GitHub, Inc.)

	Affected Software
	web3.py versions 6.0.0b3 to < 7.15.0 and 8.0.0b2 beta

	Fixed Version
	web3.py v7.15.0 / v8.0.0b2

	Published
	April 9, 2026

	References
	https://nvd.nist.gov/vuln/detail/CVE-2026-40072








2.2 NVD Page
The National Vulnerability Database (NVD) entry for CVE-2026-40072 can be accessed at: https://nvd.nist.gov/vuln/detail/CVE-2026-40072. The page provides the official CVSS score, CWE classification, affected versions, and links to patch commits on GitHub.
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2.3 GitHub Security Advisory
The GitHub Security Advisory (GHSA-5hr4-253g-cpx2) provides additional technical detail about the vulnerability, including the root cause in web3.py's CCIP Read implementation and the link to the fix commit. It can be accessed at: https://github.com/advisories/GHSA-5hr4-253g-cpx2.
[image: ]

3. Background: CCIP Read and EIP-3668
EIP-3668, also known as CCIP Read or OffchainLookup, is an Ethereum Improvement Proposal that allows smart contracts to instruct clients to retrieve data from off-chain HTTP endpoints. The standard works as follows:
A client calls a smart contract function.
The contract reverts with a special OffchainLookup error containing an HTTP URL, sender address, and callback function selector.
The client is expected to fetch data from the provided URL.
The client then calls the contract again with the fetched data as a parameter.
While this design is useful for gas optimisation and off-chain data retrieval, it introduces an SSRF risk when the client (web3.py) blindly fetches URLs supplied by untrusted smart contracts. web3.py enables CCIP Read globally by default (global_ccip_read_enabled = True), meaning all .call() invocations are potentially affected without any additional configuration.
4. Attack Scenario
The following describes a realistic attack scenario against a backend web service that uses web3.py to interact with smart contracts supplied by users:
The attacker deploys a malicious smart contract on Ethereum (or any EVM-compatible chain). The contract is designed to revert with an OffchainLookup error pointing to a sensitive internal URL, such as the AWS EC2 metadata endpoint: http://169.254.169.254/latest/meta-data/iam/security-credentials/
A vulnerable backend service calls .call() on the attacker-supplied contract address using web3.py with CCIP Read enabled (the default).
web3.py automatically issues an HTTP GET request to the attacker-specified internal URL.
The internal service responds with sensitive data (e.g., IAM credentials, tokens, or internal API responses).
web3.py passes the response back to the attacker's contract callback, effectively leaking the internal data to the attacker.
Even though the CVSS base score is listed as 1.7 LOW, the real-world impact can be significantly higher in cloud-hosted environments where the metadata service is reachable from within the EC2 instance or container.
5. Lab Setup on Kali Linux
All tests were performed in an isolated local environment on Kali Linux. No external systems were targeted. The following tools were used:
Kali Linux (attacker machine)
Python 3 with virtual environment (venv)
web3.py v6.20.0 (vulnerable version)
Flask (simulates internal server)
Burp Suite Community Edition (proxy and request interception)
python-requests library
5.1 Fix Docker Repository Error
During apt update, a 404 error appeared due to a misconfigured Docker repository pointing to Ubuntu instead of Kali. This was resolved by removing the broken source:
sudo rm /etc/apt/sources.list.d/docker.list
sudo apt update

5.2 Create Python Virtual Environment
Kali Linux 2024.4 and later block system-wide pip installs. A virtual environment is required to install Python packages safely:
python3 -m venv ~/ssrf-lab
source ~/ssrf-lab/bin/activate
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5.3 Install Vulnerable web3.py and Flask
pip install "web3==6.20.0"
pip install flask
pip show web3 | grep Version
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6. Proof of Concept — SSRF Demonstration
6.1 Step 1: Start the Fake Internal Server
A Flask application simulates a sensitive internal service (such as an AWS cloud metadata endpoint). In a real attack, this would be replaced by http://169.254.169.254. Save this file as fake_internal_server.py and run it in a dedicated terminal tab:
from flask import Flask, request
app = Flask(__name__)
 
@app.route('/', defaults={'path': ''})
@app.route('/<path:path>')
def catch_all(path):
    print(f"[!] SSRF HIT! Path: /{path} | From: {request.remote_addr}")
    return '{"secret": "AWS_KEY=AKIAIOSFODNN7EXAMPLE"}', 200
 
app.run(host="127.0.0.1", port=9999)
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6.2 Step 2: Run the SSRF Attack Script (via Burp)
This script simulates what web3.py does internally when it processes an OffchainLookup revert from a malicious contract. The request is routed through Burp Suite on port 8080 so it can be intercepted and visualised:
import requests
 
malicious_url = "http://127.0.0.1:9999/latest/meta-data/iam/credentials"
proxies = {"http": "http://127.0.0.1:8080"}
 
print(f"[*] Simulating web3.py CCIP Read SSRF fetch to: {malicious_url}")
response = requests.get(malicious_url, proxies=proxies)
print(f"[!] Response: {response.text}")

Save this as ssrf_demo.py and run: python3 ssrf_demo.py
6.3 Step 3: Intercept in Burp Suite
Open Burp Suite → Proxy → Intercept ON. Run ssrf_demo.py. Burp will intercept the outgoing HTTP GET request before it reaches the Flask server, allowing you to inspect the full request headers and target URL.
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6.4 Step 4: Send to Repeater and View Response
In Burp, right-click the intercepted request → Send to Repeater. Navigate to the Repeater tab and click Send. The response panel will display the fake AWS credentials returned by the Flask server, simulating a successful SSRF data exfiltration.
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6.5 Step 5: Flask Terminal — Confirm SSRF Hit
Switch to the Flask server terminal. You should see the SSRF hit logged with the path and source IP, confirming that the internal server was reached:
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7. Official Fix and Verification
The vulnerability was officially patched in web3.py v7.15.0. The fix changes the default value of global_ccip_read_enabled to False, meaning CCIP Read is now opt-in rather than opt-out. Applications that require CCIP Read functionality must explicitly enable it after verifying the contract source is trustworthy.
7.1 Upgrade to Patched Version
pip install "web3==7.15.0"
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7.2 Verify Version
pip show web3 | grep Version
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7.3 Verify CCIP Read is Disabled by Default
python3 -c "from web3 import Web3; w3 = Web3(); print('CCIP Read enabled:', w3.provider.global_ccip_read_enabled)"
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7.4 Confirm SSRF is Blocked in Burp
With the patched version installed, run ssrf_demo.py again with Burp intercepting. Check Burp's HTTP History tab — no request should appear, confirming the SSRF attack is completely blocked after the upgrade.
8. Vulnerable vs Patched Behaviour
	Aspect
	Vulnerable (v6.20.0)
	Patched (v7.15.0)

	CCIP Read default
	Enabled (True)
	Disabled (False)

	SSRF possible
	Yes — any .call() is vulnerable
	No — CCIP Read must be opt-in

	Burp intercepts
	Yes — HTTP request visible
	No — no request sent

	Flask server hit
	Yes — [!] SSRF HIT logged
	No — no log entry

	Credentials leaked
	Yes — response body shows AWS key
	No — no response



9. Mitigation Recommendations
Upgrade web3.py: Upgrade to v7.15.0 or later immediately using pip install "web3==7.15.0".
Disable CCIP Read manually: If upgrading is not immediately possible, explicitly disable CCIP Read: w3.provider.global_ccip_read_enabled = False
Validate contract addresses: Never call .call() on user-supplied or unverified contract addresses without prior validation of the contract source code.
Egress filtering: Restrict outbound HTTP from backend servers using firewall rules. Block access to 169.254.169.254 (cloud metadata) and internal subnets.
Monitor HTTP traffic: Use tools like Burp Suite or network monitoring to detect unexpected outbound HTTP requests from application servers.
10. References
NVD CVE Detail: https://nvd.nist.gov/vuln/detail/CVE-2026-40072
GitHub Security Advisory: https://github.com/advisories/GHSA-5hr4-253g-cpx2
Patch Commit: https://github.com/ethereum/web3.py/commit/b1c57bb0a124359c9902daaefab4d8af7c3c4c1e
web3.py Release Notes: https://web3py.readthedocs.io/en/stable/release_notes.html
EIP-3668 (CCIP Read): https://eips.ethereum.org/EIPS/eip-3668
OWASP SSRF Testing Guide: https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testing/07-Input_Validation_Testing/19-Testing_for_Server-Side_Request_Forgery
PortSwigger SSRF: https://portswigger.net/web-security/ssrf
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