ped 7l
SZaE
test1.exe(xor)

1int _ cdecl main_@(int argc, const char **argv, const char
21
3 char v4[20]; // [esp+56h] [ebp-2Ch]

char str[20]; // [esp+64h] [ebp-18h] BYREF

int i; // [esp+78h] [ebp-4h]

sub_4@1005((int)str, 15);
if ( strlen(str) == 10 )
10 {
11 for (1 =0; 1 < 10; ++1 )
12 va[i] = byte_425A308[9 - i] A str[i];

4
5
6
7 printf("Please give me your input:\n");
8
9

13 for (1 =0; 1 < 10 &8 v4[1] == byte 425A3C[i]; ++i )
14 ;

15 if (1 ==10)

16 printf(“"Congratulations! You are right!\n");
17 else

18 printf(“2 Sorry, you are wrong!\n");

19 system("pause");

20 return @;

21}

22 else

23 {

24 printf("1 Sorry,you are wrong!\n");

25 system("pause”);

26 return 9;

27 }

28 }

stri=[0x11, 0x02, 0x13, 0x0U, 0x05, 0x06, 0x07, 0x08, 0x09, 0x10]
str2=[0x57, 0x66, 0x67, 0x63, 0x59, 0xU9, 0x71, 0x70, 0x69, 0x30]
str=[0]*11
for i in range(10):

strlil=stri[9-i]"str2[i]

str_output='".join(chr(x) for x in str)
print(" 45  "+str_output)

Good_Luck!

test2.exe(fiiZH)

**envp)



1int __cdecl main_e(int argc, const char **argv, const char **envp)

2 {
3 char str[28]; // [esp+56h] [ebp-28h] BYREF

4 int 1i; // [esp+6Ch] [ebp-4h]

5

6 printf("Plase give me your answer:\n");

7 scanf("%s", Str);

8 if ( strlen(str) == 22 )

9 A

10 for (1 =0; 1 < 22; ++1 )

11 | |
12 printf("%c\n", Str[i]);

13 Str[i] = (4 * (str[i] & 3)) | ((5tr[i] & @xC) >> 2) | str[i] & ©xFe;
14 printf("Cipher[%d]=%c\n", i, Str[i]);

15 }

16 for (1 =0; 1 < 22 & Str[i] == byte_429A30[i]; ++i )
17 ;

18 if (1 ==22)
19 printf("Congratulations! You are right!\n");
20 else
21 printf("2 Sorry, you are wrong!\n");
22 system("pause");
23 return @;
24}
25 else
26 {
27 printf("1 Sorry,you are wrong!\n");
28 system("pause");
29 return ©;
30}
31}
RIN221iL

strfi] = (4 » (Str[i] & 3)) | ((Str[i] & OxC) >> 2) | Str[i] & OxFO

1. BRI RS 2111
2. BUR4AI =2 A 211
3. N4z

el

strl = [OxUE, Oxu45, Oxu5, 0x50, Ox5F, 0x56, OxUF, 0x55, 0x58, OX5F,
Ox4l, Ox58, 0Oxu45, Oxud, 0Oxu47, Ox5F, Oxud, 0Ox43, Ox46, 0x59,
OxU5, Ox5F]

result = []

for x in strl:
trans_x = (4 * (x & 06x3)) | ((x & OxC) >> 2) | (x & OxFO)
result.append(chr(trans_x))

print("".join(result))

B

strl = [OxUE, OxU45, OxU5, 0x50, Ox5F, 0x56, OxUF, 0x55, 0x58, OX5F,
Oxul, 0x58, Ox45, Ox4U, OxU7, Ox5F, Oxud, OxuU3, OxU6, 0x59,
OxU45, Ox5F]
result = []
for target in strl:
for x in range(256):
trans_x = (4 * (x & 3)) | ((x & 0xC) >> 2) | (x & OxFO)
if trans_x == target:
result.append(chr(x))
break

print("".join(result))



KEEP_YOUR_DREAM_ALIVE_

test3.exe(RC4%)

1int _ cdecl main_©(int argc, const char **argv, const char **envp)

3 signed int v4; // [esp+4Ch] [ebp-Deh]

4 signed int i; // [esp+58h] [ebp-CCh]

5 char v6[97]; // [esp+54h] [ebp-C8h] BYREF

6 __intlée v7; // [esp+B5h] [ebp-67h]

7 char v8; // [esp+B7h] [ebp-65h]

8 char Str[100]; // [esp+B8h] [ebp-64h] BYREF
9

19 memset(ve, @, sizeof(ve));

11 v7 = 8;

12 v8 = 0;

13 puts("please input a correct string to encrypt:");
14  scanf("%s", Str);

15  v4 = strlen(Str);

16  sub_40100A(Str, (int)ve);

17 for (1 =9; 1 < v4; ++1 )

18 |

19 if ( v6[i] !'= byte_429B30[i] )

20 {

21 puts(“"Sorry you are wrong!");

22 system("pause");

23 return -1;

24 }

25 }

26 puts("WoW!!!Great!!!You are a genius!!!");

27 system("pause”);
28 return @;
29 }

sub_40100A



1int _ cdecl sub_401410(char *Str, int a2)

2 char v2; // bl

int result; // eax

signed int 1i; // [esp+4Ch] [ebp-8h]
signed int v5; // [esp+58h] [ebp-4h]

dword_42D23C = 9;
dword_42D240 = 9;

18 v5 = strlen(str);

11 sub_401014();

12 for (1 =0; 1 < v5; ++1 )

13 {

14 v2 = Str[i];

15 *(_BYTE *)(i + a2) = sub_401005() ~ v2;
16}

17 result = 1 + a2;

18 *(_BYTE *)(i + a2) = o;
19 return result;

20 }

sub_401014, SE##iELF0-25509FF44E



1fize_t sub_4e1190()

2 {

3 size_t result; // eax

4 unsigned __int8 v1; // [esp+4Ch] [ebp-16h]
5 signed int v2; // [esp+56h] [ebp-Ch]

6 int v3; // [esp+54h] [ebp-8h]

7 signed int i; // [esp+58h] [ebp-4h]

8 int j; // [esp+58h] [ebp-4h]

9 int k; // [esp+58h] [ebp-4h]

11 result = strlen(Str);
12 v2 = result;
12 for (1 =0; i < v2; ++i )

14 {

15 Str[i] += 2;

16 result = 1 + 1;

17 _}

18| for ( 7 =0; 7 < 256; ++7 )
19 {

20 result = j;

21 dword_42CE3C[j] = 7;

22| }

23 V3 = 0,

24 for ( k = 0; k < 256; ++k )
25 {

26 v3 = ((unsigned __int8)Str[k % v2] + dword_42CE3C[k] + v3) % 256;
27 vl = dword_42CE3C[k];
28 dword_42CE3C[k] = dword_42CE3C[v3];

29 result = vil;

30 dword_42CE3C[v3] = vi;
31}

32  return result;

33}

sub_401005, ZRERR
1 char sub_4e1308()

3 unsigned __int8 v1; // [esp+56h] [ebp-4h]

4
5 dword_42D23C = (dword_42D23C + 1) % 256;

6 dword_42D240 = (dword_42CE3C[dword_42D23C] + dword_42D24@) % 256;
7

8

vl = dword_42CE3C[dword_42D23C];
dword_42CE3C[dword_42D23C] = dword_42CE3C[dword_42D240];
9 dword_42CE3C[dword_42D240] = v1;
18  return dword_42CE3C[(dword_42CE3C[dword_42D240] + dword_42CE3C[dword_42D23C]) % 256];

BE| %256 « SEIEE. FHHnE R BIER LI ARCA

HEIRIRER
4 e i

Str db 'QB3jdx',@



BN FR+27 BYETR
19

def rcd_decrypt(ciphertext, key):

s = list(range(256))

j=0

for i in range(256):
j = ( + s[i] + key[i % len(key)]) % 256
s[il, s3] = s3], s[il

i, j=o0,0

plaintext = []

for byte in ciphertext:
i=(1i+1) % 256
j = (§ + s[il) % 256
s[il, s3] = s3], s[il
plaintext.append(byte " s[(s[i] + s[j1) % 2561)

return bytes(plaintext)

ciphertext =[0x1C, 0xF3, 0x73, 0x68, 0x13, OxC8, 0x96, OxE3, 0x5C, OxB6,

0x83, OxDE, 0x28, 0x97, OxE7, 0x84, 0x57, 0xuU5, OxFO]
key = [0x51,0x42,0x33,0x6a,0x6U,0x78]
for i in range(6):
key[i]=key[i]+2
print(rcd_decrypt(ciphertext, key).decode())

A_GOOD_REST_OF_LIFE

test4.exe(DES)

11  result = strlen(Str);
12 _vy2 = result:
13) for (1 =0; 1 < v2; ++1 )
14| { —
15 str[i] += 2; 5&"*% apy
16 result = 1 + 1;
1701}
18] for ( J =©; 7 < 256; ++7 )
19] | -
20 result = j; %SWE |
21 str2[j] = 7;
= I SHI#)IR Bk
2 v3 = 0;
2 for ( k = @; k < 256; ++k )
24 {
2 v3 = ((unsigned __int8)Str[k % v2] + str2[k] + v3) % 256;
2 vl = str2[k];
2 str2[k] = str2[v3];
2 result = vi;
3 str2[v3] = vi;
30}
3 return result;
|3



1int __cdecl main_@(int argc, const char **argv, const char **envp)
2 {
3 int i3 //
4 char v5[8]; //
5 char str[20]; //
6 char v7[12]; //
8 strcpy(v7, "Reserse_");
9 puts(”give me a string to encrypt:");

10 scanf("%s", );

11 if ( strlen( ) == 8 )

12 |

13 sub_40100F (v7);

14 sub_401032(5tr, v5);

15 for ( = 9, < 8; ++1 )

16 {

17 if ( v5[i] != byte_42AA30[i] )

18 {

19 puts("Wrong!!");

20 system("pause”);

21 return -1;

22 }

23 }

24 puts("Proud of you!!");

25 system("pause");

26 return 0;

27 '}

28 else

29 {

30 puts("Wrong!!");

31 system("pause");

32 return -1;

33}

34 }

AEIDESHIPEBRRT
byte_42801C db 3Ah IP hex =
db 32h ; 2 B
db 24h : LY
db 22h ; " 0x3C,
db 1Ah 0x3E,
db 12h
db @ah oxHe,
db 2 0x39,
db 3Ch ; <« 0x3B,
db 34h ; 4
db 2Ch : | x3D,
db 24h : % Ox3F,
db 1Ch

Crypto.Cipher
encrypted=bytes([ , ; g f ' i ! D
key=bytes([ , , , D
print( .new(key, . ) .decrypt(encrypted))



FINBEGIN

test5.exe(1£15%)

RS

loc_401010:

push ebp

mov ebp, esp

sub esp, 46h

push ebx

push esil

push edi

lea edi, [ebp-46h]

mov ecx, 1@h

mov eax, OCCCCCCCCh

rep stosd

push offset aCanYouHelpMe
call _printf

add esp, 4

xor eax, eax

jz short near ptr 10(:_46163
loc_401039:

jmp near ptr [NSONENGH

dw OE808h

Ce 74+dd 14Ch, 3304C483h, @E90174Ceh

NOP3#2

push offset aPleaseFixItInT
call _printf

add esp, 4

HIIHI‘I ﬂ-c-cﬁﬁ+ Hn lllll

COL

"Ce

CcOorL



(517
517

XA tnopiE
FRE EIp

BE%T

xor eai; eax
jz short loc_40103A

loc_40103A: ; CO
push offseﬂ aThisProgramIsA ;T
call _printf

SR . |

; int __cdecl main(int argc, const char *

_main:

jmp loc_401010
e
align 1@h

loc_401010:

e G el
mov ebp, esp
sub esp, 46h
push ebx
push esi
push edi
lea edi, [ebp-46h]
mov ecx, 16h
mov eax, OCCCCCCCCh

ren stosd
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tes

1
2
3

W oo~ v B~

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

1fint sub_4e01010()
2 {

3  printf("Can you help me?\n");

4  printf("This program is accursed by a wizard!\n");
5 printf("Please fix it !!!(in two places)!!!\n");

& system("pause”);

7 return ©,;

8}

%Hflag

t6.exe(xor)

ﬁnt __cdecl main_@(int argc, const char **argv, const char **envp)
{

char v4[4@]; // [esp+50h] [ebp-40h]

char Str[20]; // [esp+78h] [ebp-18h] BYREF

int i; // [esp+8Ch] [ebp-4h]

printf("Please give me your input:\n");
sub_4010e5(Str, 15);
if ( strlen(Str) == 10 )
{
for ( 1 =0; 1 < 10; ++1 )
va[i + 20] = byte_427A30[9 - i] ~ str[i];
for ( 1 =0; 1 < 10; ++1 )
va[i] = byte_427A3C[i] ~ v4[i + 20];
for ( 1 =0; 1 < 10 &8 v4[i] == byte_427A48[1]; ++1 )

if (1 ==10)

printf("Congratulations! You are right!\n");
else

printf("2 Sorry, you are wrong!\n");
system("pause”);
return 9;

X

else
{
printf("1 Sorry,you are wrong!\n");
system("pause");
return 9;
¥
¥

str1=[0x01, 0x02, 0x03, OxOL, 0x05, 0x06, 0x07, 0x08, 0x09, OxOA]
str2=[0x11, 0x12, 0x13, 0x14, 0x15, 0x16, 0x17, 0x18, 0x19, Ox1A]
str3=[0x5C, 0x54, 0x54, 0x57, Ox4C, Ox5F, OxU6, 0x58, 0x50, 0x3A]
vi=[]

str=[]

for i in range(10):

vl.append(str2[i]~str3[i])

for i in range(10):

str.append(stri[9-i]~v1[i])

print(''.join(chr(x) for x in str))



GOOD_LUCK!
test7.exe(iiZH)

1int __cdecl main_@(int argc, const char **argv, const char **envp)

24
3 char str[16]; // [esp+50h] [ebp-14h] BYREF

4 int i; // [esp+6@h] [ebp-4h]

5

& printf("Plase give me your answer:\n");

7 scanf("%s", Str);

g8 if ( strlen(str) == 13 )

9 {

10 for (1 =0; 1 < 13; ++1 )

11 {

12 str[i] = (8 * (str[i] & 7)) | ((str[i] & @x38) >> 3) | str[i] & ©oxCe;
13 str[i] ~= byte_429A40[i];

14 }

15 for (1 =9; 1 < 13 && Str[i] == byte_429A30[i1]; ++1 )
16 ;

17 if (1 ==13)

18 printf("Congratulations! You are right!\n");
19 else

20 printf("2 Sorry, you are wrong!\n");

21 system("pause");

22 return 9;

23}

24 else

25 {

26 printf("1 Sorry,you are wrong!\n");

27 system("pause");

28 return @;

29 }

30 }

target=[0x5B, 0x60, 0x69, 0x6U4, OXUE, Ox7D,
0xU6, OxUO, Ox5B, Ox6A, 0x63, Ox5E, 0x01]
xorstr=[0x01, 0x02, 0x03, O0x0U, 0x05, 0x06,
0x07, 0x08, 0x09, OxOA, 0x0B, 0x0C, 0xOD]
result=[]
stri=[(target[i]"xorstr[i]) for i in range(13)]
for a in stril:
for x in range(256):
trans_x = (8 * (x & 7)) | ((x & 0x38) >> 3) | (x & 0xCO)

if trans_x == a:
result.append(chr(x))
break

print("".join(result))

STUDY_HARDER!

test8.exe(RC4%)



1int _ cdecl main_e(int argc, const char **argv, const char **envp)

3 signed int v4; // [esp+4Ch] [ebp-D8h]

4 signed int i; // [esp+58h] [ebp-CCh]

5 char v6[97]; // [esp+54h] [ebp-C8h] BYREF

6 _ intl6é v7; // [esp+B5h] [ebp-67h]

7 char v8; // [esp+B7h] [ebp-65h]

8 char str[100]; // [esp+B8h] [ebp-64h] BYREF
9

10 memset(ve, @, sizeof(ve));

11 v7 = 0;

12 V8 = @;

13 puts("please input a correct string to encrypt:");
14  scanf("%s", Str);

15  v4 = strlen(str);

16  sub_4R1@0A(Str, (int)ve);

17 for (1 =0; 1 < va; ++1 )

18 |

19 if ( v6[i] != byte_429B30[i] )

20 {

21 puts("Sorry you are wrong!");

22 system(“pause”);

23 return -1;

24 }

25 }

26 puts("WoW!!!Great!!!You are a genius!!!");

27 system(“"pause");
28 return 6;
29 }

Rtest3—H¥HY



HERHERE+2

1size t sub_401190()

24

3 size t result; // eax

4  unsigned __int8 v1; // [esp+4Ch] [ebp-16h]
5 signed int v2; // [esp+56h] [ebp-Ch]

6 int v3; // [esp+54h] [ebp-8h]

7 signed int i; // [esp+58h] [ebp-4h]

8 int j; // [esp+58h] [ebp-4h]

9 int k; // [esp+58h] [ebp-4h]

11  result = strlen(Str);
12 vy2 = result:

13 |for (1 =9; 1 < v2; ++1 )
14 |{

15 str[i] += 2;

16 result = 1 + 1;

17 |}

18 for ( J =0, ] < 256, ++] )
19 {

20 result = j;

21 dword_42CE3C[]] = 7;
22}

23 V3 = 0;

24 for ( k = @; k < 256; ++k )
25 {

26 v3 = ((unsigned __int8)Str[k % v2] + dword_42CE3C[k] + v2) % 256;
27 vl = dword_42CE3C[k];

28 dword_42CE3C[k] = dword_42CE3C[v3];
29 result = vi;

30 dword_42CE3C[v3] = v1;
31}

22 return result;

33}

def rcd_decrypt(ciphertext, key):
s = list(range(256))
j=0
for i in range(256):
j = (§ + s[il + key[i % len(key)]) % 256
s[il, s[j]l = s[jl, slil
i, j=0,0
plaintext = []
for byte in ciphertext:
i=(i+1) % 256
j = (G + s[il) % 256
s[il, s[j] = s[j1, slil
plaintext.append(byte " s[(s[i] + s[j1) % 256])
return bytes(plaintext)
ciphertext =[0xD5, 0x23, 0xA5, 0x22, 0x75, 0xD8, 0xB7, 0x80]
key = [0x57, OxUF, 0x52, OxUB, Ox45, 0x52]
for i in range(6):
key[il=key[i]+2
print(rct_decrypt(ciphertext, key).decode())

BE_HAPPY

test9.exe(DES)



1
2
3
4
5
6
7
8
S

106
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

int __cdecl main_e(int argc, const char **argv, const char **envp)
{

int i; // [esp+4Ch] [ebp-2Ch]

char v5[8]; // [esp+5@h] [ebp-28h] BYREF
char Str[20]; // [esp+58h] [ebp-28h] BYREF
char v7[12]; // [esp+6Ch] [ebp-Ch] BYREF

strcpy(v7, "REVERSE!™);
puts(“give me a string to encrypt:”);
scanf("%s", Str);
if ( strlen(Str) == 8 )
{
sub_40@100F(v7);
sub_401032(Str, v5);
for (1 =0; 1 < 8; ++1 )
{
if ( v5[i] != byte_42AA30[i] )
{
puts("Wrong!!");
system("pause");
return -1;
}

¥
puts("Proud of you!!");

system("pause”);
return 9,;

}

else
{
puts(“"Wrong!!");
system("pause");
return -1;
}
}

PC2E1#:%X—~DES



3 gl IJJ" I_'C_"I'{_D.I.U"I'LUUUJ

byte 428164 db OEh
db 4
db @Dh
db 1
db 2
db @Fh
db ©Bh
db 8
db 3
db @Ah
db
db
db
db
db
db
db
db
db
db
db
db
db

®
O

®
s

o
m
o [ S e v I v IV RV ) s i )

(v
o
VT

from Crypto.Cipher import DES
encrypted=bytes([0x66, 0xD3, 0xD5, OxFU, Ox1A, OxBF, 0x81, 0x28])
key=bytes([0x52, 0x45,0x56,0x45,0x52,0x53, 0xU5,0x21])

print(DES.new(key, DES.MODE_ECB).decrypt(encrypted))

NEWYEAR!

test10.exe({EIE S +A5Y)



loc_4e1eC7: ; COD
xor eax, eax
jz short near ptr loc_4010CB+1

loc_40106CB: ; COD

jmp near ptr _

8B 55 88 83 C2+dd ©EBEOGOEOh, 88558BO9h, 8901C283h, 458B8855
45 88 3B 45 8C+dd ©FSe458Bh, 3FC45AFh, BB999F845h, 1Ah, 5589

=

push offset aQvldxt ; 'qv
lea ecx, [ebp-6Ch]
push ecx

call _strcmp



11

12 v8 = 5;
13 v7 = 7;
14  memset(Str, @, sizeof(Str));
15 v5 = @6;
16 vée = 0;

17 puts("please input a string:");

18 scanf("%s", Str);

19  v3 = strlen(str);

20 for (1 =0; 1 < v3; ++1 )

21 {

22 if ( str[i] < 97 || str[i] > 122 )
23 {

24 printf("Sorry! Hang on!");

25 return -1,

26 }

27 }

28 for (] =9©; ] < v3; ++7 )

29 Str[3] = (v7 + v8 * (Str[j] - 97)) % 26 + 97,
30 if ( !strcmp(Str, Str2) )

31 puts("0k, you know it. Just hang on.");
22 else
33 puts("Sorry! Hang on!");

34 system("pause");
35  return 6;
36 }

ANANTNAR =k A0TNTN=22 (ANTNarh

target = 'qvldxt'

a=5

k=7

m=26

a_inv=pow(a, -1, m)

result = []

for i in range(6):
result.append(((Cord(target[i])-97-7)*a_inv)%26)+97)

print("".join(chr(x) for x in result))

higuys

test12.exe({ilizH)



1 fint __cdecl main_e(int argc, const char **argv, const char **envp)
21

3 char str[28]; // [esp+50h] [ebp-28h] BYREF

4 int i; // [esp+6Ch] [ebp-4h]

5

6 printf("Plase give me your answer:\n");

7 scanf("#%s", Str);

g8 if ( strlen(str) == 16 )

9 {
10 for (1 =0; 1 < 16; ++i )
11 str[i] = (4 * (5tr[i] & 3)) | ((5tr[i] & @xC) >> 2) | str[i] & exFe;

12 for (1 =0; 1 < 16 & Str[i] == byte_429A30[1]; ++1 )

14 if (1 ==16)

15 printf("Congratulations! You are right!\n");
16 else

17 printf("2 Sorry, you are wrong!\n");
18 system("pause™);

19 return @;

20}

21  else

22 {

23 printf("1 Sorry,you are wrong!\n");

24 system("pause");

25 return 9;

26}

27 }

str1=[0x5C, 0x65, 0x6C, 0x75, 0x78, 0x66, Ox71, 0x76,
0xU6, OxT7C, 0x50, 0x75, OxTA, Ox7TA, 0x63, 0x65]
result = []
for target in strl:
for x in range(256):
trans_x = (4 * (x & 3)) | ((x & OxC) >> 2) | x & OxFO
if trans_x == target:
result.append(chr(x))

break

print("".join(result))

SecurityIsPuzzle

test13.exe(MD5)



12 memset(Source, @, sizeof(Source));

14 v9 = @;

15 vl1e = ©;

16 Destination = @;

17 v7 = 0,

18 printf("Please input your flag:\n");

19 scanf("%s", Source);

20 v4 = strlen(Source);

21 for (1 =09; 1 < v4; ++1 )

22 {

23 if ( Source[i] < 97 || Source[i] > 122 )

24 {

25 printf("Wrong,try again!\n");

26 return -1;

27 }

28}

20 if (v4 >=5)

30 {

31 strncpy(&estination, Source, 4u);

32 sub_401014(Strl, &Destination, 4u);

33 if ( !strncmp(Strl, "b5c@bl87fe309afef4d35982fd961d7e", ©x20u)

34 printf(“Correct!\n");

35 else

36 printf("Wrong,try again!\n");

37}

38 else

39 {

40 printf("Wrong,try again!\n");

41 }

42  system("pause");

43  return 0;

44 }

RIVEEREL

REAEHIMDS5

L AMF A1 Gi&ﬁﬁumﬁﬂii@%ﬁi'—iMDsﬁ’ﬂﬂﬁﬂ
13  sub_401028(&v9, v8, v7, ve, *aS, OxD76AA478, 7);
14  sub_4e1le28(&v6, vo, v8, v7, a5[1], OXE8C7B756, 12);
15  sub_401028(&v7, v6, v9, v8, a5[2], ©x24207eDB, 17);
16 sub_401028(&vE, v7, v6, v9, a5[3], ©xC1BDCEEE, 22);
17 sub_401028(&v9, v&, v7, ve, a5[4], OxF57COFAF, 7);
18 sub_401028(&v6, vo9, v8, v7, a5[5], 0x4787C62A, 12);
19 sub_401028(&v7, v6, v9, v8, as5[6], -1473231341, 17);
26 sub_4e1028(&vE, v7, v6, v9, a5[7], -45705983, 22);
21 sub_4e1028(&vS, v&, v7, ve, a5[8], 1770035416, 7);
22 sub_4e1028(&v6, vo9, v8, v7, a5[9], -1958414417, 12);
23  sub_4e1028(&v7, v6, v9, v8, a5[1le], -42063, 17);
24 sub_401028(&vE, v7, v6, v9, a5[11], -199e4e4162, 22);
25 sub_401028(&v9, v8, v7, v6, as[12], 1804603682, 7);
26 sub_401028(&v6, vo, v8, v7, a5[13], -40341101, 12);
27 sub_401028(&v7, v6, v9, v8, as[14], -1502002290, 17);
28 sub_401028(&vE, v7, v6, v9, a5[15], 1236535329, 22);
29 sub_401005(&v9, v8, v7, v6, as[1], -165796518, 5);
30  sub_401005(&v6, vo, v8, v7, as[6], -1069501632, 9);
31 sub_4e@1e05(&v7, v6, vo, v8, a5[11], 643717713, 14);

hashlib md5



from itertools import product
from string import ascii_letters, digits
import time

def brute_md5(md5_value, max_len=u):
md5_value = md5_value.lower()
if len(md5_value) != 32:
print("Invalid MD5 hash!")
return

chars = ascii_letters + digits # W B NELFH
start = time.time()

for length in range(l, max_len + 1):
for attempt in product(chars, repeat=length):
s = ''.join(attempt)
if md5(s.encode()).hexdigest() == md5_value:
print(f"Found: {s} (Time: {time.time() - start:.2f}s)")
return

print(f"Not found in {max_len} chars.")

brute_md5Cinput("MD5 hash: "), max_len=10)

love +ER/NEFH

KEAFETFS
test14.exe({A54)
11 int v12; // [esp+C4h] [ebp-4h]
12
13 vl12 = 9;
14 w11 = 7;

2

15 vl1e = 3;

16  memset(Strl, @, sizeof(Strl));
17 v8 = 0;

18 v9 = 0;

19 puts("please input a string:");
20 scanf("%s", Strl);

21  v6e = strlen(strl);

22 for (1 =0; 1 < v6; ++1 )

23 {
24 if ( stri[i] < 65 || stri[i] > 9@ )
25 {
26 printf("Sorry! Hang on!");
27 return -1;
28 }
29 }
@30 for (7 =0; ] < ve; ++7 )
31 stri[i] = (v11l + v12 * (Stri[j] - 65)) % 26 + 65;
¢| ® 32 if ( !strcmp(Stril, Str2) )
@33 puts("Ok, you know it. Just hang on.");
34 else
35 puts("Sorry! Hang on!");
36 return system("pause”);
37 }

{h5dIne



ciphertext_string = 'SHUJDU'
a=9

k=17

m = 26

base_ord = 65

a_inv = pow(a, -1, m)
result_codes = []
for char in ciphertext_string:

char_code = ord(char)

result_codes.append((((char_code - base_ord - k) * a_inv) % m) + base_ord)
plaintext_string = "".join(chr(code) for code in result_codes)
print(+"#fFHfs: {plaintext_string}")

HANGON

test15.exe(DES)

1 fint __cdecl main_e(int argc, const char **argv, const char **envp)
21

int i; // [esp+4Ch] [ebp-2Ch]

char v5[8]; // [esp+50h] [ebp-28h] BYREF

char Str[20]; // [esp+58h] [ebp-286h] BYREF

char v7[12]; // [esp+6Ch] [ebp-Ch] BYREF

strcpy(v7, "TakeEasy");

puts(“give me a string to encrypt:");
10  scanf("%s", Str);

11 if ( strlen(Str) == 8 )

O oo-Jdouy B w

12 |

13 sub_40100F(v7);

14 sub_401032(Str, v5);
15 for (1 =0; 1< 8; ++1 )
16 {

17 if ( v5[1] != byte_42AA30[1] )
18 {

19 puts("Wrong!!");
20 system("pause");
21 return -1;

22 }

23 }

24 puts(“"Geed Job!!");
25 system("pause”);

26 return @;

27}

28 else

29 |

30 system("pause");

31 return -1;

32}

33 }

HeIPERRE



lbyte_42801C db 3Ah
db 32h ; 2

db 2Ah ; *

db 22h ; "

db 1Ah
db 12h
db ©Ah
db 2
db 3ch ;
db 34h ;
db 2ch ;
db 24h ;
db 1ch
db 14h
db ech

Al A

B oA

o -

from Crypto.Cipher import DES

encrypted=bytes([0x28, 0x70, 0x77, 0xuU8, 0x7B, OxUF, OxFF, 0x3D])
key=bytes([0x54,0x61,0x6b,0x65,0xU5,60x61,0x73,0x79])
print(DES.new(key, DES.MODE_ECB).decrypt(encrypted))

itiseasy

test16.exe(RC4+xor)



21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52 }

v1i3 = 0;
memset(vl4, @, sizeof(vid));
vlis = @;
v1ie = 0;
memset(v1e, @, sizeof(vle));
vil = @;
viz2z = @;
memset(v7, @, sizeof(v7));
Vg = 0;
V9 = 9;
puts(“please input a correct string to encrypt:");
scanf("%s", Str);
v4d = strlen(Str);
strncpy(Destination, Str, @xCu);
sub_40100A(Destination, (int)vie);
strncpy(vl7, Source, 7u);
for (1 =0; 1 < 7; ++1 )
v7[1] = byte_42Ce@0[i] ~ vi7[1];
strncpy(&vi1e[12], v7, 7u);
for (7 =0; 7 < vd; ++7 )

{
if ( vie[j] '= byte 42C700[]] )
{
puts("Wrong!!!™);
system("pause”);
return -1,;
}
}

puts("Great!!!");
system("pause”);
return 9,



RC4
1int _ cdecl sub_4013D8(char *Str, int a2)
2 {

¥V

char v2; // bl

int result; // eax

signed int 1i; // [esp+4Ch] [ebp-8h]
signed int v5; // [esp+56h] [ebp-4h]

dword_42D23C = 9;
dword_42D240 = 9;
vS = strlen(Str);
sub_401014();
for ( 1 =0; 1 < v5; ++1 )
{

v2 = Str[i];

*(_BYTE *)(1 + a2) = sub _401005() ~ v2;
)5
result = 1 + a2;
*(_BYTE *)(i + a2) = o;
return result;

® W EONOUV A WNERE®®WOLOSNOUV

1 char sub_4e@12ce()
3  unsigned __int8 v1; // [esp+5eh] [ebp-4h]

4
5 dword_42D23C = (dword_42D23C + 1) % 256;

6 dword_42D240 = (dword_42CE3C[dword_42D23C] + dword_42D240) % 256;

7 vl = dword_42CE3C[dword_42D23C];

8 dword_42CE3C[dword_42D23C] = dword_42CE3C[dword_42D240];

9 dword_42CE3C[dword_42D240] = v1;

10  return dword_42CE3C[ (dword_42CE3C[dword_42D240] + dword_42CE3C[dword_42D23C]) % 256];



1size_t sub_401190()
21

3 size_t result; // eax

4 unsigned __int8 v1; // [esp+4Ch] [ebp-16h]
5 signed int v2; // [esp+56h] [ebp-Ch]
6 int v3; // [esp+54h] [ebp-8h]
7 int i; // [esp+58h] [ebp-4h]
8 int j; // [esp+58h] [ebp-4h] str db oFCh
9
28] ramure 7 pertencetn); i o

i _ . — db 3Bh ; ;
12 for (1 =9; 1 < 256; ++1 )

db eDh

o db 73h ; s
14 dword_42CE3C[i] = 1i; db  6Eh ’ .
15 result = 1 + 1; o ’
16}
17 v3 = 0;
18 for (] =©; ] < 256; ++7 )
19 |

20 v3 = ((unsigned __int8)Str[j % v2] + dword_42CE3C[j] + v3) % 256;
21 vl = dword_42CE3C[]];
22 dword_42CE3C[j] = dword_42CE3C[v3];

23 dword_42CE3C[v3] = vi;
24 result = 7 + 1;

25 }

26 return result;

27 }

BI12(ZRCANNE, E6(IERHMNE
BirFBERE 1201, MTH6MINMN0, EAMFHOEEREES
PRLUBRCARRE MV F AT R IR R B AN N F T &5

def rcd_decrypt(ciphertext, key):
s = list(range(256))
j=0
for i in range(256):
j = (§ + s[i] + key[i % len(key)1) % 256
s[il, s[j] = s[j1, s[il

i, j=0,0
plaintext = []
for byte in ciphertext:

i=(i+1) % 256

j = (G + s[il) % 256

s[il, s[j] = s[j1, slil

plaintext.append(byte * s[(s[i] + s[j1) % 2561)
return bytes(plaintext)

key = [0xFC, OxFB, 0x3B, 0xOD, 0x73, Ox6E]
target=[0x6E, 0x65, 0x11, OxCF, 0x1D, 0x8@, 0x3B, OXU4E,
0x20, Ox2A, OXE@, OxB6]

xorstr=[Ox4E, Ox6F, Ox74, Ox47, Ox6F, Ox6F, Ox64]
ciphertext=[0x6E, 0x65, 0x11, OxCF, 0x1D, 0x80, 0x3B, OxUE,0x20, Ox2A, OxEO, 0xB6]
xor=""
for x in xorstr:

xor=xor+chr(x)
print(rci_decrypt(ciphertext, key).decode()+xor)

NetworkClassNotGood

XRAG N EM, SR NetworkClass BREINKLT, EELEEEEEL
test17.exe(SHAEX)



18 Destination = ©;

19 w9 = B8;

printf("Please input your flag:\n");
21  scanf("%s", Source);

22 v5 = strlen(Source);

23 if (w5 »>=5)

LN R N N B ]
[}
@

24 {
® 25 for (1 =0; 1 < v5; ++1 )
26 {
® 27 if ( source[i] < 65 || Source[i] > 122 )
28
® 29 printf("The inputs are out of the scope!");
® 30 system("pause");
31 }
32 }
® 33 strncpy(&estination, Source, 4u);
® 34 v4d = strlen(&estination);
® 35 sub_401e05(Strl, (int)&Destination, v4);
® 36 for ((J =0; 7 < 64; ++] )
® 37 ++5tri[i];
® 33 if ( Istrncmp(Strl, "1f2e28649c4g:25:8bb:24c3D3EGF6GFg22dff:1dbd916df13239513g21e4663", ©x40u) )
® 39 printf("Correct!\n");
40 else
® 41 printf("Wrong,try again!\n");

® 42 system("pause");
® 43 return @;
44}
45  else
| 46 {
® 47 printf("Wrong,try again!\n");
® 48 system("pause");
® 49 return @;
e}
® 51}

int __cdecl sub_401B20(char *Buffer, void *Src, size_t Size)

1
2
3  void *v4; // [esp+4Ch] [ebp-36h]

4 int v5; // [esp+5@h] [ebp-2Ch] BYREF

5 unsigned int v6; // [esp+54h] [ebp-28h]
6 int v7; // [esp+58h] [ebp-24h] BYREF

7 int v8; // [esp+5Ch] [ebp-26h] BYREF

8 int v9; // [esp+6@h] [ebp-1Ch] BYREF

9 int vie; // [esp+64h] [ebp-18h] BYREF
10 int v11; // [esp+68h] [ebp-14h] BYREF
11  int v12; // [esp+6Ch] [ebp-186h] BYREF
12 int v13; // [esp+7@h] [ebp-Ch] BYREF

13  int v14; // [esp+74h] [ebp-8h] BYREF

14  unsigned int i; // [esp+78h] [ebp-4h]

@16 v4 = malloc(@x4eu);

© 17 sub_40160A(&v14, &v13, &v12, &v11l, &v1G, &9, &vE, &V7);

@ 18 v6 = sub_40100F((int)&v5, Src, Size);

@19 for (1 =09; 1 < v6 > 6; ++1 )
20 {

®21 sub_401023(v4, (1 << 6) + Vv5);

® 22 sub_40103C(&v14, &v13, &v12, &v11l, &v10, &v9, &vE, &v7, v4);
23}

® 24  sprintf(Buffer, "%08x%08x%08x%08X%08Xx%08Xx%08x%08x", vl14, v13, vi12, v1l, vle, v9, v8, v7);
@ 25  sub_4e2D7@(v4);

© 26  return sub_482D70(vS);

®27}

R EI T SHARKtE &



35 v27[1] = *(_DWORD *)(a9 + 4 * 1i); ; 1NT awora_azsei] /7]
36 for (i =16; 1 < 64; ++i ) dword_42801C dd 428A2F98h
37 { _ db 91h
38 ve = sub_401019(*(&v25 + 1)); db 44h : D
39 vie = *(&v20 + 1) + v9; db  37h . 7
40 vll = sub_40101E(v17[i + 11); db  71h . q
41 v27[1] = v17[1] + vil + vi1e; db BcFh '
2 } _ _ . db ©FBh
43 for (i =8@; i < 64; ++i ) db eceh
aa db @Bsh
45 v1l2 = sub_401032(v22); db BASh
46 vl3 = v12 + v19; db @DBh
47 v1l4 = sub_401028(v22, v21, v20); db BB5h
48 v29 = v27[1] + dword_42801C[i] + vi4 + v13; db @ESh
49 v1l5 = sub_40102D(v26); db 5Bh ; [
5o v28 = sub_401014(v26, v25, v24) + v15; db 8c2h ’
51 v19 = v20; db Sé6h ; V
52 v20 = v21,; db  39h : 9
53 v21l = v22; db BF1h '
54 v22 = v29 + v23; db 11h
55 V23 = v24;
56 v24 = v25;
57 v25 = v26;
LRI F R R B 1
for ((J =0; ] < 64; ++] )
++Stri[i];

if ( Istrncmp(Strl, "1f2e28649cdg:25:8bb:24c3D3EGF6GFg22df

" m F oY m P Y oA

import hashlib
import itertools
import string
def find_hash_collision(target_hash_hex):
# A 16 KIS A 45 B Fe o
target_hash = bytes.fromhex(target_hash_hex)
# TR (A LU INSE 2 5245
# charset = string.ascii_letters + string.digits + string.punctuation
charset = string.ascii_letters + string.digits
# O SCE SR B YK R
for length in range(3, 10): # ZRKE
# MOEPTA TR AT AL A
for candidate in itertools.product(charset, repeat=length):
candidate_str = ''.join(candidate)
# VBTG T R B A
hashed = hashlib.sha256(candidate_str.encode()).digest()
if hashed == target_hash:
return candidate_str
return None

if __name__ == "__main__": original_string='1f2e28649cuUg:25:8bb:2Uc3D3EGF6GFg22dff:1dbd916df13239513g21eU663'
target_hash_hex = "".join([chr(ord(char) - 1) for char in original_string])
if len(target_hash_hex) != 64:
print("45i%: PAAERIZA6UA FIF M 163E ] F4F R ")
else:

result = find_hash_collision(target_hash_hex)

Seey +ERFE
KEAFETS

test18.exe({iliZHE +xor)



1int __cdecl main_@(int argc, const char **argv, const char **envp)

2{

w

char str[16]; // [esp+50h] [ebp-14h] BYREF
int i; // [esp+606h] [ebp-4h]

4
5

6 printf("Plase give me your answer:\n");
7 scanf("%s", Str);

g8 if ( strlen(Str) == 8 )

S

{
10 for (1 =0; 1< 8; ++1 )
11 {
12 strl[i] = ((5tr[i] & 1) << 7) | ((str[i] & @x80) >> 7) | Str[i] & Ox7E;
13 str[i] ~= byte_429A38[i];
14 }
15 for (1 =90; 1 < 8 & Str[i] == byte_429A30[1]; ++1 )
16 5
17 if (1 ==28)
18 printf("Congratulations! You are right!\n");
19 else
20 printf("Sorry, you are wrong!\n");
21 system("pause");
22 return 9;
23}
24  else
25 {
26 printf("Sorry,you are wrong!\n");
27 system("pause");
28 return 9;
1

xorstr=[0x06, 0x07, 0x08, 0x09, OxOA, 0x0B, 0x0C, 0xOD]
target=[0x52, 0xC7, 0xC2, OxCD, OxEE, OxEB, OxFE, OxF5]
for i in range(8):
xorstr[il=xorstr[i]~target[i]
for i in range(8):
xorstr[il=((xorstr[i] & 1) << 7) | ((xorstr[i] & 6x80) >> 7) | xorstr[i] & Ox7E
print(''.join([chr(byte) for byte in xorstrl))

TAKEeasy
test19.exe(BX/R)

1int _ _cdecl main_@(int argc, const char **argv, const char **envp)

24
3 int i; // [esp+4Ch] [ebp-8h]

4 int v5; // [esp+58h] [ebp-4h]

5

6 puts("------ This one is pretty easy! JUST ENTER YOUR FLAG: ");
7 sub_40100A();

8 v5 = 0;

9 for (1 =0; 1< 14; ++1 )

10 {

11 byte 42CCBC[i] = ~byte 42CCBC[i];

12 v5 += (unsigned _ int8)byte 42CCBC[i] - (unsigned __ int8)byte_429A30[i];
13}

14 if ( v5 )

15 puts(“\nSorry! Give it another try!\n");

16 else

17 puts(“\nCongratulations! You get the right flag!\n");

18 system("pause");
18  return ©;
20 }



str=[0xBD, 0x9A, Ox9E, 0x8B, 0xD5, OxCF, 0x92, 0x96,
0x9C, 0x8D, 0x90, 0x91, 0xD5, OXDE]

for i in range(len(str)):
str[i]=~(str[i])&OxFF

print(''.join([chr(byte) for byte in strl))

Beat*Omicronx!

test20.exe(FE +H5Y)

1 int sub_401190()

2{
3 puts("Please input your flag: ");

4  scanf("%s", Str);
5 if ( strlen(Str) > 24 )
6 ++str2;
7 byte_42CD91 = @;
8 return printf("\n--->The flag you just enter is \"%s\"\n\n", Str);
9}
FELE
9  ms_exc.registration.TrylLevel = -1;
18 ms_exc.registration.ScopeTable = &stru_427078;
11 ms_exc.registration.ExceptionHandler = _except_handler3;
12 ms_exc.registration.Next = (struct _EH3_EXCEPTION_REGISTRATION =1‘)NtCur‘r‘entTeb()—)NtTi
13 V5 = al;
14 v4 = a3;
15 v3 = a2;
16 ms_exc.old_esp = (DWORD)&v3;
17 v6 = 8,
19 {
20 if ( strlstri[ve]]] == '-* )
21
22 ++V6;
23 }
24 else
25 {
26 ++str2;
27 sub_401019(v3, v4, v5);
28 system("pause");
29 }
E I
31  ms exc.registration.TrylLevel = @;
32 Jif (1 / (v6 - 5)) s,
33 |- ++5tr2; Bﬁoﬁ%
34 sub_4e1019(v2, v4, v5);
35 exit(e);
36 }




strl dd 9
while ( v6é < 5 ) db ach
( db )

if ( Str[stri[v6]] == ex2D ) SE g
{ P e
++V6; 'lxlEﬂJS E‘{lﬂz g:: 19;
¥
else db ©
{ db 0
restra; db 13h
sub_401019(v3, v4, v5); db 5
system("pause");
} db )
} db 15h
- - - db 2]
db 2]
dh a

BHinputd95E9. 12, 16. 19. 214 -

#Asub_401019EF

1 int sub_401120()
2 {

2 const char *v@; // eax

4

5 ve = (const char *)sub_401005(&unk_429AC4, str2);
6 puts(vo);

7 return puts("\n");

8}

1int _ cdecl sub_401060(int al, int a2)
2 {

3 int i; // [esp+4Ch] [ebp-4h]

int j; // [esp+4Ch] [ebp-4h]

for (1 =0; 1 < 19; ++1 )

*(_BYTE *)(i + al) ~= byte 429AF@[i];
for ( 7 =0; 7 < 19; ++7 )

*(_BYTE *)(J + al + 21) ~= byte 429AF0[i];
18 if ( a2 )

W 00 =~ O vl

11 return al + 21;
12  else
13 return al;

14 }



XY Mra22E R0, BHAHGREIRIFIESD, FHOEREGEFEES
Bz ttsub_401060K EH THAR

unkd29ACU=[0x08, 0x0U, Ox00, 0x13, Ox12, OxUO, OxUF, Ox1E, Ox54, 0x52,
08, 0x1D, Oxud, Ox1C, OxU9, 0x02, Ox1A, 0x06, OXUE, 0x00,
00 1C, 6x19, 0x17, 0x00, Ox1F, Ox4@, OXUF, Ox1E, Ox5u,
52, 0x08, 0x1D, Ox4U, 0x19, 0x52, Ox0A, Ox1C, 0x15, OXUE]
xor=[0xUF, 0x76, 0x65, 0x72, 0x66, Ox6C, Ox6F, Ox77, 0x20, Ox72,
61, Ox6E, 0x64, OX6E, 0x20, Ox65, 0x72, 0x72, Ox6F, 0x72]
i range(19):
unk429ACH[i]=xor[i]"unku29ACu[i]
i range(19):
unkd29ACU[i+21]=xor[i] “unkd29ACU[i+21]
print(''.join([chr(byte) byte unk429AcCu]))

Great, it is right!Sorry, it is wrong!
BEBRTRE, a2NiZAN0, XEFAEER[EGreat
sub_401019KIIhEEFABLESRIER , HHtHGreatZi & Sorry

MINBREREE a2 str2, BEISNEEEstr2++H9155R
L NS TAv.Wilu_Top —
17

vE = 8,
18 while ( v6 < 5 )
19 |
20 if ( Str[stri[ve]] == "-' )
21 {

RUE'QUI\U;L‘I"J =7 3

22 ++Vv6;

23 }

24 else

25 {

26 ++s5tr2; |

27

28

29 }
39}
31 ms _exc.registration.TrylLevel = 9;
32 if (1 / (v6 - 5) )

33 ++s5tr2;

34  sub_401019(v3, v4, v5);

35  exit(e);

22 L
Fiiy strlstrilve]l=='~" Jv6=0~5m i, MNRFARIIMEIAM40101945K
& B ERITRRERTEScope Table B2 H
(ScopeTable@—HiRE 02 IR A AR R E AL B R HIE")

sub_401019(v3, v4, V5);
system("pause”);

9  ms_exc.registration.TryLevel = -1;

16 ms_exc.registration|.ScopeTable |=[&stru_427678; |

11 ms_exc.registration.ExceptionHandler = _except_handler3;

12 ms_exc.registration.Next = (struct _EH3_EXCEPTION_REGISTRATION *)NtCurrentTeb()->NtTib.ExceptionList;
13 v5 = al;

14 v4 = a3;
WEEE, =188, E-NEMERP(TERELDY), E=1EZURIEREK

db (2]

30 15+stru_427078 _SCOPETABLE_ENTRY l@FFFFFFFFI‘I, |0'F'F5et 10C_46152A|, offset 10C_461539>|

; DATA XREF: sub_4014

alien @

Hi#Ei# Nloc_401530&%F, @A T401014

0+5T0



loc_401530: ; DATA XREI
5 __except(loc_40152A) // owned by 4014F6
_mov esp, [ebp+ms _exc.old_esp]

call sub_401014

; r // starts at 4014Fe6

sub_40 '
jmp sub_4012E0

KFHRET

1 int sub_4012E0()

2 {
3 signed int 1; // [esp+54h] [ebp-14h]

4  signed int v2; // [esp+58h] [ebp-16h]

5

& v2 = strlen(Str);

7 for (1 =0; 1 < v2; ++1 )

8 {

9 if ( str[i] < 97 || str[i] > 122 )

10 {

11 if ( Str[i] >= 65 && Str[i] <= 90 )

12 Str[i] = (3 * (Str[i] - 65) + 7) % 26 + 65;
13 }

14 else

15 {

16 Str[i] = (3 * (Str[i] - 97) + 7) % 26 + 97;
17 }

18}

19  return sub_40100A();
20 } |

B—MBSINE



1size t sub_401230()
2 {

3 size_t result; // eax

4 int i; // [esp+4Ch] [ebp-8h]
5

& result = strlen(Str);

7 1if ( result == 24 )

8 {

9 for ( 1 =0; 1 < 24; ++1 )
10 {
11 result = Str[i];
12 if ( result != dword_429A44[1] )
13 ++str2;
14 }
15}
16 else
17 |
18 return ++str2;
19 }
26  return result;
21 }

targetF R RLANBHRART, ECTESHBAMIRT ZRIER



dword_429A44 dd 77h
db 6Fh ;
(os]
db
(o]
(o]
(os]
db
(o]
(o]
(os]
db
(o]
(o]
(os]
db
(o]
(o]
(os]
db
(o]
(o]
(os]
db
(o]
(o]

def affine_decrypt(ciphertext, a, k, m=26):
plaintext = []
try:
a_inv = pow(a, -1, m)
except ValueError:

raise ValueError("Z#¥ 'a' HAHYT, TIEME.

for char in ciphertext:
if 'a' <= char <= 'z':
base_ord = 97
y = ord(char) - base_ord

() C unsigned char array (hex)

() C unsigned char array (decimal)

© initialized C variable
() raw bytes

[j Save data to clipboard

Preview

int dword_429444[32] =

{
119,
111,
104,
122,
123,
77,
49,
104,
117,
45,
55,
49,
45,
52,

A

Line:1 Column:1

OQutput file export_results. txt

ll)

decrypted_code = (a_inv * (Cy - K)) % m + base_ord

plaintext.append(chr(decrypted_code))
elif 'A' <= char <= 'Z':

base_ord = 65

y = ord(char) - base_ord

decrypted_code = (a_inv * (y - k)) % m + base_ord

plaintext.append(chr(decrypted_code))

else:
plaintext.append(char)
return "".join(plaintext)
if __name__ == '__main__':
a=3

k=17
ciphertext_hex = [119,111,164,122,123,77,49,104,

Il



117,45,55,49,45,52,104, 18,

45,57,116,45, 104, 45,33, 125]
ciphertext_string = "".join(chr(code) for code in ciphertext_hex)
decrypted_text = affine_decrypt(ciphertext_string, a, k)
hex_array_output = [hex(ord(char)) for char in decrypted_text]
print(+"#% £ : {ciphertext_string}")
print(£"#]Z: {decrypted_text}")
print(f'Hex%#l: [{", ".join(hex_array_output)}]')

flag{Tlan-71-4a0-9e-a-!}

test21.exe(hook+xor)
hook
w15  Vlv|®] = -23;
® 19 vie[1] = e;
® 20 *(_DWORD *)&v10[2] = O;
® 21 strcpy((char *)Buffer, "realpwd");
® 22  hModule = GetModuleHandleA("kernel32.d11");
® 23 WriteFile = (BOOL (_ stdcall *)(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED))GetProcAddress{hModule, "WriteFile");
® 24 1lpAddress = WriteFile;
® 25 if ( VirtualProtect(WriteFile, 5u, ©x4@u, &Ffl0ldProtect) )
26 {
® 27 memcpy (&unk_42DC8C, lpAddress, 5u);
® 28 Src = (char *)sub_4@1@8A - (char *)WriteFile - 5;
® 29 memcpy (&v16[1], &Src, 4u);
® 30 memcpy (WriteFile, vie, 5u);
® 31 VirtualProtect(WriteFile, 5u, flOldProtect, &fl0ldProtect);
32}
© 33 hFile = CreateFileA("pwd.txt", ©x10000000u, ©, ©, 2u, ©x80u, 0);
® 34  v3 = strlen((const char *)Buffer);
® 35 ::WriteFile(hFile, Buffer, v3, (LPDWORD)&Buffer[2], @);
® 36 CloseHandle(hFile);
@ 37  Stream = fopen("pwd.txt", "r");
® 38 if ( Stream )
® 39 printf("File open success\n");
40  else
® 41 printf(“"File open fail\n");
® 42 if ( Stream )
® 43 fscanf(Stream, "%s", String2);
44 else
® 45 printf("scan fail\n");
® 46 if ( Stream )
Tea7 fclose(Stream);
] ® 48 if ( 1lstrcmpA((LPCSTR)Buffer, String2) )
® 49 printf("try again!\n");

56 else

® 51 printf("congratulations!\n");
@52  system("Pause");

@ 53  return ©;

@54}

sub_40100AI[EERIEK



10 str[e] = 26;

= riteFile = __stdca B B B
11 str1] = 185 1pAddress = WriteFile;
12 str[2] = 145 if ( VirtualProtect(WriteFile, Su, @x48u, &Fl0ldProtect) )
13 str[3] = 7; {
14 str[4] = 17; memcpy (&unk_42DC8 pAddress, 5u);
15 str[5] = 7; Src = M (char *)WriteFile - 5;
16 str[6] = 13; )ﬂﬁm[ll, &src, 4u);
17 str[7] = e; K m:emcpy(writeFile,.\rlef Su);
18  sub_401085(this); ) VirtualProtect(WriteFile, Su, flOldProtect, &flOldProtect);
19 printf("Please input your flag \n"); hFile = CreateFileA("pwd.txt", ©x18000000u, ®, ©, 2u, @x80u, 0)

20 scanf("%s", vil);

21 for (i =9; 1 < 7; ++1 )
22 str[i] ~= vi11[i];

23  ModuleHandleA = GetModuleHandleA("kernel32.dll");

24 lWriteFile = (BOOL (__stdcall *)(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED))GetProcAddress(
25 ModuleHandleA,
26 "WriteFile");
27 w7 = strlen(Str);

28 WriteFile(a2, Str, v7, a5, a6);

29  return 1;

30}

b 21 strcpy((chér *)ga;fer,’"realpwd")ij
122 hModule = GetModuleHandleA("kernel32.d1l1l")
)23 WriteFile = (BOOL stdcall *)(HANDLE, LF

48 if ( lstrcmpA((LPCSTR)Buffer, String2) )

49 printf("try again!\n");
Co alea
[RIEARRE

- N N VA I B

® 21  strepy((char *)Buffer, "realpwd");

® 22 | hModule = GetModuleHandleA("kernel32.d11"); = E .

: .o HeEIWriteFileftifit ).
o

o

23 | writeFile = (BOOL ( stdcall *)(HANDLE, LPCVOID, DW
24 1pAddress = WriteFile;
25 if (| virtualProtect(WriteFile, 5u, @x4@u, &FloldProtect)|) EBURA

26 RIS AT

® 27 :
® 28 Src = (char *)sub_40100A - (char *)WriteFile - 5; =S
" e : 1SEHEIES
® 30 memcpy(WriteFile, v16, 5u); . r s ——
® 31 VirtualProtect(Writerile, 5u, 'F{%&W"tel:lleﬁusjl\q"ﬂ

33 hFile = CreateFileA("pwd.txt", ex-““gg’_‘f%@# vvvvvv , w);

34 v3 = strlen((const char *)Buffer);

35 ::WriteFile(hFile, Buffer, v3, (LPDWORD)&Buffer[2], ©);

36 CloseHandle(hFile);

37 Stream = fopen("pwd.txt", "r");
38 if ( Stream )

39 printf("File open success\n"):



ot m—— g g A m—y = =

1 BOOL sub_4061036()

HMODULE ModuleHandleA; // eax
FARPROC lpAddress; // [esp+58h] [ebp-8h]
DWORD flOldProtect; // [esp+54h] [ebp-4h] BYREF

ModuleHandleA = GetModuleHandleA("kernel32.d1ll");

1pAddress = GetProcAddress(ModuleHandleA, "WriteFile");
VirtualProtect(lpAddress, 5u, @x4@u, &Ffl0ldProtect);
memcpy(lpAddress, &unk_42DC8C, 5u);

return VirtualProtect(lpAddress, 5u, flOldProtect, &flOldProtect);

ri1e  str[e] = 26;
P11 str[1] = 18;
P12 str[2] = 14;
p13 str[3] = 7;
b 14 str[a] = 17; o ¢
» 15 str[5] = 7; :
P16 str[e] = 13; p
p17  str[7] = @;
b 18| sub_delee5(this); | mﬁ@ R
P19 printf("Please input your flag \n"); -
P20  scanf("%s", vlil); b 5
P21 for (1 =0; 1< 7; ++1) -
b22 Str[i] ~= v11[i]; L 16
P 23 ModuleHandleA = GetModuleHandleA("kernel3 b 11
P24 WriteFile = (BOOL (__stdcall *)(HANDLE, L
p 12 }
25
26

b 27 v7 = strlen(str);
P 28 WriteFile(a2, Str, v7, a5, a6);
P29  return 1;
»30}

str=[26,10,14,7,17,7,13]

str2 = 'realpwd’

H = [ord(str2[i]) ~ str[i] for i in range(7)]

print(''.join(chr(x) for x in H))
hookapi

test22.exe(xor)



8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
|31
32
33
34
35
36
37
38 }

F

strcpy(v6, "@URU@KE");

vs[e] =
vE[1]
v5[2]
v5[3]
vE[4] =
v5[5] =
vs[6]

m un n
P ORrMNGOMN
- e s e s

- e

2

3

22;

vs[7] = @;

printf("Plase give me your answer:\n");
scanf("%s", Str);

if ( strlen(Str) == 7 )

{

}

for (1 =0; 1 < 7; ++1 )
Str[i] = v5[i];
for (1 =0; 1 < 7 &8 Str[i] == ve[i]; ++1i )

]
if (1 ==7)

printf("Congratulations! You are right!\n");
else

printf("Sorry, you are wrong!\n");
system("pause");
return 0;

else

{

}

printf("Sorry,you are wrong!\n");
system("pause");
return ©;

v5=[2,0,2,1,6,1,22]

v6="'@URU@KE"
H = [ord(v6[i])

BUPTFJS

~ v5[i] for i in range(7)]
print(''.join(chr(x) for x in H))

test23.exe({EI5 S +AH5Y)



1UL_SULUYDO. 3 WWULC

jmp short loc_401085

.; _____________________________________________
loc_4016BA: ; CODE
xor eax, eax

jz short near ptr loc_4010BE+1

loc_4016BE: ; CODE

jmp near ptr EESSOSEN

2
align 4
> 88 83 C2 ©1+dd SEBeoeoh, 8388558Bh, 558901C2h, 88458B88h, 7
3 3B 45 8C 7D+dd ©AFOF9©845h, 4503FC45h, 1AB999F8h, ©F7000000h
dd offset akKbcwsxxsz ; "kbcw
s =ss
13 v7 = 5;
14  memset(Str, @, sizeof(str));
15 v5 = @;
16 v6 = 0;

17 puts("please input a string:");
18 scanf("%s", Str);

19  v3 = strlen(str);

20 for (1 =0; 1 < v3; ++1 )

21 |

22 if ( str[i] < 97 || str[i] > 122 )
23 return -1;

24}

25 for (= @; 7 < v3; ++7 )
26 Str[j]l = (v7 + v8 * (Str[j] - 97)) % 26 + 97;
27 if ( !strcmp(str, Str2) )

28 {

29 puts("ok, you really know");
30 puts("By the way, can you list all the Sections of this binary file???");
31}

32 else

33 {

34 puts(“sorry");

35}

36  return system("pause");

37 }

ciphertext_string 'kbcwsxxsz'

a 5

k 5

m 26

base_ord 97
a_inv = pow(a, -1, m)
result_codes = []
char ciphertext_string:
char_code = ord(char)
result_codes.append((((char_code - base_ord - k) * a_inv) % m) + base_ord)



plaintext_string = "".join(chr(code) for code in result_codes)
hex_array_output = [hex(code) for code in result_codes]

print(f"7##FHikgA: {plaintext_string}")
print(f"Hex%(41#%:: {hex_array_output}")

buptnoone

test24.exe(MD5)
12 memset(Strl, @, 33);
12  memset(Source, @, sizeof(Source));
14 v9 = 0;
15 v1e = e;
16 Destination = @;
17 v7 = 0;
18 printf("Please input your flag:\n");
19 scanf("%s", Source);
20 v5 = strlen(Source);
21 for (1 =0; i < v5; ++1 )

22 |

23 if ( Source[i] < 48 || Source[i] > 57 )
24 return -1;

25 }

26 if (w5 »>=5)

27 A

28 strncpy(&Destination, Source, 4u);

29 sub_401014(Strl, (int)&Destination, 4);
30 if ( Istrnemp(Stril, "eb62f6b9306db575c2d596b1279627a4", ©x20u) )
31 printf("Correct!\n");

32 else

33 printf(“Wrong,try again!\n");

34}

35 else

36 {

37 printf("Wrong,try again!\n");

38 }

39 system("pause");
49  return ©;
41}

E#E&BHash
BWAREBE

if ( Source[i] < '@"' || Source[i] > '9" )
return -1;



Vo N AL

)0
11
22
)3
24
)5
26
)7
'8
)9
30
31}

unsignea 1NT V.i4; // |€sp+o4n| |[eop-sn|
unsigned int i; // [esp+68h] [ebp-4h]

v8 = malloc(@x40u);

vl4d = sub_401046((int)&v13, Src, Size);
sub_401050(&v12, &v1l, &v16, &v9);

for ( 1 =9; 1 < vld >> 6; ++1 )

{

sub_40100F(v3, (void *)((i << 6) + v13));

KEIMDSHR EER

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

sub_401037(&v12, &v11l, &v10, &v9, vE&);
}
v7 = sub_401032(v9);
v6 = sub_401032(v10);
v5 = sub_401032(v1l);
v3 = sub_4010832(v12);
sprintf(Buffer, "%08x%08x%08x%08x", v3, V5, v6, V7);
sub_483750(va);
return sub_403750(v13);
V6 = *a4;
sub_401028(&v9, v3, v7, v6, *a5, @xD76AA478, 7);
sub_4e1e28(&v6, ve, v, v7, 25[1], @xE8C7B756, 12);
sub_401028(&v7, v6, v9, v8, as5[2], ex242e7eDB, 17);
sub_401028(&v8, v7, v6, v9, a5[3], ©xC1BDCEEE, 22);
sub_401028(&v9, v&, v7, ve, a5[4], OxFS7COFAF, 7);
sub_401028(&v6, vo9, vd, v7, aS5[5], ©x4787C62A, 12);
sub_401028(&v7, v6, v9, vg, a5[6], ©xA8304613, 17);
sub_401028(&v8, v7, v6, v9, a5[7], ©xFD469501, 22);
sub_401028(&v9, v&, v7, ve, a5[8], ©x698098D8, 7);
sub_401028(&v6, v, v8, v7, a5[9], -1958414417, 12);
sub_401028(&v7, v6, v9, vg, as[1e@], -42063, 17);
sub_401028(&vg8, v/, v6, v9, a5[11], -1990404162, 22);
sub_401028(&v9, v&, v7, ve, a5[12], 1804683682, 7);
sub_401028(&ve, vo9, vd, v7, a5[13], -48341101, 12);
sub_401028(&v7, v6, v9, vg, a5[14], -15020802290, 17);
sub_401028(&vs, v7, v6, v9, a5[15], 1236535329, 22);
sub 4@1ee5(&v9. v8, v7. v6, a5[11. -165796510. 5):

REEHFEHF

hashlib
string
itertools

md5

ascii_letters,digits, punctuation
permutations

time

all=digits

brute_md5(md5_value) :
md5_value=md5_value. lower()



if len(md5_value)==32:
count=4
start=time.time()
while(1):
for item in permutations(all,count):
item="".join(item)
if md5(item.encode()).hexdigest()==md5_value:
end=time.time()
print(end-start)
print(item)
return
count+=1

md5_value = input()
brute_md5(md5_value)

0123 +EEHF
KEXFETFS

test25.exe(RC4X)

1int _ _cdecl main_o(int argc, const char **argv, const char **envp)
2 {

3 signed int v4; // [esp+4Ch] [ebp-Déh]

4 signed int 1i; // [esp+5@h] [ebp-CCh]

5 char v6[97]; // [esp+54h] [ebp-C8h] BYREF

6 _ intl6 v7; // [esp+B5h] [ebp-67h]

7 char v8; // [esp+B7h] [ebp-65h]

8 char Str[1ee]; // [esp+B8h] [ebp-64h] BYREF

9

19  memset(ve, @, sizeof(ve));

11 v7 = 8;

12 v8 = 0;

13 puts(“"please input a correct string to encrypt:");
14  scanf("%s", Str);

15 v4 = strlen(Str);

16  sub_40100A(Str, (int)ve);

17 for (1 =0; i < vd; ++1 )

18 {

19 if ( v6[i] != byte_429B30[i] )
20 {

21 puts(“Wrong!!!1");

22 system("pause");

23 return -1;

24 }

25  }

26  puts("Great!!!");
27 system("pause");
28 return @;

29 }

RC4
TR, BERERTHBRHRRR T



__int8)sub_401005() * v2;

((unsigned _ intg8)Str[j % v2] + dword_42CE3C[]] + v3) % 256;

1int _ cdecl sub_4813D@(char *Str, int a2)
21
2  char v2; // bl
4 int result; // eax
5 signed int 1; // [esp+4Ch] [ebp-8h]
& signed int v5; // [esp+50h] [ebp-4h]
7
8 dword_42D23C = 0;
9 dword_42D240 = ©;
10 v5 = strlen(Str);
11 sub_401014();
12 for (1 =0; 1 < v5; ++1 )
13 {
14 v2 = Str[i];
15 *(_BYTE #*)(i + a2) =|~(Qunsigned
16 }
17 result = i + a2;
18  *(_BYTE *)(1 + a2) = @;
19 return result;
20 }
1size_t sub_4@1190()
2{
3  size_t result; // eax
4 unsigned __int8 v1; // [esp+4Ch] [ebp-16h]
5 signed int v2; // [esp+50h] [ebp-Ch]
& int v3; // [esp+54h] [ebp-8h]
7 int i; // [esp+58h] [ebp-4h]
8 int j; // [esp+58h] [ebp-4h]
9
10 result = strlen(Str);
11  v2 = result;
12 for (1 =0@; 1 < 256; ++1i )
13 {
14 dword_42CE3C[1] = 1i;
15 result = i + 1;
16 }
17  v3 = @;
18 for ( ] =©; j < 256; ++] )
19 {
20 V3 =
21 vl = dword_42CE3C[]];
22 dword_42CE3C[j] = dword_42CE3C[v2];
23 dword_42CE3C[v3] = vi;
24 result = j + 1;
25 }
26 return result;



1 char sub_4012C0()

2 {
3  unsigned __int8 v1; // [esp+56h] [ebp-4h]

dword_42D23C = (dword_42D23C + 1) % 256;

dword_42D240 = (dword_42CE3C[dword_42D23C] + dword_42D240) % 256;

vl = dword_42CE3C[dword_42D23C];

dword_42CE3C[dword_42D23C] = dword_42CE3C[dword_42D240];

dword_42CE3C[dword_42D240] = v1;

10  return dword_42CE3C[(dword_42CE3C[dword_42D240] + dword_42CE3C[dword_42D23C]) % 256];
11 }

ZOE: plaintext.append(byte * ~(s[(s[i] + s[j1) % 2561)&OxFF)

O 00~ o b

rcl_decrypt(ciphertext, key):

s = list(range(256))

j=0
i range(256):
j = ( + s[i] + key[i % len(key)]) % 256
s[il, s[jl = s[jl1, s[il

i, j=0,0
plaintext = []
byte ciphertext:
i (i 1) 256
j=( + s[il) % 256
s[il, s[j] = s[j1, slil
plaintext.append(byte (s[(s[i] + s[j1) % 256]1)&0xFF)

bytes(plaintext)
ciphertext = [0x10, 0x2C, 0x02, OxFC, OxFB, 0x3B, 0x0D, 0x73, Ox6E, OxBC,
B9, OxA7, Ox6F, 0x2F]
key 'secrets’
plaintext = rcd_decrypt(ciphertext, key)
print(plaintext.decode())
seeyounextyear
test26.exe(FH+ILEH 23)
#23FE—A
106 v9 = 1;
11 v8 = e;
12 i =e;
13 printf("Please input the password : ");
14 scanf("%s", Str);
15  v4 = strlen(str);
16 if ( v4 1= 18 )
17 {
18 printf("Sorry,you are wrong!\n");
19 system("pause”);
20}
21 strncpy(Destination, Str, @xleu); = s
22 FRORE
23 or ( 1 = ©; 1 < v4; ++1 )
24 Destination[i] = Destination[i] & 3 | (16 * (Destination[i] & ©xC)) | ((Destination[i] & @xF@) >> 2);
25 for (1 =0; 1 < v4 && Destination[i] == byte_429A30[i]; ++i )
26 H
27 if (1 ==16)
28 printf("Congratulations! You are right!\n");
29 else
30 printf(“Sorry, you are wrong!\n");

31 system("pause");

32  printf("wWhat a pity, you found a wrong way.\n");
33 system("pause");

34 return -1;

35}

EEMROFEAEME



CAL.UUSULLIAU / =2 U« YOI 19 =9 9g muwv LEupTVal _£v ], VI ISTL SUU_SUlLUugvus

ext:00401224 FF 75 D4 push [ebp+var_2C]

ext:00401227 64 FF 35 00 00 00 00 push large dword ptr fs:0
ext:0040122E 64 89 25 00 00 00 09 mov large fs:0, esp
ext:90401235 8B 45 FC mov eax, [ebp+var 4]
ext:00401238 99 cdq
ext[00401239]F7 7D F8 idiv  [ebp+var_8]
ext:0040123C 89 45 Fo mov [ebp+var_10], eax
ext:0040123F C7 45 F4 00 00 00 00 mov [ebp+var _C], ©
ext:00401246 EB 09 jmp short loc_401251
ext:00401246
ext:00401248 S T T T e
ext: 00401248
BHiZModiTHEN, "F%ﬁlﬁ
NTVLL LT VT JJ A A A AV L) F“Dll unwwvil u FLI 12« LV]
040122E/| . 64:8925 0000( mov fs: [0], esq
0401235|| . 8B45 FC mov eax, [local.l]
10401238|| . 99 cdq
D20I289 | - F77D F8 idiv Tocal.2
040123C | . 8945 FO mov local.4], eax
040123F | . €745 F4 0000( mov Tocal.3], ©
10401246 || .. EB 09 jmp short 00401251
0401248 | > 8B45 F4 mov eax, [local.3]
040124 | . 83c0 01 (add eax, 1
1215 ELA0DIRE

VSR HHEN

EE " 1 .E.ﬂ ! ?

P

vV FRektiie

BEHFIEITEMNR

BHAKENBNFERNS, SUWERTEROFERMEIETT

O] P =BV BR0) EEP) ERM SOW) =EH)

Y 8 o] foel] -] 0] ] 1] _I_I_I J ] | ] w ) ) 7 | B RS )| B2
. F/7/7D F8

0040123C 8945 FO , eax
0040123F|| . 0
00401246 || .. EB 09 jmp short 00401251
nnani?48/l > B8RrR4S5 F4 ~mov eax. lMacal_31
ii*@]%?m%?‘lDAEﬁZ@JLLE _E?%tp?_qﬂ}:{?%”Aliﬁﬁdle LEBYTE T B s BIRT
ViR ZwEEWN EED) BEP) Emm sOow #EiH)
o _l_l_l S _I_I EiE _I J 0 A S Y e S = S

00401239 F/7D F8

0040123C 8945 FO , eax
0040123F|| . €745 F4 0000 0

00401246|| .. EB 09 jmp short 00401251
00401248 || > 8B45 F4 Fmov eax, [local.3]

L . . —_-— -~




¥ N EEE>SEHSE, WEHEE—

bl SEAb PR
"0019FEB4 test26.00401005
0019FF64 test26.00406380
0019FFCC ntdl11.778F22EQ
0019FFE4 ntdl11.7792212C

enterBkit
00401004 = CC Tnts3

00401005 .. -E9 16000000 jmp 00401020
0040100A| $.| E9 81010000 |jmp 00401190
0040100F CcC int3

ANAMNTNMNAT N —~— - ol D
00401020 r> L55 push ebp

00401021 8BEC mov ebp, esp

00401023|| . 83EC 48 sub esp, 48

00401026(| . 53 push ebx

00401027l . 56 push esi

00401028|| . 57 ush edi

00401029|( . 8D7D B8 ea edi, [local.18]

0040102c|| . B9 12000000 |mov ecx, 12

00401031|| . B8 cccccccc |mov eax, CCCCCcCcCC

00401036(| . F3:AB rep stos dword ptr es:[edi]
00401038|| . €745 FC 0000( mov [Tocal.1], O

0040103F|| . 68 AcCcc4200 push 0042CCAC ASCII “"fndsmkejrnfghdja™
00401044 || . E8 E7040000 | call 00401530

00401049(| . 83c4 04 add esp, 4

0040104c||{ . 8945 F8 mov [Tocal.2], eax

0040104F|| . €745 FC 0000( mov [local.1], ©

00401056(| .. EB 09 jmp short 00401061

00401058|| > 8B45 FC mov eax, [local.1]

00401058 . 83c0 01 add eax,

0040105E|| . 8945 FC mov [Tocal.1], eax

00401061|| > 8B4D FC mov ecx, [local.1]

00401064 || . 3B4D F8 cmp ecx, [local.2]

00401067 || .. 7D 57 jge short 004010c0

00401069|| . 8B55 FC mov edx, [local.1]

0040106C OFBE82 ACCC4i| movsx eax, byte ptr_[edx+42CCAC]

BREASEOERIN, @FidaR2EE
1fint sub_4e1820()

24

3 signed int v1; // [esp+4Ch] [ebp-8h]

4 signed int i; // [esp+58h] [ebp-4h]

5 signed int j; // [esp+5@h] [ebp-4h]

6

7 vl = strlen(Destination);

g8 for (1=0; 1 < vl; ++1 )

9 A

10 Destination[i] += i;

11 Destination[i] = ((Destlnatlon[l] & 3) << 6) | (4 * (Destination[i] & @xC)) | ((Destination[i] & @xF@) >> 4);
12}

12 for ( j =0; J < vl & Destination[j] == byte_429A30[]]; ++j )
14 ;

2
15 if ( j ==16)
16 printf("Congratulations! You are right!\n");
17 else
18 printf("Sorry, you are wrong!\n");
19  system("pause");
20  return @;
21}

o Bk

- RiE2fumBIRE21L
. 1&4{4[3’\]@21475%%214
o BAUBER4L

target=[0xD5, 0x96, OxCU, OxF6, 0x07, OxU5, 0x57, 0x77, 0x76, OXE5,

F6, 0xu8, OxU7, OxF7, Oxu8, 0x17]
result [1
i range(len(target)):
trans_x = ((target[il] OF)<<d4) | ((target[il (o)) 6) | ((target[il 30)>>2)

result.append(chr(trans_x-i))



print("".join(result))

WeAllLoveReverse +EEFRF
KE18(I

test27.exe({A4124 23)

#23FH M

11

12 v1l = 2;

13 vl1e = 7;

14  memset(Strl, @, sizeof(Strl));

15 V8 = ©;

16 v9 = 0;

17 puts("Please input a string : ");
18 scanf("%s", Strl);

19 ve = strlen(sStrl);

20 for (1 =0; 1 < v6; ++1 )

21

22 if ( stri[i] < 65 || stri[i] > 89 )

23 {

24 printf("Sorry! Hang on!");

25 return -1;

26 }

27 }

28 for (7 =0; ] < v6; ++7 )

29 Stri[i] = (v1@ + vil * (Stri[i] - 65)) % 25 + 65;
30 if ( !strcmp(Strl, Str2) )

31 puts("Ok, you know it. Just hang on.");
32 else

33 puts(“Sorry! Hang on!");

34 system("pause");
35  return ©;
36 }

BRI 25T

ciphertext_string = 'HIPHSFUPSU'
a=2

k =17

m = 25

base_ord = 65

a_inv = pow(a, -1, m)

result_codes = []
for char in ciphertext_string:
char_code = ord(char)
result_codes.append((((char_code - base_ord - k) * a_inv) % m) + base_ord)

plaintext_string = "".join(chr(code) for code in result_codes)
hex_array_output = [hex(code) for code in result_codes]

print(f" 77450 {plaintext_string}")
print(f"Hex#i41%:: {hex_array_output}")



ANEASYTEST

test28.exe(xor 23)

#2IFHE =

1int __cdecl main_@(int argc, const char **argv, const char **envp)
21
3 char v4[4@]; // [esp+56h] [ebp-40h]

char Str[20]; // [esp+78h] [ebp-18h] BYREF

int i; // [esp+8Ch] [ebp-4h]

sub_4e1ee5(str, 15);

4
5
6
7 printf("Please give me your input:\n");
8
9 if ( strlen(str) == 10 )

10 {

11 for (1 =0; 1 < 10; ++i )

12 va[i + 20] = byte_427A30[9 - i] ~ Str[il;
13 for (1 =0; 1 < 10; ++i )

14 va[i] = byte_427A3C[i] ~ v4[i + 20];

15 for (1 =9; 1 < 10 & v4[i] == byte_427A48[i]; ++1i )
16 ;

17 if (1 ==10)

18 printf(“"Congratulations! You are right!\n");
19 else

20 printf("2 Sorry, you are wrong!\n");

21 system("pause");

22 return ©;

23}

24 else

25 {

26 printf("1 Sorry,you are wrong!\n");

27 system("pause");

28 return 9;

29 }

30 }

target=[0x52, 0x68, 0x53, 0x72, 0x70, 0x70, 0x59, Ox7A, 0x77, 0x2C]
xor=[0x11, 0x12, 0x13, Ox14, 0x15, Ox01, 0x02, 0x03, 0x0U, 0x05]
xor2=[0x16, 0x17, 0x18, 0x19, Ox1A, 0x06, 0x07, 0x08, 0x09, 0x0A]
result=[]
for i in range(10):

result.append(target[i]“xor[i])
for i in range(10):

result[i]l=xor2[9-i]"result[i]
print(''.join([chr(byte) for byte in result]))

IsHackBad?

test29.exe(DES 23)



#23FF HE IR

1fint __cdecl main_e(int argc, const char **argv, const char **envp)

3 int i; // [esp+4Ch] [ebp-2Ch]

char v5[8]; // [esp+5@h] [ebp-28h] BYREF
char str[20]; // [esp+58h] [ebp-26h] BYREF
char v7[12]; // [esp+6Ch] [ebp-Ch] BYREF

strepy(v7, "#3$12*%&™)");

puts(“give me a string to encrypt:");
19  scanf("%s", Str);

11 if ( strlen(Str) == 8 )

12 {

13 sub_40100F(v7);

14 sub_401032(str, v5);

15 for (1 =9; 1 < 8; ++1 )
16 {

17 if ( vS5[i] != byte_42AA30[i] )
18 {

19 puts("Wrong!!");

20 system("pause");

21 return -1;

22 }

23 }

24 puts("Proud of you!!");
25 system("pause");

26 return @;

27 }

28 else

29 {

30 puts("Wrong!!");

31 system("pause”);

32 return -1;

33}

34 }



R EIDESHEIF B IR

byte 428154 db 1

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

P NMMNMNMMNMMNMNRPRPMNMMMBNDNMNNERE

from Crypto.Cipher import DES

encrypted = bytes([0xU42, OxAC, 0xU43, 0xD3, OxF1l, Oxud, 0xB1l, 0x36])
key = b'#$12%&")"

print(DES.new(key, DES.MODE_ECB).decrypt(encrypted))

1_Levs_@

test30.exe(SHAEX 23)

#23FE R

1fint _ cdecl main_e(int argc, const char **argv, const char **envp)

3 char Str; // [esp+4Ch] [ebp-44Ch] BYREF

4 int v5; // [esp+4Dh] [ebp-44Bh]

5 char v6; // [esp+51h] [ebp-447h]

6 char Source[1021]; // [esp+54h] [ebp-444h] BYREF
7 __intle v8; // [esp+451h] [ebp-47h]

8 char v9; // [esp+453h] [ebp-45h]

9 char Buffer[68]; // [esp+454h] [ebp-44h] BYREF

11  memset(Buffer, @, 65);
12  memset(Source, @, sizeof(Source));

13 v8 = @;
14 w9 = @;
15 str = @;
16 v5 = @;
17 w6 = 8;

18 printf("Note: all the inputs should be located in the scope of a to z. Good Luck!\n");
19 sub_401028(Source);

20 sub_4@10eF(&Str, Source, Buffer);

21  sub_4e1e14(Buffer);

22 system("pause");

23 return ©;

24 }

BEMEE, —NM—1NE

sub_401028, WHIA#HITEIH, FHTRARNEFIHER



1size t _ cdecl sub_401CC@(char *Str)
2{
3  size_t result; // eax
4 char v2; // [esp+4Ch] [ebp-Ch]
1int _ cdecl sub_4081D70(char *Str) 5 signed int i; // [esp+56h] [ebp-8h]
2{ 6 signed int v4; // [esp+54h] [ebp-4h]
3 puts("Please input your flag: "); 7
4 scanf("%s", str); 8 result = strlen(str) - 1;
5 if ( strlen(Str) !=6 ) 9 v4 = result;
6 { 10 Ffor (1 =0; i< vd; ++i )
7 printf("\nSorry, but try it again!\n\n"); ¥ |11 {
8 system(“pause”); 12 v2 = strlval;
9 exit(-1); 13 str[v4] = str[i];
le } 14 str[i] = v2;
11 return|sub_40186A(Str); 15 result = i + 1;
12 } 16 --vd4;
17 }
18 return result;
19 }
sub_40100F
1int _ cdecl sub_401B40(char *Buffer, void *Src, size_t Size)
24
3  void *v4; // [esp+4Ch] [ebp-30h]

4 int v5; // [esp+5@h] [ebp-2Ch] BYREF
5 unsigned int vé; // [esp+54h] [ebp-28h]
6 int v7; // [esp+58h] [ebp-24h] BYREF
7 int v8; // [esp+5Ch] [ebp-20h] BYREF
8 int v9; // [esp+66h] [ebp-1Ch] BYREF
9 int vie; // [esp+64h] [ebp-18h] BYREF
10 int vi11l; // [esp+68h] [ebp-14h] BYREF
11  int v12; // [esp+6Ch] [ebp-10h] BYREF
12  int v13; // [esp+70h] [ebp-Ch] BYREF
13  int vi4; // [esp+74h] [ebp-8h] BYREF
14 unsigned int i; // [esp+78h] [ebp-4h]

16 v4 = malloc(ex4eu);

17 sub_4e1019(&v14, &v12, &v12, &v1l, &vl1e, &v9, &v3, &v7);
18 v6 = sub_4@101E((int)&v5, Src, Size);

19 for (1 =0; 1 < V6 > 6; ++1 )

20 {

21 sub_401837(v4, (1 << 6) + v5);

22 sub_4e1e50(&vi4, &v13, &vi12, &vl1l, &vie, &vo, &vi, &v7, v4);
23}

24 sprintf(Buffer, "%08x%08x%08x%08x%08x%08x%08x%08x", v14, v13, vi2, v11, v1e, v9, v8, v7);
25  sub_4@2E70(v4);

26 return sub_4@2E70(vS);

27 }

f&Hash
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dword_42801C dd 428A2F98h
db 91h
db 44h
db 37h
db  71h
db ©CFh
db ©FBh
db 8ceh
db ©BSh
db ©ASh
db ©DBh
db ©BSh
db ©ESh
db 5SBh :
db 8C2h
db 56h
db 39h
db ©F1h
db 11h

sub_401014

1int __cdecl sub_401E99(char *Strl)

24

2 if ( !strncmp(strl, Str2, ex4eu) )

4 return printf("\n\n-------------- \nAwesome, wish you a nice day!\n-------------- \n\n");
5 else

6 return printf("\n\nSorry, but try it again!\n\n");

7}

L
-~ O

| |

0 <

[

import hashlib
import itertools
import string

def find_hash_collision(target_hash_hex):
target_hash = bytes.fromhex(target_hash_hex)
charset = string.ascii_lowercase

for length in range(d, 5):
for candidate in itertools.product(charset, repeat=length):
candidate_str = ''.join(candidate)
hashed = hashlib.sha256(candidate_str.encode()).digest()
if hashed == target_hash:
return candidate_str
return None

if __name__ == "__main__":
target_hash_hex = "686f746a95b6+836d7d70567c302c3f9ebb5ee0def3d1220ee9due9f3Uf5e131"

if len(target_hash_hex) != 6u:
print("4Hi%: FAAERIZA6UA T 1163 F4F R ")
else:
result = find_hash_collision(target_hash_hex)
if result:
print(f"#KBILHRKFF7H: {result}")
else:
print(" AR UCHE K FFFE")
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test31.exe(xor)

1int __cdecl main_@(int argc, const char **argv, const char

3 char v4[40]; // [esp+56h] [ebp-40h]
char str[2@]; // [esp+78h] [ebp-18h] BYREF
int i; // [esp+8Ch] [ebp-4h]

sub_401ee5(5tr, 15);

4
5
6
7 printf("Please give me your input:\n");
8
9 if ( strlen(Str) == 10 )

10 |

11 for (1 =0; 1 < 19; ++1 )

12 vA[i + 20] = byte 427A38[9 - i] ~ str[i];
13 for ( 1 =0; 1 < 19; ++1 )

14 va[i] = byte_427A3C[i] ~ va[i + 20];

15 for (1 =0; 1 < 10 && v4[i] == byte_427A48[1]; ++1 )
16 ;

17 if (1==10)

18 printf("Congratulations! You are right!\n");
19 else

20 printf("Sorry, you are wrong!\n");

21 system("pause”);

22 return ©;

23}

24 else

25 {

26 printf("Sorry, the length is wrong!\n");

27 system("pause");

28 return 9;

29 }

30 }

target=[0xU4C, Ox7E, 0x50, 0x7D, 0x7C, Ox6U4, Ox5A, Ox6F, Ox54, 0x70]
xor=[0x11, 0x12, 0x13, Ox14, 0x15, Ox16, 0x17, 0x18, 0x19, Ox1A]
xor2=[0x01, 0x02, 0x03, Ox04, Ox05, Ox06, OxO07, Ox08, 0x09, OxOA]
result=[]
for i in range(10):

result.append(target[i]“xor[i])
for i in range(10):

result[i]=xor2[9-i]"result[i]
print(''.join([chr(byte) for byte in result]))

WeKnowItOk

test32.exe({iizH)

**anvp)



1int _ cdecl main_@(int argc, const char **argv, const char **envp)
24

3 char str[12]; // [esp+56h] [ebp-18h] BYREF

4 int i; // [esp+5Ch] [ebp-4h]

5

& printf("Plase give me your answer:\n");

7  scanf("%s", Str);

8 if ( strlen(Str) == 10 )

R

10 for (1 =0; 1 < 10; ++1 )

11 strl[i] = (4 * (5tr[i] & 3)) | ((5tr[i] & @xC) >> 2) | str[i] & ©xFe;
12 for (1 =09; 1 < 10 &8 Str[i] == byte_429A30[i]; ++1 )
13 ;

14 if (1 ==10 )
15 printf("Congratulations! You are right!\n");
16 else
17 printf("Sorry, you are wrong!\n");
18 system("pause");
19 return 0;
20}
21 else
22 |
23 printf("Sorry,you are wrong!\n");
24 system("pause");
25 return 0;
26}
27 }

target=[0xU4E, 0xu45, 0xuU5, 0x50, Ox5F, Ox41l, 0x58, OxU5, Oxuld, OxUT]
result = []
for target in target:
for x in range(256):
trans_x = (4 * (x & 3)) | ((x & O0xC) >> 2) | x & OxFO
if trans_x == target:
result.append(chr(x))
break

print("".join(result))

KEEP_DREAM

test33.exe({H41)



13 vi2 9;
14 v1l = 7;

15 vi1e = 3;

16  memset(Strl, @, sizeof(Strl));

17 v8 = 0;

18 VO = @;

19 puts("please input a string:");

20 scanf("%s", Strl);

21 ve = strlen(sStrl);

22 for (1 =9; 1 < vE; ++1 )

23 {

24 if ( stri[i] < 65 || stri[i] > 90 )

25 {

26 printf("Sorry! Hang on!");

27 return -1;

28 }

29 }

30 for (] =0; 7 < ve) ++7 )

31 Stri[i] = (vi1 + vi2 * (Stri[i] - 65)) % 26 + 65;
32 if ( !strcmp(Stri, Str2) )

-

33 puts("0Ok, you know it. Just hang on.");
34 else

35 puts(“Sorry! Hang on!");

36  return system(“"pause");

37 }

ciphertext_string = 'QFMWRE'

.

base_ord = 65
a_inv = pow(a, -1, m)
result_codes = []
for char in ciphertext_string:
char_code = ord(char)
result_codes.append((((char_code - base_ord - k) * a_inv) % m) + base_ord)

plaintext_string = "".join(chr(code) for code in result_codes)
hex_array_output = [hex(code) for code in result_codes]

print(f"7##FHikgA: {plaintext_string}")
print(f"Hex%(41#%:: {hex_array_output}")

BUPTER

test34.exe(MD5)



12 memset(Strl, @, 33);

13  memset(Source, @, sizeof(Source));
14 v9 = 8;

15 vl1e = 8;

16 Destination = @;

17 v7 = @;

18 printf("Please input your flag:\n");
19 scanf("%s", Source);

20 v4 = strlen(Source);

21 for (1 =0; 1 < v4; ++1 )

22 {

23 if ( Source[i] < 65 || Source[i] > 90 )
24 {

25 printf("Wrong,try again!\n");

26 return -1;

27 }

28 }

29 if (v4 »>=5)

30 {

31 strncpy(&Destination, Source, 4u);

32 sub_401014(strl, (int)&Destination, 4);
33 if ( !strncmp(Strl, "a3abe5e290d@bcc3c82ad572837b5d8d", ©x20u) )
34 printf("Correct!\n");

35 else

36 printf("Wrong,try again!\n");

37}

38 else

39 {

40 printf("Wrong,try again!\n");

41 }

42  system("pause");
43 return ©;
44 }

MD5RRHE



Vo — a4,

sub_4P1028(&v2, v8, v7, v6, *a5, OxD76AA478, 7);

sub 401028(&v6, v9, v8, v7, a5[1], ©xE8C7B756, 12);
sub_401028(&v7, ve, v9, v&, a5[2], ex24207eDB, 17);
sub_401028(&vs, v7, v6, v9, a5[3], exC1BDCEEE, 22);
sub_401028(&v9, vg, v7, ve, a5[4], -176418897, 7);
sub_401028(&v6, v9, v8, v7, a5[5], 1200080426, 12);
sub_401028(&v7, v6, v9, v8, a5[6], -1473231341, 17);
sub 401028(&vs, v7, v6, v9, a5[7], -45705983, 22);
sub_401028(&v9, v&, v7, ve, a5[8], 1770035416, 7);
sub_401028(&v6, v9, vd, v/, a5[9], -1958414417, 12);
sub_401028(&v7, ve, v9, vg, a5[1e], -42063, 17);
sub_401028(&ve, v7, v6, v9, a5[11l], -1990404162, 22);
sub_401028(&vo, v8, v7, v6, a5[12], 1804603682, 7);
sub 401028(&v6, vo, v8, v7, a5[13], -4@341101, 12);
sub_401028(&v7, ve, v9, v&, a5[14], -1502002290, 17);
sub_401028(&vs, v7, v6, v9, a5[15], 1236535329, 22);
sub_401005(&vo, vg, v/, ve, a5[1], -165796510, 5);

-l Ama s f R, - Y - - = ~=" N T

hashlib md5
itertools product
string ascii_letters, digits

time
brute_md5(md5_value, max_len=u):
md5_value = md5_value.lower()
len(md5_value) 32:
print("Invalid MD5 hash!")

chars = ascii_letters # H[§ JBNELFRF
start = time.time()
length range(1l, max_len + 1):
attempt product(chars, repeat=length):
s ''.join(attempt)
md5(s.encode()).hexdigest() md5_value:
print(f"Found: {s} (Time: {time.time() - start ¥s)"™)

print(f"Not found in {max_len} chars.")
brute_md5(input("MD5 hash: "), max_len=10)

SEPT +EBRAKEFH

test35.exe(DES)



1int _ _cdecl main_@(int argc, const char **argv, const char **envp)

3 int i; // [esp+4Ch] [ebp-2Ch]

char v5[8]; // [esp+50h] [ebp-28h] BYREF
char Str[20]; // [esp+58h] [ebp-28h] BYREF
char v7[12]; // [esp+6Ch] [ebp-Ch] BYREF

strcpy(v7, "Mbuilder™);

puts(“give me a string to encrypt:");
19  scanf("%s", Str);

11 if ( strlen(Str) == 8 )

12 {
13 sub_40100F(v7/);
14 sub_401032(5tr, v5);
15 fDP(i=e;i<8;++i)
16 {
17 if ( vs[i] != byte_42AA30[i] )
18 {
19 puts("Wrong!!");
20 system(“pause");
21 return -1;
22 }
23 }
24 puts(“Proud of you!!");
25 system("pause");
26 return ©;
27 }
28 else
29 {
30 puts("Wrong!!");
31 system("pause”);
32 return -1;
33 }
34}
DESKIIPEE B} _ -
byte_42801C db 3Ah
db 32h ; 2
db 2Ah ; *
db 22h ; "
db 1Ah
db 12h
db ©Ah
db 2
db 3Ch ; <
db 34h ; 4
db 2Ch ; ,
db 24h ; %

db 1Ch



from Crypto.Cipher import DES

encrypted = bytes([0x34, 0x69, 0xBl, 0x78, 0x3F, 0x5C, Ox9E, 0x3F])

key = b'Mbuilder’

print(DES.new(key, DES.MODE_ECB).decrypt(encrypted))from Crypto.Cipher import DES
encrypted = bytes([0x34, 0x69, 0xBl, 0x78, 0x3F, 0x5C, Ox9E, 0x3F])

key = b'Mbuilder’

print(DES.new(key, DES.MODE_ECB).decrypt(encrypted))

achanceo

test36.exe(SHAZY 24)

#24F E—

12| memset(stri, @, 65);

13  memset(Source, @, sizeof(Source));
14 w9 =0,

15 vie = @;

16 Destination = @;

17 v7 = 0;

18 printf("Please input your flag:\n");
19 scanf("%s", Source);

20 if ( strlen(Source) >= 5 )

21 {

22 strncpy(&estination, Source, 4u);
23 v4 = strlen(&estination);

24 sub_401ee5(strl, (int)&estination, v4);
25 for (1 =0; 1 < 64, ++1 )

26 {

27 if ( ++5tri[i] == 183 )

28 stri[i] = 97;

29 if ( stri[i] == 58 )

30 stri[i] = 48;

31

32 if ( !strncmp(Strl, "493f877692ea8d507fa98355a@54efede85e7c7bbcobad899ea99b7b33e281fc"”, @x40u) )
33 printf("Well done!");

34 else

35 printf("Wrong!");

36 system("pause");

37 return @;

38}

39 else

40 |

41 printf("Wrong,try again!\n");

42 system("pause");

43 return @;

44}

45}

SHARYE #AKt

y AL UWUI U_“HLOWL| 7/ ]

dword_42801C dd 428A2F98h
db 91h
db 44h
db 37h
db 71h
db @CFh
db @FBh
db @ceh
db @B5h
db @A5h
db @DBh
db @B5h

e s e
O ~1 O



for ( 1 =0; 1 < 64; ++1 )
{
if ( ++Stri[i1] == 183 )
Stri[i] = 97;
if ( Stri[i] == 58 )
Stri[i] = 48;

)i
if ( !strncmp(Strl, "493f877692ea8d507fa98355z¢

= = F Awa e noEE %

AR ++stri[i] SNENFRH
BEASCIIF103/9Z5 /997, ASCIIN58MIZE 48

WEFRESI7—103, 4858, BEE(K-1

hashlib
itertools
string

find_hash_collision(target_hash_hex):

target_hash = bytes.fromhex(target_hash_hex)
charset = string.ascii_letters + string.digits

length range(4, 5):
candidate itertools.product(charset, repeat=length):
candidate_str = ''.join(candidate)
hashed = hashlib.sha256(candidate_str.encode()).digest()
hashed target_hash:
candidate_str

None
__name__ "__main__":
s='U4931877692ea8d507fa98355a05uefede85e7c7bbc9ba9890ea99b7b33e281fc'
result = [ord(c) c s]

i range(len(result)):
result[i]== 97:
result[i]= 103
result[i]== u8:
result[i]= 58
result[i]-=1

target_hash_hex="'"'.join([chr(byte) byte result])
result = find_hash_collision(target_hash_hex)
result:
print(f"HKBIVLECHFFFH: {result}")
print (" AR B VCH A7 A ")

Luck +EBRFR

test37.exe(Eh&iAix+xor 24)

#H24FE

1int __cdecl main_@(int argc, const char **argv, const char **envp)
2 A

3 ((void (*)(void))sub_401005)();

4 sub_401014();

5  sub_40100A();

& system("pause”);

7 return 6;

8}

BITEE, —1—1E
sub_401005



1 int sub_4010890()
2 {

3 int result; // eax

4
5 fputs("Please input your flag: ", &Stream);

6 scanf("%s", &Str);

7 result = strlen(&Str) - byte 429A31;

8 if ( result )

o A

10 printf("You are wrong in the initial phase!");
11 return system("pause");

12}

12  return result;

14 }

HWNBKE Abyte_429A31H9{&(0x0F), EN15

sub_401014

1 void *sub_401120()

3  void *result; // eax
int i; // [esp+4Ch] [ebp-4h]

4
5

6 result = memcpy(byte 42CCAC, (const void *)Ox40004E, ©x2Bu);
7 for (1 =0; 1 < 43; ++1 )
8

9

{
byte_429A30 ~= byte_42CCAC[4 * i];
10 result = (void *)(1i + 1);
11}
12 return result;
13 }

byte_42CCACHIRENIMTEHEE [oxuo0oue] HIfE, TAEE, REEAERGHE
1 void *sub_401120()
2 {

3 void *result; // eax

4 int i; // [esp+4Ch] [ebp-4h]

5

6 result = memcpy(byte_42CCAC, &unk_40004E, 43u);
@ 7

g8 {

9 byte 429A30 ~= byte 42CCAC[4 * i];

10 result = (void *)(1 + 1);

11}

12 return result;
13 }



SUdld.ugdsLiiRhAL , CUNdIN DYLE_dLUVAL | L/ L ]
.data:0042CCAC byte_42CCAC db 54h
.data:@842CCAC
° .data:0042CCAD db 68h ; h
©  .data:@@42CCAE db 69h ; i

* .data:0842CCAF db 73h ; s
* .data:9042CCBe db 2©h

* .data:9042CCB1 db 70h ; p
* .data:9042CCB2 db 72h ; r
* .data:0042CCB3 db 6Fh ; o
* .data:e042CCB4 db 67h ; g
* .data:9042CCB5 db 72h ; r
* .data:9042CCB6 db 61h ; a
* .data:0042CCB7 db 6Dh ; m
* .data:9042CCB8 db 20h

* .data:9042CCB9 db 63h ; c
* .data:9042CCBA db 61h ; a
* .data:0042CCBB db 6Eh ; n
* .data:e042CCBC db 6Eh ; n
* .data:9042CCBD db 6Fh ; o
* .data:0042CCBE db 74h ; t

* _.data:e842CCBF db 286h
HAKENA3

byte 429A30 db 66h

Export as

O hex string (unspaced)
byte 429A31 db ©Fh O hex string (spaced)

align 4 O string literal

byte_429A34 db 33h © C unsigned char array (hex)

db 19h () C unsigned char array (decimal)
db 11h (O initialized C variable

db  32h ; O raw bytes

db @Dh

db 27h ; '
db 21h ; !
db 11h Preview

db 22h ; " Y )
db  16h unsigned char ida_chars[] =

{
db 11h 0x66, 0xOF, 0x00, 0x00, 0x33, 0x19, 0x11, 0x32, 0x0D, 0x27,
db 27h ; ' 0x21, 0xll, 0x22, 0x10, Oxll, 0x27, 0x28, 0x3D, 0x36

db 28h : b
db 3Dh :
db 36h ;

D Save data to clipboard

dh 2] T3me=1  Palomes1
TEXTERERERT? FET, BHHEE



BERAERYZETHR

1 void *sub_401120()
2 {
3 void *result; // eax
int i; // [esp+4Ch] [ebp-4h]

4
5
6 result = memcpy(byte 42CCAC, &unk_40004E, 43u);
7 for (1 =0; 1 < 43; ++1 )
g8 A
9 byte 429A30 ~= byte 42CCAC[4 * i];
10 result = (void *)(1i + 1);
11}
eFs . oresult |
13 }

REFMEERANE

00429A30 byte_429A30 db 7sh |
©0429A30

©0429A30

90429431 byte 429A31 db OFh
©0429A31

@0429A32 align 4

©0429A34 ; char byte 429A34[28]
90429A34 byte 429A34 db 33h
©0429A35 db 19h

@0429A36 db 11h

©0429A37 db 32h ; 2

©0429A38 db ©Dh

©0429A39 db 27h ; °

@0429A3A db 21h ; !

©0429A3B db 11h

©0429A3C db 22h ; "

©0429A3D db 18h

@0429A3E db 11h

@0429A3F db 27h ; °

0042940 db 28h ;
©0429A41 db 3Dh ;
00429A42 db 36h ;
©0429A43 db @

(o) T | I

byte_429A30=0x78
byte_U29A31=0x0F
byte_429A34=[0x33, 0x19, 0x11, 0x32, 0x0D, 0x27, 0x21, Ox11,



0x22, 0x10, Ox11, 0x27, 0x28, 0x3D, 0x36]

WAIUBEEHAE, MRANOEHR0, FHOEFE, FELRAERE uxiws HEEE

byte_U29A30=0x66

byte_u2CCAC=[0x54, 0x68, 0x69, 0x73, 0x20, 0x70, 0x72, Ox6f, 0x67, 0x72,
0x61, 0x6d, 0x20, 0x63, 0x61, Ox6e, Ox6e, Ox6f, Ox74, 0x20,
0x62, O0x65, 0x20, 0x72, 0x75, Ox6e, 0x20, 0x69, Ox6e, 0x20,
Oxdd, OxdF, 0x53, 0x20, O0x6d, Ox6f, Ox64, Ox65, O0x2e, OxOD,
0x0D, Ox0A, 0x24]

for i in range(11):
byte_429A30 "= byte_42CCAC[ixu]
printChex(byte_429A30))
55Ibyte_429A30=0x78, IREZISEXBINE—EHH

BENE =K Esub_40100A

1 int sub_4011E8()
2 {

[F5]

int i; // [esp+4Ch] [ebp-4h]

4
5 for (1 =0; 1 < byte 429A31; ++1 )
6 {

7 Str[i] ~= byte 429A30;

8 if ( Str[i] != byte _429A34[i] )

9 {

10 fputs("\n--- Sorry, but try it again! ---\n\n", &Stream);
11 system("pause");

12 return 9;

13 }

14 }

15 fputs("\n*** Good work! ***\n\n", &Stream);
16 return ©;
17 }
XL MR EERRETEN A Bh SR S 5
str=[0x33, 0x19, 0x11, 0x32, 0xOD, 0x27, 0x21, 0x11,
0x22, 6x10, 0x11, 6x27, 0x28, 0x3D, 0x36]
for i in range(15):

str[i]"=0x78
print(''.join([chr(byte) for byte in strl))

Kaidu_YiZhi_PEN

test38.exe(RC4E 24)



#HAFE=F

1ﬁnt __cdecl main_@(int argc, const char **argv, const char **envp)

24

[F§]

signed int v4; // [esp+4Ch] [ebp-D6h]

4 signed int 1i; // [esp+56h] [ebp-CCh]

5 char v6[97]; // [esp+54h] [ebp-C8h] BYREF

6 _ intl6 v7; // [esp+B5h] [ebp-67h]

7 char v8; // [esp+B7h] [ebp-65h]

8 char str[10@]; // [esp+B8h] [ebp-64h] BYREF
9

16 memset(ve, @, sizeof(ve));

11 v7 = 9,

12 vE = 0;

13  puts(“"please input a correct string to encrypt:");
14 scanf("%s", Str);

15  v4 = strlen(str);

16 sub_40100A(Str, (int)ve);

17 for (1 =0; 1 < vd; ++1 )

18 {

19 if ( ve[i] != byte 429B30[i] )
20 {

21 puts("Sorry you are wrong!");
22 system("pause");

23 return -1,

24 }

25}

26 puts("WoW!!!Great!!!You are a genius!!!");
27 system("pause");

28  return 0;

29 }

—&TERCA



1int _ cdecl sub_401410(char *Str, int a2)

2 char v2; // bl

int result; // eax

signed int 1i; // [esp+4Ch] [ebp-8h]
signed int v5; // [esp+50h] [ebp-4h]

dword_42D23C = ©;
dword_42D240 = 9;

18 v5 = strlen(str);

11  sub_401014();

12 for (1 =09; 1 < v5; ++1 )

13 {

14 v2 = Str[i];

15 *(_BYTE *)(i + a2) = sub_4010085() ~ v2;
16}

17 result = 1 + a2;

18 *(_BYTE *)(i + a2) = @;
19 return result;

20 }

E7 FH

11  result = strlen(Str);

12  v2 = result;

13 for (1 =0; 1 < v2; ++1 )

14

15 Str[i] ~= @x76u;

16 result = i + 1;

17 i

18 for ( J =9; 7 < 256; ++] )

19 {

20 result = j;

21 dword_42CE3C[]] = 7;

22}

23 v3 = 8;

24 for ( k = @; k < 256; ++k )

25 {

26 v3 = ((unsigned __ int8)Str[k % v2] + dword_42CE3C[k] + v3) % 256;
27 vl = dword_42CE3C[k];

28 dword_42CE3C[k] = dword_42CE3C[Vv3];
29 result = vi;

30 dword_42CE3C[v2] = vi;

31}

32  return result;
33}

def rcd_decrypt(ciphertext, key):
s = list(range(256))
j=0



i
j

s[il, s[jl

i, j
plaintext
byte

i
j

s[il, s[jl

r
G

9,

(i
(3

ange(256) :
s[i] + key[i

0
[]
ciphertext:
1) % 256
s[i]) % 256

plaintext.append(byte

ciphertext
45,
range(10):
key[il]
print(rcd_decrypt(ciphertext, key).decode())

key

[

i

AREYOUOK?

test39.exe({E35 < +DES 24)

H24 L SEIURR

1)/ attributes: thunk
2 int __cdecl main(int argc, const char **argv, const char **envp)

34

4

BBNEONE (ox4010A0) ;

5}

WEREXE

910A0
310A8
210A8
210A0
310A1
910A3
318A6
I1BA7
210A8
310A9
910AC
31eB1
910B6
21eB8
918BC
21ece
31eca
a1ecs
a1ecc
a1eDe
21ep4
31eD8
916eDA
31eDD
910E4
218E9
918ES
91@EE
316F1
218F4

55
8B
83
53
56
57
8D
B9
B8
F3
Ccé
cé
Ccé
Cé
Ccé6
Ccé
cé
Ccé
33
88
c7
68
E8

83
8D
51

EC
EC

7D
1B
cC
AB
45
45
45
45
45
45
45
45
ce
45
45
B4
82

ca
4D

byt
[

6C

94
e
ccC

F4
F5
F6
F7
F8
Fo
FA
FB

FC
D4
84
QE

e4
E@

es(plaintext)

61, Ox6E, 0x92,

u2 50 u6

1 1

76

00 e
CC CcC

EF
34
D4
A3
ceé
84
E4
23

20 20 oo ee
42 @0
20 ee

s[j1, s[il

s[j1, s[il

len(key)]) % 256

s[(s[i]

2,

31

1

s[3D

EF, 0x13,
53, Ox47

1 1

256])

8B, 13, 0x28]
UF, OxU4F, Oxuu]

; int __cdecl main_e(int argc, const char **argv, const char **envp)

_main_0:

push ebp

mov ebp, esp

sub esp, 6Ch

push ebx

push esi

push edi

lea edi, [ebp-6Ch]
mov ecx, 1Bh

mov eax, BCCCCCCCCh
rep stosd

mov byte ptr [ebp-8Ch], B@EFh

mov
mov
mov
mov
mov
mov
mov
xor
mov
mov
push
call

add
lea
push

byte ptr [ebp-@Bh], 34h ;
byte ptr [ebp-8Ah], @D4h

byte ptr [ebp-9], ©A3h
byte ptr [ebp-8], ©cCsh
byte ptr [ebp-7], 84h
byte ptr [ebp-6], ©E4h
byte ptr [ebp-5], 23h ;
eax, eax

[ebp-4], al

dword ptr [ebp-2Ch], ©
offset aGiveMeAStringT
_puts

esp, 4
ecx, [ebp-28h]
ecx

; CODE XREF: _maintj

; "give me a string to encryg



wEL

add esp, 8
Xor eax, eax
jz short near ptr loc_401106+1

loc_401166: ; COI
jmp short loc_401095

9 wv7[e] = -17;
1@ v7[1] = 52;
11 v7[2] = -44;
12 v7[3] = -93;
13 v7[4] = -58;
14 v7[5] = -124; |
15 v7[6] = -28;

16  strcpy(ve, "#");

17 puts("give me a string to encrypt:");
18 scanf("#%s", Str);

19 if ( strlen(str) == 8 )

20 {

21 sub_40100F(v7);

22 sub_401032(str, v5);

23 for (1 =8; 1 < 8; ++1 )
24 {

25 if ( vs[i] != byte_42aA38[1i] )
26 {

27 puts(“Wrong!!");

28 system("pause");

29 return -1;

30 }

31 }

32 puts{"Good Job!!\n");

33 puts("Wait a moment!!!\n");
34 puts("By the way, can you tell me a way to get the number of the external functions in this program, please?");
35 system("pause");

36 return @;

37}

38 else

39 {

49 system("pause");

41 return -1;

42}

43}

HEIDESHBIF IR



; char byte 428154[16]
byte 428154 db 1

db
db
db
db
db
db
db
db
db
db
db

PR R R MMM RPMNRNDE

AR VTAIVE (—3ts8fi)

9 | v7[e]
© | v7[1] = 52;

1| v7[2] = -44;

2 | v7[3] = -93;

3 | v/[4] = -58;

a | v7[5] = -124;

5 | v7[6] = -28;

6 | strcpy(vg, "#")D;
7

8

S

(%]

1

2

3

-17,

puts(“give me a string to e
scanf("%s", Str);
if ( strlen(Str) == 8 )
{
sub_401600F(v7);
sub_401832(Str, v5);
for ( 1 =0; 1 < 8; ++1 )

Crypto.Cipher DES
encrypted=bytes([0xCD, 49, 33, 09, F3, 23, 21, 8A1)
key=bytes([OxEF,0x34,0xD4, 0xA3,0xC6 , 0x84, OXEL, 0x23])
print(DES.new(key, DES.MODE_ECB).decrypt(encrypted))

partplan

test40.exe(fEI5ST+ILEH 24)

#2AEE R
rHEL



élign 10h

loc_4e8l1el0: ;
push ebp

mov ebp, esp

sub esp, 5Ch

push ebx

push esi

push edi

lea edi, [ebp-5Ch]

mov ecx, 17h

mov eax, BCCCCCCCCh

rep stosd

xor eax, eax

jz short near ptr loc_40102C+1
loc_40102C: ;

jmp  near ptr [EEGEGESN

db ©, ©E8h, 49h

xor eax, eax
jz short near ptr loc 40103E+1

loc_408103E:
Jjmp near ptr 512855DBh

dd offset asS
Co+dd 2D3E8h, 8C48300h, 174C033h, OE84DS8DES

pate)



-

xor eax, eax
jz short near ptr loc_401054+1

loc_4010654:

jmp near ptr FRRSSOEGH

75
Xxor- edx, edx

jz short near ptr loc_401068+1

loc_401068:

jmp  near ptr [EEEEDEON
T

loc_401e90:
xor eax, eax
jz short near ptr loc_401094+1

loc_je1094:

jmp near ptr ISCSGE0N

xor eax, eax
jz short near ptr loc_4010EA+1

loc_4010EA:

jmp near ptr [SCSGEGH

Xor eax, eax
jz short near ptr loc _401123+1

loc_401123:

jmp  near ptr [REGHENEH



xor eax, eax
jz short near ptr loc_40114A+1

loc_40114A:

jmp  near ptr [CEGHSEN

|7
1int _ _cdecl main_@(int argc, const char **argv, const char **envp)

2Aq

w

char Str[20]; // [esp+50h] [ebp-18h] BYREF
int i; // [esp+64h] [ebp-4h]

4
5
6 printf("Plase give me your answer:\n");
7 scanf("%s"|, str);
g if ( strlen(Str) == 17 )
o A

10 for (1 =0; 1 < 17; ++1 )

11 str[i] = (4 * (5tr[i1] & 3)) | ((5tr[i] & @xC) »> 2) | str[i] & @xFe;
12 for (1 =0; 1 < 17 && Str[i] == byte_429A30[1]; ++i )

: ]
14 if (1 ==17)

15 printf("Congratulations! You are right!\n");
16 else

17 printf("2 Sorry, vyou are wrong!\n");
18 system("pause”);

19 return @;

20 }

21  else

22 {

23 printf("1 Sorry,you are wrong!\n");

24 system("pause");

25 return @;

26}

27 }

strl = [0x46, OxUU, OxU7, Ox5C, OxUF, 0x58, 0x58, 0x56, OxU6, OxUM,
47, 0x4D, 0x55, OxU6, OxU3, 0x51, 0x56]

result = []
X strl:
trans_x = (4 * (x 3)) | ((x ) 2) | (x Fo)

result.append(chr(trans_x))
print("".join(result))

IAMSORRYIAMGUILTY

test41.exe(xor)



1int _ _cdecl main_@(int argc, const char **argv, const char **envp)

21
3 char v4[20]; // [esp+56h] [ebp-2Ch]

4 char Str[20]; // [esp+64h] [ebp-18h] BYREF
5 int i; // [esp+78h] [ebp-4h]

6

7 printf("Please give me your input:\n");

8 sub_4e1ees((int)str, 15);

9 if ( strlen(str) == 10 )

10 {

11 for (1 =0; 1< 10; ++1 )

12 va[i] = byte_427A30[9 - i] ~ str[i];
13 for ( 1 =9; 1 < 10 &% v4[i] == byte 427A3C[1]; ++1 )
14 ;

15 if (1 ==108 )

16 printf(“"Congratulations! You are right!\n");
17 else

18 printf("2 Sorry, you are wrong!\n");
19 system(“pause");

20 return 9,

21}

22 else

23 {

24 printf(”1l Sorry,you are wrong!\n");

25 system(“pause");

26 return 9;

27 }

28 }

xorl=[0x57, 0x66, Ox67, 0x63, 0x59, OxU7, Ox7D, Ox76, 0x23, 0x30]
xor2=[0x11, 0x02, 0x13, 0x0U, 0x05, 0x06, Ox07, O0x08, 0x09, 0x10]
for i in range(10):

xorl[i]=xorl[i]"xor2[9-i]
print(''.join([chr(byte) for byte in xorl]))

Good_Bye!!

test42.exe({iiEH)



1int _ cdecl main_@(int argc, const char **argv, const char **envp)

2{

w

char Str[28]; // [esp+56h] [ebp-206h] BYREF
int i; // [esp+6Ch] [ebp-4h]

4
5
6 printf("Plase give me your answer:\n");
7 scanf("%s", Str);
g if ( strlen(Str) == 16 )
o A

10 for (1 =0; 1 < 16; ++1 )

11 str[i] = (4 * (5tr[i] & 3)) | ((str[i] & ©xC) >> 2) | str[i] & @xFe;
12 for (1 =0; 1 < 16 & Str[i] == byte_429A30[i]; ++i )

>
14 if (1 ==16)
15 printf("Congratulations! You are right!\n");
16 else
17 printf("2 Sorry, you are wrong!\n");
18 system("pause”);
19 return ©;
20}
21 else
22 |
23 printf("1 Sorry,you are wrong!\n");
24 system("pause");
25 return 9;
26}
27 }

strl = [0x5C, 0x65, 0x6C, 0x75, 0x78, 0x66, 0x71, 0x76, 0xU46, Ox7C,
5C, Ox6F, OX4C, OX6F, Ox6F, 0x63]

result [1
X strl:
trans_x 4 (x 3)) ((x () 2) (x FO)

result.append(chr(trans_x))
print("".join(result))

SecurityIsSoCool

test43.exe(fEIE < +{H57)

Al UL . 3 A

xor eax, eax

Jjz short near ptr loc_4010BE+1

loc_4010BE: ;

jmp near ptr EEGSGGEN



12 wvll = 5;

13 vle = 5;

14  memset(Str, @, sizeof(Str));

15 v8 = @;

16 ve = 0;

17 puts("please input a string:");
18 scanf("%s", Str);

19  ve = strlen(Str);

20 for (1 =0; 1 < v6; ++1 )

21 {

22 if ( str[i] < 97 || str[i] > 122 )
23 return -1;

24}

25 for ( J =0; 7 < v6; ++] )
26 str[j] = (v1ie + v11l * (Str[j] - 97)) % 26 + 97;
27 if ( !strcmp(Str, Str2) )

28 {
29 puts("ok, you really know");
30 puts("By the way, can you list all the Sections of this binary file???");
31}
32 else
33 {
34 puts("sorry”);
35}
36 return system("pause");
37 }
ciphertext_string = 'kbcwsxxsz'
m= 26

base_ord = 97
a_inv = pow(a, -1, m)
result_codes = []
for char in ciphertext_string:
char_code = ord(char)
result_codes.append((((char_code - base_ord - k) * a_inv) % m) + base_ord)

plaintext_string
hex_array_output

""" join(chr(code) for code in result_codes)
[hex(code) for code in result_codes]

print(f" 7774 {plaintext_string}")
print(f"Hex%(414%:0: {hex_array_output}")

buptnoone

test44.exe(MD5)



18 printf("Please input your flag:\n");
19  scanf("%s", Source);

20 v4 = strlen(Source);

21 for (1 =0; 1 < vd; ++1 )

22 {

23 if ( Source[i] < 65 || Source[i] > 90 )
24 {

25 printf("Wrong,try again!\n");

26 return -1;

27 }

28}

290 if (v4 >=5)

30 {

31 strncpy(&estination, Source, 4u);

32 sub_401014(Strl, (int)&Destination, 4);
33 if ( !strncmp(Strl, "a3abe5e29@d@bcc3c82ad572837b5d8d™, ©x20u) )
34 printf(“"Correct!\n");

35 else

36 printf("Wrong,try again!\n");

37 }

38 else

39 {

40 printf("Wrong,try again!\n");

41}

42  system("pause”);
43  return ©;

44}
MD5HYR E &R
2 Vo = Ta4,
3 sub_401028(&ve, v8, v7, v6, *a5, @xD76AA478, 7);
4 sub_401028(&v6, v9, v8, v7, a5[1l], ©xE8C7B756, 12);
5 sub _401028(&v7, v6, v9, vd, a5[2], ©x24207eDB, 17);
& sub_401028(&ve, v7, v6, v9, a5[3], exC1BDCEEE, 22);
7 sub_4e1028(&v9, v3, v7, ve, a5[4], -176418897, 7);
g8 sub_401028(&ve, vo, v3, v/, a5[5], 1200080426, 12);
9 sub_401028(&v7, v6, v9, v8, as[6], -1473231341, 17);
® sub_4e1028(&vs, v7, v6, v9, a5[7], -45705983, 22);
1 sub_401028(&v9, v&, v7, ve, a5[8], 1770035416, 7);
2 sub_401028(&v6, vo9, v8, v/, a5[9], -1958414417, 12);
3 sub_401028(&v7, v6, v9, vg, a5[1e], -42063, 17);
4 sub_401028(&vs, v7, v6, v9, a5[11], -1990404162, 22);
5 sub _401028(&v9, v&, v/, ve, aS5[12], 1804603682, 7);
6 sub 48102R(&vA. ve. va. v7. as5l131. -48341181. 12):
SEPT +ERAGF &
KEAXFETFS

test45.exe(RC4)



1int _ _cdecl main_@(int argc, const char **argv, const char **envp)

3 signed int v4; // [esp+4Ch] [ebp-D8h]

4 signed int i; // [esp+56h] [ebp-CCh]

5 char v6[97]; // [esp+54h] [ebp-C8h] BYREF

6 _ _intlé v7; // [esp+B5h] [ebp-67h]

7 char v8; // [esp+B7h] [ebp-65h]

8 char Str[100]; // [esp+B8h] [ebp-64h] BYREF
9

18  memset(ve, @, sizeof(ve));

11 v7 = 80;

12 vE = 8;

13 puts("please input a correct string to encrypt:");
14  scanf("%s", Str);

15  v4 = strlen(sStr);

16  sub_40180A(Str, (int)ve);

17 for (1 =0; 1 < v4d; ++1 )

18 {

19 if ( v6[i] != byte 429B30[i] )
20 {

21 puts("Wrong!!!");

22 system("pause”);

23 return -1;

24 }

25}

26 puts("Great!!!");

27 puts("Can you tell me all the candidate flags???");
28 system("pause™);

29  return 9;

M7
8 dword_42D23C = ©;

9 dword_42D240 = ©;

18 v5 = strlen(Str);

11 sub_401014();

12 for (1 =0; 1 < Vv5; ++1 )

13 {

14 v2 = Str[i];

15 *(_BYTE *)(1 + 22) = ~(unsigned __ int8)sub_401005() ~ v2;
16}

17 result = 1 + a2;

18 *(_BYTE *)(i + a2) = @;
19 return result;

20 }

def rcd_decrypt(ciphertext, key):

s = list(range(256))

j=0

for i in range(256):
j = (§ + s[il + key[i % lenCkey)1) % 256
s[il, s[j] = s[j1, s[il

i, j=0,0

plaintext = []



for byte in ciphertext:

i=(1+1) % 256

j = ( + s[il) % 256

s[il, s[j] = s[j1, slil

plaintext.append(byte * ~(s[(s[i] + s[j1) % 2561)&0xFF)
return bytes(plaintext)

ciphertext = [0x30, 0x2C, 0x02, 0xDC, OxFB, 0x3B]
key = b'secrets'

plaintext = rci_decrypt(ciphertext, key)
print(plaintext.decode())

SeeYou

20&
CPP1.exe({iiEH)

1int __cdecl main_@(int argc, const char **argv, const char **envp)

3  char v4[20]; // [esp+58h] [ebp-2Ch]
char Str[20]; // [esp+64h] [ebp-18h] BYREF
int i; // [esp+78h] [ebp-4h]

sub_4e1ee5(5tr, 18);

4
5
6
7 printf("Please give me your input:\n");
8
9 if ( strlen(Str) == 15 )

10 {

11 for (1 =0; 1 < 15; ++1 )

12 vA[i] = byte 427A30[14 - i] ~ Str[i];

13 for ( 1 =9; 1 < 15 && v4[1] == byte_427A40[1]; ++1 )
14 3

15 if (i ==15)

16 printf(“Congratulations! You are right!\n");
17 else

18 printf(“2 Sorry, you are wrong!\n");

19 system("pause™);

20 return @;

21}

22 else

23 {

24 printf("1 Sorry,you are wrong!\n");

25 system("pause");

26 return @;

27} |

28 }

strl=[0xu2, 0x61, OXTF, 0x69, Ox5F, 0x62, O0x6C, Ox66, OxUl, Ox7H,
0x6C, Ox61, OX6D, Ox66, Ox72]

str2=[0x01, 0x02, 0x03, OxO4, Ox05, 0x06, 0x07, 0x08, 0x09, OxOA,
0x0B, 0x0C, 0x0D, OXOE, OxOF]

str=[]
for i in range(15):
str.append(stri[i]“str2[14-i])

str_output='".join(chr(x) for x in str)
print (" 77 "+str_output)
MoreThenFriends

CPP2.exe(RE+IZH)



1int _ cdecl main_©(int argc, const char **argv, const char **envp)

2 A{
3 char Str[28]; // [esp+54h] [ebp-28h] BYREF

4 int v5; // [esp+76h] [ebp-Ch]
5 int v6; // [esp+74h] [ebp-8h]
6 int v7; // [esp+78h] [ebp-4h]
7

8 v7 =1;

S w6 = @8;

18 printf("please input password : ");
11 scanf("%s", Str);
12 if ( strlen(Str) != 18 )

13 {

14 printf ("1 Sorry,you are wrong!\n");
15 system("pause");

16 }

17 _strncpy(Destination, Str, exleu);
18 | v5 = v7 / v6;

19 printf( wWhat a pity, you found a wrong way.\n");
20  system("pause");

21 return -1;

22 } |

fROSE
$THOD, WRfEidivETEEESEHSE, RIMHMITEREM401020

1fint sub_401828()

3 signed int v1; // [esp+4Ch] [ebp-8h]

4 signed int 1i; // [esp+56h] [ebp-4h]

5 signed int j; // [esp+56h] [ebp-4h]

6

7 vl = strlen(Destination);

g Ffor ((1i=9; 1< vl; ++1)

9 Destination[i] = (4 * (Destination[i] & 3)) | ((Destination[i] & @xC) »>> 2) | Destination[i] & @xF@;
1@ for ( j = @; J < vl && Destination[]] == byte_429A30[7]; ++7 )
11 H
12 if ( j == 16 )

13 printf(“Congratulations! You are right!\n");
14  else
15 printf(“2 Sorry, you are wrong!\n");

16  system("pause");
17  return 8;
18 }

target = [0x5C, 0x65, 0x6C, 0x75, 0x78, 0x66, 0x71, 0x76, Ox46, OX7C,
0x50, 0x75, OxTA, Ox7TA, 0x63, 0x65]
result = []
for target_byte in target:
for x in range(256):
trans_x = (4 * (x & 3)) | ((x & 6xC) >> 2) | x & OxFO
if trans_x == target_byte:
result.append(chr(x))
break
print("".join(result))

SecurityIsPuzzle +fEE2NFR

CPP3.exe(MD5)



11

12 memset(Strl, @, 33);

13 memset(Source, @, sizeof(Source));
14 vo = @;

15 vle = @;

16 Destination = ©;

17 v7 = @;

18 printf("Please input your flag:\n");
19  scanf("%s", Source);

20 v4 = strlen(Source);

21 for (1 =0; 1 < v4d; ++1 )

22 A

23 if ( Source[i] < 97 || Source[i] » 122 )
24 {

25 printf("Wrong,try again!\n");

26 return -1;

27 }

28}

20 if ( v4 >= 5 )

30 {

31 strncpy(&estination, Source, 4u);

32 sub_401014(Strl, (int)&Destination, 4);
33 if ( !strncmp(Strl, "b5cebl87fe309af@f4d35982fd961d7e", ©x20u) )
34 printf("Correct!\n");

35 else

36 printf("Wrong,try again!\n");

37 }

38 else

39 {

40 printf("Wrong,try again!\n");

41 '}

42 system("pause");

43 return @;
AA L

MD5J&H
TARGET_HASH = "b5c0b187fe309af0fud35982fd961d7e"

love +H1NVNEFF

CPP4.exe({/55%)



12

13 v12

14 v1l1l = 7;

15 vl1e = 3;

16  memset(Strl, @, sizeof(Stril));
17 v8 = @;

18 v9 = @;

19 puts(“"please input a string:");
20 scanf("%s", Strl);

21  ve = strlen(strl);

22 for (1 =9; 1 < v6; ++1 )

-

9;
7

23 {

24 if ( stri[i] < 65 || stri[i] > 90 )

25 {

26 printf(“"Sorry! Hang on!");

27 return -1;

28 }

29 }

32 for ( J =9; 7 < v6;, ++7 )

31 Stri[4] = (vil + v12 * (Stri[i] - 65)) % 26 + 65;
32 if ( !strcmp(Stri, Str2) )

33 puts("0k, you know it. Just hang on.");
34 else

35 puts(“"Sorry! Hang on!");

36 return system("pause");

37 }

HANGON

CPP5.exe(DES)



30
31
32
33 }

itiseasy

21E/

—— == 3 P L= - = = L™= —_———

char v7[12]; // [esp+6Ch] [ebp-Ch] BYREF

strcpy(v7, "TakeEasy");
puts(“give me a string to encrypt:");
scanf("%s", Str);
if ( strlen(str) == 8 )
{
sub_40100F(v7);
sub_401032(str, v5);
for (1 =0; 1 < 8; ++1 )
{
if ( v5[i] != byte_42AA30[1i] )
{
puts("Wrong!!");
system("pause”);
return -1;
)

s
puts(”"Geed Job!!");

system("pause");
return ©;

}

else

{
system("pause”);
return -1;

}

CPP1.exe(hook)



21  strcpy((char *)Buffer, "realpwd");

22 hModule = GetModuleHandleA("kernel32.dll");

23 WriteFile = (BOOL (__ stdcall *)(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED))GetProcAddress(hModule, "WriteFile");
24 1lpAddress = WriteFile;

25 if ( VirtualProtect(WriteFile, Su, ©x40u, &fl0ldProtect) )

26 {

27 memcpy (&unk_42DC8C, lpAddress, 5u);

28 Src = (char *)sub_4@1@8A - (char *)WriteFile - 5;

29 memcpy (&v10[1], &Src, 4u);

30 memcpy (WriteFile, v1@, 5u);

31 VirtualProtect(WriteFile, 5u, flO0ldProtect, &flOldProtect);
22}

33  hFile = CreateFileA("pwd.txt", ©xleeeeeeeu, @, ©, 2u, ©x8eu, ©);
34 v3 = strlen((const char *)Buffer);

35 ::WriteFile(hFile, Buffer, v3, (LPDWORD)&Buffer[2], @);
36 CloseHandle(hFile);

37 Stream = fopen("pwd.txt", "r");

38 if ( Stream )

39 printf("File open success\n");

16  else

41 printf("File open fail\n");

42 if ( Stream )

43 fscanf(Stream, "%s", String2);

44 else

45 printf("scan fail\n");

46 if ( Stream )

a7 fclose(Stream);

48 if ( lstrcmpA((LPCSTR)Buffer, String2) )
49 printf("try again!\n");

56 else

51 printf("congratulations!\n");

52  system("Pause");

53  return @;

54}

1int __thiscall sub_4011e@(void *this, void *a2, int a3, int a4, DWORD *a5, struct _OVERLAPPED *a6)

3 HMODULE ModuleHandleA; // eax

4 DWORD v7; // eax

5 int i; // [esp+4Ch] [ebp-28@h]

6 char str[8]; // [esp+5@h] [ebp-1Ch] BYREF

7 char v11[16]; // [esp+58h] [ebp-14h] BYREF

8 BOOL (__stdcall *WriteFile)(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED); // [esp+68h] [ebp-4h]
9

16 str[e] = 26;

11 str[1] = 16;

12 str[2] = 14;

13 str[3] = 7;

14 str[4] = 17;

15 str[5] = 7;

16 str[s] = 13;

17 str[7] = o;

18 sub_401005(this);

19 printf("Please input your flag \n");

20 scanf("%s", vil);

21 for (i =@; 1< 7; ++1 )

22 Str[i] ~= v1i[i];

23 ModuleHandleA = GetModuleHandleA("kernel32.dll");

24 WriteFile = (BOOL (__stdcall *)(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED))GetProcAddress(
25 ModuleHandleA,
26 "WriteFile");
27 w7 = strlen(Str);

28 WriteFile(a2, Str, v7, a5, a6);

29  return 1;

30 }



AR BBuffer EBILLIRFHF

46 else

41 printf("File open fail\n");

42 if ( Stream )

43 fscanf(Stream, "%s", String2);
44  else

45 printf(“"scan fail\n");

46 if ( Stream )

Q  FEIoSE(E N —

48 if ( lstrcmpA((LPCSTR)Buffer, String2) )

49 printf("try again!\n");
56 else
51 printf("congratulations!\n");

52 system("Pause");
53 return 9;
©19FEEC db 72h ;
©19FEED db 65h ;
©19FEEE db 61h ;
©19FEEF db 6Ch ;
©19FEF® db 76h ;
©19FEF1 db 77h ;
©19FEF2 db 64h ;

S An_

O = T - QO M 3

sbT, FLTE

*(_DWORD *)&v10[2] = @;

strcpy((char *)Buffer, "realpwd");
hModule = GetModuleHandleA("kernel32.d
WriteFile = (BOOL (__stdcall *)(HANDLE
l1pAddress = WriteFile;

hookapi

CPP3.exe({£5 < +(A5Y)



xor eax, eax
jz short near ptr loc_4010BE+1

loc_4016BE: ; COC

jmp near ptr EESSOSEN

12 v8 = 5;
13 v7 = 5;
14  memset(sStr, @, sizeof(Str));
15  v5 = @6;
16 V6 = ©;

17 puts("please input a string:");
18 scanf("%s", Str);

19  v3 = strlen(str);

20 for (1 =09; 1 < v3; ++1 )

21 {

22 if ( str[i] < 97 || str[i] > 122 )
23 return -1;

24}

25 for (] =0@; 7 < v3; ++7 )
26 Str[j] = (v7 + v& * (Str[j] - 97)) % 26 + 97;
27 if ( !'strcmp(Str, Str2) )

28 puts(”ok, you really know");
29 else

30 puts(“sorry");

31 return system("pause");

32 }

greatvalue

CPP4.exe(MD5)



12 memset(Strl, @, 33);

13  memset(Source, @, sizeof(Source));
14 v = e

15 wvle = 8;

16 Destination = @;

17 v7 = 0;

18 printf("Please input your flag:\n");
19 scanf("%s", Source);

20 v5 = strlen(Source);

21 for (1 =09; 1 < v5; ++1 )

22

23 if ( Source[i] < 48 || Source[i] » 57 )
24 return -1;

25 }

26 if (v5 >= 5 )

27 A

28 strncpy(&estination, Source, 4u);

29 sub_401014(Strl, (int)&Destination, 4);
30 if ( !strncmp(Stril, "eb62f6b9306db575c2d596b1279627a4", ©x20u) )
31 printf("Correct!\n");

32 else

33 printf("Wrong,try again!\n");

34}

35  else

36 {

37 printf("Wrong,try again!\n");

38}

39 system("pause");
40  return 9;
41}

0123 HEEHF

CPP5.exe



9

10  memset(ve, @, sizeof(v6));

11 v/ = 0;

12 v8 = 0;

13  puts("please input a correct string to encrypt:");
14 scanf("%s", Str);

15  v4 = strlen(Str);

16 sub_401e0A(Str, (int)ve);

17 for (1 =0; 1 < vd; ++1 )

18 {

19 if ( v6[i] != byte_429B30[i] )
20 {

21 puts("Wrong!!1");

22 system("pause");

23 return -1,;

24 }

25}

26 puts("Great!!!");
27 system("pause");
28 return 9;
29 }
=) Uworu_sLuL4v = 9,
18 v5 = strlen(str);
11 sub_401014();
12 for (1 =©; 1 < v5; ++1 )

13 {

14 v2 = Str[i];

15 ¥(_BYTE *)(1 + a2) = ~(unsigned __int8)sub_401005() ~ v2;
16 }

17 result = 1 + a2;

18  *(_BYTE *)(i + a2) = ©;
19 return result;

20 }

seeyounextyear
BhE )&

Q2.exe(xor)



strcpy(v6, "@URU@KE");

9 wvs[e] = 2;
10  v5[1] = ©;
11 v5[2] = 2;
12 v5[3] = 1;
12 vs[4] = 6;
14 v5[5] = 1; |

15 vs[6] = 22;

16  v5[7] = ©;

17 printf("Plase give me your answer:\n");
18 scanf("%s", Str);

19 if ( strlen(Str) == 7 )

20 {

21 for (1 =0; 1 < 7; ++1 )

22 str[i] ~= v5[i];

23 for ( 1 =0; 1 < 7 & & Str[i] == v6[1]; ++1 )
24 ;

25 if (1 ==7)

26 printf("Congratulations! You are right!\n");
27 else

28 printf("Sorry, you are wrong!\n");

29 system("pause”);

3e return @,

31}

32 else

33 {

34 printf("Sorry,you are wrong!\n");

35 system("pause");

36 return ©;

37}

38 }

BUPTFJS

Q3.exe(fE36%)



loc_4010BA: ;

xor eax, eax
jz |short near ptr loc_401@BE+1
loc_4016BE: ;
jmp near ptr EESSOSEN

19 LilL VO, /] LE3PTLOIl] |[SUP-<II]

11

12 v8 = 5;

13 v/ = 5;

14  memset(Str, @, sizeof(Str));

15 w5 = 8;

16 ve = @;

17 puts("please input a string:");
18 scanf("%s", Str);

19 v3 = strlen(str);

20 for (1 =0@; 1 < v3; ++1 )

21 A

22 if ( str[i] < 97 || str[i] > 122 )

23 return -1;

24}

25 for (7 =9@; 7 < v3; ++7 )

26 Str[3] = (v7 + v8 * (Str[j] - 97)) % 26 + 97;
27 if ( !strcmp(Str, Str2) )

28 puts("ok, you really know");

29 else

30 puts(“sorry");

31  return system("pause");
32 }

greatvalue



