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{ Requesting Y 1. Client registers, provides public key f A

Clien‘t 2. Client sends certificate order, provides list of
identifiers (e.g. domains) to include in certificate b
For each identifier in the order:
e
3. CA generates
5. Client selects the 4. CA sends token and list of challenges client can random token
HTTP challenge, complete to prove ownership of identifier
creates file containing (
token and hosts it at 6. Client informs CA that challenge complete
. /well-known/ >

acme-challenge/ 7. CA verifies that file is reachable
<token> /

T e e

When all identifiers verified:

8. Client sends PKCS 10 Certificate Signing Request

9. CAissues certificate
-

-/ ./

Figure 2: ACME protocol. This diagram illustrates how an ACME client
can obtain a certificate without human interaction. In the dashed region,
the client proves ownership of the domain using an HTTP-based challenge.
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