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unsigned short u;
u=1i
printf("u = %hu\n", u);
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Oxbffffoco: 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 1234567890123456
oxbffffode: 37 38 39 30 31 32 33 34 35 36 37 38 e0 f9 ff bf 789012345678....
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1 Oxbffff9c0 — OxbffffIcf | "1234567890123456" FHFHEN (16 1) MBFEAFHX
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3 0xbffffodc (0xbffffe0) IR 9] b ik
4 0xbffff9el xor %eax,%eax # eax BE
5 0Oxbffff9e2 mov %eax,0xbffffoff iz fe AL fREHEUH
6 Oxbffffoe7 mov $0xb,%al B execve () EREUATES
7 Oxbffff9e9 mov $0xbffffa03,%ebx ZE ebx, 15[ execve() M55 1 138
8 Oxbffff9ee mov $0xbffffIfb,%ecx %'H ecx, 1811 execve() M4 2 154
9 Oxbffff9f3 mov OxbffffIff,%edx K edx, f8I1 execve() 55 3 S5
10 Oxbffffof9 int $80 AT execve() RG]
11 Oxbffff9fb OxbffFFOFf WAL LB IF (I B RCF A B A
12 OXbfFFFfOff b B i # 75 i 0x00000000, JH T4 45 45 %L
41, [ErES 3 1~ S8
13 Oxbffffa03 — Oxbffffadf | "/usr/bin/cal\0" PATH AL
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2) xor %eax,%eax

mov %eax,0xbffffoff
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void good_function(const char *str) {...}
void main(int arge, char **argy) {
static char buff[BUFFSIZE];
static void (*funcPtr)(const char *str);
funcPtr = &good_function;
strnepy(buff, argv[1], strlen(argv[1]));
(void)(*funcPtr)(argv[2]);
H
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1. void foo(void * arg, size tlen) {

char buff[100];
long val = .. .;
long *ptr=...;

memcpy(buff, arg, len);
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6. *ptr = val;
7

8 return;
9

b
A6 BS5 C4 D3

23) HLA LA [ i

B 668 71 G

4FH ATV AFW 4T
e A [B[B[B[B[:---[B] %%k | 4 | fp-12 | addr |\0|
B RAN, K/ fd bk
WRFY WA WERK
PREV_INUSE

#include <stdlib.h>

#include <string.h>



int main(int argc, char *argv[]) {
char *first, *second, *third;
first = malloc(666);
second = malloc(12);
third = malloc(12);
strepy(first, argv[1]);
free(first);
free(second);
free(third);
return(0);
}
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1 int *table = NULL;

2 intinsert in_table(int pos, int value){

3 if (!table) {

4 table = (int *)malloc(sizeof(int) * 100);
5 }

6 if (pos > 99) {

7 return -1;

8 }

9 table[pos] = value;

10 return 0;
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void getComment(unsigned int len, char *src) {

unsigned int size;

size = len - 2;

char *comment = (char *)malloc(size + 1);

memcpy(comment, src, size);

return;

}

int _tmain(int arge, TCHAR* argv[]) {

getComment(len, "Comment ");

return 0;

}
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Memory:

Initial argument pointer

Final argument pointer

% X % X

[ e0f84201 | 01000000 | 02000000 | 03000000 | dcf54201 | 25782578

\xdc
\Xxf5
\x42
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- written to stdout
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advances argument pointer
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outputs string at address specified
in next argument
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01 mutex shared_lock;

02

03 void thread_function(int id) {
04 shared_lock.lTock();

05 shared_data = 1id;

06 cout << "Thread " << id << " set shared value to "

07 << shared_data << endl;

08 usleep(id * 100);

09 cout << "Thread " << id << " has shared value as "

10 << shared_data << endl;

11 shared_lock.unlock();

12 1}
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B. uid F2FARELL root B3 IEAT, A& AT 2 BRI KR AL 47

C. ping F2/F2&—M&EHF ID A root NFESF
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# shellcode FJ3bhEFlT 75 55
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typedef struct unalloc {
PVOID fp;
PVOID bp;
} unalloc, *Punalloc;
char shellcode[] = "\x90\x90\x90\xb0\x06\x90\x90";
int _tmain(int arge, TCHAR* argv[]) {
Punalloc h1;
HLOCAL h2 = 0;
HANDLE hp;
hp = HeapCreate(0, 0x1000, 0x10000);
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11 h1 = (Punalloc)HeapAlloc(hp, HEAP ZERO MEMORY, 32);

12 HeapFree(hp, 0, h1);

13 h1->fp = (PVOID)(0x042B17C - 4);

14 h1->bp = shellcode;

15 h2 = HeapAlloc(hp, HEAP_ZERO MEMORY, 32);
16 HeapFree(hp, 0, h2);

17 return 0;

18 }
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1 int main(int argc, char *const *argv) {

2 unsigned short int total;

3 total = strlen(argv[1]) + strlen(argv[2]) + 1;

4 char *buff = (char *) malloc(total);

5 strepy(buff, argv[1]);

6 strcat(buff, argv[2]);

7}
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1 #define BUFF_SIZE 10

2 int main(int argc, char* argv[]){

3 int len;

4 char buf[ BUFF_SIZE];

5 len = atoi(argv[1]);

6 if (len < BUFF_SIZE){

7 memcpy(buf, argv[2], len);
8 }
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char cresultl, cresult2, cl1, c2, c3;

cl =100;

c2 = 90;

c3 =-120;

cresultl =cl +¢2;

cresult2 =cl +¢2 +¢3;
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C: p = calloc(sizeof(element_t), count);
C++:  p=new ElementType[count];
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