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Original image Encrypted using ECB mode Modes other than ECB result in
pseudo-randomness

The image on the right is how the image might appear encrypted with CBC, CTR or any of the other

more secure modes—indistinguishable from random noise. Note that the random appearance of

the image on the right does not ensure that the image has been securely encrypted; many kinds of
insecure encryption have been developed which would produce output just as "random-locking”.

7¥: https://en.wikipedia.org/wiki/Block cipher_mode of operation
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Wireless vulnerabilities are doubling every few years

Wireless vulnerabilities are being disclosed at a rate that has no precedent in the fifteen-year history of systematic tracking. In
2025, researchers published 937 new wireless-related CVEs, an average of 2.5 per day, according to a threat report from
Bastille Networks based on data from the NIST National Vulnerability Database.
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(c) Provides authentication and digital signature
-- H(M) is cryptographically protected
-- only A could create E,[H(M)]
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(d) A—B: E[M || E¢r,[H(M)]]
* Provides authentication and digital signature
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(e) Provides authentication - - only A and B share S
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Provides authentication -- only A and B share S
Provides confidentiality -- only A and B share K
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hashifZ5iE =B
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hashig =B E]
0 1
b i b
n
. f f —t— CVL
CVo CV,
IV = initial value #J45{H CV,=IV= initial n-bit value
CV = chaining value B f%{H CVi=f(CVi,, Vi) (1=isL)
Y, = ith input block (41 M A\ B 5 H(M) = CV,

f = compression algorithm (J&455%)
n = length of hash code (F{FAE K )
b = length of input block(%if A B )




7 BFIEREY

Hashi&&ill=

> MD5SIRRERX

> REHFIEESHA (Secure Hash Algorithm)
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(1) 18 BN R #(Message encryption)
F 58845 B & SCEHE B RIAE.

(2) 1§ BEIERSMA C(Message Authentication Code)
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(3) #1%1 B %1 (Hash Function)
R—IMAaFREL, E¥ERKNE BB BR—EEKERER.




8. INEEIE SRAIE

TN

> BCHIE X AN B AN UL _E 2 5 38 58 BGCRE TR 58 B4 55 TR B — RAIZ IR
> ZEei: BH 2R N Z W, WHRESEE L.
> BB h iR ZER, EWEIEEH P AR g N 3R1F LE T B & BRI B %
P HHRPEER
> BN R
® F{HEI N (Key Establishment Protocol)

v E

MY %

® TAUFE 7 X (Authentication Protocol)

v A SRR B A B AT 0 53— S I 21 O S

EE RIS

A

® MFRIZREAESIIIIN (Authenticated Key Establishment Protocol)
v 55— 54y BRI UE LR SE4k 2 (8] B S R AR AT




8. INEEIE SRAIE

1 : RASRAPHIRIZIRERIIINN

> BRIXAMBEFHATER, AMBEKDCHA — N LEFHKaMKD, U0 A X A% 5t
TNE, FHBEE IS WEFEPKs

1.  A->KDC: (ID,|[IDg||N,)
2. KDC2A: Ey, [ K|[IDg||N;[|Eg,(K,ID )]
3. A2B: E (KID)|[E, (M)

STEBHK,

, HAIXZB
ARA, R RIAERS B
AERBIE R
> ﬁm: K J:B,‘ ;1oge
2 B AR
> MR T KDCH 24 A f& BA& A WE
> KDCRNF T 2 4t 14 fe BRI HIEHRLR, MR

YRREB, IR 5L AT ARETT



8. INEEIE SRAIE

Hl2: Merklet}i¥ 1. ID,|[KUa

T
SRR A R ST U A %
e ps Tt

o A%ERL{KUa,KRa}l, A = B: (IDA,KUa)

o BARFENLEEHKS, B > A: EKUa(Ks)

o AREEKUa(Ks)22Ks: DKRa(EKUa(Ks))
o AEFH{KUaKRa},BEFKUa

> T
o BIRHIAFZHAEEYH, BENEHUIFEESY
o THERFIEHEASE, BEERAlicefIBobi B IMERBIFMMAIEAEE B —F 4.



8. INEEIE SRAIE

52: MerkletiiXBIHRBI AL
.

4 pk{KUa,KRa}

1. (ID,,KUa)

A F{KUe,KRe}

2. (ID,,KUe)
2E B BELE FHKS
3.Exuq(Ks)
B2 E182IKs, B AKUaflZ5Ks
4.E,a.(Ks)
% 3{KUa,KRa} E#KUe

[ ]



8. INEEIE SRAIE

52: MerkletiiXBIHRBI AL
.

4 pk{KUa,KRa}

1. (ID,,KUa)

A F{KUe,KRe}

2. (ID,,KUe)
2E B BELE FHKS
3.Exus(Ks)
B2 E182IKs, B AKUaflZ5Ks
4.E,a.(Ks)
% 3{KUa,KRa} E#KUe

&= L



8. INEEIE SRAIE
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Any Questions?
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