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Figure 9. AS security setup: Generating and sending a Security Mode Command message
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Figure 10. AS security setup: Receiving a Security Mode Command message




4. LTERZ 2+

ASZTEE TR (422)

I(UPem: KRRCenc KRRCint KRRCint KRRCenc KUPenc

AS Security Mode
Complete Message

COUNT, COUNT,

Bearer, Bearer,

Direction Direction

MAC-I 11} XMAC-I
(D) Integrity Protection | AS Security Mode Complete Integrity Verification (&)
(MAC-1)
>
. J . J

Figure 11. AS security setup: Delivery of a Security Mode Complete message
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Figure 12. Integrity protection and ciphering of RRC messages and ciphering of user packets after the AS security setup
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