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Improving 5G Network Security: Open, Programmable, Secure 5G (OPS-5G) program
New program seeks to leverage open source software and systems to address security challenges
facing 5G and future wireless networks (such as 6G) , 2020.02

The program is split into four technical areas (TAs):
TA1 Standards Meet Software: Decreasing the time required for updates to OPS-5G open source software in response to

new versions of the 5G standards; :4\7§ﬁ§'$$ﬁ%
TA2 Cross-scale 5G node and network security: Achieving a usable scalable “zero-trust” security architecture for devices & S(E(FYELRILEE
ranging from loT sensors to servers. The architecture should have a minimal impact on size, weight and power (SWaP), and R .
price; & ELEIIRES
TA3 Secure slices: Mitigating new attack surfaces (such as side-channels) introduced by virtualization and slicing; ¢ TRIELZ LA

TA4 Principled programmable defenses: Changing programmability from a threat vector to an enabler of security at scale

[ OPS-5G aims to lead to the development of a portable standards-compliant network stack for 5G mobile that is open source ]

and secure by design. The "long-term objective is a US-friendly ecosystem” featuring a trillion networked devices

NP

é E!l Today: ) Open source Secure open source SW **

rer—ys 5G stack is software (SW) Fast SW development B

an opaque,

i v g s
SW,-"HW Non-US £l
system hardware (HW)

IEET S Ll BRR(LSS
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Figure 1: OPS-5G augments Open Source Software to obtain a secure 5G system (red: non-

US; blue: US; green: OPS-5G) DARPA AFFAHEL

2024/5/28 PAGE 38



Thank You

W2 HUAWEI



