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Computer Network

* A computer network is a set
of independent computer
systems interconnected by
telecommunication links for
the purpose of sharing
information and resources.

*The individual computers on
network are referred to as
nodes or hosts, and they can
range in size from
smartphones, tablets,
and tiny laptops to massively
parallel supercomputers.
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Local Area Network (LAN)

KEY COMPONENTS OF LAN ARCHITECTURE

————— Public internet

Wired end-user
devices

Mobile end-user
:
Local Area _

Network

Wi-Fi router

Firewall appliance
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LAN Characteristics

LANs are private owned-network, can be
extended up to a few kilometers.

* LANs operate at relatively high speed as
compared to the typical WAN

* It connects computers within a single
office, building, block or campus, i.e. they
work in a relatively small geographical area.
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LAN Configurations
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LAN Configurations
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[] k| cable
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. /Transceiver
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(b) Multiple-cable configuration
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Ethernet LAN with Switch
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Communication Links

Switched, dial-up telephone lines
using modem (MOdulator —
DEModulator)

eBandwidth: rate at which
information could be sent and

recei'7~
V/\V/\v/\v/\v/\\\‘ 1 . Lo
1L \/ VV
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Wired Communication Links

*Broad band: more than 256,000 bps

*ADSL: (Asymmetric) Digital Subscriber
Line

*Cable modem: based on cable TV

Ethernet: twist-pair copper wire, coaxial
cable, fiber-optic cable

* Ethernet: 10 Mbps |

* Fast Ethernet: 100 Mbps qj-

e Gioahit Ftharnet '
Line Type Speed Time to Transmit 8 Million Bits Qe Ceble  FbercpricCable M

(One Compressed Image) 100 GB Enternet

Dial-up phone line 56 Kbps 24 minutes JE R
DSL line, cable modem 2 Mbps 4 seconds ZSEEP‘Z"“""‘“
Ethernet 10 Mbps 0.8 second :ggo‘zm‘::e‘ \4 ’
Fast Ethernet 100 Mbps 0.08 second \4 ‘ ‘ NS
Gigabit Ethernet 1 Gbps 0.008 second
10-gigabit Ethernet 10 Gbps 0.0008 second ‘ —
100-gigabit Ethernet 100 Gbps 0.00008 second SN
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Wireless Data Communication

100
2 Wi-Fi
= 10 |EEE802.11
-\8/ I
Q 1 Lz Bluetooth@s —
n IEEE802.15.1 P,
= - Breadband
S EnOcean SOV
2 o1 oo )
= Specified
% NarrowBand
& 400MHzZ
0.001 | |
im 10m 100m 1km

Communication Distance
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Communication Protocols
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Mobile Computing

_ }_ Device to Server
o, Communication

Hardware
" Resources

Device to Device

._ bil Communication
Software Appsf.:" Mo .l € Mobile
.. &Data . Device Device
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WLAN - Wireless LAN
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« AWLAN is a wireless computer network that links two or more devices
using wireless communication to form a LAN

* Through a gateway, a WLAN can also provide a connection to the
wider Internet.

* WLANs based on the IEEE 802.11 standards are the most widely used
computer networks in the world, commonly called Wi-Fi (Wi-Fi Alliance).

* Wi-Fi is used to connect a computer to  Wireless Local Area Network
the Internet when it is Home Gateway
within range (typically 150-300 feet or
45-90 meters) of a wireless base
station, often advertised as a Wi-Fi hot
spot.

* Wi-Fi systems generally use the 2.4
GHz radio band for communications
and support download transmission
speeds of about 10-50 Mbps.
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Typical WLAN Configuration

I/
I\

e

|
,/' “““““““““““““ ]
Host Wireless DSL, cable
computer router modem, or
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Wireless link Wired
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»|nternet
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Personal Area Network (PAN)

\ I

* A personal area network (PAN) is a computer network for
interconnecting electronic devices within an individual person's
workspace.

* A PAN provides data transmission among devices such
as computers, smartphones, tablets and personal digital assistants

(PDA). .~

e Bluetooth is a - =
short-range wireless technology
standard that is used for exchanging |
data between fixed and mobile devices

over short distances !Jl 5
P BN % = >
* In the most widely used mode, é =

transmission power is limited to
2.5 milliwatts, giving it a very short ﬂ

oooooooooo

range of up to 10 metres (33 ft). -
* It employs UHF radio waves in the ISM 9 ¥
_bands, from 2.402 GHz to 2.48 GHz. BIUEtOOth
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Near Field Communication (NFC)

Field
>
Emitter I @ @mmagnetic@
<€ >
DATA
Data exchange
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DK

Contactless
payment
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Body Area Network (BAN)

I
\ I

* A body area network (BAN), also
referred to as a wireless body area
network (WBAN) or a body sensor
network (BSN) or a medical body area

network (MBAN), is a wireless network . e
of wearable computing devices. =
* BAN devices may be embedded inside { ' :-»:;,mm
the body as implants or pills, may o [ 8
be surface-mounted on the body in a i

fixed position, or may be accompanied
devices which humans can carry in
different positions, such as in clothes
pockets, by hand, or in various bags.
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Home Area Network (HAN)

Internet
i =
Computer SmartTV ‘
Printer
ﬁ [:]
P —— .
Smart appliances Smart Phone

Home Area Network (HAN)
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Campus Area Network (CAN)

UNIVER SITY

I o
00000 ey 00000 —
| A LIsP

Firewall Router
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Intranet and Extranet

Websites &
Content Portals

Management (@www

Docurnent & Knowledge Corporate

Social Media

Business

Intelligence
Reports & Dashboards

@ Document

Management

Custom

Fa Partner Development
Collaboration
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Structure of a Company Network

Private
L] C] ] = company
l l l l network
LAN1 ®
" Bridge Router |
| ﬁ Wpany WAN
LANZ2 ® Router Router
T T T T *- 4 Wireless
L] L L L communication
services
Company
file servers

[\
l... ]
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Metropolitan Area Network (MAN)

Metropolitan
Area Network

University Campus
Government

Building
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Mesh Network
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Municipal Wireless Network

MESH APs,
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Wide Area Network (WAN)

erver

Wkstt /WksH
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Global Area Network (GAN) - Internet

\ { The Internet

Local ISP —

— |SP connection

Individual
user

Company
network
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Network of Networks

WAN Il WAN I ] WAN
A — B e C

.

Gateways /_\ l 8 O

WAN
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ISP (Internet Service Provider) Hierarchy

Company network Individual user
Local ISP Local ISP Local ISP Local ISP
'R.Vegionra-lr == Regional ~ Regional
ISP | Local ISP ‘ ISP ai ISP
l : Regional'
' | P
Natlonal _ > '
: ISP i /
N International | International okt
* o ISP ISP Internet backbone
v

International

ISP
/ I\

7 DAIHOC BACH KHOA HA NOI
B s MANOIUNIVERSITY OF SCIENCE AND TECHNOLOGY

29



Protocol

*Protocol: a mutually agreed-upon set of rules, conventions,
and agreements for the efficient and orderly exchange of

-IniRatiedciety, a nonprofit,
nongovernmental, professional
society composed of 145 worldwide sl "< Protocel ey
organizations (foundations, —
government agencies, educational I:l T L:l
institutions, companies) along with
80,000 individual members in 100 S St
countries united by the common goal
of maintaining the viability and health

%flcyfﬂ% Ivr\]ntﬁ'nr%iocommittees: the Internet Architecture Board
(IAB) and the Internet Engineering Task Force (IETF),
establishes and enforces network protocol standards.
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TCP/IP hierarchy

Layer Name Examples
5 Application HTTP, SMTP, FTP

4 Transport TCP UDP

3 Network IP

2b Logical Link Control PPP, Ethernet

2a Medium Access Control Ethernet Data Link layer

1 Physical Modem, DSL, Cable modem, Wi-Fi, 4G

TCP/IP - model ' 8 Popular [N Protsesls

HTTP PO P3 v B blog.bytebytego.com
--------- > Application How does It Work?
UDP HTTP Vi Prea ) [ &
--------- > Transport Web Browsing

(LEP

s gm—-—— =

| P __________ > | nternet | 2 Y = @ loT Virtual Reality
€ — —TCP Connection— -
, urres () < - St w0 -
"""""" o Link — « — _cheypted data o

Ethernet protocol

HTTP Upgrad _ £ 'E:
WebSocket ('/l) - _u_uggri B ' 3
' 2 SYN
TCP 7).~ omeak 7 =~

Reliable connection is EL) = = = = = — — — = & 8
World
Wide Web made between oy | _ _ _ _Ack__ _ L FE Web Browsing Email Protocols
{www.) the two end-points
/) ¢ — — —REQUEST— — —
uop 7 R

— — — RESPONSE— — =
........

~ - > iy Video Conferencing
Data transmission
Tra st m<< on bog ins 7 H 7
\C/ Control Protocol SMT! Vi ... %
P )
r receiver Sending/Receiving Emails

sender
Terminating conn?ﬂ ion an — ¢
freeing the resources ( ) \b
in use are performed FTP 'j/‘ < L
|
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Protocols

Application | ESVEf-3 Mor-M Wial: BBOOTP
layer

Transport TCP
layer

Network m ICMP
=

Data link
layer Underlying LAN or WAN
Physical technology
layer
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OSI Model ‘%‘

*Open Systems Interconnection (OSIl) model: a reference
model from the International Organization for
Standardization (ISO) that "provides a common basis for the
coordination of standards development for the purpose of
systems interconnection.” rerTe——

Presentation Layer Software
Layers

Session Layer

Receiver

Transport Layer —> Heart of OSI

Network Layer

§ Hardware
Data Link Layer Data Link Layer
Network Access y Layers

Layer

Physical Layer

—_— Physical Layer

E DAI HOC BACH KHOA HA NOI
BACHRHOA

- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY 33



OSI Model

. HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

Data Format Layer

Application Layer

Data Presentation Layer

Data Session Laver

Segment

Transport Layer

Packet Network Laver

Data Link Layer
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Applications access netwoerk services
Encrypticn and Compression of data
Cannection management b/w nodes
Maintains data flow during transmission
Celermine the path for dala transfer
Connect physical ncdes for transfer

Transfer raw bits using physical mode
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OSI and Letter Communication

's ™
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@ errors, prepares inessage Presentation Q) 0
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c i Unpackin 72}
1 Provides needed Opens letter and ] Session Q_ Packaging P d (0]
addresses and makes co =S 2
packs letter Py (Relation) o) -
Secretary Secretary )
J g (@) (@] D
® Jo— L Ty e
s s a issi i
Loading Transmissive medium Unioading
. Withdraws letter
@ D’;"ﬁ ':f‘ﬁ’i; o from mailbox or Transport
Driver post office Driver

[
A
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Physical Layer

*Physical layer protocols govern the exchange of binary

digits (bits)
across a physical communication channel, such as a
fiber-optic cable, copper wire, or wireless radio channel,
especially:

 How we know when a bit is present on the line

* How much time the bit will remain on the line

* Whether the bit is in the form of a digital or an analog signal

* The physical quantities used to represent a binary 0 and a binary 1

* The shape of the physical connector between the computer and
transmission line

*The goal: create a “bit pipe” between two computers, such
that bits put intn thea nine at nne anA ran he read gnd

understooc100111 — —100111:Nd,

Bit pipe
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Data Link Layer

*Decide the formation of the data of data on the network

Services of Data
link Layer J
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Data Link Layer

Ly

Medium Access Control (MAC) protocols: determine how
to arbitrate ownership of a shared communication line when
multiple nodes want to send messages at the same time.

A:  Asending Idle

B: ‘ B sending

Listen
and wait

Wants Send
to send

(@) No collision

A: ' A sending | Idle

A A
i '

Wants |

B: {0 send Both messages
Wants | are lost
c to send
4
Both send
Time
(b) Collision

Ethernet

Example
A: Asehding Idle
Lo R
. Wants | R
" tosend | | B‘rsendmg |
. Wants s ' l . ‘
C: to send : C sending ‘
t 4 = : "
Both Collision '@ Line C
send detected busy waits
Time

r, = random waiting time of node B
r. = random waiting time of node C

(c) Collision and retransmission
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Data Link Layer

°Logical Link Control protocols: solve the error detection
and correction problem and ensure that the message
traveling across this channel from source to destination

hlﬁlﬁ:l 17N~ AAIﬂIﬁAA*I\I

c < Packet M >

Node A —| SOP sequence-number message error-check EOP [— Node B

A B
M(1) = Send the first packet from A to B

«— ACK(1) Bsaysto A, “l gotit,” A can discard it
M(2) - Send the second packet from A to B

«— ACK(2) BsaystoA, “l gotit,” A can discard it

-~

- M(3) M(2) M(1) —> —+ « + M(3) M(2) M(1)

L/

Message pipe
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Network Layer

Network layer
(Internet) protocols:

deliver a message from

the site where it was
created to its ultimate
destination.

 Creating a universal
addressing scheme for
all network nodes

* Delivering messages
between any two nodes
in the network.

» Decides which physical
path the data will take
(routing)

Client

@ 08
Router

Internet

Client

The network

d

M3 M, M4

N

) M; M, M,

Source node “Network delivery service” Destination node
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Transport Layer

\ 7

Port 12 Port 44

 Transmits ,/ \‘

data using o Y
transmission \ /

Host A @&——— Internet ——@ HostB

noudng B [(TTN\m

TCP ‘\ (101.102.103.104) (105.106.107.108) /'
(Transport Port 567 Port 709
ContrOI TCP connection
Protocol) P T .
and UDP Program/ \Prégfam
(User P P2
Datagram
P rOtOCOI ) Host |

Host // & \K Host |

A Host | | D

B
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Transport Layer Protocols

TCP UDP

SYN - <Request
B
< SYN ACK esponse>
R
ACK o esponse}
Client Server Client Server
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Application Layer

\ I

E
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* Application Layer: Human-Computer interaction layer, where
applications can access network services

*Presentation Layer: Ensure that datais in usable format and is
where data encryption occurs

*Session Layer: Maintain connections and responsible for
controlling ports and sessions

DAl HOC BACH KHOA HA NOI
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Application Layer

Acronym Name Application

HTTP  Hypertext Transfer Protocol Accessing webpages

SMTP  Simple Mail Transfer Protocol ~ Sending email

POP3  Post Office Protocol Receiving email

IMAP  Internet Message Access Protocol Receiving email

FTP File Transfer Protocol Accessing remote files

TELNET Terminal Emulation Protocol Accessing remote terminals

DNS Domain Name System Translating symbolic
host names to IP
addresses

Ly

FaMl

1956

Well-Known
Port

80
25
110
143
21
23
42
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BACH

[
A

4
/4

Internet

machine www.macalester.edu

Your

I — ——

Link = www.macalesteredu  (a) Using TCP/IP to establish
a connection to the
destination machine

Internet

Web
server (port 80)
i \\ ® - h‘.\l | T
J L". ( | 3
____~ |/about s ,'—.t el o4
= o A\ < -3
/about
(b) Sending an HTTP GET
message to the destination
to fetch the desired page
Web
browser
P . 8 = -
= = \“ ' . N 4

(c) Returning a copy of the
page using a response
message and displaying it
using the web browser
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Network Services

*Interpersonal Communication .o,
« Email: about 400 billion a day
* Bulletin board system
* Internet forum
* Chatroom
 Texting: about 100 billion a day

*Social Networking

*Resource Sharing
* Print Server : — S
« File Server o el s
* Client/server Computing s Bl ~
*Electronic Commerce noces
= &8 X

D

N
2

>

E-Cl v —
‘i “
T <
- - B

B
£
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Cloud Computing &S‘

*Cloud computing is the on-demand availability
of computer system resources, especially data storage (cloud
storage) and computing power, without direct active
management by the user.

Router

“The cloud”

S
Infrastructure
Desktop computer services
Software &  Platform &
applications development
services

(L]
L L
HH
LI L
Smartphone ﬂ

Tablet

Ethernet

™ LAN
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Cloud Computing

| TYPES OF CLOUD COMPUTING |

Based on
Service Model

Based on
Deployment

Software as

&) (@

) ) Infrastructure
Private : Hybrid asService  Platform as a Service
Public (|aas) a Service (Saas)

(Paas)
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Cloud Computing Features

\ I

* On-demand self-service: A consumer can unilaterally provision computing capabilities,
such as server time and network storage, as needed automatically without requiring human
interaction with each service provider.

* Broad network access: Capabilities are available over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g.,
mobile phones, tablets, laptops, and workstations)

* Resource pooling: The provider's computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources
dynamically assigned and reassigned according to consumer demand

* Rapid elasticity: Capabilities can be elastically provisioned and released, in some cases
automatically, to scale rapidly outward and inward commensurate with demand. To the
consumer, the capabilities available for provisioning often appear unlimited and can be
appropriated in any quantity at any time.

* Measured service. Cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage
can be monitored, controlled, and reported, providing transparency for both the provider and
consumer of the utilized service, although for some organizations the revenue impact of high
usage may affect profitability, compared to an option of sunk capital costs.
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Cloud Computing Values

«Cost Reduction
*Device Independent Mobile

*Maintenance
Storage Applications

*Multitenancy ,
*Performance —

*Productivity o\ COSALI?J;[I)NG )
* Availability =

-Scalability ~ Sl =
*Elasticity "Jﬁ!ﬂé" .‘it‘f&iﬁ ‘%
*Security
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Deployment Models ‘%‘

FaMl

1956

* Private: cloud infrastructure operated solely for a single organization,
managed internally or by a third party, and hosted either internally or

externally.
* Public: delivered over the public Internet and may be offered as a
paid subscription, or free of charge. Hybrid

 Hybrid m

mD j -
« Community cloud: shares

infrastructure between several

organizations, managed internally

or by a third-party, and hosted on Premises ntema Offremises 1 T Party
internally or externally Cloud Computing TYPES  cassomsmmens
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Service Models

On-Premis Infrastructure as a Platform as a Software as a
- ¢ . , A . q pe =
Service (1aas) Service (PaaS) Service (SaaS)
I - =0
Applications - Applications % Applications
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Service Models

Wﬂﬂt
BACH KHOA

laaS: online services that provide
high-level APIs used to abstract various
low-level details of underlying network
infrastructure like physical computing
resources, location, data partitioning,
scaling, security, backup, etc.

PaaS: The capability provided to the
consumer is to deploy onto the cloud
infrastructure consumer-created or
acquired applications created using
programming languages, libraries,
services, and tools supported by the
provider. The consumer does not manage
or control the underlying cloud
infrastructure including network, servers,
operating systems, or storage, but has
control over the deployed applications and
possibly configuration settings for the
application-hosting environment.

DAl HOC BACH KHOA HA NOI

Cloud clients
Web browser, mobile app, thin client,
loT devices, machines, ...

¢

Cloud application (SaaS)
CRM, ERP, web conferencing, group chat, email,
analytics, virtual desktop, games, ...

storage, load balancers, networking, ...

Resources

(_:Iopd platform (PaaS) e
Application runtime, database, web (s serveriess)
server, developer services, data lake, ...
Cloud infrastructure (laaS)
Virtual machines, bare metal servers, Resources loss
ract:

Deployment model
Public cloud, hybrid cloud, multicloud,
private cloud
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Service Models

\ I

*SaaS: The capability provided to the consumer is to use the
provider's applications running on a cloud infrastructure. The
consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems,
storage, or even individual application capabilities, with the
possible exception of limited user-specific application
configuration settings.

*(Mobile) Backend as a Service — (M)BaaS: web

app and mobile app developers are provided with a way to
link their applications to cloud storage and cloud computing
services with application programming interfaces (APIs)
exposed to their applications and custom software
development kits (SDKs). Services

iInclude user management, push notifications, integration
with social networking services and more.
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Service Models

\ I

» SaaS: The capability provided to the consumer is to use the provider's
applications running on a cloud infrastructure. The consumer does not
manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific
application configuration settings.

* (Mobile) Backend as a Service — (M)BaaS: web app and mobile
app developers are provided with a way to link their applications to cloud
storage and cloud computing services with application programming
interfaces (APIs) exposed to their applications and custom software
development kits (SDKs). Services include user management, push
notifications, integration with social networking services and more.

» Serverless computing (Function as a Service — FaaS): cloud computing
code execution model in which the cloud provider fully manages starting
and stopping virtual machines as necessary to serve requests.
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Internet of Things - loT

I
WHAT IS THE INTERNET OF THINGS?

The Internet of Things (loT),
refers to the online networks
of devices and objects, which
communicate with other

'o@
LY
@5
T

The applications for loT technology are

devices in the same network diverse and seemingly limitless. From
via connections to data home security to asset tracking to chronic
centers. disease management, loT companies are
uncovering new opportunities every day.
The Moneyx
IoT ENABLED
MOBILE DEVICES
/A 0T ENABLED
S SHOPS, AIRPORTS, O@O o
STATIONS 9]

EDGE loT DEVICES

loT DEVICES
INTERNET é %
OF THINGS DATACENTERS

D

RV & B

loT ENABLED
HOMES & BUILDINGS

10T ENABLED SHIPS a
AIRPLANES, TRAINS woum Py & 1oT ENABLED CITIES
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Applications

HOME fF ...) MILITARY
+ Smart Temperature Control - Situational Awareness
+ Optimized Energy Use - Threat Analysis

[ Z=2) INDUSTRIAL
+ Machine-to-Machine
Communication
+ Quality Control

[©) MEDICAL
- Optimized Patient Care
- Wearable Fitness Devices
- Quality Data Reporting

ENVIRONMENTAL
- Forest Fire Detection
+ Species Tracking

- Weather Prediction

... AUTOMOTIVE
- Vehicle Auto-Diagnosis
- Optimized Traffic Flow
+ Smart Parking

):5) RETAIL

&7 . Theft Protection
- Inventory Control
- Focused Marketing

. <) AGRICULTURE
+ Offspring Care
+ Crop Management
- Soil Analysis

DK

// - ~ A
/" DAIHOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

BACH KHOA 57




@ husteduvn @ fo.com/dhbkhn



