BAI TAP LON NHO (MINI-PROJECT)

Chu dé: Phan tich hanh trinh két ndi Web bang phdn mém Wireshark
Textbook: Computer Networking: A Top-Down Approach (Kurose & Ross) — Chapters 1, 2, 3
Theéi gian thwe hién: 01 dén 02 tuan

1. MUC TIEU BAI TAP
Sau khi hoan thanh bai tap nay, sinh vién c6 kha nang:
e S dung thanh thao céng cu Wireshark dé bat va loc goi tin theo giao thirc/dia chi IP.
« Phan tich va giai thich cach van hanh cia DNS va HTTP/HTTPS & Tang trng dung
(Chapter 2).
« Quan sat, gidi ma qua trinh bat tay 3 bwéc (TCP 3-Way Handshake) va co ché diéu
khién ludng ctia TCP & Tang giao van (Chapter 3).
e Do lwong cac théng sbé hiéu nang thwe té nhw RTT (Round Trip Time) & Tang mang
(Chapter 1).

2. CHUAN Bl & DUNG CU
1. Phan mém: Cai d&t Wireshark (phién ban méi nhat) tai wireshark.org.
2. Mai trwong: May tinh ca nhan két ndi Internet (Wi-Fi hodc cap Ethernet).
3. Trinh duyét: Chrome / Firefox / Edge (khuyén khich dung ché dd An danh / Incognito).

3. KICH BAN THUC HIEN
Buwd&c 1: X6a bd nhé dém DNS (DNS Cache)
Dé& dam bao may tinh bat budc phai gii truy van DNS méi ra ngoai Internet, sinh vién thyc hién
theo th tw sau:
1. Dong toan bd cac clra sb/tab trinh duyét dang mé dé xoa triét dé bdé nhé dém DNS noi
b6 cla trinh duyét.
2. Xba DNS cache cla Hé diéu hanh:
o Windows: M& CMD (quyén Admin) $\rightarrow$ gé I&nh: ipconfig /flushdns
o macO0S: M& Terminal $\rightarrow$ go Iénh: sudo dscacheutil -flushcache; sudo
killall -HUP mDNSResponder
3. M®& lai trinh duyét & ché d6 an danh (Incognito / Private mode) dé chuén bj bat géi tin.

Bwéc 2: Bat goi tin trén Wireshark
1. M& Wireshark, chon Card mang dang két ndi Internet (vi du: Wi-Fi hoac Ethernet) va
nhan biéu twong Start Capture (hinh vay ca dubi mau xanh).
2. Mé trinh duyét & ché dd an danh, truy cap vao mét trang web st dung giao thirc HTTP
chwa mé hoa do giang vién chi dinh.

o Luwuy quan trong: Khi gd dia chi, sinh vién bat budc phai gé day du tién t6
http:// (vi du: [http://neverssl.com](http://neverssl.com)).

o N&u trinh duyét tw dong chuyén huéng sang https:/, sinh vién hay thir truy cap
cac trang web dw phong sau: [http://httpbin.org/get](http://httpbin.org/get) hoac
[hitp://example.com](http://example.com).

3. Ngay khi trang web tai xong, quay lai Wireshark va nhan Stop Capture (nut vuéng mau
do).

4. Luu file di¥ liéu vira bat dwoc thanh file .pcapng véi tén:
[MSSV]_[HoTen]_LabWireshark.pcapng

4. CAC CAU HOI & YEU CAU PHAN TiCH
Sinh vién tra I1&i day du cac cau héi dwdi day vao bao cao, kém hinh chup man hinh minh chirng
tr Wireshark.

PHAN 1: PHAN TiCH TANG U’'NG DUNG (APPLICATION LAYER - CHAPTER 2)
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1.1. Giao thirc DNS
¢ Filter: Go dns vao thanh loc ctia Wireshark.
e Cau hoi:
1. Tim géi tin DNS Query glvi di va DNS Response tra vé cho t&n mién trang web
ban truy cép.
2. Ma Transaction ID cta truy van DNS nay la bao nhiéu?
3. Dia chi IP cia Web Server dwgc phan héi trong géi DNS Response |a gi?
4. DNS st dung giao thirc tAng giao van nao (TCP hay UDP)? Giai thich ngan gon
ly do tai sao lai dung giao thire dé trong tredng hop nay.
1.2. Giao thirc HTTP
« Filter: G& http vao thanh loc. (Luu y: Néu khéng xuét hién géi tin HTTP nao, kiém tra
xem trinh duyét cé bj tw déng chuyén sang HTTPS/TLS hay khéng).
e Cau hoi:
1. Tim géi tin request GET / HTTP/1.1.
2. Xac dinh cac trwdng Header sau trong goi GET request: User-Agent, Host,
Accept-Language.
3. Ma trang thai (Status Code) va théng diép tra vé trong géi HTTP Response tir
Server |a gi (vi du: 200 OK, 301 Moved Permanently)? Néu ngan gon y nghia cla
ma trang thai do.

PHAN 2: PHAN TiCH TANG GIAO VAN (TRANSPORT LAYER - CHAPTER 3)
2.1. Qué trinh bt tay 3 buwdc ciia TCP (TCP 3-Way Handshake)
« Filter: G& ip.addr == <Pia_chi_IP_Server> (thay <Bia_chi_IP_Server> bang IP tim dwoc
& Phan 1.1).
e Cau hoi:
1. Xac dinh 3 goi tin thwe hién qua trinh bét tay 3 buwdc (SYN, SYN-ACK, ACK).
Chup lai man hinh ré 3 goi tin nay.
2. Ghi lai cac thong sb sau cla tirng goi tin trong 3-way handshake:
« Cbng ngudn (Source Port) va Céng dich (Destination Port).
o Gia tri Sequence Number (Seq) va Acknowledgment Number (Ack)
thuwc té (Raw) cling nhw gia tri twong ddi (Relative).
3. Giai thich ngan gon quy luat tang chi s6 Seq va Ack qua tirng bwdc ctia qua trinh
bat tay.
2.2. biéu khién ludng (Flow Control) & Kich thuwéc clra s6
e Cau hoi:
1. Kich thwdc clra sb nhan (Receive Window Size - win) duoc khai bao béi Client
(trong g6i SYN) va Server (trong géi SYN-ACK) la bao nhiéu byte?
2. Kich thuwéc cira sb nay co vai trd gi trong viéc kiém soat ludng div liéu gitra Client
va Server?

PHAN 3: TONG QUAN HE THONG & DO LIPONG HIEU NANG (CHAPTER 1)
3.1. Tinh toan th&i gian khi héi RTT (Round Trip Time)
Cau hoi:

e Duwa vao cit thoi gian (Time) trén Wireshark, hay tinh thoi gian RTT gitra Client va

Server dya trén goéi bat tay TCP bang céng thire (Timestamp I3y tai Client):
RTT= Timestamp(g6i SYN-ACK)-Timestamp(goi SYN)

e Thuc hién lénh ping <Bia_chi_IP_Server> trong Terminal/CMD dé kiém tra thdi gian
RTT thwc té qua ICMP. So sanh gia tri RTT thu dwoc tir Ping véi gia tri RTT tinh bang
Wireshark & trén.

e Xt ly tinh huéng mé: Néu lénh ping bao Request timed out (khdng nhan dwoc phan hoi),
hay cho biét nguyén nhan tai sao lai xdy ra hién twong nay va tai sao qua trinh TCP
Handshake trén Wireshark van dién ra binh thwong?

3.2. So d6 lubng di liéu (Flow Graph)



e Yéu cau:

1. Vao menu Statistics Flow Graph.

2. Chon Flow type: TCP Flows.

3. Xuét hinh anh so db ludng trao ddi di¥ liéu tr buéc khdi tao TCP cho dén khi truyén
di¥ liéu HTTP. Chén hinh anh nay vao bao cao.

5. QUY DINH NOP BAI & TIEU CHi DANH GIA
5.1. Nop bai - nép quyeén va 01 file nén (.zip hoac .rar) dat tén: [MSSV]_[HoTen]_MiniProject.zip

bao gom:

» BaoCao_ [MSSV].pdf: File bdo céo tra |&i day du cac cau héi & Muc 4. Mai cau tra |&i bat
budc phai cé6 hinh anh chup man hinh Wireshark twong trng (khoanh vung chi tiét
théng tin can chi ra).

= Capture_[MSSV].pcapng: File di¥ liéu thd do sinh vién tw bt dwoc trén may ctia minh.

5.2. Thang diém danh gia (Rubric)

PCAP

trinh bay ré rang, mach lac.

Hang muc Tiéu chi danh gia Trong
sO

Phan 1: Application Loc dung gdi tin DNS/HTTP; tra 1&i chinh xac théng sb 30%
Layer Header, Status Code, IP Server.
Phan 2: Transport Chi rd 3-way handshake; phan tich dung quy luat 40%
Layer Seqg/Ack va Window Size.
Phan 3: Performance | Tinh toan chinh xac RTT; xuét dung so d6 Flow Graph. 20%
& Flow
Hinh thirc & File File .pcapng hop 1é (khép véi hinh anh bao cao); bao cao 10%

LUU Y:,Béi lam phat hién trung lap file .pcapng hoac sao chép hinh anh bao céo clia nhau sé
nhan diém 0 cho ca hai bai.
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