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Lab 3: Linux system hardening
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System hardening is the proactive process of securing an IT system by reducing its attack surface and eliminating potential vulnerabilities. It involves configuring systems, applications, and networks to minimize security risks through patching, removing unnecessary software, and enforcing strict access controls to prevent unauthorized access or malware exploitation.  In this lab we are going to harden your Linux system. We will need:
· Ubuntu VM: the target Linux system that need to be hardened  
· Google, GenAI (e.g.: ChatGPT) to assist in hardening task
· *It would be more convenient if you work by ssh to the VM instead of using the VM GUI.
Task 1: Install OpenSSH server on the VM
1.1. Research with Google or GenAI to find out how to install OpenSSH server on your Ubuntu
1.2. List all commands in chronological order that help you to install OpenSSH:
	Seq
	Command
	Description

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



1.3. Answer the following questions: 
Q1. How to stop and start ssh server? (Show commands that work)
Answer: 

Q2. How to know the status (start/stop) of ssh server?
Answer:

Q3. How to know what port number SSH server is listening at?
Answer:

Q4. List the name of the ssh client software that you are using. Insert of a screenshot that you successfully access the VM with the ssh client software
Answer:


Task 2: Install Lynis
Research with Google/GenAI to know how to install Lynis on your VM. Actually install Lynis and answer the following questions:
2.1. Introduce Lynis in writing form (what is it, what is it for, who should you it, how it works, ... Be concise but informative).




Task 3: Use Lynis to check your Ubuntu VM
3.1. Use Lynis to check your Ubuntu VM. With the following command:
# lynis audit system –quick
The command will produce a report of system checking to the console.
The command also produces a file lynis-report.dat (in the current directory)
3.2. Read the output and analyze lynis-report.dat file and list all warnings and suggestions into the following table. Do some research (with Google/GenAI) on those items and provide short notes on “Notes” column. 

	Type
	Code
	Content
	Notes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Task 4: Implement 3 to 5 items in the above table (task 3)
Fixing [CODE]: 

Fixing [CODE]:

Fixing [CODE]:


Task 5 (optional): Produce readable report for lynis 
You can use ansi2html or this github https://github.com/d4t4king/lynis-report-converter
Summarize your steps :
· to build/install tools
· commands to create report. 
Answer: 

