Web Application Security Analysis Report
Security Analysis Report SocialNet Application 
Name: 
StudentID:

Requirements:
You are requested to perform security analysis on your SocialNet application and complete your security analysis report according to the following sections.
------------------------- BEGIN OF YOUR REPORT --------------------------
Executive Summary
Target application: 
[ Write a short essay that deliver the following content ]
[ - name of the application ]
[ - Describe pages (including name and url) and their functions/features ]
[ - github repository for the source code (should be real, and accessible). You should also indicate working branches for the analysis ]
 
Overall Security posture
This table summarizes your security related findings (vulnerabilities, defects, errors):
	Finding Code
	Type
(SQLi/XSS/XSRF/...)
	Related pages
	Severity (Critical/High/Medium/Low)
	Short Description

	SignIn-1
	SQLi
	
	High
	

	
	
	
	
	

	
	
	
	
	



Vulnerability finding details:
[Provide details for each vulnerability finding in the previous table.]
Finding SignIn-1:
Description: [Describe the finding. How does it affect the application or users of the application? What are the consequences of the finding if it is triggered? What is its severity rating? and why?]
Attack Vector Specification: (details description of how the finding is triggered)
· Step 1:
· Step 2: 
· Step 3:
Root cause and suggestion: 
[explain root cause of the vulnerability. Provide detailed information related such as source file in the library, line number in the source file, etc.]
[Suggest resolution for fixing it. Detailed description can be provided]


------------------------- END OF YOUR REPORT -----------------------------
