Practical Experience Report
Lab 2: Malware analysis tools and practices
Name: 
StudentID:
Requirements: 
· Complete labs 15.01, 15.02, 15.03 , 15.04 (Optional labs: 15.05, 15.06, 15.07)
· Complete Question and Answers section below

Question and Answer:
Q1: What is “strings” tool is for ? 
(write your answer in 1 paragraph with about 5 – 10 sentences. Try to provide meaningful and practical focusing on using it to analyze malwares or binary)



Q2: What are contained inside “PracticalMalwareAnalysis-Labs”? What purpose “PracticalMalwareAnalysis-Labs” is built for?
(write your answer in 1 paragraph with about 3 – 5 sentences)


Q3: What is “strings” tool is for ? 
(write your answer in 1 paragraph with about 5 – 10 sentences. Try to provide meaningful and practical focusing on using it to analyze malwares or binary)

Q4: Provide a short guideline for usage of “strings” with examples:
(provide at least 3 switches (command line options))

Q5: What is “upx” tool is for?
(write your answer in 1 paragraph with about 5 – 10 sentences. Try to provide meaningful and practical focusing on using it to analyze malwares or binary)

Q6: Provide a short guideline for usage of “upx” with examples:
(provide at least 2 switches (command line options))

Q7: Perform an experiment with “upx” to show that unpacking an binary would reveal more information.
(Provide detailed step and actual output when performing your experiment.

Q8: Describe VirusTotal and how to use it 
(write your answer in 1 paragraph with about 5 – 10 sentences.)

Q9: Using VirusTotal to analyze all labs in “PracticalMalwareAnalysis-Labs" and present your result in a table
	Seq
	File
	Malware name
	Description

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	




Q10: What is the tool for monitoring/collecting information about running process in Linux? Write a guideline of how to use this with examples / experiments on a running Linux system (ubuntu/kali linux).

(write a fruitful answer. Screenshots are allowed but should accompanied with description. Several pages , less than 4 pages, are expected)
