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Objectives

Describe the challenges of securing information
Define information security and explain why it is important

|dentify the types of attackers that are common today

R

Describe the five basic principles of defense
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Challenges of Securing Information

Securing information
* No simple solution
* Many different types of attacks
* Defending against attacks is often difficult




Today’s Security Attacks

Examples of recent attacks
 Remotely controlling a car
 Tampering with aircraft systems
* Yahoo accounts compromised by attackers
e USB flash drive malware/USB Killer
 WINVote voting machine tampering
* Vtech security breach
e Stolen data from the European Space Agency
* |RS (Internal Revenue Service) fraud
* Hyatt Hotels Corporation hacked




Today’s Security Attacks

Cybersecurity experts hack and take remote control of SUV




Today’s Security Attacks

Tampering with aircraft systems

Tampering with airplane systems is not unheard of, and this is not the first aviation
cyber vulnerability alert issued by DHS either. In 2015, FBI was left puzzled after a
computer expert claimed that he hacked a plane’s in-flight entertainment system
and made the airplane briefly fly sideways. A few years later, DHS sent alert saying
that it is “a matter of time before a cybersecurity breach on an airline occurs. ”
Luckily, there have not been any documented serious incidents caused by cyber
attackers. However, it is chilling to know that hackers may be able to gain control
over the engine readings, compass data, altitude, and other readings crucial for
safe aviation.

https://www.pandasecurity.com/en/mediacenter/can-airplanes-get-hacked/



Reasons for Successful Attacks

1.
2.
3.
4.
5.

Widespread vulnerabilities
Configuration issues
Poorly designed software
Hardware limitations
Enterprise-based issues




Difficulties in Defending Against Attacks

Reason Description

Universally connected devices (e.g., USB) Attackers from anywhere in the world can send attacks

Increased speed of attacks Attackers can launch attacks against millions of computer within minutes

Greater sophistication of attacks Attack tools vary their behavior so the same attack appears differently
each time

Availability and simplicity of attack tools Attacks are no longer limited to highly skilled attackers

Faster detection of vulnerabilities Attackers can discover security holes in hardware or software more
quickly

Delays in security updating Vendors are overwhelmed trying to keep pace updating their products

against the latest attacks

Weak security update distribution Many software products lack a means to distribute security updatesin a
timely fashion

Distributed attacks Attackers use thousands of computers in an attack against a single
computer or network

Use of personal devices Enterprises are having difficulty providing
security for a wide array of personal devices

User confusion Users are required to make difficult security decisions with little or no
instruction




What is Information Security?

- Before defense is possible, one must understand:
« Exactly what security is
« How security relates to information security
« The terminology that relates to information security




Understanding Security

 Security is:
* To be free from danger is the goal
* The process that achieves that freedom

 As security is increased, convenience is often decreased
* The more secure something is, the less convenient it may become to use

Security

Convenience

Figure 1-2 Relationship of security to convenience
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Defining Information Security (1 of 4)

 Information security - the tasks of securing information that is in a digital format:
« Manipulated by a microprocessor
* Preserved on a storage device
« Transmitted over a network

* Information security goal - to ensure that protective measures are properly implemented to ward off
attacks and prevent the total collapse of the system when a successful attack occurs
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Defining Information Security (2 of 4)

* Three types of information protection (often called CIA) :
Confidentiality
Only approved individuals may access information
Integrity
Information is correct and unaltered
Availability
Information is accessible to authorized users
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Defining Information Security (3 of 4)
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Figure 1-3 Information security layers
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Defining Information Security (4 of 4)

Layer Description

Products Form the security around the data. May be as
basic as door locks or as complicated as
network security equipment.

People Those who implement and properly use security
products to protect data.

Policies and procedures | Plans and policies established by an enterprise
to ensure that people correctly use the
products.
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Information Security Terminology (1 of 4)

 Asset
* [tem that has value

* Threat
 Type of action that has the potential to cause harm

* Threat actor
« Aperson or element with power to carry out a threat
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Information Security Terminology (2 of 4)

Stolen scooter (risk)

Attack vector
(go through
fence hole)

Theft of scooter
(threat)

VY

Fence hole Thief (threat actor)

(vulnerability)

Scooter (asset)

Figure 1-4 Information security components analogy
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Information Security Terminology (3 of 4)

* Vulnerability
* Flaw or weakness that allows a threat agent to bypass security

* Threat vector
* The means by which an attack can occur

* Risk
 Asituation that involves exposure to some type of danger

* Risk response techniques:
« Accept —risk is acknowledged but no steps are taken to address it
» Transfer — transfer risk to a third party
» Avoid - identifying risk but making the decision to not engage in the activity
« Mitigate — attempt to address risk by making the risk less serious

Which technique is currently used in HUST to prevent motorbike thieves?
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Information Security Terminology (4 of 4)

Term Example in Scooter scenario Example in information security

Asset Scooter Employee database

Threat Steal scooter Steal data

Threat actor Thief Attacker, hurricane

Vulnerability Hole in fence Software defect

Attack vector Climb through hole in fence Access web server passwords through
flaw in operating system

Likelihood Probability of scooter stolen Likelihood of virus infection

Risk Stolen scooter Virus infection or stolen data
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Understanding the Importance of Information Security

* Information security can be helpful in:
* Preventing data theft
« Thwarting identity theft
 Avoiding the legal consequences of not securing information
« Maintaining productivity
* Foiling cyberterrorism

19



Preventing Data Theft

* Preventing data from being stolen is often the primary objective of an organization’s information
security

» Enterprise data theft involves stealing proprietary business information

» Personal data theft involves stealing credit card numbers
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Thwarting Identity Theft

* |[dentity theft
« Stealing another person’s personal information
 Usually using it for financial gain

« Example:
« Steal person’s social security number (SSN)
 Create new credit card account to charge purchases and leave them unpaid
* File fraudulent tax returns

wwwl - thwart /Bweek/: to prevent “



Avoiding Legal Consequences

* (US) Laws protecting electronic data privacy:
* The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
* The Sarbanes-Oxley Act of 2002 (Sarbox)
« The Gramm-Leach-Bliley Act (GLBA)
« Payment Card Industry Data Security Standard (PCI DSS)
« State notification and security laws
-California’s Database Security Breach Notification Act (2003)
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Avoiding Legal Consequences - Viethamese Laws
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Tén van ban

Nam ban hanh

Néi dung cé lién quan

1 |Hién phap Viét Nam 2013 Nguyén tac bat kha xam pham vé doi sdng riéng tw va bi mat ca nhan
2 |B5 luat dan su 2015 thu nlgm,vanquyen ‘dan sy dwoc bao vé lién quan dén vé doi song riéng tw, bi mat ca
nhan va bi mat gia dinh.
3 |Luat Giao dich dién tor 2005 Ngyye'n taE: bag ma} tropg cua ca_uA: bén Eham gia cac glao Id!chA dién tlr, trdch nhiém
quan ly nha nwéc bao dam thwc hién quyén, nghia vu cua cac bén.
4 |Luat Cong nghé thong tin 2006 Chlrlh S:’:lCh _nha nwdc, quyen va nghia vy cla cac bén trong phét trién ha tang cong
nghé théng tin.
Quyén, trach nhiém cla cac bén trong viéc bado dam an toan thong tin mang; mat ma
7 |Luat An toan thoéng tin mang 2015 dan sw; tiéu chuén, quy chuan ky thuat vé an toan thdng tin mang; kinh doanh trong
linh virc an toan théng tin mang; quan ly nha nwéc vé an toan thdng tin mang
8 |Luat Vién thong 2009 Chinh s&ch phat trién ha tang vién thong quéc gia, kinh doanh dich vu vién thong
Béo dam an toan co s& ha tang ky thudt mang, hé thong tin quan trong vé an ninh
9 [Ludt An ninh mang 2018 quéc gia, kiém s'oét ndi dung nhay cam vé chinh tri trén khdng gian mang, chong téi
pham mang va tan cng mang.
10 |Luat Kham bénh, chira bénh 2009 Bao vé bi mat vé ho so, théng tin sirc khoé, y té clia cong dan.
11 [Luat Quan ly thué 2006 Bao vé bi mat tai chinh vé thu nhap va ndp thué ctia cdng dan.
12 [Luat cac T6 chirc tin dung 2010 Bao vé bi mat tai khoan va giao dich tai khoan ctia cong dan.
13 |Luat Kinh doanh bao hiém 2000 B&o vé bi mat vé hop ddng bao hiém.
14 [Luat Bao hiém xa hoi 2014 Bao vé bi mat, chdng truy cap di¥ liéu bao hiém bat hop phap
15 [Luat x& phat vi pham hanh chinh X phat hanh chinh cac vi pham vé tiét 16 thong tin ca nhan.
16 |B6 luat Hinh sy 2015 Ari du‘n_g ché tai hinh sy d6i v&i t6i pham mang, tdi pham céng nghé cao, xam pham bi
mat doi tw.
17 [B6 Luat T6 tung hinh su 2015 quen cua cac co ql{anAto t,ungAtron\g c‘}’neuA trq tol‘pham, yéu cau cung cap théng tin
thudc bi mat doi tw, bi mat ca nhan va bi méat gia dinh.
Nghi dinh 64/2007 vé (ng dung cdng nghé théng tin
18 n R . . 2007
trong hoat déng cua Co’ quan nha nuéc
Nghi dinh 58/2016 vé kinh doanh s&n pham, dich vu mat
19 AN PR PR z ap < ia 2016
ma dan s, xuat nhap khau san pham mat ma dan sw
. \ . : £ ons . Co quan chuyén trach ctia B& Céng an va Bd Qudc phong c6 quyén yéu ciu doanh
20 Nghi dinh 25/2014 vé Quy dinh phong chong toi pham va 2014 nghiép cong nghé thdng tin va vién théng cung cp thong tin vé khach hang, nguoi

vi pham phap luat khac cé st dung cong nghé cao.

dung khi c6 d4u hiéu vi pham phéap luat.

https://nacis.gov.vn/nghien-cuu-trao-doi/-/view-content/214123/phap-luat-hien-hanh-cua-viet-nam-ve-bao-ve-du-lieu-thong-tin-ca-nhan-va-quyen-rieng-tu
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Maintaining Productivity

 Post-attack clean up diverts resources away from normal activities
« Time, money, and other resources

» Estimated cost of attacks:

Number of Average Number of Hours required | Total lost Total lost

total hourly salary employees to to stop attack salaries hours of

employees combat attack | and clean up productivity
100 $25 1 48 $4066 81
250 $25 3 72 $17,050 300
500 $30 5 80 $28,333 483
1000 $30 10 96 $220,000 1293
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Foiling Cyberterrorism

* Cyberterrorism
« Any premeditated, politically motivated attack against information, computer systems, computer
programs, and data
* Designed to:
« Cause panic
* Provoke violence
» Result in financial catastrophe

« May be directed at targets such as the banking industry, military installations, power plants, air traffic
control centers, and water systems

foll /Bil/ = to prevent = to hinder 25



Who Are the Threat Actors?

* Threat actor — a generic term used to describe individuals who launch attacks against other users
and their computers

« Most have a goal of financial gain

 Financial cybercrime is often divided into two categories:
* First category focuses on individuals as the victims
« Second category focuses on enterprises and government

* Different groups of threat actors can vary widely, based on:
* Attributes
* Funding and resources
* Whether internal or external to the enterprise or organization
* Intent and motivation




Script Kiddies (1 of 2)

» Script kiddies - individuals who want to attack computers yet they lack the knowledge of computers
and network needed to do so

* They download automated hacking software (scripts) from websites

« Over 40 percent of attacks require low or no skills
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Script Kiddies (2 of 2)

No skills

\ High skills
(13%) ;

(15%)

Moderate skills (44%)

Figure 1-5 Skills needed for creating attacks
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Hactivists

 Hactivists - attackers who attack for
iIdeological reasons that are generally not as
well-defined as a cyberterrorist’'s motivation

- Examples of hactivist attacks:

 Breaking into a website and changing the
contents on the site to make a political
statement

* Disabling a website belonging to a bank
because the bank stopped accepting payments
that were deposited into accounts belonging to

.. In this Feb. 11, 2012, file photo, protestors wearing Guy Fawkes masks hold the logos of the international hacker group
the haCt|V|StS Anonymous during a demonstration against Anti-Counterfeiting Trade Agreement in Budapest, Hungary. Citing his co-

operation with the U.S. government in helping to prevent at least 300 computer hacks against targets in the United States,
as well has his help in dismantling computer hacking crew Anonymous, federal prosecutors will ask for leniency when former
hacker Hector Xavier Monsegur is sentenced in New York on Tuesday, May 27, 2014. Janos Marjai, AP

https://www.usatoday.com/story/tech/2015/11/02/anonymous-hacktivist-hacktivism-guy-
fawkes/75050064/

29

BACH KHOA



Nation State Actors

- Nation state actor - an attacker commissioned by the governments to attack enemies’ information
systems

« May target foreign governments or even citizens of the government
who are considered hostile or threatening

« Known for being well-resourced and highly trained

« Advanced Persistent Threat (APT) - multiyear intrusion campaign that targets highly sensitive
economic, proprietary, or national security information

30



Insider attacks

- Employees, contractors, and business partners
« Over 58 percent of breaches attributed to insiders

- Examples of insider attacks:
« Health care worker may publicize celebrities’ health records
-Disgruntled over upcoming job termination
 Stock trader might conceal losses through fake transactions
« Employees may be bribed or coerced into stealing data before moving to a new job

31



Other Threat Actors
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Threat Actor

Description

Explanation

Competitors

Launch attack against
an opponent’s system to
steal classified
information

Competitors may steal new product
research or list of current
customers to gain a competitive
advantage

Organized crime

Moving from traditional
criminal activities to
more rewarding and
less risky online attacks

Criminal networks are usually run
by a small number of experienced
online criminal networks who do
not commit crimes themselves but
act as entrepreneurs

Brokers Sell their knowledge of Individuals who uncover
a vulnerability to other vulnerabilities do not report it to the
attackers or software vendor but instead sell
governments them to the highest bidder
Cyberterrorists Attack a nation’s Targets may include a small group

network and computer
infrastructure to cause
disruption and panic
among citizens

of computers or networks that can
affect the largest number of users,
such as the computers that control
the electrical power grid of a state
or region
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Defending Against Attacks

* Five fundamental security principles for defenses:
 Layering (phan I&p)
* Limiting (gi®i han)
* Diversity (da dang)
- Obscurity (che giau/lam md mit)
 Simplicity (don gian)

33



* Information security must be created in layers
« Assingle defense mechanism may be easy to circumvent
« Making it unlikely that an attacker can break through all defense layers

 Layered security approach (also called defense-in-depth)
« Can be useful in resisting a variety of attacks
 Provides the most comprehensive protection

34



* Limiting access to information:
* Reduces the threat against it

* Only those who must use data should be granted access
» Should be limited to only what they need to do their job

* Methods of limiting access
» Technology-based - such as file permissions
* Procedural - such as prohibiting document removal from premises

35



* Closely related to layering
 Layers must be different (diverse)

* |f attackers penetrate one layer:
« Same techniques will be unsuccessful in breaking through other layers

« Breaching one security layer does not compromise the whole system

- Example of diversity
 Using security products from different manufacturers

« Groups who are responsible for regulating access (control diversity)
are different

36



Obscurity

« Obscuring inside details to outsiders

- Example: not revealing details
 Type of computer
« Operating system version
 Brand of software used

* Difficult for attacker to devise attack if system details are unknown
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Simplicity

 Nature of information security is complex

« Complex security systems:
 Can be difficult to understand and troubleshoot
* Are often compromised for ease of use by trusted users

« Asecure system should be simple from the inside
* But complex from the outside

niu:r: KHOA 3 8



Frameworks and Reference Architectures

* Industry-standard frameworks and reference architectures
 Provide a resource of how to create a secure IT environment
 Give an overall program structure and security management guidance
to implement and maintain an effective security program
* Various frameworks/architectures are specific to a particular sector (industry-specific
frameworks)
 Such as the financial industry

 Some frameworks/architectures are domestic
* While other s are world wide
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Chapter Summary (1 of 2)

* Information security attacks have grown exponentially in recent years
* There are many reasons for the high number of successful attacks
* It is difficult to defend against today’s attacks

* Information security protects information’s integrity, confidentiality, and availability:
« On devices that store, manipulate, and transmit information
 Using products, people, and procedures
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Chapter Summary (2 of 2)

« Main goals of information security
* Prevent data theft
« Thwart identity theft
 Avoid legal consequences of not securing information
« Maintain productivity
* Foil cyberterrorism

* Threat actors fall into several categories and exhibit different attributes

« Although multiple defenses may be necessary to withstand the steps of an attack, these defenses
should be based on five security principles:

 Layering, limiting, diversity, obscurity, and simplicity
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