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1. Théng tin vé cac gidng vién hoc phén

Chire
STT Ho va tén danh, | Dia chilién hé Dién thoai/Email Ghi chu
hoc vi
. Trudng
1 | Nguyén Dai Tho TS Khoa CNTT nguyendaitho@vnu.edu.vn \
: j hoc phan
2 L& Thi Hoi TS Khoa CNTT hoi.le@vnu.edu.vn Giang vién

2. Thong tin chung vé hoc phan

Tén hoc phan:
+ Tiéng Viét: Thuc hanh an ninh mang
+ Tiéng Anh: Practical Network Security
- M3 s6 mon hoc: INT3317
- S tinchi: 3
- Gio tin chi ddi v6i cac hoat dong (LT/ThH/TH): 30/30/0
- Mén hoc tién quyét: INT2213 — Mang may tinh
- Céc yéu cau dbi voi mén hoc (néu co):
- B0 mon, Khoa phu trach moén hoc: B mon M&TTMT, Khoa CNTT
3. Muc tiéu hoc phan
Hoc phan cung cdp cho hoc vién nhing kién thirc va k§ ning sau day:
e MO tacéc Vafm de an ninh chung ¢6 thé phét sinh khi sir dung c4c mang vién thong
va dir liéu dé truyén thong tin
e Phan tich c4c van dé an ninh mang, nhan biét va xac dinh cAc yéu cau can phai dap
ung
e Nhan biét va giai quyét cac van dé an ninh mang trén co so &p dung cac kién thirc
da hoc, str dung cac cong cu va ky thuat phu hop




e Sur dung céac ky thuat, ky nang va cong cu tién tién can thiét dé dam bao an ninh
mang, hiéu rd nhiing han ché ciia chling

4. Chuin diu ra

Muc tiéu

Noi dung Bac 1 Bac 2 Bac3 Bac 4

1. Kién thire

1.3 Kién thirc chung cua khoi nganh (M3)

1.3.2 Hiéu duoc dic thu chuyén nghiép trong cong
nghé, phan bi¢t dugc nhiing nét dic trung cua yéu X
cau chuyen nghi¢p trong cong nghé

1.4 Kién thirc chung ciia nhém nganh M4)

1.4.6 Hiéu cac khai niém co ban vé mang may tinh,
cac bo phén, cac giao thirc, cach thie truyén dit lidu X
trén mang

1.5 Kién thirc ciia nganh va bé tro (M5)

1.5.3 Van dung duogc cac kién thic trong linh vuc
quan tri mang

1.5.4 Hiéu va van dung duoc kién thirc chuyén siu
theo dinh hudng “Mang may tinh” bao gém céc
chuyén dé vé quan tri mang, thuc hanh an ninh mang, X
mang khong ddy, truyén thong da phuong tién, 1ap
trinh mang, ...

1.5.5 - Hiéu va van dung dugc kién thirc chuyén sau
theo dinh hudng “Truyén thong”, bao gom céc
chuyén dé vé mang khong dy, mang quang, thiét ké
va quan tri mang vién thong, mi hoa, ...

2. KV niang

2.1 K¥ niang cirng

2.1.1 Cac ky nang nghé nghiép

2.1.1.1 Van dung céc kién thirc co ban vé ‘Toan va
Vit ly trong khoa hoc cong nghé Va doi séng

2.1.1.5 Biét tim kiém, cap nhat, tong hop, khai thac
thdng tin

X

2.1.1.6 Poc hiéu tai lidu tiéng Anh chuyén nganh

2.1.1.8 Biét sir dung cac kién thic chuyén mén mot
cach linh hoat

X

2.1.2 K¥ niing lap ludn tu duy va giai quyét van dé

2.1.2.1 C6 k¥ nang phat hién van dé

2.1.2.2 C6 k¥ ning dénh gia va phan tich van dé

2.1.2.3 C6 k¥ ning giai quyét van dé chuyén mon

XX [ XX

2.1.2.4 C6 k¥ ndng mo6 hinh héa

2.1.3 K¥ ning nghién ciru va kham pha kién thirc

2.1.3.2 C6 ky nang dung thyc nghiém dé kham pha
kién thirc

X

X

2.1.3.4 C6 k¥ ning ap dung kién thirc vao thyc té

2.1.4 K§ niing tu duy theo hé thong

2.1.4.1 Cé tu duy logic

2.1.4.2 C6 tu duy phén tich, tong hop

XXX

2.1.4.3 Cé tu duy toan cuc

2.1.5 Hiéu boi cianh xa hfi va ngoai cinh




uc tiéu
Noi dung

=
0>

(o]

[

Bac 2 Bac 3 Bac 4

2.1.5.1 Hiéu biét bdi canh xi hoi va co quan

2.1.5.2 Nhan thirc duoc vai tro va trach nhiém cua ca
nhan vdi xa hdi va co quan cong tac

2.1.5.3 Biét nam bat nhu cau xa hoi ddi voi kién thic
khoa hoc chuyén nganh

X | X |X

2.1.7 Niing lwe van dung kién thirc, k§ ning vao
thuec tién

2.1.7.1 C6 nang luc phan tich yéu cau

X[ X

2.1.7.2 C6 nang luc thiét ké giai phap

2.2 K§ ning mém

2.2.1. Cac ky nang ca nhan

2.2.1.1 Cé tu duy sang tao X

2.2.1.2 Cé tu duy phéan bi¢n X

2.2.1.3 Biét dé xuat sang kién X

2.2.4. Ky nang giao tiép

2.2.4.1 Biét cach lap luén, sap xép ¥ tudng X

3. Vé pham chit dao dirc

3.1 Pham chit dao dirc c4 nhan

3.1.1 Trung thyc

XX

3.1.4 Nhiét tinh

5. Tém tat ndi dung hoc phin

Moén hoc cung cip kién thirc tong quan va chuyén sau vé cac hiém hoa ddi véi cac hé théng
may tinh két ndi voi mang Internet, gidi thiéu cac giai phap, cac cong cu an ninh, cac khuyén
nghi va c4c thong 1& c6 thé ap dung dé dam bao an toan thong tin. Cac bai giang dinh hudng
mg dung va cac bai thuc hanh theo cac tinh hudng gia dinh sat v6i thyc tién chuan bi cho
sinh vién cac kién thirc va k¥ nang can thiét dé sin sang ddi pho vé6i bat ky thach thirc nao ddi
v6i an ninh cac hé thong mang va méy tinh. Sinh vién duoc hudng dan sir dung cac cong cu
phén cung, phén mém an ninh theo hinh thirc thuc nghiém quy trinh dé hiéu va dé thuc hién.

6. N§i dung chi tiét hoc phan

Chuwong 1. Giéi thiéu
1.1. Khai niém an toan thong tin
1.2. Céc tac nhan gy ra cac hiém hoa an ninh
1.3. Céc 16 hong va cac tan cong

Chuwong 2. Cac hiém hoa va tin cong phia diu cudi
2.1. Cac tin cong str dung ma doc
2.2. Cé&c tAn cong muc tng dung
2.3. Tri tu¢ nhan tao dbi dich

Chuwong 3. An ninh diu cudi va phat trién ing dung
3.1. Céc ngudn tinh bao hiém hoa
3.2. Pam b4o an toan cac may tinh dau cubi
3.3. Tao lap va trién khai SecDevOps




Chuong 4. Mat ma hoc co ban
4.1. Dinh nghia mat ma hoc
4.2. Cac giai thuat mat ma
4.3. Céc tin cong va phong thi mat ma
4.4. St dung mat ma hoc
Chuong 5. Co sé ha ting khéa cong khai va cac giao thirc mat mi
5.1. Céc ching thuc sb
5.2. Co sé ha ting khoa cong khai

5.3. Céc giao thirc mat ma
5.4. Cai dat mat ma hoc

Chuwong 6. Cac hiém hoa, danh gia va phong thit mang
6.1. C4c tin cong mang
6.2. Céc cong cu danh gia va phong thu
6.3. Céc diéu khién an ninh vat Iy

Chuwong 7. Cic thiét bi va cong nghé an ninh mang

7.1. Céc thiét bi an ninh
7.2. CA&c cong ngh¢ an ninh

Chuong 8. An ninh dam may va an toan 40 hoa

8.1. An ninh ddm may
8.2. Antoan do hoa
8.3. Cac giao thirc mang an toan

Chwong 9. Xac thuc
9.1. Céc kiéu chu thé xéac thuc
9.2. Céc giai phap xac thuc
Chwong 10. Chuén bi, phan ng va diéu tra sw ¢b
10.1. Chuén bj trude su cb
10.2. Phan tng voi sy sd
10.3. Piéu tra su ¢
7. Hoc liéu

7.1. Hoc liéu bit bude
[1] Mark Ciampa, CompTIA Security+ Guide to Network Security Fundamentals, Seventh
Edition, Cengage, 2022.

[2] Jonathan S. Weissman, Principles of Computer Security: CompTIA Security+ and Beyond
Lab Manual (Exam SY0-601), McGraw-Hill, 2021.

7.2 Hoc liéu tham khao

[3] William Stallings. Cryptography and Network Security: Principles and Practice, Eighth
Edition. Pearson, 2019.



[4] Andrew Hurd, CompTIA Security+ Guide to Network Security Fundamentals, Lab
Manual, Sixth Edition, Cengage, 2018.

[5] CTFtime team, https://ctftime.org, All about CTF (Capture The Flag).

8. Hinh thirc t6 chirc day hoc

8.1. Phén bd lich trinh giang day trong 1 hoc ky (15 tuin)

Hinh thire day S tiét/tudn | Tir tuin ...dén tuin... Pia diém
Ly thuyét 2 1-15 Giang duong
Thyc hanh 2 1-15 Giang dudng
Tu hoc bat budc

8.2 Lich trinh day cu thé

Tuan

Noi dung giing day
Iy thuyét/thwc hanh

Ngi dung sinh vién tw hoc

Chuong 1

Poc thém Module 1 (Introduction to Security) trong
giao trinh [1]

Lam céac bai tap thuc hanh Lab Exercise 1.04
(Building the Virtual Lab), Lab Exercise 2.02 (Linux
File System Management), Lab Exercise 2.03 (Linux
Systems Administration) va Lab Exercise 2.04 (Linux
System Security) trong tai liéu [2]

Chuong 2

DPoc thém Module 3 (Threats and Attacks on
Endpoints) trong giéo trinh [1]

Lam cac bai tap thuc hanh Chapter 15 (Types of
Attacks and Malicious Software) trong tai li¢u [2]

3,4

Chuong 3

Doc thém Module 4 (Endpoint and Application
Development Security) trong giao trinh [1]

Lam cac bai tdp thuc hanh Chapter 14 (System
Hardening and Baselines) va Chapter 19 (Secure
Software Development) trong tai li¢u [2]

Chuong 4

boc thém Module 6 (Basic Cryptography) trong gido
trinh [1]

Lam cac bai tap thuc hanh Project 6-1 (Using
OpenPuff Steganography), Project 6-2 (Running an
RSA Cipher Demonstration), Project 6-3 (Installing
GUI Hash Generator and Comparing Digests), Project
6-4 (Using Microsoft’s Encrypting File System) va
Project 6-6 (Blockchain Tutorial) trong gido trinh [1]
Lam bai tap thuc hanh Lab Exercise 6.04 (E-mail
Cryptography) trong tai li¢u [2]




e Doc thém Module 7 (Public Key Infrastructure and
Cryptographic Protocols) trong giéo trinh [1]

Chuong 5 e Lam cac bai tap thuc hanh Lab Exercise 7.01

(DNSSEC for Security) va Lab Exercise 7.02

(DNSSEC for Exploiting)

7,8

e Doc thém Module 8 (Networking Threats,
Assessments, and Defenses) trong giao trinh [1]
Chuong 6 e Lam cac bai tip thuc hanh Chapter 13 (Intrusion
Detection Systems and Network Security) va Chapter
16 (Security Tools and Techniques) trong tai li¢u [2]

9,10

e Doc thém Module 9 (Network Security Appliances
and Technologies) trong giéo trinh [1]

Chuong 7 e Lam cac bai tap thuc hanh Chapter 9 (Network

Fundamentals) va Chapter 10 (Infrastructure Security)

trong tai li¢u [2]

11

e Doc thém Module 10 (Cloud and Virtualization
Security) trong gido trinh [1]

Chuong 8 e Lam cac bai tap thuc hanh Chapter 17 (Web

Components, E-mail, and Instant Messaging) trong tai

lidu [2]

12,13

e Doc thém Module 12 (Authentication) trong gido trinh

Chuong 9 [1] . —

e Lam cac bai tap thuc hanh Chapter 11 (Authentication
and Remote Access) trong tai li¢u [2]

14,15

e Doc thém Module 13 (Incident Preparation, Response,
and Investigation) trong gido trinh [1]

e Lam cac bai tdp thyc hanh Lab Exercise 22.02

Chuong 10 (Metasploit  Framework), Lab Exercise 22.03

(Metasploit’s Meterpreter), Lab Exercise 22.04

(Armitage) va Chapter 23 (Computer Forensics) trong

tai liéu [2]

9. Chinh sach d6i véi mon hgc va cac yéu cau khac ctia gidng vién

Sinh vién lam bai tap trén 16p theo sy hudng dan cia gido vién, néu con bai tip nao
chua hoan thanh thi phai ti€p tuc thuc hién ¢ nha.

Két qua cac bai tap thuc hanh hoan thanh trén 16p dugc gido vién dénh gia thong qua
quan sat truc ti€p.

Két qua thyc hién cac bai tdp & nha dugc danh gia thong qua bao cdo viét ndp qua
Website moén hoc.

Sir}h vién nao sao chép hodc ) v cho ban sao chép bai tap thuc hanh sé€ bi 0 diém cho
phan danh gia nay.




- Céc sinh vién bj 0 diém bai tap thuc hanh s& bj cdm thi hoc ky dong nghia v6i nhan 0
diém tong két mon hoc.

10. Phwong phap, hinh thirc kiém tra, danh gia két qua hoc tip mén hoc
10.1. Muc dich va trong s6 kiém tra, danh gia

Hinh thirc Phwong phap Muc dich Trong sb
Lam trén 16p theo hudng Bianh g8 kh? rang van
R \ dung kién thirc mén hoc
Bai tap thyc hanh dan cua gido vién va tiép N L .. 40%
vao thuc té cua sinh
tuc hoan thanh & nha oA
vien
. e Panh gia kién thirc, k¥
Thi két thiic mon hoc m‘] tréc nghiém trénmdy | .0 Ginh vién dat duoc 60%
khi két thiic moén hoc
Tong 100%
10.2. Tiéu chi danh gia
- Tiéu chi danh gia chung:
TT | Yéu ciu Diém dat dwoc Ghi chu

1 Hoan thanh tbt cac yéu cAu dé ra, thé hién 9-10
kha ndng van dung thanh thao céc kién thirc
da hoc

2 Hoan thanh co ban cac yéu cau dé ra, thé 7-8
hién kha ndng van dung co ban céc kién
thirc da hoc

3 Hoan thanh khoang 50-60% céc yéu cau dé | 5-6
ra, méi dung lai & mure mo ta lai kién thirc
da hoc

4 | Hoan thanh du6i 50% yéu cau déra, trén | 1-4
50% yéu cau quan trong chua dat

- Ti€u chi danh gié cu theé voi tung dau diém cua mon hoc:

+ Bai tap thyc hanh: Sinh vién thyc hién day di cac budc thuce hanh theo hudng dan trong de
bai ctia mdi bai tap, tra 15i tat ca cac cau hoi bao gdm céc cau hoi trong phan hudéng dan, cac
cau hoi ty luan va dién tir cudi mdi bai tap.

+ Két thiic mon: Sinh vién hiéu va van dung duoc céac kién thire va k¥ nang di hoc, chi trong
vao 4 chuong ndi dung chinh vé an toan va an ninh mang, dac biét theo cadc dang bai tap da
dugc hudng dan va rén luyén thong qua cac budi chira bai tap trén 16p
- Cu thé viéc danh gia kién thic, k¥ ning cta sinh vién theo cac muc dap tmg dugc chuan dau
ra, muc kha, mirc gioi:
Tuy vao mirc d6 hoan thanh cac bai tap va thi cudi ky ma sinh vién s& dugc phén loai thinh
trung binh, kha, va gioi.
- Gio6i: Hoan thanh hét cac bai tap thuc hanh (hodc tich cuc tham gia cac hoat dong trén
16p dé tich liiy so diém thudng twong Ung) va gidi quyét tot cau hoi thi vd1 mac do
hoan thién cao



Kha: Hoan thanh dugc cac bai tap thuc hanh va lam dugc cac cau hoi thi co ban, chua
giai quyet duge mdt s6 ndi dung kho hodc chua hoan thi¢n

- Trung binh: Con mot sb ndi dung chua lam duoc.

10.3. Lich thi va Kkiém tra

Hinh thirc thi va kiém tra Thoi gian
Bai tip thyc hanh Nop bao cdo thyc hanh vao tuan 13
Thi cuoi ky Theo lich ctia Truong

Duyét Chi nhiém Khoa Chi nhiém b mon




