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1. Scope and Method
This brief assesses readiness against AI and data-protection obligations that apply to the organisation's Copilot Studio, Azure AI Foundry and custom-agent estate. Internal evidence was drawn from a review of Microsoft 365 content: SharePoint and OneDrive documents, Outlook mail, Teams chats and calendar. The document set that carried substantive material comprised the AI Governance Policy Book, the AI Governance Quick-Start Checklist, the AI Governance Actionable Strategy Plan with RACI, the Pillar Five: Security & Governance template, and reference frameworks held on the TIGRES site, principally the NIST Artificial Intelligence Risk Management Framework (AI RMF 1.0) and its companion playbook workbook.
A coverage limitation should be read alongside the findings. Keyword searches of Outlook mail, Teams chats and calendar for policy, audit, privacy, compliance and regulatory terms over the six months to 7 September 2026 returned no substantive discussion; the only mail hit was an automated Microsoft 365 message-centre digest dated 26 January 2026. The internal findings below therefore rest on the governance document set rather than on live correspondence, and the absence of recorded discussion is itself treated as a finding.
External context was gathered by web search and is cited inline with the publisher and URL. Where a regulatory position is still provisional, that status is stated rather than smoothed over.
2. Internal Findings
A control framework exists on paper
The AI Governance Policy Book is structured across the domains an assessor would expect: an executive summary and governance framework overview, compliance and privacy policies, security and identity management, reliability and quality assurance, financial governance, platform-specific chapters for Copilot Studio, Azure AI Foundry, the M365 Agent SDK and custom agents, operational best practices, and incident response and risk management. The Quick-Start Checklist restates the same structure as concrete controls, and the RACI plan assigns each of them an owner. The design intent is sound; the gap is evidence of operation.
Privacy and data-residency controls are specified but unevidenced
Section 1 of the Quick-Start Checklist commits the organisation to enabling Data Loss Prevention policies in Copilot Studio, implementing PII redaction for all AI outputs, and ensuring data residency compliance, citing the EU Data Boundary for EU customers. These are the right three controls for a Paris-based operation processing personal data. Nothing in the reviewed material records that any of them has been deployed, tested or attested, and the RACI plan lists 'Apply DLP policies' as an action still to be performed rather than a control in service.
Accountability is defined by role, not by named person
The RACI matrix in the strategy plan assigns DLP policy application to the Security Officer as responsible with the Compliance Officer accountable, governance principles to the AI Governance Lead under the CIO, content-safety filter configuration to an AI Engineer under the AI Governance Lead, and monitoring to the Platform Admin under the IT Director. Every entry is a role title. No individual is named against any of them in the reviewed documents, and the accompanying twelve-week timeline carries no start date, so the phases cannot be tested against a calendar.
Risk-classification and transparency work is absent
The checklist addresses evaluation metrics of faithfulness, relevance and toxicity, human-in-the-loop review for high-risk decisions, and version control for prompts and models. What it does not contain is an inventory of AI systems classified by risk tier, a record of which systems interact with users or generate synthetic content, or any deployer-side transparency obligation. Those are the elements the EU AI Act turns on, and the organisation already holds the NIST AI Risk Management Framework and its playbook on the TIGRES site without any reviewed evidence that either has been mapped onto the internal control set.
No audit trail of compliance discussion
Six months of mail, chat and calendar produced no compliance, audit or privacy discussion, no governance forum in the calendar, and no minuted decision. Regulators assess governance partly through evidence of deliberation, so a well-drafted policy set with no accompanying record of review is a weak position to be in during an inquiry. This is the finding with the lowest remediation cost and one of the highest evidential values.
3. Regulatory Landscape
EU AI Act — in force, with the 2026 milestone partly unsettled
Regulation (EU) 2024/1689 is applying in stages. The European Commission's AI Act Service Desk, run by DG CNECT and the EU AI Office, confirms 2 August 2026 as the general applicability milestone (alicelabs.ai, EU AI Act Timeline 2026, https://alicelabs.ai/en/insights/eu-ai-act-timeline-2026). For general-purpose AI the 2026 date is not a standing start: core provider duties have applied since 2 August 2025, and the 2026 milestone adds enforceable oversight and the Article 50 transparency rules (currentaffair.today, EU AI Act GPAI: 2026 Rules and Current Timeline).
The timeline is moving. A political agreement on the Digital Omnibus was reached on 7 May 2026 and would shift several applicability dates (nicfab.eu, AI Act Timeline post-Omnibus, https://www.nicfab.eu/en/pages/ai-act-timeline/). As of 9 June 2026 that agreement remained a provisional political agreement only, still requiring a Parliament plenary vote, formal Council adoption and publication in the Official Journal (aiact-navigator.com, EU AI Act timeline & deadlines, https://aiact-navigator.com/timeline). Planning to the unamended dates and treating any relief as upside is the defensible posture.
GDPR — enforcement rising and turning towards AI
Cumulative GDPR fines passed four billion euro during 2025 (anonym.community, GDPR Enforcement Fines 2026 Tracker, https://anonym.community/blog/gdpr-enforcement-fines-2026-tracker), and the public enforcement tracker maintained at enforcementtracker.com lists 3,215 enforcement actions across the EU and EEA. Analysis of the trend places supervisory focus on the lawfulness of processing and on transparency, with AI systems and automated decision-making emerging as primary enforcement targets (gdpr-law.eu, GDPR Enforcement Trends 2026).
The two regimes interact rather than run in parallel: the AI Act creates obligations that bear directly on AI systems already processing personal data under the GDPR (gdpr.news, Latest GDPR News). For cross-border processing, cases are handled through the cooperation mechanism coordinated by the European Data Protection Board (edpb.europa.eu, GDPR enforcement, https://www.edpb.europa.eu/topics/cooperation-enforcement/gdpr-enforcement_en), which matters here because a Paris-based operation on a multinational tenant will not be dealing with a single national authority in isolation.
4. Gap Analysis
Severity reflects both regulatory exposure and the distance between the documented control and evidence of its operation.
	Area
	Obligation or control
	Current state
	Gap
	Severity

	AI system inventory
	AI Act risk classification of each deployed system
	No inventory found in reviewed material
	Obligations cannot be scoped without a classified register
	High

	Transparency
	Article 50 disclosure for user-facing and synthetic content, enforceable from 2 Aug 2026
	Not addressed in the policy book or checklist
	No disclosure standard for agent outputs
	High

	Data loss prevention
	DLP policies enabled in Copilot Studio per checklist section 1
	Documented as a planned action in the RACI plan
	No evidence of deployment or testing
	High

	Personal data in AI outputs
	PII redaction for all AI outputs per checklist section 1
	Specified, no implementation record
	Exposure on lawfulness and transparency, the current enforcement focus
	High

	Data residency
	EU Data Boundary for EU customers per checklist section 1
	Stated as a requirement only
	No configuration attestation for the Paris operation
	Medium

	Human oversight
	Human-in-the-loop for high-risk decisions per checklist section 3
	Principle stated, no defined trigger
	'High-risk' is undefined internally, so the control cannot be applied consistently
	Medium

	Accountability
	Named owner for each governance control
	RACI assigns role titles only
	No individual accountable; timeline has no start date
	Medium

	Governance record
	Evidence of periodic review and decisions
	No compliance discussion in six months of mail, chat or calendar
	No audit trail to produce on request
	Medium


5. Prioritised Remediation Actions
Owners are carried across from the RACI matrix in the AI Governance Actionable Strategy Plan, which assigns roles rather than individuals. Each role should be resolved to a named person before this plan is adopted; the accountable column is the escalation point, not the doer.
	Priority
	Action
	Responsible
	Accountable
	Target

	P1
	Build a register of every deployed AI system across Copilot Studio, Azure AI Foundry, the M365 Agent SDK and custom agents, classified by AI Act risk tier
	AI Governance Lead
	CIO
	4 weeks

	P1
	Deploy and test DLP policies in Copilot Studio and attest the result, closing the checklist section 1 commitment
	Security Officer
	Compliance Officer
	4 weeks

	P1
	Implement and evidence PII redaction on AI outputs, with a sampling test recorded
	AI Engineer
	Compliance Officer
	6 weeks

	P1
	Define an Article 50 transparency standard for agent outputs and user-facing disclosure, ahead of the 2 August 2026 milestone
	AI Governance Lead
	Compliance Officer
	6 weeks

	P2
	Attest EU Data Boundary configuration for the Paris operation and record the evidence
	Platform Admin
	IT Director
	8 weeks

	P2
	Define the internal threshold for a high-risk decision and the human-in-the-loop trigger it invokes
	AI Governance Lead
	CIO
	8 weeks

	P2
	Map the NIST AI Risk Management Framework controls already held on the TIGRES site onto the internal control set to close coverage gaps
	AI Governance Lead
	Compliance Officer
	10 weeks

	P3
	Stand up a recurring governance review with a minuted decision record, and name an individual against every RACI role
	AI Governance Lead
	CIO
	12 weeks
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