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Executive Summary
Contoso's AI governance intent is documented but not yet operational. The AI Governance Policy Book (4 February 2026), the AI Governance Quick-Start Checklist and the AI Governance Strategy RACI together set out a four-pillar model covering Compliance & Privacy, Security & Identity, Reliability & Quality and Financial Governance, with named accountable roles and a twelve-week delivery plan. What the internal record does not show is execution. The Pillar 5 Security & Governance workbook remains an unpopulated template, and the two Jira items in the ZAVA AI Governance project that would convert policy into controls, ZAG-4 (identify scope of governance) and ZAG-5 (draft compliance criteria for agent behaviour), are still open. ZAG-5 has been reported overdue continuously from June 2026 through the most recent daily digest of 6 September 2026.
The external clock has moved faster than the internal one. Regulation (EU) 2026/1744 of 8 July 2026, the Digital Omnibus on AI, deferred the AI Act's Annex III high-risk obligations to 2 December 2027 and Annex I obligations to 2 August 2028. It did not move the Article 50 transparency duties, which applied from 2 August 2026, with only a four-month grace period to 2 December 2026 for watermarking systems already on the market. Those transparency duties are live today, and they are precisely the ones no internal control has been mapped against.
Two further exposures are concrete rather than theoretical. The European Data Protection Board launched its 2026 coordinated enforcement action on GDPR transparency and information obligations on 19 March 2026, with 25 data protection authorities contacting controllers across sectors during the year. Separately, the Cloud ERP procurement RFP-2026-001 recorded GDPR and EMEA data-residency evidence as missing for all three bidders while treating that same evidence as a mandatory pre-award gate. Nine gaps are set out in Section 4. The three rated critical, each tied to a date inside the next ninety days, should be closed first.
1. Scope
This brief assesses Contoso's readiness against the AI and data protection obligations binding on an EU-established organisation. The internal evidence base is the compliance signal present in Corey Gray's Microsoft 365 estate between 7 March and 7 September 2026; the external benchmark is public regulatory and enforcement material published up to 7 September 2026.
In scope
Three domains carry live obligations and visible internal activity. The first is AI system governance across Microsoft Copilot Studio, Azure AI Foundry, the M365 Agent SDK and custom agents, as scoped by the AI Governance Policy Book. The second is personal data handling under the GDPR, covering transparency, lawful basis, data residency and audit evidence. The third is third-party assurance in the Cloud ERP procurement RFP-2026-001, where compliance evidence forms a contractual pre-award gate.
Out of scope
Financial reporting, sustainability and corporate governance disclosure are excluded. The competitor filings held in the TIGRES site, including the CRH 2025 Annual Report, the Holcim 2025 sustainability statement, the Sika corporate governance report and the Atos 2024 universal registration document, are market reference material rather than obligations on Contoso, and no internal workstream on those regimes appeared in the evidence window. Assessment of individual conduct or performance is also out of scope.
Evidence base
Internal findings draw on four governance documents held in OneDrive and the TIGRES and AI Strategy SharePoint sites, the Contoso S2P procurement thread in Microsoft Teams dated 26 February 2026, and the daily task digests and system notifications received in Outlook between March and September 2026. External findings draw on the Official Journal record for Regulation (EU) 2026/1744, the EDPB's own announcements, the consolidated AI Act implementation timeline and published supervisory decisions. Every claim below is attributed in Section 6.
2. Internal Findings
2.1  Governance is written down but not stood up
The AI Governance Policy Book, authored by Corey Gray and dated 4 February 2026, establishes a governance model on four pillars: Compliance & Privacy, Security & Identity, Reliability & Quality, and Financial Governance. Its Compliance & Privacy Policies section commits to data residency enforcement covering the EU Data Boundary, GDPR and HIPAA, to PII detection and redaction, and to regulatory alignment with the EU AI Act. Those three lines are the entirety of the regulatory content. They name obligations without specifying a control, an owner, an evidence artefact or a review cadence, and the document's own appendix records that architecture diagrams remain to be embedded in the final version.
The AI Governance Quick-Start Checklist is more operational, requiring Data Loss Prevention policies in Copilot Studio, PII redaction for all AI outputs, EU Data Boundary residency for EU customers, human-in-the-loop review for high-risk decisions, and evaluation metrics for faithfulness, relevance and toxicity. The AI Governance Strategy RACI then assigns those tasks: the Security Officer is responsible for applying DLP policies with the Compliance Officer accountable, and the AI Governance Lead is responsible for defining governance principles with the CIO accountable. The plan is credible and the ownership is clear. The gap is that neither the checklist's first-thirty-days plan nor the RACI's three-phase twelve-week timeline shows any completion evidence anywhere in the evidence window.
The clearest measure of that gap is the Pillar 5 Security & Governance workbook from the Agent Readiness Framework. It is held in the estate as a blank template. The organisation, document owner and version fields are empty. The workbook defines four agent autonomy tiers, from Tier 1 assistive through Tier 4 autonomous multi-step cross-system execution, but the required safeguards column is unfilled for every tier. Its Section 5 questions on applicable regulations, compliance monitoring process, audit mechanisms, log retention and the date of the next compliance review are all unanswered, and every one of the eight capability ratings in the governance readiness scorecard is blank. The template's own guidance notes that only around one in four organisations conduct performance and security tests before deployment; on this evidence Contoso cannot yet demonstrate that it is in the other three quarters.
2.2  The two items that would operationalise policy are overdue
Five Jira work items, ZAG-1 through ZAG-5, sit in the ZAVA AI Governance project assigned to Corey Gray. Two of them are the bridge between the policy documents and an auditable control set: ZAG-4, identify scope of governance, and ZAG-5, draft compliance criteria for agent behaviour. ZAG-5 first appears as overdue in the daily digest of 21 July 2026, is repeated as overdue on 1, 3, 7 and 17 August, and is still listed as open and overdue in the digest of 6 September 2026, which counts eleven open tasks of which five are high priority. An overdue item is not itself a compliance failure. An overdue item whose deliverable is the compliance criteria for autonomous agent behaviour, held open across a full quarter while the Article 50 transparency deadline passed, is the single most material internal finding in this brief.
2.3  Third-party compliance evidence is missing and the award gate is still open
The Cloud ERP procurement RFP-2026-001, documented in the Contoso S2P Teams thread of 26 February 2026, covers Finance, HR and CRM modules for 350 users across EMEA on a 24-month timeline against a not-to-exceed budget of 250,000 euro. Its design is sound: a uniform mandatory compliance gate requires SaaS delivery, all three modules, GDPR and EMEA data residency, SLA acceptance and security certifications, and only vendors meeting one hundred per cent of the mandatory criteria proceed to scoring, where compliance and CSR carry fifteen per cent alongside technical fit at forty, commercial terms at twenty-five and risk at twenty.
The gate did not hold on evidence. The offer analysis records GDPR and EMEA residency as missing for all three bidders, notes that pricing, SLA and compliance sheets were not retrievable for any of them, and states plainly that no compliance certifications means legal risk unresolved. Its own conclusion is that final award must not proceed until commercial, SLA and compliance gaps are closed contractually, with clarification letters required to collect GDPR, ISO 27001 and SOC 2 Type II evidence and confirm EMEA data centre locations. Approval was to come from Corey Gray as procurement lead together with the Finance Director, Legal Counsel, CISO and Executive Sponsor.
Six months later the closure is not visible. The digest of 13 July 2026 still carries the instruction to validate SLA commitments, collect GDPR, ISO 27001 and SOC 2 evidence and confirm EMEA data residency. The digest of 13 August 2026 still lists all four internal briefings, to the Finance Director, Legal team, CISO and Compliance Officer, as outstanding, and still carries the instruction to align with the Compliance Officer on GDPR validation. The procurement remains an active item on the 6 September digest. A vendor selection that would put EU personal data into a third party's platform is therefore sitting at the point where its own controls say it must not advance.
2.4  Data integrity and identity hygiene signals
Two connector faults are open and both are labelled as risk in the internal record rather than as routine maintenance. The ServiceNow connector was flagged on 21 August 2026 as a compliance risk and the Jira connector on 12 August 2026 as a data integrity risk; both remain unremediated in the digest of 6 September 2026. A separate Microsoft 365 notice of 22 August 2026 advised that the ServiceNowTickets2607141032 connection needed immediate attention. An Azure security advisory concerning email recipients in Azure Monitor action groups, identified on 18 August 2026 with a deadline of 26 August, is recorded as still requiring verification of whether it was handled by the Azure or IT team. Weekly Microsoft Entra ID Protection and Privileged Identity Management digests for the Contoso tenant arrive throughout the window, but no review or sign-off against them appears anywhere in the material searched.
These are individually small. Collectively they describe an environment where regulated data flows through connectors of unverified integrity, and where identity-governance reporting is generated but not demonstrably consumed. Under Article 5(1)(d) and Article 5(2) of the GDPR, accuracy and accountability are obligations rather than aspirations, and unremediated data-integrity faults in the systems of record are the kind of finding that a supervisory authority reads as an absence of process.
3. Regulatory Landscape
3.1  EU AI Act: the deadline moved, but not the one that binds Contoso now
The AI Act, Regulation (EU) 2024/1689, entered into force on 1 August 2024 and applies in stages. The prohibitions in Article 5 and the AI literacy duty in Article 4 have applied since 2 February 2025. Obligations for general-purpose AI models under Articles 51 to 56, the governance chapter and the first penalty provisions have applied since 2 August 2025, the date the AI Office became operational. Providers of GPAI models placed on the market before that date have until 2 August 2027 to comply.
The timeline then changed. The Commission tabled the Digital Omnibus on AI on 19 November 2025, the institutions reached provisional political agreement on 6 May 2026 and Member State representatives confirmed it in Council on 13 May. The Council gave final approval on 29 June 2026 and the amending act was adopted as Regulation (EU) 2026/1744 of 8 July 2026, amending Regulations (EU) 2024/1689, (EU) 2018/1139 and (EU) 2023/1230. High-risk obligations for stand-alone Annex III systems, which cover recruitment, credit scoring, education and similar uses, now apply from 2 December 2027 rather than 2 August 2026. High-risk obligations for AI embedded in regulated products under Annex I move to 2 August 2028, and the deadline for Member States to establish national regulatory sandboxes moves to 2 August 2027.
What did not move is the part that applies to Contoso today. The Article 50 transparency obligations, including the duty to disclose to a person that they are interacting with an AI system and to mark AI-generated content, took effect on 2 August 2026 as originally scheduled. The only concession is a four-month grace period to 2 December 2026 for the Article 50(2) machine-readable marking duty as it applies to systems already on the market before 2 August 2026. A new Article 5 prohibition on AI systems generating non-consensual intimate imagery or child sexual abuse material was also introduced, with its own transitional period ending 2 December 2026, and it reaches any system where such generation is a reasonably foreseeable and reproducible outcome absent adequate safeguards, not only systems intended for that purpose.
Two further changes bear directly on the internal findings above. The legal basis for processing special-category personal data for bias detection and correction, previously available only to providers of high-risk systems, now extends to all AI systems and general-purpose AI models under a strict necessity standard, following the approach recommended by the EDPB and EDPS in Joint Opinion 1/2026. And the AI Office gains exclusive competence over AI systems built on general-purpose models where the model and the system come from the same provider, together with powers to open investigations, conduct on-site inspections, accept binding commitments and impose fines. The consistent legal reading of the Omnibus is that it is a deferral rather than a dismantling, and that the additional headroom on high-risk obligations is time to build a framework rather than a reason to postpone starting one.
3.2  GDPR: transparency is the 2026 supervisory priority
On 19 March 2026 the European Data Protection Board launched its Coordinated Enforcement Framework action for the year, and the topic it selected is compliance with the transparency and information obligations in Articles 12, 13 and 14 of the GDPR. Twenty-five data protection authorities are participating. They are contacting controllers across different sectors either through enforcement actions or through fact-finding exercises, with follow-up where warranted; findings are being shared and discussed among the authorities in the second half of 2026, and a consolidated report will be submitted for adoption by the Board, enabling targeted follow-up at both national and EU level. The action succeeds coordinated actions on the right to erasure in 2025, the designation of data protection officers in 2024 and public-sector cloud use in 2023, each of which produced a published report.
For Contoso the significance is one of timing rather than novelty. Articles 12 to 14 have been in force since 2018. What changed in March 2026 is the probability of being asked to evidence them, in a year when the organisation is simultaneously deploying AI agents whose processing has not been described in any notice found in the evidence base and selecting an ERP processor whose GDPR position is recorded as unknown.
3.3  Enforcement signals
The two most instructive recent decisions both concern conversational AI and both turn on transparency and lawful basis rather than on a breach. The Italian Garante fined Luka Inc., the United States developer of the Replika companion chatbot, five million euro by decision of 10 April 2025, and opened a further investigation into the underlying model. The same authority fined OpenAI fifteen million euro over multiple GDPR violations connected to ChatGPT. Neither case required a security incident; in both, the deficiency was in how the processing was explained and justified to the people whose data was used.
The wider volume is consistent with that emphasis. Public enforcement trackers aggregating published supervisory decisions record on the order of 279 GDPR enforcement decisions during 2026 totalling roughly 1.1 billion euro in fines. That figure comes from a third-party aggregator rather than from an official EU register and should be read as an order of magnitude rather than an audited total, but the direction is unambiguous, and it now sits alongside a newly empowered AI Office that can investigate, inspect and fine in its own right.
4. Gap Analysis
Nine gaps follow from the findings above. Severity reflects the combination of regulatory exposure and proximity of the applicable date, not the effort required to close the gap. Three are rated critical because the governing obligation is already in force or falls due before the end of 2026.
	Ref
	Domain
	Current state (internal evidence)
	Requirement and external benchmark
	Severity

	G1
	AI transparency (Article 50)
	No disclosure, content-marking or watermarking control appears in the Policy Book, the Quick-Start Checklist or the RACI.
	Article 50 disclosure has applied since 2 August 2026; the Article 50(2) marking grace period ends 2 December 2026.
	Critical

	G2
	Agent behaviour criteria
	ZAG-5 open and reported overdue from 21 July 2026 through the digest of 6 September 2026.
	Prerequisite for any Article 50 or Annex III readiness claim; no external substitute exists.
	Critical

	G3
	Prohibited-use screening
	Content Safety filter configuration is listed as an unstarted RACI task; no coverage or red-team evidence found.
	New Article 5 prohibition on NCII and CSAM generation; transitional period ends 2 December 2026.
	Critical

	G4
	AI inventory and risk classification
	ZAG-4 open; the Pillar 5 agent registry and the safeguards column for all four autonomy tiers are unpopulated.
	Annex III classification must precede conformity work well ahead of 2 December 2027.
	High

	G5
	GDPR transparency (Articles 12-14)
	No privacy notice or Article 13/14 record covering AI agent processing was located in the evidence base.
	EDPB Coordinated Enforcement Framework 2026, 25 authorities, active throughout the year.
	High

	G6
	Processor due diligence
	RFP-2026-001 records GDPR and EMEA residency as missing for all three bidders; certifications were not retrievable.
	Article 28 GDPR, and Contoso's own mandatory pre-award compliance gate.
	High

	G7
	Data residency verification
	EU Data Boundary residency is required by the Checklist; no verification evidence was found for any deployed service.
	GDPR Chapter V, and the EMEA residency clause in the ERP Statement of Work.
	Medium

	G8
	Audit logging and retention
	The Pillar 5 fields for audit mechanisms, log retention and next compliance review are unanswered.
	GDPR Article 5(2) accountability, and AI Act record-keeping expectations.
	Medium

	G9
	Integrity of systems of record
	ServiceNow connector flagged 21 August and Jira connector 12 August 2026; both unremediated at 6 September.
	GDPR Article 5(1)(d) accuracy, supported by the accountability principle.
	Medium


5. Prioritised Remediation Actions
Actions are ordered by the date the underlying obligation bites, then by dependency. Responsible and accountable roles are taken from the RACI matrix in the AI Governance Strategy RACI and from the named approver list in the RFP-2026-001 record; where the internal record names an individual, that individual is named. Target dates are proposed, not agreed, and are anchored to the regulatory deadline where one applies.
	#
	Action
	Responsible
	Accountable
	Proposed target

	P1
	Close ZAG-5: publish the compliance criteria for agent behaviour, with a control per criterion rather than a statement of intent. (G2)
	AI Governance Lead
	CIO
	30 September 2026

	P2
	Map the Article 50 disclosure and content-marking duties to every deployed agent and evidence coverage before the marking grace period expires. (G1)
	AI Engineer
	AI Governance Lead
	31 October 2026

	P3
	Verify Content Safety filter coverage across Copilot Studio and Azure AI Foundry and red-team for the misuse the new Article 5 prohibition reaches. (G3)
	AI Engineer
	Security Officer
	14 November 2026

	P4
	Close ZAG-4: stand up the agent registry with Annex III risk classification and complete the Pillar 5 workbook, including audit mechanisms and log retention. (G4, G8)
	AI Governance Lead
	CIO
	30 November 2026

	P5
	Issue the outstanding clarification letters for GDPR, ISO 27001 and SOC 2 Type II evidence and EMEA data centre locations; hold the ERP award until they return. (G6)
	Corey Gray, Procurement Lead
	Legal Counsel
	30 September 2026

	P6
	Complete the four outstanding briefings to the Finance Director, Legal team, CISO and Compliance Officer, and record the GDPR validation outcome in the procurement file. (G6)
	Corey Gray, Procurement Lead
	Executive Sponsor
	30 September 2026

	P7
	Review and reissue the Article 12 to 14 notices so they describe AI agent processing, in advance of any supervisory contact under the 2026 coordinated action. (G5)
	Compliance Officer
	Legal Counsel
	31 October 2026

	P8
	Evidence EU Data Boundary residency for every deployed AI service and for the selected ERP platform, and retain the evidence. (G7)
	Platform Admin
	IT Director
	30 November 2026

	P9
	Remediate the ServiceNow and Jira connectors and put a recorded monthly review against the Entra ID Protection and Privileged Identity Management digests. (G9)
	Platform Admin
	IT Director
	30 September 2026


6. Sources
Internal (Microsoft 365)
AI_Governance_Policy_Book.docx, Corey Gray, 4 February 2026 (OneDrive). Four-pillar model; Compliance & Privacy Policies section; appendix note on unembedded diagrams.
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Pillar5-Security_and_Governance.docx, Agent Readiness Framework (OneDrive). Governance model, autonomy tiers, responsible AI safeguards, compliance and regulatory landscape, readiness scorecard; unpopulated.
Contoso S2P chat, Microsoft Teams, 26 February 2026. RFP-2026-001 scope, mandatory compliance gate, scoring weights, vendor offer analysis and data-gap summary.
ERP Cloud Implementation - Statement of Work.docx and ERP Cloud Implementation - Q&A.docx (OneDrive, ERP Procurements); Request for Proposal (RFP) Guidelines.docx, 2 September 2026 (Sales and Marketing site).
Daily Task Digest emails, Outlook: 13 July; 1, 3, 7, 9, 10, 13, 17, 20, 23, 24 and 27 August; 4 and 6 September 2026. Source for the ZAG items, the connector flags and the outstanding procurement briefings.
System notifications, Outlook, August and September 2026: Microsoft 365 connector advisory of 22 August, Power Automate flow alerts, Microsoft Entra ID Protection and Privileged Identity Management weekly digests for the Contoso tenant.
EU AI ACT-202401689.pdf and NIST AI RMF 100-1.pdf, TIGRES site, AI Frameworks library. Reference copies of Regulation (EU) 2024/1689 and the NIST AI Risk Management Framework 1.0.
External (public sources)
Regulation (EU) 2026/1744 of the European Parliament and of the Council of 8 July 2026 amending Regulations (EU) 2024/1689, (EU) 2018/1139 and (EU) 2023/1230. EUR-Lex: https://eur-lex.europa.eu/eli/reg/2026/1744/oj/eng
Council of the European Union, press release of 29 June 2026, final approval of the regulation simplifying and streamlining AI rules.
EU Artificial Intelligence Act implementation timeline, artificialintelligenceact.eu, last updated 31 August 2026. Staged application dates and Article 111 transitional provisions.
Gibson Dunn client alert, EU AI Act Omnibus Agreement: Postponed High-Risk Deadlines and Other Key Changes, 27 May 2026. Negotiation chronology, Article 50 treatment, bias-detection basis and AI Office powers.
European Data Protection Board, CEF 2026: EDPB launches coordinated enforcement action on transparency and information obligations under the GDPR, 19 March 2026. https://www.edpb.europa.eu/news/cef-2026-edpb-launches-coordinated-enforcement-action-on-transparency-and-information_en
EDPB and EDPS, Joint Opinion 1/2026 on the simplification of the implementation of harmonised rules on artificial intelligence.
Garante per la protezione dei dati personali, decision of 10 April 2025 fining Luka Inc., developer of the Replika chatbot, five million euro; and the Garante decision fining OpenAI fifteen million euro in connection with ChatGPT.
GDPR enforcement aggregation for 2026, overview.legal. Third-party tracker cited only for order of magnitude, not as an official register.
Basis and limitations
Findings reflect only material discoverable in Corey Gray's Microsoft 365 estate. Governance work held in systems not searched here, in Jira itself, in ServiceNow or in a legal team's own repository, would not appear. Where this brief records an absence, it means no evidence was found in the sources listed above, not that the control is confirmed to be missing. Each such absence is therefore stated as a gap to verify rather than as a finding of non-compliance.
