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Executive summary
This brief consolidates what the organisation's own email, Teams and file records say about policy, audit, privacy and regulatory work over the last six months, and sets it against the current external picture for the EU AI Act and GDPR. The internal record shows a well-articulated AI governance intent (a policy book, a quick-start checklist and a RACI strategy plan, all dated February 2026) but limited evidence that the controls they describe have been implemented, tracked or audited. Two compliance-relevant workstreams are visibly stalled: the Jira governance backlog (ZAG-1 to ZAG-5, with the compliance-criteria ticket overdue) and the Cloud ERP procurement, where every vendor's GDPR, data-residency, ISO 27001/SOC 2 and SLA evidence is still missing.
Externally, the EU AI Act became generally applicable on 2 August 2026, and the 2026 AI Omnibus has moved most high-risk obligations to 2 December 2027 (Annex III) and 2 August 2028 (Annex I). Prohibited-practice, AI-literacy and general-purpose AI rules already apply. GDPR enforcement is accelerating: roughly EUR 1.2 billion in fines in 2025 and more than EUR 600 million in the first half of 2026, with insufficient legal basis and unlawful international transfers the dominant themes. The recommended priorities are: close the ERP vendor compliance evidence gap before contract award, convert the AI governance documents into an implemented and evidenced control set, and formalise ownership through the RACI already drafted.
1. Scope and method
The internal review covered Corey Gray's Outlook mailbox, Teams chats and channel messages, calendar, and SharePoint and OneDrive files for the period 7 March to 7 September 2026, searched for policy, audit, privacy, GDPR, regulatory, governance and compliance topics. Where a discussion started before the window but remained open inside it (for example the Cloud ERP vendor analysis of 26 February 2026, still listed as an open action in the September task digests), it has been included. Calendar search returned no compliance-related meetings in the period, and no meeting transcripts were available on the topic.
The external review used public web sources for the current status of the EU AI Act (Regulation (EU) 2024/1689) and its 2026 Omnibus amendments, European Data Protection Board (EDPB) guidance on AI and personal data, and published GDPR enforcement trackers. External figures are reported as stated by those sources and should be re-verified before being quoted to regulators or the board. This brief does not constitute legal advice.
Two limits apply. First, most compliance-related mail in the mailbox is system-generated (Jira digests, Power Automate, Microsoft security notices), so the internal evidence base is thinner than the volume of messages suggests. Second, the three AI governance documents found are authored by Corey Gray and describe intended controls; no audit report, DPIA, risk register or control-test evidence was found in the searched sources.
2. Internal findings
2.1 AI governance framework exists on paper
Three OneDrive documents set out the organisation's AI governance intent. AI_Governance_Policy_Book (dated 4 February 2026) defines four pillars: Compliance & Privacy, Security & Identity, Reliability & Quality, and Financial Governance. Its Compliance & Privacy section commits to data residency enforcement (EUDB, GDPR, HIPAA), PII detection and redaction, and regulatory alignment with the EU AI Act, and it lists an AI risk assessment matrix, escalation workflows and post-incident review under Incident Response & Risk Management. The document's own revision comments describe it as a condensed version awaiting expansion to a full 20 to 40 page policy book, and its metadata records a single page and roughly 420 words, so the detailed frameworks, compliance matrices and sample policies it promises have not yet been written.
AI_Governance_QuickStart_Checklist repeats the same controls as a checklist (enable DLP policies in Copilot Studio, implement PII redaction for all AI outputs, ensure EUDB data residency, apply least privilege, set up human-in-the-loop for high-risk decisions) and lays out a first-30-days plan from defining risk appetite in week 1 to deploying monitoring in week 4. AI_Governance_Strategy_RACI assigns each step to named roles: the AI Governance Lead and CIO for principles and evaluation metrics, the Security Officer and Compliance Officer for DLP, the Identity Management Team for authentication, and DevOps and Platform Admin for automation and monitoring, across a 12-week, three-phase timeline. None of the searched sources contains evidence that any phase has been completed, and the roles named in the RACI are not mapped to individuals.
2.2 Cloud ERP procurement: vendor compliance evidence missing
The Contoso S2P agent posted a vendor offer analysis for the Cloud ERP (SaaS) procurement, RFP-2026-001, in Teams on 26 February 2026. The RFP covers Finance, HR and CRM for 350 EMEA users on a 24-month timeline with a EUR 250,000 ceiling. Three vendors responded (ERPMax Solutions, IntegraPro Systems, CloudFirst ERP), but the analysis records that none provided complete Pricing, SLA or Compliance sheets. Its compliance assessment against Contoso's mandatory clauses shows every cell as missing for all three vendors: 99.9 percent cloud SLA, GDPR and EMEA residency, ISO 27001 and SOC 2, and SLA penalties. The analysis concludes that all vendors require formal clarification before contract award and lists GDPR, ISO 27001 and SOC 2 evidence and EMEA data-centre locations as the immediate clarification request. The September 2026 task digests still show the ERP procurement actions (stakeholder briefings, budget sign-off, vendor notifications) as open with Corey Gray as owner, so there is no evidence the clarification has been issued or answered.
2.3 Governance backlog and open compliance actions
The Jira project ZAVA AI Governance holds five work items assigned to Corey Gray. The Daily Task Digest of 6 September 2026 lists ZAG-4 (identify scope of governance) and ZAG-5 (draft compliance criteria for agent behaviour) and flags ZAG-5 as overdue. The same digest records two Microsoft 365 connector health issues, one for ServiceNow flagged on 21 August 2026 as a compliance risk and one for Jira flagged on 12 August 2026 as a data-integrity risk, and a request from Adil Eli for an S2P agent status update that has been awaiting a reply since 22 April 2026. Separately, a Microsoft notice of 7 August 2026 announces passkeys by default and the retirement of Microsoft-provided SMS and voice authentication in Entra ID, fully retired by 1 February 2027, which will require an Authentication Methods Policy change.
2.4 Reference material available but not operationalised
The TIGRES SharePoint site holds the full text of the EU AI Act (Regulation (EU) 2024/1689) and the NIST AI Risk Management Framework (AI RMF 1.0) in an AI Frameworks library, and the AI Strategy site holds Microsoft's Agent Readiness Framework and Pillar 5 (Security & Governance) template. These are the right references, but no completed Pillar 5 assessment, AI system inventory or risk classification against the AI Act was found.
3. Regulatory landscape
3.1 EU AI Act and the 2026 AI Omnibus
According to the Future of Privacy Forum's analysis of 28 July 2026, the AI Act's first provisions (scope, prohibited practices under Article 5, and the AI-literacy duty under Article 4) have applied since 2 February 2025, and the general-purpose AI model rules, governance framework and penalties since 2 August 2025. The Act became generally applicable on 2 August 2026. The AI Omnibus, adopted in mid-2026, moves the obligations for stand-alone high-risk systems (Annex III) to 2 December 2027 and for high-risk systems embedded in regulated products (Annex I) to 2 August 2028. The Commission published Guidelines on transparency of AI-generated content under Article 50 on 20 July 2026; Article 50 applies generally from 2 August 2026, with the Article 50(2) synthetic-content duty for GPAI models postponed to 2 December 2026. The Omnibus also softens the AI-literacy wording (organisations must support rather than ensure staff literacy), adds a prohibited practice for AI generating child sexual abuse or non-consensual intimate material, and widens the legal basis for processing special-category data for bias detection to all AI systems. One consultancy source notes that Council adoption of the Omnibus was still being finalised in June 2026, so the exact dates should be confirmed against the Official Journal text.
For a marketing organisation deploying Copilot Studio agents and custom AI, the practical consequences are: prohibited-practice screening and staff AI-literacy support are live obligations today; transparency labelling of AI-generated marketing content is live from August 2026; and any system that could fall under Annex III (for example AI used in recruitment or credit decisions) now has until December 2027, which is a planning window rather than a reprieve.
3.2 GDPR guidance on AI
The EDPB's Opinion on AI models addresses when a model can be considered anonymous, whether legitimate interest can be a legal basis for developing or using AI models, and the consequences of training on unlawfully processed data. In January 2026 the EDPB and EDPS issued Joint Opinion 1/2026 on the Commission's simplification proposal for the AI Act, supporting the goal of easing implementation while stressing effective protection of fundamental rights. Together these confirm that GDPR applies in full to AI development and use: a documented legal basis, a DPIA for high-risk processing, and lawful international-transfer mechanisms remain the baseline regardless of the AI Act timetable.
3.3 Recent enforcement examples
Enforcement trackers (SecurityWall GDPR Fines Tracker, updated 19 June 2026, drawing on the CMS Enforcement Tracker 7th edition and DPA press releases) report cumulative GDPR fines above EUR 7.4 billion since 2018, roughly EUR 1.2 billion issued in 2025 and more than EUR 600 million in the first half of 2026, with insufficient legal basis the most common violation (about 34 percent of fines). Notable recent decisions relevant to this organisation's risk profile are summarised below.
	Organisation
	Fine and authority
	Primary issue
	Status (June 2026)

	TikTok
	EUR 530M, Ireland DPC, May 2025
	Unlawful transfers of EEA user data to China
	Under appeal

	Google LLC / Google Ireland
	EUR 325M combined, France CNIL, Sept 2025
	Ads disguised as emails without consent; cookie consent failures at account creation
	Active

	SHEIN
	EUR 150M, France CNIL, Sept 2025
	Advertising cookies placed before consent; broken opt-outs
	Active

	Vodafone Germany
	EUR 45M, Germany BfDI, 2025
	Vendor security failures and weak data controls
	Active

	Replika (Luka Inc.)
	EUR 5M, Italy Garante, 2025
	AI chatbot GDPR violations
	Active

	IQVIA Operations France
	EUR 5M, France CNIL, 26 May 2026
	Inadequate safeguards in health data warehouses
	New, active

	OpenAI
	EUR 15M, Italy Garante, Nov 2024
	ChatGPT processing without legal basis
	Annulled March 2026


Three patterns matter here. Marketing-technology consent failures (Google, SHEIN) are drawing nine-figure fines, which is directly relevant to a marketing function running AI-assisted campaigns. Vendor and supplier control weaknesses (Vodafone Germany) are being penalised at the customer, not only the vendor, which is the risk the ERP procurement gap exposes. And AI-specific actions (Replika, OpenAI) show that supervisory authorities are already applying GDPR to AI services, even where the AI Act's high-risk rules are not yet in force.
4. Gap analysis
The table compares each regulatory expectation with the evidence found in the internal record. Ratings: High means a live obligation with no evidence of a control; Medium means a control is designed but not evidenced as implemented; Low means the obligation is not yet in force or is largely covered.
	Area
	Regulatory expectation
	Internal evidence found
	Gap
	Rating

	Vendor due diligence (ERP)
	GDPR Art. 28 processor terms; Chapter V transfer safeguards; security assurance (ISO 27001 / SOC 2)
	Vendor analysis of 26 Feb 2026 shows GDPR, residency, ISO 27001/SOC 2 and SLA evidence missing for all three bidders; actions still open in Sept 2026
	No compliance evidence obtained before award decision
	High

	AI system inventory and risk classification
	AI Act Art. 5 prohibited practices (in force); Annex III high-risk classification due 2 Dec 2027
	Full AI Act text stored on TIGRES site; policy book cites AI Act alignment; no inventory or classification found
	No register of AI systems or screening against Art. 5 / Annex III
	High

	Legal basis and DPIA for AI processing
	GDPR Art. 6, Art. 35; EDPB Opinion on AI models
	Policy book commits to PII redaction and residency; no DPIA, legitimate-interest assessment or records of processing found
	Controls designed, not evidenced
	Medium

	AI transparency (Art. 50)
	Labelling of AI-generated content from 2 Aug 2026; Commission guidelines of 20 Jul 2026
	No policy or process for labelling AI-generated marketing content found
	Live obligation with no documented control
	High

	AI literacy (Art. 4)
	Support development of AI literacy for staff operating AI systems
	No training plan or literacy record found
	No evidence of programme
	Medium

	DLP, identity and access controls
	GDPR Art. 32 security of processing; internal policy book pillars 3 and 4
	Checklist and RACI describe DLP in Copilot Studio, Entra ID, least privilege; Microsoft notice requires Authentication Methods Policy change before 1 Feb 2027; no implementation evidence
	Designed, not evidenced; MFA policy change pending
	Medium

	Governance ownership and cadence
	Accountability (GDPR Art. 5(2)); AI Act deployer obligations
	RACI names roles, not people; ZAG-5 compliance criteria overdue; no compliance meetings on calendar in six months
	No named owners, no review cadence
	High

	Incident response and connector health
	GDPR Art. 33 breach notification within 72 hours; AI Act post-market monitoring
	Policy book lists escalation workflows; ServiceNow and Jira connector issues open since Aug 2026 flagged as compliance and data-integrity risks
	Process described, not tested; known issues unresolved
	Medium


5. Prioritised remediation actions
Owners are drawn from the roles in AI_Governance_Strategy_RACI and from the people already attached to the open items in the task digests. Where the RACI names a role rather than a person, the role is given and should be mapped to an individual as the first action. Target dates assume a start in the week of 7 September 2026.
	Priority
	Action
	Owner
	Target date
	Closes gap

	1
	Issue the formal clarification request to ERPMax and IntegraPro for GDPR processor terms, EMEA data-centre locations, ISO 27001 / SOC 2 certificates and SLA penalties; make evidence a condition of award
	Corey Gray (procurement owner) with Compliance Officer
	19 Sept 2026
	Vendor due diligence

	2
	Complete ZAG-4 and ZAG-5: define governance scope and compliance criteria for agent behaviour, and reply to Adil Eli with the S2P agent status
	Corey Gray; Daichi Maruyama informed
	19 Sept 2026
	Governance ownership

	3
	Map every RACI role (AI Governance Lead, Compliance Officer, Security Officer, Platform Admin) to a named individual and set a monthly compliance review on the calendar
	Daichi Maruyama (accountable) with AI Governance Lead
	30 Sept 2026
	Governance ownership

	4
	Build an AI system inventory covering Copilot Studio agents, Azure AI Foundry and custom agents; screen each against AI Act Art. 5 and Annex III and record the classification
	AI Governance Lead with Platform Admin
	31 Oct 2026
	AI inventory and classification

	5
	Adopt a labelling standard for AI-generated marketing content in line with the Commission's Art. 50 guidelines of 20 July 2026
	Marketing (Corey Gray) with Compliance Officer
	31 Oct 2026
	AI transparency

	6
	Document legal basis and complete DPIAs for AI processing of personal data, using the EDPB Opinion on AI models; expand the policy book into the full framework its comments promise
	Compliance Officer with AI Governance Lead
	30 Nov 2026
	Legal basis and DPIA

	7
	Resolve the ServiceNow and Jira connector issues and record the outcome; test the escalation workflow against the 72-hour breach notification requirement
	Platform Admin with Security Officer
	30 Sept 2026
	Incident response and connector health

	8
	Implement the DLP, Entra ID and least-privilege controls in the checklist and update the Authentication Methods Policy ahead of the 1 Feb 2027 SMS/voice retirement; launch an AI-literacy briefing for staff using AI tools
	Security Officer and Identity Management Team; AI Governance Lead for literacy
	31 Dec 2026
	DLP and identity; AI literacy
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