Compliance Readiness Brief
AI governance, data protection and regulatory readiness — prepared for Corey Gray, Marketing, Contoso. 7 September 2026.
1. Scope
This brief assesses Contoso's readiness against the compliance obligations that bear on its AI, data and procurement activity. It draws on internal governance documentation, task and workflow records, and Teams discussions held over the six months to 7 September 2026, and sets those against the current external regulatory position for the EU AI Act and the GDPR.
Three domains are in scope. The first is AI governance and responsible-AI control, covering the agent estate documented across Microsoft Copilot Studio, Azure AI Foundry, the M365 Agent SDK and custom agents. The second is data protection and privacy, covering data residency, personal-data handling and loss prevention. The third is third-party and procurement compliance, covering the vendor obligations raised during the ERP cloud sourcing exercise.
Two limits should be read alongside the findings. Mailbox and Teams evidence for the period is dominated by system-generated notifications, so the internal picture rests mainly on governance documents and the task digests that summarise them rather than on a broad body of discussion. And no formal audit report, DPIA or regulator correspondence was located in the sources searched, so the assessment describes documented intent and open actions, not verified control operation.
2. Internal Findings
2.1 A governance framework exists on paper and is well specified
The AI Governance Policy Book, authored 4 February 2026, sets out a four-pillar model — Compliance and Privacy, Security and Identity, Reliability and Quality, and Financial Governance — and states that each pillar carries mandatory controls, recommended practices and monitoring guidelines. Its Compliance and Privacy Policies section names data residency enforcement covering EUDB, GDPR and HIPAA, PII detection and redaction, and regulatory alignment with the EU AI Act. Separate sections cover incident response and risk management, including an AI risk assessment matrix, escalation workflows and post-incident review.
The AI Governance Quick-Start Checklist translates the same pillars into operational steps: enable Data Loss Prevention policies in Copilot Studio, implement PII redaction for all AI outputs, ensure data residency compliance such as EUDB for EU customers, apply least privilege across connectors and APIs, and put human-in-the-loop review on high-risk decisions. It scopes a first-30-days plan running from defining risk appetite in week one to deploying monitoring and cost controls in week four.
Accountability is defined. The AI Governance Actionable Strategy Plan with RACI assigns DLP policy application to the Security Officer as responsible with the Compliance Officer accountable, governance principles to the AI Governance Lead with the CIO accountable, Content Safety filter configuration to the AI Engineer, and monitoring to the Platform Admin. Its three-phase timeline puts governance principles, environments and DLP in weeks one to four, authentication, Content Safety and evaluation metrics in weeks five to eight, and automation, monitoring and cost governance in weeks nine to twelve.
2.2 Compliance-flagged actions are open and ageing
The task digest of 6 September 2026 lists eleven open tasks, five of them high priority, and places two connector defects among the five items requiring immediate attention. The ServiceNow connector issue, flagged 21 August 2026, is classified as a compliance risk and calls for the connection status to be reviewed in the Microsoft 365 admin portal. The Jira connector issue, flagged 12 August 2026, is classified as a data integrity risk with the note that resolving it is what keeps the data up to date. Both remained unremediated at the date of the digest.
The same digest records that the Jira work item ZAG-5, to draft compliance criteria for agent behaviour, is overdue, and that ZAG-4 covers identifying the scope of governance. These sit in the ZAVA AI Governance project surfaced in the Jira weekly updates of 26 August and 2 September 2026. Drafting compliance criteria is a prerequisite for demonstrating that the policy book's controls are actually applied to agents, so its slippage is the single most consequential internal delay identified here.
A further cluster of ageing items is administrative rather than regulatory but bears on evidence quality: an update owed to Adil Eli originally due 25 June 2026, a file owed since 19 June 2026, and an S2P agent status request outstanding since 22 April 2026. An Azure Monitor advisory asking that processes adding email recipients to action groups be reviewed is logged as requiring verification rather than confirmed action.
2.3 Vendor compliance evidence is incomplete
The Contoso S2P evaluation discussion in Teams weights vendor scoring at forty per cent technical, twenty-five per cent commercial, twenty per cent risk and vendor stability, and fifteen per cent CSR and compliance, with the compliance component covering GDPR, certifications such as ISO 27001 and SOC 2, and sustainability. ERPMax Solutions ranks first on that basis at 92 out of 100.
The evaluation itself carries an explicit caveat that undermines the score. The thread records that pricing, SLA and compliance sheets were not retrievable for any vendor, that all vendors are incomplete submissions from an evaluation standpoint, and that commercial, SLA and compliance scores are therefore provisional. A preferred vendor has been identified on a compliance dimension that has not in fact been evidenced — a finding that should be closed before contract award rather than after.
2.4 What was not found
No record of a completed data protection impact assessment, a record of processing activities, an AI system inventory with risk classifications, an internal or external audit report, or any correspondence with a supervisory authority was located in the email, Teams and file sources searched. Their absence is not proof that they do not exist elsewhere, but nothing in the searched material evidences them, and each is a document a regulator would expect to be produced on request.
3. Regulatory Landscape
3.1 EU AI Act
The Act entered into force on 1 August 2024 and applies in phases. Prohibitions on unacceptable-risk practices and the AI literacy duty have been enforceable since 2 February 2025, and general-purpose AI model obligations, including those covering large language models, since 2 August 2025. The 2 August 2026 milestone, now passed, brought the high-risk and Article 50 transparency obligations into application and added enforceable oversight to the GPAI regime rather than starting it from scratch. In practical terms, the deadline that mattered most to a deploying organisation has already arrived.
Penalties are tiered from a ceiling of thirty-five million euro or seven per cent of global turnover for prohibited practices down to seven and a half million euro or one per cent for supplying incorrect or misleading information, with lower caps for SMEs and start-ups. Enforcement is shared between the European AI Office and national market surveillance authorities, and reporting through 2026 describes the AI Office moving from writing guidance to active investigation, with national authorities in Germany, France and the Netherlands identified as the most active. Contoso should plan on the assumption that supervision is operational, not prospective.
3.2 GDPR and data protection
GDPR enforcement continues to intensify and has turned towards AI. Cumulative fines passed four billion euro during 2025, and public enforcement trackers now record in excess of three thousand two hundred actions across the EU and EEA. Current commentary places the emphasis on lawfulness of processing and on transparency, with AI systems and automated decision-making described as an emerging primary enforcement focus. Cross-border cases run through the European Data Protection Board's cooperation mechanism, so a Paris-based operation with EU-wide processing can expect a coordinated rather than a purely local response.
The two regimes interact directly. Where an AI system processes personal data, the AI Act's transparency and oversight duties sit on top of the GDPR's lawfulness, purpose limitation and data subject rights obligations; neither substitutes for the other, and evidence prepared for one will usually be requested under the other.
4. Gap Analysis
The table below sets the documented internal position against the external requirement and states the resulting gap. Severity reflects both the size of the gap and the enforcement exposure attached to it.
	Domain
	Documented internal position
	External requirement
	Gap and severity

	AI system inventory and risk classification
	Policy Book defines an AI risk assessment matrix; ZAG-4 (scope of governance) still open.
	AI Act high-risk duties in application since 2 August 2026; classification presupposes a system inventory.
	No evidenced inventory or classification. High.

	Agent behaviour and compliance criteria
	ZAG-5, to draft compliance criteria for agent behaviour, reported overdue in the 6 September digest.
	Article 50 transparency duties and human oversight now enforceable.
	Criteria undrafted past deadline. High.

	Data residency and personal data
	Checklist requires EUDB residency, PII redaction on all AI outputs and DLP in Copilot Studio.
	GDPR lawfulness and transparency are the leading enforcement themes; AI processing is a stated focus.
	Controls specified but not evidenced as operating. Medium to high.

	Records of processing and impact assessment
	Not located in any searched email, Teams or file source.
	A DPIA and record of processing are core GDPR accountability artefacts, producible on request.
	No evidence either exists. High.

	Connector and data integrity controls
	ServiceNow connector flagged 21 August 2026 as a compliance risk; Jira connector flagged 12 August 2026 as a data integrity risk. Both open.
	Accuracy and integrity of processed data are GDPR obligations, not housekeeping.
	Known defects unremediated for over two weeks. Medium to high.

	Third-party and vendor compliance
	S2P scoring gives compliance a fifteen per cent weight, but pricing, SLA and compliance sheets were not retrievable for any vendor and scores are provisional.
	Processor due diligence and documented contractual guarantees are required before engagement.
	Preferred vendor selected on unevidenced compliance. Medium.

	Assurance and audit trail
	Policy Book sets out incident response, escalation and post-incident review; no audit report or regulator correspondence found.
	AI Office and national market surveillance authorities are reported as moving into active investigation during 2026.
	No independent assurance over stated controls. Medium.


 
5. Prioritised Remediation Actions
Owners are drawn from the RACI matrix in the AI Governance Actionable Strategy Plan and from the named assignments in the task digest. Where a role rather than a person is given, the role holder should be confirmed before the plan is issued. Target dates are proposed, not agreed.
	Priority
	Action
	Owner
	Trigger in evidence
	Proposed target

	P1
	Complete and issue the compliance criteria for agent behaviour, closing ZAG-5, and close ZAG-4 by fixing the scope of governance.
	Corey Gray, with the AI Governance Lead accountable
	ZAG-5 overdue; ZAG-4 open (6 September digest)
	Within 2 weeks

	P1
	Build an inventory of AI systems and agents in use across Copilot Studio, Azure AI Foundry, the M365 Agent SDK and custom builds, and assign each a risk classification.
	AI Governance Lead, consulted by the Compliance Officer
	Policy Book risk matrix with no evidenced inventory
	Within 4 weeks

	P1
	Remediate the ServiceNow connector defect and record the outcome as a closed compliance risk.
	Platform Admin, with the Security Officer informed
	Flagged 21 August 2026 as a compliance risk
	Within 1 week

	P2
	Remediate the Jira connector defect and confirm data sync is restored.
	Platform Admin
	Flagged 12 August 2026 as a data integrity risk
	Within 2 weeks

	P2
	Obtain the missing pricing, SLA and compliance sheets from every shortlisted ERP vendor and re-score the compliance component before any award.
	Corey Gray as procurement owner, with the Compliance Officer consulted
	S2P thread: compliance scores recorded as provisional
	Before contract award

	P2
	Evidence that the Compliance and Privacy controls in the checklist are live: DLP policies in Copilot Studio, PII redaction on AI outputs, and EUDB data residency. Capture configuration screenshots or export policy state as the audit record.
	Security Officer responsible, Compliance Officer accountable
	RACI assignment for DLP policy application
	Within 6 weeks

	P3
	Produce or locate the record of processing activities and a data protection impact assessment covering the AI agent estate, and schedule an internal assurance review against the Policy Book.
	Compliance Officer, with the CIO accountable
	Neither artefact found in the searched sources
	Within 12 weeks


 
6. Sources
Internal (Microsoft 365)
AI Governance Policy Book, Corey Gray, 4 February 2026 (OneDrive). AI Governance Quick-Start Checklist, Corey Gray (OneDrive). AI Governance Actionable Strategy Plan with RACI, Corey Gray (OneDrive). Daily Task Digest, 6 September 2026, and the digests of 4 September, 27 August and 24 August 2026 (Outlook). Jira weekly updates for the ZAVA AI Governance project, 26 August and 2 September 2026 (Outlook). Contoso S2P vendor evaluation thread (Teams chat). Pillar Five: Security and Governance, and the NIST AI Risk Management Framework 1.0 held on the TIGRES site, consulted as supporting reference material.
External (public web)
EU AI Act phased application dates and the August 2026 milestone: aiact-navigator.com/timeline; glocertinternational.com/resources/articles/eu-ai-act-timeline-and-key-dates; currentaffair.today (GPAI reality check, 2 August and 2 November 2026); vorplabs.com/ai-regulatory-updates/eu. Penalty tiers and enforcement posture: aiactindex.eu/eu-ai-act/penalties; geracompliance.com/guides/eu-ai-act-fines-penalties; skycrumbs.com/blog/eu-ai-act-enforcement-2026; presenc.ai/research/eu-ai-act-enforcement-tracker-2026. GDPR enforcement volumes, trends and cooperation mechanism: enforcementtracker.com; anonym.community/blog/gdpr-enforcement-fines-2026-tracker; gdpr-law.eu/blog/gdpr-enforcement-trends-2026-rising-fines-ai-scrutiny; edpb.europa.eu/topics/cooperation-enforcement/gdpr-enforcement_en.
External figures are drawn from public secondary trackers and commentary rather than from primary legal texts, and should be confirmed against the Official Journal and the relevant supervisory authority before being relied on in a filing or a board paper.
