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Abstract

Automatic testing has garnered significant attention and success
over the past few decades. Techniques such as unit testing and
coverage-guided fuzzing have revealed numerous critical software
bugs and vulnerabilities. However, a long-standing, formidable
challenge for existing techniques is how to achieve higher testing
coverage. Constraint-based techniques, such as symbolic execution
and concolic testing, have been well-explored and integrated into
the existing approaches. With the popularity of Large Language
Models (LLMs), recent research efforts to design tailored prompts
to generate inputs that can reach more uncovered target branches.
However, the effectiveness of using LLMs for generating such di-
rected inputs and the comparison with the proven constraint-based
solutions has not been systematically explored.

To bridge this gap, we conduct the first systematic study on the
mainstream LLMs and constraint-based tools for directed input
generation with a comparative perspective. We find that LLMs such
as ChatGPT are comparable to or even better than the constraint-
based tools, succeeding in 43.40%-58.57% samples in our dataset.
Meanwhile, there are also limitations for LLMs in specific scenarios
such as sequential calculation, where constraint-based tools are
in a position of strength. Based on these findings, we propose a
simple yet effective method to combine these two types of tools and
implement a prototype based on ChatGPT and constraint-based
tools. Our evaluation shows that our approach can outperform the
baselines by 1.4x to 2.3x relatively. We believe our study can provide
novel insights into directed input generation using LLMs, and our
findings are essential for future testing research.
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1 Introduction

Automated testing is essential to guarantee the reliability and se-
curity of software systems and has gained significant attention
and success over the past decades. Substantial automated testing
techniques such as fuzzing [8, 21], property-guided random test-
ing [15, 34], symbolic execution [6, 60], and search-based evolu-
tionary [3, 22, 23] techniques have been proposed and extensively
studied. These techniques all face a long-standing formidable chal-
lenge, i.e., how to achieve higher testing coverage. Recent studies
have proposed hybrid methods to integrate the respective advan-
tages of different approaches [6, 33, 65]. For example, to address
the challenge of struggling to cover certain complex constrained
branches for random approaches in grey-box fuzzing, symbolic and
concolic (a.k.a. dynamic symbolic) execution techniques have been
incorporated as a complementary component [37, 65].

These constraint-based tools (i.e., symbolic or concolic execu-
tion tools) play a crucial role in the hybrid fuzzing approaches for
their special ability to precisely explore and generate inputs for
uncovered code or paths, which is known as directed input gener-
ation (a.k.a. targeted input generation) [19, 39]. These techniques
solve the constraints collected on the target execution path, thereby
obtaining the specific inputs that can reach the targets. Despite
their effectiveness, the practical usefulness is still compromised
in some aspects [6, 60]. For example, path explosion occurs with
the increase of code complexity, i.e., every conditional statement
can potentially double the number of paths to explore. Also, these
tools struggle with code that interacts with external systems or
channels, such as operating system calls and network communi-
cations. For example, as shown in Figure 1, the input s is passed
to the system function, which will recognize the input string as
a shell command and execute it. Any valid Linux command, e.g.,
‘1s’, could return @ and cover the target line (L4) (See Section 2).
However, generating such input is challenging for traditional tools
as the constraints in system are unrealistic to be modeled.

Recently, the huge success of Large Language Models (LLMs) has
changed the paradigm of many software engineering tasks such as
program repair [20, 29, 41, 59], code generation [11, 48], vulnerabil-
ity detection [28, 45, 53] and test generation [18, 30, 46, 49, 56, 58].
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1 int execute(char* s) {
2 int ret = system(s);
if(ret == 0){
// target line
5 3}

Figure 1: An example that symbolic execution tools cannot
solve while LLMs can.

1 int arr(char =*xs){

) int symvar = s[@] - 48;
int ary[] ={1,2,3,4,5};
if (ary[symvar%5] == 5){

5 // target line

6 }

Figure 2: An example that LLMs cannot solve while symbolic
execution tools can.

Previous studies have shown that LLMs are highly competitive com-
pared to traditional search-based tools and even outperform them
in certain aspects (e.g., readability) on test case generation [52].
However, LLMs also suffer from similar coverage limitation prob-
lems, as pointed out by recent studies [2, 43, 47, 56]. To improve this,
some works naturally turn to directed input generation by LLMs
and have gained better performance. Specifically, more contexts are
fed into LLMs to direct test generation to the uncovered branches
or statements, including the context in natural language (docu-
mentation and error messages are provided to direct LLMs to cover
certain properties or circumstances [44, 55]), and the context in
code [16, 43, 47, 49, 62] (unreached branches or executable paths are
provided to guide input generation for higher coverage).

Yet, are LLMs a panacea for such directed test input genera-
tion? Although LLMs have impressive generation capabilities, it is
easy for them to generate correct input in the example in Figure 1,
Figure 2 showcases an example where LLMs fail to generate correct
inputs that can reach the target line. Though the problem appears
simple, to generate the directed input to cover the target (L5), LLMs
need to reason about the modulo (%), array index operations, and
arithmetic calculation. Neither ChatGPT nor CodeLlama can gener-
ate the directed input. Traditional tools, on the contrary, can solve
the constraints easily and generate the correct input (i.e., "4").

Figure 1 and Figure 2 are actually simple examples while the
stark different performance of LLM and traditional tools (See
Section 2) motivates us to further systematically explore the per-
formance of LLMs on directed test input generation tasks. More
importantly, we aim to compare their effectiveness with traditional
constraint-based tools to understand their respective strengths and
weaknesses and investigate their potential to complement each
other for better performance. To achieve these goals, we first se-
lect the existing symbolic execution benchmark logic_bombs [60]
as our dataset. It contains carefully manually curated samples of
targeted input generation challenges categorized by code scenarios.
It is utilized to explore the limitations of symbolic/concolic tech-
niques in previous works [60, 61]. Furthermore, to enable more
comprehensive evaluations, we transform the widely used dataset
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for large code models, HumanEval [14], and its multilingual ver-
sion, HumanEval-X [64] to construct a new dataset PathEval, which
contains over 2000 samples in total. Based on these two datasets,
we conduct extensive experiments on both ChatGPT and open-
source LLMs (StarCoder2, CodeLlama, CodeQwen), together with
constraint-based tools (Angr, KLEE, CrossHair, EvoSuite) in terms of
four mainstream programming languages (C, C++, Java, Python).

Evaluation results reveal a surprising finding that ChatGPT
compares favorably or even superior to constraint-based
tools for directed input generation. Specifically, ChatGPT passes
51.21%-58.57% samples in three subsets of different languages on
PathEval, only 0.94% less than KLEE [9] on C++ but significantly
higher than other tools. Futhermore, on logic_bombs, ChatGPT out-
performs both Angr and KLEE by 15.10% and 18.87%. However,
through more in-depth research, we find that directly concluding
that LLMs are superior to constraint-based tools, or the other way
around, is inappropriate. The relative strengths and weaknesses
of these approaches are more nuanced and context-dependent.
We further perform statistical analysis and case studies on the
categorized samples from aspects of code scenarios, input/output
features and generalizability. Our findings support our argument.
For instance, in handling code that requires external knowledge,
such as parallel program communication, ChatGPT demonstrates
exceptional dominance, while traditional tools perform better in
scenarios demanding more precise calculations (e.g., specific length
strings, array index). Furthermore, we discover that a considerable
portion of the samples passed by ChatGPT and KLEE are unique,
providing strong evidence for our proposition.

Driven by the above findings, we further explore the feasibility
of incorporating LLMs and traditional tools for better directed
test input generation. At a high level, we query LLMs to generate
directed inputs and summarize the characteristics of the inputs
(e.g., input types and structure), and further utilize this information
as feedback and generate more flexible harnesses (compared to
fixed templates) to guide traditional tools better. We implement our
idea on ChatGPT and KLEE/CrossHair and conduct experiments on
PathEval. On the C++ dataset, our approach passes 85.83% samples,
outperforming KLEE by 44.22%, and GPT-3.5 by 46.54% relatively.
It is notable that there are 28 new successes that both failed for
ChatGPT and KLEE in previous experiments. On the Python dataset,
the overall pass rate is 74.43%, outperforming the baselines by
39.00% and 128.81% relatively and obtaining 74 unique successes.

In summary, this study makes the following major contributions:

e Originality: To the best of our knowledge, we are the first
to undertake a systematic study of LLMs for directed test
input generation and the comparative analysis of LLMs with
constraint-based tools in this particular task.

e Findings: Our investigations have revealed that ChatGPT
showcases exceptional directed input generation capabilities,
surpassing or catching up with other constraint-based base-
lines. More importantly, LLMs and constraint-based tools
exhibit distinct strengths and weaknesses, and there is po-
tential for integration for better performance.

o Perspective: Building upon our findings, we propose a straight-
forward yet effective approach that combines LLMs with
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constraint-based tools to prove our point. Evaluation results
show that our approach outperforms the baselines.

e Open-Source: We have open-sourced our artifacts and tool
at: https://github.com/CGCL-codes/PathEval. We believe
our findings, benchmarks, and tools can benefit future re-
search toward LLMs on directed test input generation.

2 Background and Motivation

The goal of directed test input (a.k.a. targeted test input) gen-
eration is to automatically generate test inputs with a given tar-
get [19, 39]. Targeted inputs are widely used in software engineering
tasks such as bug reproducation (target is the bug location) [4, 10],
test suite argument (target is the code to cover) [40, 51] and combing
with other testing tools to get better overall performance [19, 33].
Constraint-based Approaches. A classical approach to gener-
ate such targeted inputs is to leverage constraint-based tools that
utilize Symbolic Execution [39] or Concolic Execution [19] techniques.
Symbolic execution techniques analyze programs by treating inputs
as symbolic values rather than concrete data. They then system-
atically explore different execution paths by solving constraints
generated from program conditions. Take the code in Figure 2 as an
example. Symbolic Execution tools analyze the function from the
entry. Instead of executing with a concrete value of s, they define
a symbolic value s1 instead and maintain the constraints at the
current position (e.g., @ at entry). The symbolization propagates
as the analysis continues (e.g., symvar at L will be assign with
s1[0]-48). When encountering conditional branches, the symbolic
execution tool forks the current constraints, and upon entering a
particular branch, it updates the constraints according to the cor-
responding branch condition (e.g., ary[ (s1[0]1-48)%51==5 added
at Ls). Then, with a constraint solver (e.g., Z3), they can generate
a directed input from the entry to the target line. For Backward
Symbolic Execution [19, 39] tools, this process reverses, starting
with the target line and stop and the entry point. Concolic Execution
(a.k.a. dynamic symbolic execution) combines concrete execution
with symbolic analysis. Instead of systematic exploration, dynamic
symbolic execution collects the constraint during concrete exe-
cution to mitigate limitations such as external interactions, the
overhead of systematic exploration, etc. Previous work combined
grey-box fuzzing with these symbolic execution techniques, dele-
gating hard-to-cover branches that fuzzing struggles with to these
specialized tools to achieve better performance [33, 65].
LLM-based Approaches. Since the explosive popularity of Chat-
GPT, LLMs have been increasingly applied across a wide range of
downstream tasks in the area of software engineering [27]. Recent
works show that LLMs perform promising on many software engi-
neering tasks, as well as test generation [16, 43, 44, 47, 49, 55, 56].
Specific to directed input generation, to improve overall cover-
age and mutation score metrics, recent studies leverage targeted
prompts to drive LLMs to generate inputs to reach hard-to-cover
branches or statements, for example, including the target line num-
bers [43] or constraints along the target execution path [47, 62].
However, due to the hallucination problem, LLMs may confidently
generate the wrong inputs [62]. Also, their effectiveness compared
with constraint-based tools has not yet been explored.
2024-08-19 12:38. Page 3 of 1-13.
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Motivation Example. Here, we describe the examples men-
tioned in Section 1 in more detail. For constraint-based tools, we
have taken Figure 2 as an example above to illustrate how they can
precisely solve constraints and reach the specified targets. How-
ever, these tools also face severe limitations in practical usages, as
exemplified in Figure 1. In this scenario, reaching the target (i.e., L4)
requires the system return value to be zero. An intuitive solution is
to input a valid Linux command, which the system will then execute.
If the execution is complete without errors, the system will return
0, thereby reaching the target. However, symbolic/concrete execu-
tion cannot generate inputs for such code, as the system function
breaks the constraint propagation between the input and output.
They cannot extract any useful constraints during the symbolic
execution or concolic execution process to solve this problem.

Meanwhile, ChatGPT, trained on an extensive corpus includ-
ing technical documentation and online programming resources,
has endowed it with a powerful understanding of the intent of
code and the functionality of related knowledge. This allows the
model to draw upon this learned information to construct plausible
command-line inputs that can satisfy the necessary constraints at
a high level. However, we found that ChatGPT can hardly gener-
ate correct input for the sample in Figure 2, which can be easily
generated by symbolic and concolic execution tools. After several
attempts, we find that ChatGPT is prone to making errors in calcu-
lations of array index values, modulo operations, and subtraction
operations, which prevent it from success.

The above interesting examples motivate us to investigate the
performance of LLMs in targeted input generation tasks and more
importantly, compare them against constraint-based techniques,
analyze the distinct advantages and limitations of each approach,
and finally explore the potential for synergistic combinations.

3 Experimental Setup
3.1 Research Questions

In this study, we aim to understand the effectiveness of large lan-
guage models on directed test input generation and more impor-
tantly, systematically compare their performance with traditional
constraint-based tools. To achieve such a goal, we design the fol-
lowing three research questions.

RQ1: How do LLMs perform on directed input generation?

In this RQ, we aim to comprehensively understand the perfor-
mance of open-source and commercial LLMs on the task of di-
rected input generation. Specifically, we conduct evaluations on
two benchmarks containing over 2,000 samples (see Section 3.2).
The experiments involve Python, Java, and C++ programming lan-
guages under various settings (e.g., number of attempts).

RQ2: Can LLMs outperform traditional constraint-based tools?

In this RQ, we aim to systematically compare LLMs with tradi-
tional constraint-based tools to understand their respective strengths
and weaknesses. Specifically, we select well-known constraint-
based tools supporting multiple programming languages and con-
duct a comparative analysis with LLMs from various perspectives,
including different code scenarios (e.g., external functions, inte-
ger/floating point calculations), different input and output types
(e.g., string types and aggregate types), unique successful samples,
and their performance in worst-case and best-case scenarios.
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RQ3: Can we integrate LLMs with traditional tools for better
directed test input generation?

Finally, we investigate the feasibility of incorporating LLMs with
traditional constraint-based tools to improve the effectiveness in
the directed test input generation task. Specifically, we design an ap-
proach that combines LLMs and constraint-based tools, implement
the corresponding prototype, and evaluate it on the benchmarks to
find out whether the performance can be enhanced.

3.2 Benchmark Construction

3.2.1 Existing Benchmark. There are a few existing datasets for
symbolic/concolic execution tools, such as logic_bombs [60] and
CGC.! The logic_bombs dataset encompasses diverse samples across
various code scenarios that can impact symbolic execution. How-
ever, the primary limitation is its relatively small size. There are only
53 samples in logic_bombs, which is insufficient individually to ade-
quately support our comprehensive study. Other available datasets,
such as CGC, primarily focus on vulnerability-exploiting scenarios,
particularly related to memory corruption in the memory-unsafe
language (e.g., C/C++), which lacks diversity. Additionally, many
samples within these datasets are intentionally constructed, intro-
ducing complex control and data flows that are not representative
of typical development scenarios. Consequently, it may not accu-
rately reflect real-world conditions. CruxEval [25] is a benchmark
for LLM code reasoning, understanding and execution. Samples in
CruxEval are constructed in the form of inferring input from the
given output of a function and vice versa. However, this benchmark
is generated by CodeLlama-34b and small (maximum 13 lines, no
complex arithmetic) [25], which is unfit for our task of directed
input generation, which aims to reach hard-to-cover code in practi-
cal usages. Additionally, constructing a dataset from scratch is also
challenging. The main difficulty lies in determining which paths or
locations should be targeted, as manual selection or selection using
some heuristics can inevitably introduce difficult-to-measure bias.

3.22 Benchmark Construction from Existing Dataset. Inspired by
the samples in logic_bombs and CruxEval, we propose a method that
transforms existing well-established datasets into directed input
generation tasks, as illustrated in Figure 3.

Specifically, we select HumanEval [14] as the original dataset.
HumanEval, introduced by OpenAl is currently the most well-
known benchmark for evaluating the performance of LLMs on
code tasks [14, 64]. It comprises 164 hand-crafted programming
problems and their corresponding unit tests, covering various areas,
including language understanding, reasoning, algorithms, mathe-
matics, etc. To gain a multilingual perspective, we also utilize its
multilingual counterparts, HumanEval-X [64].

We utilize the test cases in every sample in HumanEval-X to
construct directed input generation questions. First, for each test
case in every sample, we extract the oracles from the corresponding
test suites and discard the inputs to construct an inverse-solving
problem similar to those samples in logic_bombs and CruxEval
datasets. Then, we mask the input arguments with special tokens to
generate the corresponding prompts for LLMs or symbolize them
to construct a harness for constraint-based tools to solve it.

!https://www.llmit.edu/r-d/datasets/cyber-grand-challenge-datasets
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Table 1: The datasets used in this study. “Lang” and “Num.” re-
fer to the language and number of the samples in the dataset,
respectively.

Dataset Desc. Lang. | Num.
logic_bombs | Dataset for symbolic execution tools. C 53
C++ 741
PathEval Reconstructed from HumanEval-X. Python 747
Java 744

By transforming existing well-established datasets, our approach
avoids the bias introduced in the construction as much as possi-
ble. Eventually, from HumanEval-X, we have extracted over 2000
samples for 3 languages (i.e. C++, Python, and Java) to serve as
our benchmark. To distinguish it from the original dataset, we re-
fer to the transformed dataset as PathEval. Such targeted input
references contain complex and numerous constraints. Take T1 in
Figure 3 as an example. It includes both obvious constraints (e.g., n
> mand (n+m)/2>0) and more subtle constraints imported by the
given output "11" (e.g., the while should loop exactly twice), which
introduces more complex constraints on n and m.

LOGIC_BOMBS SAMPLE: HUMANEVAL-X SAMPLE:
int logic_bomb(char* s) {
int symvar = s[0] - 48;
intall ={1.2 3,4,5, 6}
if (a[symvar]<0 || a[symvar] > 6){
return BOMB_ENDING;

string rounded_avg(int n,int m){
if (n>m) return *-17;
int num=(m+n)/2;
string out="";
while (num>0){
out=to_string(num%2)+out;
num=numy/2;

return NORMAL_ENDING; }
DIRECTED INPUT QUESTIONS:

return out;}

TESTCASES:

€————| Tl:rounded avg(1,5) == "11"
® T2: rounded_avg(7, 13) 010"
) "
)

Q: logic bomb(?) == BOMB_ENDING
DIRECTED INPUT QUESTIONS:

Q1: rounded_avg(?) == "11"

Q2: rounded_avg(

Q3: rounded _avg(?) == "-1"
I

v [0 v

PROMPT FOR GPT:

T3: rounded_avg(7, 5
T4: rounded_avg(5, 1

HARNESS FOR KLEE:

Please fill the arguments tagged with
<FILL ME> to make the assertion success.

string rounded_avg(int n,int m){
// function body

cpp
string rounded_avg(int n,int m){ int main(){
J/ function body intn, m;
klee_make_symbolic(&n, sizeof(n), "sym n");
int main(){ klee_make_symbolic(8m, sizeof(m), "sym_m");
klee_asssert(add(n, m)==11);

assert(rounded_avg(<FILL_ ME>) == "117);
P

Figure 3: Insight and overview of dataset construction from
HumankEval-X.

Concurrently, we also collect the samples in logic_bombs dataset
and expand it to accommodate the use of LLMs. While it is rel-
atively small, as we mentioned earlier, the samples labeled with
code scenarios can provide valuable insights for our analysis. The
composition of our final benchmark is shown in Table 1.

3.2.3 Evaluation Metric. We use the pass rate as the metric in this
study. Briefly, the pass rate represents how many samples in the
dataset the tools can pass (i.e., generate an input that can return the
targeted output) within M attempts. Let N denote the total number
of samples in the dataset. For each sample s; (where i = 1,2, ..., N),
including function f; and the targeted output o;, we attempt M
times to generate input t;; (where j = 1,2, ..., M). We consider any
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success of t;; (i.e., fi(tij) = 0;) as the pass of s;, denote as p;:
pi=1, \/;VI:1 fi(tij) = oj;and 0 othersie; (1)
Then, the pass rate of the overall dataset can be defined as follows:
pass_rate = Zﬁlpi/N (2)

3.3 Studied LLMs and constraint-base tools

3.3.1 LLMs. For LLMs, we select the top state-of-the-art open-
source LLMs from the leaderboard for code-related tasks.? Our
selection process takes into account factors of computational re-
source limitations, community prominence, and prior usage in
academic works [13, 25, 31, 64]. Additionally, we included ChatGPT
as a representative of closed-source commercial LLMs.

GPT-3.5 (ChatGPT): As the most well-known and widely used
large language chat model, ChatGPT has been extensively utilized
in previous research studies, with its performance validated by
numerous works [1, 12, 17, 26, 52, 57, 63]. Additionally, it offers a
lower cost API than GPT-4 (approximately 1/20), making it more
suitable for development as an automated tool. Specifically, we use
OpenAl API with the default setting and instruction fashion to
prompt ChatGPT (See Figure 3 for an example prompt).

StarCoder2 32, 35]: StarCoder2 is a family of code generation
models with parameter sizes ranging from 3B to 15B. In our experi-
ments, we employ the fill-in-the-middle approach for query. Note
that we utilized the 7b model instead of the 15b model, as there
is evidence® suggesting potential flaws in the performance of the
15b model in the fill-in-the-middle mode, making it less effective
compared to the 7B models [35].

CodeLlama [54]: CodeLlama, leveraging the advancements of
Llama 2, showcases exceptional performance, offering cutting-edge
capabilities such as superior infilling, the ability to handle large
input contexts, and impressive zero-shot instruction following for
programming tasks. We select the 7B model with the filling-in-the-
middle prompt in our study due to the resource limitations as well
as to be consistent with StarCoder2.

CodeQwen [5]: CodeQwen 1.5 is built upon Qwen 1.5 and was
trained on 3 trillion tokens of code data. Within the temporal
scope of this work’s production, CodeQwen-1.5 ranks as the top-
performing base model on the leaderboard. We utilize the CodeQwen-
1.5-7b-chat model with the same prompt approach as GPT-3.5.

3.3.2  Constraint-based Tools. We chose widely used symbolic exe-
cution/dynamic symbolic execution tools that support the Binary,
C++, Python, and Java languages, respectively, in this study.

KLEE [9]: KLEE is an open-source symbolic execution engine for
automated analysis and testing of C and C++ programs. It utilizes
static analysis and constraint solving along symbolic execution
paths to explore various paths and detect errors and vulnerabilities.

Angr [50]: Angr is a powerful binary analysis framework that
supports multiple architectures and facilitates tasks like symbolic
execution and program analysis. It is widely recognized and popular
in CTF competitions, binary analysis, and reverse engineering.

Zhttps://huggingface.co/spaces/bigcode/bigcode-models-leaderboard
3https://huggingface.co/bigcode/starcoder2-15b/discussions/6
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Table 2: The performance (i.e., pass rate) of studied LLMs on
the two datasets. The “Lang” column indicates the language
of the samples. The “Att” column indicates the results un-
der single and five attempts, respectively. The red coloring
columns indicate the gap between the tool’s performance
and that of GPT-3.5.

Dataset Lang. Att. GPT-3.5(%) CodeLlama (%) StarCoder2 (%) CodeQwen (%)
X 1 35.85 13.21  -22.64 9.43  -26.42 28.30 -7.55

logic-bomb C
5 43.40 15.09  -28.31 13.21 -30.19 37.74 -5.66
Cor 1 38.06 30.23 -7.83 1255 -25.51 18.89 -19.16
5 58.57 36.30 -22.27 2294 -35.63 2834 -30.23
1 36.81 28.66 -8.15 1446 -2236 26.51 -10.31

PathEval | Python

5 53.55 34.15 -19.40 19.28 -34.27 38.15 -15.39
Java 31.05 11.91 -19.14 10.89  -20.16  23.92 TP

LV
51.21 16.38 -3483 15.19 -36.02 37.10 -14.11

CrossHair*: CrossHair is a popular (over 900 stars on Github)
program analysis tool for Python. CrossHair utilizes dynamic sym-
bolic execution techniques to explore different execution paths and
generate corresponding test cases for users.

EvoSuite [22, 23]: EvoSuite is a Java-based tool that automati-
cally generates test cases with assertions for software classes. The
latest version of EvoSuite also supports generating tests in dynamic
symbolic execution (a.k.a. concolic execution) mode.

3.3.3 Settings for Different Tools. Here, we provide the detailed
settings we utilized for the selected tools during the experiment.

LLMs hyperparameters: We set up GPT-3.5 with the default
configuration of OpenAI APIL For open-source LLMs, we follow the
settings in the guidance® and paper [54] in CodeLlama (tempera-
ture=0.1, top_p= 0.95, max_new_token=100).

LLMs prompt construction: We use the same prompt tem-
plate shown in Figure 3 to instruct chat models GPT-3.5 and Cod-
eQwen. And for code models, CodeLlama and StarCoder2, we use
their sentinel tokens (<FILL_ME> for CodeLlama, <fim_prefix>,
<fim_suffix> and <fim_middle> for StarCoder2) to conduct the
fill-in-the-middle prompt [35, 54].

Constraint-based tools setting: We follow the settings in the
benchmark of logic_bombs [60] to set up KLEE and Angr. For CrossHair
and EvoSuite, which are unused in logic_bombs, we utilize the de-
fault settings for dynamic symbolic execution (crosshair cover
command for CrossHair and -generateSuiteUsingDSE flag for
EvoSuite). The timeout is set to 300 seconds for all studied tools.

We have performed the experiment of the open-source LLMs
with a single NVIDIA Tesla A100-PCle with 40GB Graphics RAM
and evaluated the selected constraint-based tool on a server with a
96-core Intel Xeon Gold 6248R CPU and 256GB RAM.

4 Evaluation Result
4.1 ROQ1: Effectiveness of LLM

In this RQ, we aim to investigate the effectiveness of LLMs in gen-
erating directed inputs. We evaluate the selected LLMs on our
multilingual dataset. For every sample, we utilize LLMs to generate

*https://github.com/pschanely/CrossHair
Shttps://huggingface.co/codellama/CodeLlama-7b-hf
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the targeted input with single and five attempts and then calculate
the overall pass rates (see Section 3.2) respectively.

4.1.1  Overall Performance. The results of the four selected LLMs
on both logic_bombs and PathEval dataset are shown in the Table 2.
For clarity, we highlight the results in green and the degree of
performance decline compared to GPT-3.5 in red.

The results show that GPT-3.5 achieves a significant and con-
sistent performance advantage over the open-source LLMs under
all subsets within our dataset. Specifically, GPT-3.5 achieves the
highest pass rate across all datasets under both a single attempt and
multiple attempts. On logic_bombs, upon 43.4% inputs are generated
correctly by GPT -3.5, and on PathEval, GPT-3.5 also achieve the
best results, ranging from 51.21% to 58.57% in all three different lan-
guage datasets in PathEval. The performance gap between GPT-3.5
and the open-source models is substantial, ranging from around
5.66% to over 36.02% in relative decline.

Finding 1: GPT-3.5 exhibits excellent performance on directed
input generation, passing 43.40%-58.57% samples in our dataset.
For the studied open-source LLMs, the difference compared
to GPT-3.5 is relatively smaller in certain settings (less than
10%, minimum 5.66%). However, most of the time, there is a
significant performance gap (more than 19%, maximum 36.02%).

4.1.2  Multilingual Perspective. PathEval dataset contains samples
with semantically equivalent versions in multiple languages, which
facilitates comparisons between LLMs from the perspective of differ-
ent programming languages. The results are also shown in Table 2
distinct by the “Lang” column.

We find that GPT-3.5 also outperforms the open-source models
across the multilingual dataset. However, upon closer inspection of
the data for the three languages in PathEval, its generation quality
for Java is slightly inferior to the other two languages, and the
gap becomes more evident with only a single attempt. Among the
open-source models, StarCoder2 performs the best in C++ tasks,
then on Python, and worst on Java. The other two models show
obvious weaknesses in a certain language: the performance of Cod-
eQwen in C++ is noticeably lower, around 75% (28.34% relative to
38.15% and 37.10%) of its performance when generating in the other
two languages, yet the decline of CodeLlama in Java is even more
severe, only about half (16.38% relative to 34.15% and 36.30%) of its
performance on the other two languages. This discrepancy may be
attributable to the varying understanding capabilities exhibited by
the LLMs across different programming languages [64].

Finging 2: The performance of LLMs varies across languages.
Specifically, the performance of CodeLlama is approximately
halved on the Java samples compared to compared to its per-
formance on C++ and Python datasets.

4.1.3  Multiple Attempts Improvement. From the “Att” column in
Table 2, we find that the multiple attempts strategy can greatly
increase the pass rate for all the models, between 6.07% to 20.51%,
varying from LLMs. We then further analyze the result within dif-
ferent numbers of attempts to understand trends in performance
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(a) Result on PathEval (C++)  (b) Result on PathEval (Python)
Figure 4: Results for LLMs on PathEval with multiple at-
tempts. Figure 4a shows the number of pass samples under
1-5 attempts on the C++ subset, while Figure 4b shows the
result on the Python subset.

Table 3: The performances (i.e., pass rate) of constraint-based
tools, GPT-3.5 and CodeLlama. “GPT”, “CL”, “CH”, and “ES”
represent GPT-3.5, CodeLlama, CrossHair and EvoSuite. Both
the result of GPT-3.5 and CodeLlama are in five attempts. "-"
means the tool does not support the language.

Dataset Lang. |GPT (%) CL (%)|Angr (%) KLEE (%) CH (%) ES (%)
logic-bombs|C 43.40 15.09 28.30 24.53 - -
C++ 58.57 36.30 - 59.51 - -
PathEval  |Python| 53.55 34.15 - - 3253 -
Java 51.21 16.38 - - - 39.25

improvement. Figure 4a shows the number of pass samples under
one to five attempts in the C++ subset of PathEval while Figure 4b
shows the result of the Python subset. It is clear that in all passed
samples, about 90% get correct input within three attempts for
all LLMs, and over 95% in four attempts (relative to the result of
five attempts). The improvement of GPT-3.5 is higher than the 7b
open-source LLMs in multiple attempts. In C++, there are 20.52%
new success for 5 attempts than a single (9.45%, 10.39%, and 6.07%
for CodeQwen, StarCoder2 and CodeLlama) while in Python, the
corresponding data are 16.73% (11.65%, 4.82% and 4.15% for Code-
Qwen, StarCoder2 and CodeLlama). The divergent growth trends
stem from GPT-3.5’s advantages in scale and training data, enabling
it to generate valid targeted inputs with a higher chance.

Finding 3: Multiple attempts are effective in increasing the
performance for all LLMs (6.07% - 20.52%) while widening the
gap between GPT-3.5 and the smaller open-source LLMs.

4.2 RQ2: Comparison with Traditional Tools

Impressed by the excellent performance of LLMs in RQ1, we further
explore the capabilities of the constraint-based tools, KLEE, Angr,
CrossHair and EvoSuite (in dynamic symbolic execution mode), on
our benchmark, comparing with the performance of LLMs.

4.2.1 Overall Performance Comparison. The results of constraint-
based tools are shown in Table 3. The results demonstrate that the
performance of GPT-3.5 on our datasets is on par with the constraint-
based tools. On the Python and Java subsets of the PathEval, GPT-3.5

2024-08-19 12:38. Page 6 of 1-13.
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CodeQwen

Figure 5: Venn plots of the samples passed by LLMs and KLEE
on the C++ subset.

significantly outperforms the traditional tools that utilize dynamic
symbolic execution techniques. When comparing to the highly
mature symbolic execution tool KLEE, which has 2.5K stars on
GitHub with over 2,700 commits, GPT-3.5 is only inferior to it
by 0.94% (59.51%-58.57%) on PathEval (C++). Furthermore, on the
logic_bombs dataset, which poses challenges for symbolic execution
techniques, GPT-3.5 can outperform KLEE and Angr by 18.87%
(43.40%-24.53%) and 15.10% (43.40%-28.30%) respectively.

Finding 4: GPT-3.5 performs competitively to the engineering-
proven constraint-based tools KLEE on our dataset, and signifi-
cantly ahead of CrossHair and EvoSuite on Python and Java.

But are LLMs such as ChatGPT a panacea? The answer is proba-

bly No. We have taken a closer look at the passed samples in the
PathEval dataset. Figure 5 illustrates the overlaps and differences in
the number of them on PathEval (C++) dataset between LLMs and
the KLEE. KLEE has the most unique successful samples, reaching
116, which accounts for 15.7% of the total samples. GPT-3.5 and
CodeLlama follow, accounting for 7.02% and 2.29% respectively.
This strongly implicit that symbolic execution tools and LLMs may
have their respective strengths and weaknesses, thus leading to a
significant difference in their results. With this speculation in mind,
we continue with a more detailed analysis from different perspec-
tives (i.e., different scenarios of code, different forms of the input
to be generated, and their generalization and comprehensiveness).

4.2.2 Code Scenario Perspective. First, intuitively, we categorize
the samples by different code scenarios in order to explore the
performance of each of the two types of tools in different situa-
tions. However, it is difficult to manually categorize more than 2,000
samples in a detailed and accurate manner. Therefore, we utilize
samples in logic_bombs, which are already categorized based on
the challenge scenarios for symbolic execution techniques when
constructed artificially, to continue our study. For example, samples
in the “cover_propagation” category denote there are disconnec-
tions in the propagation of constraints during the exploration of
2024-08-19 12:38. Page 7 of 1-13.
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Table 4: The categorized result of GPT-3.5, KLEE and Angr on
logic_bombs dataset.

Categeroy GPT-3.5 | KLEE Angr | Total
buffer_overflow 0 2 2 4
contextual_symbolic_value 2 2 0 5
covert_propogation 6 1 2 7
crypto_functions 0 0 0 2
external_functions 5 0 2 8
floating_point 3 0 2 5
integer_overflow 1 2 2 2
loop 1 0 0 5
parallel_program 2 0 0 5
symbolic_jump 0 1 0 3
symbolic_memory 3 5 4 7
Total 23 13 14 53

1 int logic_bomb(charx s) {
int pid, fd[2];

. pipe(fd);
4 if ((pid = fork()) == -1) return 0;
5 if (pid == @) {

6 close(fd[0]);
write(fd[1], s, sizeof(s));
wait (NULL);

9 exit(0);

10 } else {

11 char content[8];

12 close(fd[11);

13 read(fd[e], content, 8);

14 if (strcmp(content, "7") == @) {

15 // target line

16 }

Figure 6: An example in “parallel_program” that KLEE and
Angr cannot model while all the LLMs pass.

the symbolic techniques (e.g., interaction with the operating sys-
tem) in them while the category of “symbolic_memory” refers
to the samples are related to memory operations (e.g., memory
indexing and allocation). The results of different categories can
highlight the strengths and limitations of constraint-based tools.
Likewise, it allows us to better compare the advantages and disad-
vantages of LLMs and determine whether they align with those of
the constraint-based approaches.

Table 4 shows the results of GPT-3.5 (best in studied LLMs), and
the two constraint-based tools with C language support, KLEE,
and Angr on all the 11 categories in logic_bombs. We find that
they have unique pros and cons. Among the 11 categories, GPT-3.5
outperforms the two symbolic execution tools in five categories,
while KLEE and Angr perform better in the other three categories.

Figure 6 showcases an example in the “parallel_program” cat-
egory that demonstrates the advantages of LLMs. There are two
processes (created by fork at Ls4) that communicate with each
other through pipes (L3) in the program. Such implicit data flow is
not modeled in KLEE or Angr, making it unprocessable by these
tools. However, LLMs such as GPT-3.5 and CodeQwen, can recog-
nize the widely used parallel programming patterns, effectively
understand the code and provide correct answers. Similar exam-
ples are widespread in categories like “external_functions” and
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1 int logic_bomb(char*x symvar) {
2 int flag = 0;
3 char buf[8];
if(strlen(symvar) > 9) return 0;
5 strcpy (buf, symvar);
6 if(flag == 1){
7 // target line
5 }

Figure 7: An example in “buffer_overflow” that KLEE and
Angr can pass while all the LLMs cannot.

Table 5: Influence of pass rate by input/output features on
PathEval (C++). “GPT?”, “CL”, “SC”, and “CQ” refer to GPT-
3.5, CodeLlama, StarCoder2 and CodeQwen. "Str.", "Float." and
"Aggr." refer to samples with string, floating point, and ag-
gregate types of input/output. Data with large fluctuations
(+10%) relative to the overall result (last row) are highlighted.

Features

“Tnput  Output GPT (%) CL (%) SC(%) CQ(%)| KLEE (%)
Str. Any 53.65 3691 24.46 27.90 59.23
Any Str. 56.07 3738 19.16 22.43 56.07
Float. Any 56.52 3333 2174 13.04 11.59
Any Float. 60.00 40.00 2250 15.00 7.50
Aggr. Aggr. 66.03 4359 27.56 23.72 10.26
Aggr.  NoAggr. | 5032 26.75 17.20 10.83 54.78
No Aggr.  Aggr. 63.16 36.84 20.18 38.60 69.30
No Aggr. No Aggr. 5732 37.26 2452 35.67 82.80
Any Any 58.57 3630 2294 2834 59.51

“covert_propagation”, in which there are samples related to syscalls,
external function calls, and constraints that are out of the source
code (e.g., the input should be a valid IP address string). In addition,
KLEE lacks support for symbolic floating-point computation with-
out extensions, so the result is 0 in the “floating_point” category.

On the other hand, Figure 7 shows the strengths of constraint-
based tools. In this stack overflow example, the input should be a
string with the constraint of length equal to nine and ends with
the specified character \x01 (e.g. "AAAAAAAA\XQ@1"). Such stringent
strings can fulfill the buf array precisely by the first eight characters
and overwrite the lowest 8 bits of variable flag next to buf on the
stack to 1, finally reach to the target. Based on our observations,
LLMs can understand the requirement of generating a long string
to trigger an overflow. However, they struggle to control the exact
length of the generated string and to produce specific characters for
precise overwriting. As a result, none of the LLMs, including GPT-
3.5, succeeded in this example. Similarly, issues arise with samples
in the “integer overflow” and “symbolic jumps”, both require precise
calculations that GPT-3.5 does not handle well.

Finding 5: LLMs can more effectively address challenges that
involve implicit data flow (e.g., interactive with operation sys-
tem) and out-of-code constraints (e.g., a valid IP address). How-
ever, their performance is less satisfactory when requiring pre-
cise solutions (e.g., an exact N-length string).
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1 vector<string> sorted_list_sum(vector<string> lst){
vector<string> out={};

3 for(int i=0;i<lst.size();i++)

4 if(lst[i].length()%2==0) out.push_back(lst[i]);

5 string mid;

6 sort(out.begin(),out.end());

7 for(int i=0;i<out.size();i++)

8 for(int j=1;j<out.size();j++)

9 if(out[j].length()<out[j-1].length()){

10 mid=out[j];

11 out[jJl=outl[j-11;

12 out[j-1]=mid;}

13 return out;

Figure 8: An example with aggregate input and output types
that KLEE cannot pass any samples while LLMs pass all.

4.2.3  Input/Output Type. Additionally, we categorize the samples
based on the characteristics of inputs and outputs. We specifically
focus on the samples with non-basic types (i.e., floating point and
string) and aggregate types (e.g., vector), which we recognize as
widely used and more challenging. The results are shown in Table 5.

We observe more performance fluctuation for KLEE, StarCoder2
and CodeQwen compared to GPT-3.5 and CodeLlama. The perfor-
mance of GPT-3.5 and CodeLlama are significantly more stable.
Except for the drop of floating pointer solving mentioned above, we
find it interesting that when it comes to aggregate types, LLMs and
KLEE perform differently. KLEE experienced a significant drop in
performance when solving aggregate inputs and aggregate output
samples; however, no significant performance degradation when
dealing with aggregate inputs and not aggregate outputs. In con-
trast GPT-3.5, CodeLlama and StarCoder2 behave oppositely.

We conjecture this could be the conversion between aggregate
types involving a significant amount of complex constraints that
are difficult to model effectively in practice. Figure 8 shows such
an example that includes complex data and control flow in sorting.
These are common in the conversion between vectors and other
aggregate types and significantly challenge the symbolic execution
technique. Additionally, the number of members in aggregate inputs
is difficult to determine when declaring symbolic variables ahead
of time. However, LLMs can generate code at a higher level of
abstraction, avoiding the pitfalls of the underlying complex logic.
On the other hand, the conversion from aggregate types to simple
types often involves statistical operations such as the summation
or selection of a set of data, which is a weakness for LLMs.

We also notice that when the samples of the input are not ag-
gregate, KLEE performs excellently (82.80%); it also demonstrates
the effectiveness of symbolic execution in ideal situations and the
severity of the limitations as mentioned above in the real world.

Finding 6: LLMs and KLEE exhibit stark contrasts in handling
aggregate inputs and outputs, with LLMs performing worse
on the summation or selection elements from aggregate inputs
while KLEE performing worse on aggregate type to aggregate
type transformation such as array sorting.

We do not conduct the same analysis on the Python dataset due
to the absence of type annotations in a part of the samples. However,
2024-08-19 12:38. Page 8 of 1-13.
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Table 6: The results of LLMs (“GPT”, “CL”, “SC”, and “CQ” re-
fer to GPT- 3.5, CodeLlama, textitStarCoder2, CodeQwen), and
CrossHair, categorized based on whether there are parameter
type annotations in the samples.

Type Annotation | GPT (%) CL (%) SC (%) CQ (%) | CrossHair (%)
With 61.01 33.33 18.81 38.07 45.41
Without 50.47 34.62 19.47 38.19 27.22
Total 53.55 34.15 19.28 38.15 32.53

CrossHair requires the target functions to have type annotations.
Otherwise, based on our observations, CrossHair always assumes
that the input is of string type. To clarify the impact of this problem,
we categorize the samples in PathEval (Python) based on whether
the input parameters are typed. The results are shown in the Table 6.

Overall, we find that the absence of type annotations significantly
reduces the effectiveness of CrossHair while having a smaller im-
pact on GPT-3.5 and CodeLlama since LLMs can infer type with a
high precision [42]. In the category of samples without type an-
notations, CrossHair’s pass rate decreased dramatically by 40.06%
((45.51-27.22)/45.51) compared to the samples with that, while GPT-
3.5 only experienced a decrease of 17.56% ((61.01-50.47)/61.01), still
at a relative high (50.47%) pass rate. Furthermore, there are even
performance improvements for open-source LLMs (possibly due to
the low coverage of type annotations in the open-source python
projects [24] that are used as the primary training data).

Finding 7: LLMs have the potential to complete the missing
information or manual work required by traditional tools and
increase the overall level of automation (e.g., automatically
generate symbolic value define for KLEE and type annotations
for CrossHair) and performance of them.

EO0-/50O%-%0%-1

Percentage

GPT-35

Codellama StarCoder2 CodeQwen KLEE

Figure 9: Numbers and percentage (relative to the total num-
ber of code groups) of LLMs and KLEE that passes less than
1/3, 1/3 to 2/3, and at least 2/3 samples in each code group.

4.2.4 Generalizability and Comprehensiveness. Furthermore, as
test generation tools, the adaptability to diverse code and com-
prehensive test case generation is of paramount importance. Here
we group the samples with the same code but different targets as a
2024-08-19 12:38. Page 9 of 1-13.
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Table 7: Numbers and percentage of different code groups
that samples in the groups are all passed or all failed.

Categeroy | GPT-3.5 CodeLlama StarCoder2 CodeQwen | KLEE
AllFail | |10 6.25% 24 15.00% 58 36.25% 56 35.00% | 37 23.13%
AllPass T | 45 28.13% 16 10.00% 9 5.63% 18 11.25% |80 50.00%
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Figure 10: Overview of LLMSym.

“code group” and calculate the pass rate of each code group. Figure 9

shows the numbers and percentage of each tool that passes less
than 1/3, 1/3 to 2/3, and at least 2/3 samples in each code group (e.g.
GPT-3.5 has passed at least 2/3 samples in 71 code groups). Espe-
cially we also list the worst (pass rate is 0%, none of the samples in
a code group is passed) and best (pass rate is 100%, all samples are
passed in the code group) situations in Table 7.

We find a significant difference in the distributions between
KLEE and LLMs. KLEE has a higher proportion in the “All Pass”
code groups shown in Table 7, while GPT-3.5 and CodeLlama have
a lower proportion in “All Fail” groups. This indicates that when
dealing with diverse code, GPT-3.5 is more likely to provide some
valid inputs and is rarely unavailable. However, on the other hand,
the comprehensiveness of the test cases generated by GPT-3.5 is
not as robust as those generated by KLEE. KLEE can fully solve 50%
of the code groups, but a significant portion of the groups remains
entirely unsolvable. In these cases, symbolic execution processing
in KLEE may encounter critical limitations such as path explosion,
external interactions, and nonlinear constraints.

Finding 8: GPT-3.5 have better generalizability as it can of-
ten provide some valid inputs for a program, but its ability to
generate comprehensive test cases is not as strong as KLEE. In
contrast, KLEE is more code-sensitive. It can solve all paths on
half of the code snippets in our dataset. However, there are also
28.13% samples that do not find any solution at all.

4.3 ROQ3: Integrating LLMs with Traditional
Tools for Better Performance

Considering the unique pros and cons of LLMs and traditional tools
in directed input generation, we design an approach combining
the advantages of LLM and traditional tools as shown in Figure 10,
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named LLMSym. The key insight of LLMSym is to take the advan-
tages of both LLM and traditional tools. The key workflow and the
corresponding insights of LLMSym are as follows.

Given the excellent pass rate (Finding 1, 2, 4) and stability (Find-
ing 8) of GPT-3.5, we will first query LLMs to generate candidate
solutions (i.e., directed inputs) in step @ and verify the candidates
via concrete execution one by one in step @. If a candidate passes
the validation, it is returned as a solution, and the process ends. If
none of the candidates pass, then we return the feedback (i.e., the
actual output of the LLM-generated inputs produced by concrete
execution) to LLMs for further refinement in step ®. Then, the re-
fined solutions are, again, verified via concrete execution in Step @.
Finally, if LLMs still cannot generate solutions, we consider this
a problem that LLMs are not suited to solve, such as precise cal-
culations (Finding 5, 6), we thus turn to traditional tools. Step ®
enhances the harness, we extract useful features from the previous
LLMs generated inputs (i.e. aggregate data structure sizes and input
types) to construct more tailored harnesses (Finding 7).

Beyond direct integration, two key novel designs in the above
workflow are as follows. First, we leverage the feedback shot in
step @ to maximize the gains from multiple attempts, which we
find useful in Finding 3. By feedback with problematic generated
inputs and execution-earned outputs, we aim to prohibit LLMs from
making the same mistakes in subsequent generations [16]. Second,
we enhanced the harness of constraint-base tools in step ®. At
a high level, it can be viewed as utilizing LLMs-generated inputs
to guide the symbolic value defined in constraint-based tools. For
example, if LLMs generate [ 1, 2] as input, we preserve the structure
of the inputs and replace the concrete values with symbolic ones
(i.e, [i@, i1],10 and i1 are symbolic integer values) to generate
harnesses. Instead of a fixed template, we utilize the code-aware
output from LLMs to generate more tailored and flexible harnesses
for the constraint-based tools as we find that LLMs can infer more
information from the code, as revealed in Finding 7.

We further implement the pipeline in Figure 10 based on GPT-3.5,
KLEE and CrossHair. The experiment is conducted on PathEval C++
and Python datasets. The result is shown in Table 8. In particular,
for Python, the overall pass rate is 74.43% (556/747), outperforming
the baselines GPT-3.5 by 39.00% ((556-400)/400) and CrossHair by
128.81% ((556-243)/243), Notably, there are 74 new successes that
both baselines fail to cover. While for C++, the pass rate reaches
85.83% (636/741), outperforming KLEE by 44.22% ((636-441)/441) and
GPT-3.5 by 46.54% ((636-434)/434). And there are 28 new successes
that both KLEE and GPT-3.5 had previously failed to achieve.

We also investigate the impact of feedback shot in step ® and
harness enhancement in step ® via ablation study. Results are
shown in Table 8 under the LLMSym entry. Compared with the
results achieved by full LLMSym (556 and 636 on two datasets),
excluding these two designs causes obvious drops. The lack of the
feedback shot led to 48 failed Python samples and 21 failed C++
samples compared to the full version. Likewise, the absence of the
harness enhancement resulted in 23 failed Python samples and 5
failed C++ samples. Removing both components led to a combined
total of 74 failed Python samples and 28 C++ samples.
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Table 8: Numbers of passed samples for baselines and LLM-
Sym. “Full” indicates the result of the complete LLMSym
while “w/o ®”, “w/o ®” and “w/o @®” indicate the results
without feedback shot prompt, without the enhanced har-
ness, and without both respectively.

Dataset | Total Baseline LLMSym

PathEval GPT CrossHair KLEE |Full w/o® w/o® w/o®®
Python 747 | 400 243 - 556 508 533 482
C++ 741 | 434 - 441 | 636 615 631 608

Finding 9: It is feasible and promising to integrate LLMs with
constraint-based tools and evaluation results show that our
novel solution can yield significant improvements. We believe
this is a promising direction worthy of further exploration.

5 Threat to Validity

This paper has two main threats to validity.

First, The findings may not be generalizable to other LLMs and
tools. To alleviate this threat, for LLMs, we selected representative
ones following previous works [25, 31]. For traditional tools, we se-
lected the mainstream commercialized symbolic/concolic execution
tools following prior work [60, 61] and avoided those [19, 39] suffer
from practical limitations (e.g., the precise construction of cross-
function control flow graphs) as pointed out by prior study [6].

Second, the prompt we used may not be optimal. To alleviate
this threat, we designed the prompt template following the prin-
ciple of prior work [38]. Though advanced prompting techniques
(e.g., in-context learning or Chain-of-Thought) and more sophis-
ticated prompting techniques from recent test generation work
(e.g., prompt with the results of static analysis) may yield better
results, which is remote from the core of this paper. Furthermore,
the hybrid method we propose in our paper is orthogonal prompt
engineering and can be easily integrated with those prompt-related
advancements. So we leave it to further exploration.

6 Related Work

Directed test input using LLMs. Some LLMs test case generation
works utilize specialized prompts to create directed test input that
covers code branches and areas not reached and further improve
the overall coverage, mutation scores, and other metrics. TestGen-
LLM [2] introduces the engineering practice in Meta, they prompt
the LLMs to generate tests that can increase the test coverage or
cover missing corner cases in the instruction directly. CoverUp [43]
iteratively improves coverage by adding coverage information to
prompts to make LLMs focus their attention on as yet uncovered
lines and branches. MuTAP [16] highlight the undetected mutation
position in the prompt and ask LLMs to generate a new test case
to cover it. SymPrompt [47] conducts a lightweight analysis on the
program under test to extract the constraints of each path, then
generate a path-specific prompt with constraints to generate more
complete test cases. TELPA [62] integrates static analysis results and
corner cases into prompts to guide LLMs to generate diverse tests
that reach hard-to-cover branches. However, none of these works
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have thoroughly explored the perspective of combining constraint-
based tools to mitigate the limitations of LLMs.

Comparison or integration between LLMs and traditional
tools. The emergence of LLMs has introduced new options for
software engineering tasks. Consequently, some works focus on
comparison between Search-Based Software Testing (SBST) tools
with new LLMs tools to gain a fuller understanding of LLMs or bet-
ter performance. Tang et al. [52] present a systematic assessment of
unit test suites generated by two state-of-the-art techniques: Chat-
GPT and SBST tools. They comprehensively evaluate test suites
generated by ChatGPT from the perspectives of correctness, read-
ability, code coverage, and bug detection capability and found that
the state-of-the-art SBST tools gain higher code coverage than
ChatGPT. Bhatia [7] conducted an experimental investigation to
compare the quality of unit tests generated by LLMs against those
generated by the commonly used test generator Pynguin [36]. Fur-
thermore, Codamosa [30] is a system that integrates queries to LLMs
into search-based algorithms for unit test generation. Codamosa
conducts SBST until coverage improvements stall, then asks LLM to
provide example test cases for under-covered functions, which help
SBST redirect its search to more useful areas. However, to the best
of our knowledge, there are few investigations that compare and
integrate LLMs with constraint-based tools on test case generation.

7 Conclusion

In this article, we present a systematic study of the performance
of LLMs on directed test input generations. We conduct the first
comparative study between symbolic/concolic execution tools and
LLMs on this task to reveal the differences from multiple critical per-
spectives, including the impact of different programming languages,
code scenarios, features of inputs, the sensitivity of code, etc. We
find that a) LLMs such as ChatGPT are comparable to or even better
than the constraint-based tools. b) However, the difference between
LLMs and traditional tools is also significant. They have distinct
advantages and disadvantages from different perspectives. c) Based
on our findings, we propose a simple but effective approach to
combining their unique strengths. The evaluation result shows that
our approach can significantly outperform the baselines.
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