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Simulation of DoS Attack in Networked Control System Using TrueTime

Hangrui Cao?, Xinyu Lu?, Zhiman Su?, Jing Wu?, Chengnian Long?
(1. UMJI — Shanghai Jiao Tong University, 2. Department of Automation, Shanghai Jiao Tong
University, Shanghai, 200240)

Abstract With the openness and popularization of the industrial networks, there are more and more malicious
network attack aiming at decreasing the performance of networked control system (NCS), which has become the
research hotspot recently. This paper introduces a Denial-of-Service (DoS) attack simulation based on the real-time
simulation toolbox TrueTime. The influence of DoS attack on the system stability of NCS has been discussed and
corresponding PID controller is designed to ensure the certain performance of the system under attacks. An inverted
pendulum system is used to show that DoS attack will have negative effect on the performance of the system, and
even damage the stability of the system. This way we used in simulation are flexible and can be extended to other
real-time NCSs with different network environment.

keywords Networked Control System; TrueTime Toolbox; Inverted Pendulum; DoS Attack
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