CONCRETE AND SPECIALIZED ACCELERATORS

FAST EASY ACCESSIBLE

e Strings can be compared character by character using a

e concrete—core Entities (Datatypes) and Engines (Functions) ) )
Boolean circuit

can be "overloaded" with the API of a new accelerator

e Integration of the Optalysys backend in two workdays! _ ) _ )
®* The resulting circuit can be converted to a homomorphic

program using concrete—-boolean
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] Result: one encrypted bit
10°1 4 (@rwiweciphertext32 )(@Hweootstrapkey32 | (@ LweciphertextBootstrapEngine When comparing 8-bit characters with Boolean circuits, the result is 1
@HWEngig when the characters are equal and 0 when they are unequal
10_2 1 [ LweCiphertextEntity]
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plaintext 128 bits FHE (CPU) 128 bits FHE (Etech) etc, e Coding Homomorphic String Search (and other functions)
requires no knowledge of cryptography!

e More info at https://optalysys.com/encrypted-search-using-

e concrete—core has fixtures to easily test and fully-homomorphic-encryption

benchmark new accelerators
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Settlng up teStS and benCheS fOr the Optalysys baCkend 18 1 /// Return a ciphertext that decrypts to “true” if "a’ and "b" encrypt the same bit and “false’
half a workday! 2 /// otherwise.
3 pub fn bits_are_equal(server_key: &ServerKey, a: &Ciphertext, b: &Ciphertext)
4 -> Ciphertext
5 {
6 server_key.xnor(&a, &b)
A Speed-up over Intel CPU 79
(Optalysys tech) Concrete-core-bench ;
106 backends 9
' core cuda 10 /// If "a” is not empty and "a’ and b’ have the same length, return "Ok(c)  where "¢’ is ciphertext
- 11 /// that decrypts to “true’ if "a” and "b" encrypt the same sequence of bits and "false otherwise.
104 (@Plaintext32) @LweSecretKey32) (@CudaLweC|phertext32)@CudaBootstrapKey32) ) ) : . o . e
~_ — . Concrete-core-ﬁxture 12 /// Return an “FHEError® if “a’ is empty or if "a’ and "b" have different lengths.
102 [bench_lwe_ciphertext_encryptiorﬂ (bench_lwe_ciphertext_boostrarﬂ \ 13 pub fn are_equal(server_key: &ServerKey, a: &[Ciphertext], b: &[Ciphertext])
N fixture 14 -> Result<Ciphertext, FHEError>
etc 5
1 : [ LweCiphertextEncryptionFixture<E>()) 16
17 // check that a is not empty
-2 _ _ o . L
10 Concrete-core-test / (LweCiphertextBootstrapFixture<E>()) 18 if a.len() == 0 {
E backends y 19 return Err(FHEError: :new(
104 i core cuda / 20 "Error checking the equality between two elements: the first element is empty"
! ' 21 .to_string(),
| (@Plaintex\kt:ﬁ) @?SecretKeyw) (@CudaLweOphertzt32)@CudaBootstrapKeySZj 27 ));
1 ! | 1 N > !
“8/)) ‘S}/)) % <(;}/' 6)(9 <(})(9 (test_lwe_ciphertext_encryption) (test_lwe_ciphertext_boostrap) 23 }
%, % %%,  © % % 24
G, & % 2, 2, . .
/‘\} /;) © @O} G(\é ¢ 25 // check that the two inputs have the same size
7 < ete. 26 if a.len() '= b.len() {
27 return Err(FHEError::new(format!(
28 "Error checking the equality between two elements: the elements have different lengths ({} and {})",
From table-top lab system to ” e e
SiPh chip intearation .y See our websites for more
P g . examples
33 // check the equality of the first elements
Co N C RETE F H E Li r r 34 let mut are_equal = bits_are_equal(server_key, &a[0], &b[0]);
brary
36 // check the equality of the other elements
37 for 1 in 1..a.len() {
]
u 38 are_equal = server_key.and(&are_equal, &bits_are_equal(server_key, &a[i], &b[i]));
https://docs.zama.ai oo e -key.and(are_eq el (server ey, dali], 20[41)
40
41 Ok(are_equal)
42 '}
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