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e.g. BV [BV11], but not modern
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Our contributions

• Lower bound on ASHE ciphertext size

• Asymptotic improvements to DEPIR

• Security proof for {0, 1}-CRT RLWE

See our paper [OPPW25] for

• [KU11] datastructure improvements

• Faster DEPIR, building on [OPPW24]

• Concrete attacks on {0, 1}-CRT RLWE

Polynomial

datastructure

f ∈ Z[X1, ..., Xm]

Polynomial Datastructure
[KU11, Thm 5.1]

Size is
poly(m,D, ln p)(D ln ln p)m

Evaluation takes
Õ(D2 log p)

•D = degtotal(f )

•Evaluation at points in Fm
p

DEPIR Protocol [LMW23]
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BV: (cj0 + cj1T )(s) ≡ ij mod t

cres = c′0 + c′1T + c′2T
2 + ...+ c′DTD

BV: cres(s) ≡ yi mod t
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[KU11]

BV ring size

RLWE ring: Rq := Z[X ]/(Φn(X), q) ∼=
⊕
0<i≤r

⊕
0<j≤ϕ(n)

Fpi

Ciphertext ring: C := Rq[T ]/(X
D+1 − 1) “polys of deg ≤ D”

Efficiency metric: #C ≈ exp (ln(max pi) · r · ϕ(n) ·D) ≈ exp(nD2)

• r ≈ D because noise grows multiplicatively • max pi basically constant

We show a lower bound!
A post-quantum ASHE scheme that can evaluate polynomials of total degree D has

ciphertext ring size
#C ∈ exp(Ω(D))

Can we construct an ASHE scheme with ciphertext ring of size exp(O(D))?

RLWE with b = 0 and NTRU
Ring LWE: Distinguish samples (b, a) from uniform!

a
$← Rq, b = as + e, e← Dσ︸︷︷︸

discrete Gaussian

s ∈ Rq is a short ring element, the “secret”

What if b = 0? ⇝ NTRU: Distinguish e/s from uniform, where e← Dσ

Unfortunately, NTRU is “overstretched” for the q we use...

{0, 1}-CRT RLWE

Don’t set b = 0, but b in the “{0, 1}-CRT set”

S = {a ∈ Rq | ∀p ≤ Rq : a mod p ∈ {0, 1}}
= preimage of {0, 1}r×ϕ(n) under Rq

∼−→
⊕
p | q

⊕
0<j≤ϕ(n)

Fp

{0, 1}-CRT RLWE: Distinguish (b, a) from uniform, where

b
$← S, a = s−1(b− e), e← Dσ

Security of {0, 1}-CRT RLWE

Goal: Reduction from RLWE to {0, 1}-CRT RLWE

Idea: “Round” the b of RLWE samples “to S”

•We don’t know how to efficiently solve “CVP” on S

⇝ Use a preprocessing phase, which given R and q, computes “hint”

•S must be “evenly distributed”, i.e. rounding gives low additional error

⇝ Generalize smoothing parameter to non-latttices (i.e. S)

⇝ Use Fourier analysis + probabilistic argument over random choice of q

Better DEPIR performance with {0, 1}-CRT RLWE
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