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SYNC	3.15.89	
	

	

Date:	September	21st,	2018.	

	

	

Description:	 This	 is	 an	 assessment	 of	 the	 software	 SYNC	3.15.89	 (Evidence_SYNC_Setup.exe).	 Initially,	
was	 identified	a	 few	 red	 flags	 regarding	 the	 timestamp	and	 the	 size	of	 the	 raw	data.	 Further	analysis	
revealed	the	presence	of	a	TLS	call	back	function	and	connections	with	suspicious	files	and	websites.			

The	main	 components	 reviewed	 in	 the	 software	 included	 the	 sync.exe,	 taskkill.exe,	 imm32.dll,	 driver	
package	installers	and	the	msiexec.exe	files.	

The	 software	 was	 considered	 malicious	 and	 vulnerable	 to	 documented	 attacks	 techniques	 such	 as	
process	injection	and	query	registry.		
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File Identification 

	

	

Initial Assessment 
1. The	size	and	timestamp	were	considered	suspicious	in	the	static	analysis1:	

	

																																																													
1	https://valkyrie.comodo.com/get_info?sha1=3E60678EF6AF298323C7865FAB35EDBEBE530AA3		



3	
	

This	is	the	timestamp:	

	

The	 PE	 Sections,	 shows	 some	 relevant	 information	 such	 as	 the	 size	 of	 the	 raw	 data	 and	 confirm	 the	
possibility	of	processing	errors.	

	

	

2. The	 PE	 section	 on	 the	 previous	 item,	 also	 shows	 the	 BSS	 section	 with	 a	 zero	 value	 and	 the	
identification	of	the	TLS	section	referencing	to	a	callback	table.	
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TLS	 section2	 is	 further	 identified	 when	 the	 file	 is	 decompressed.	 This	 could	 be	 later	 referred	 to	 the	
SYNC.exe3	 file	 in	 the	 aspects	 of	 a	 TLS	 call	 back4	 function	 and	 importation	 of	 suspicious	 application	
programming	interface	(API).		

	

The	SYNC.exe	make	changes	in	the	registry	locations	when	decompressed.	

	

3. Some	network	security	risks	were	identified,	mainly	related	to	two	websites:	

	

	

	

																																																													
2	https://www.fireeye.com/blog/threat-research/2017/11/ursnif-variant-malicious-tls-callback-technique.html	
3	https://www.hybrid-
analysis.com/sample/c7d3e5cd27afa2d7f613ddeb4f3898ae295eca20b343591d710a8fd4903d0432/5ba103287ca3
e147ff34f9c6	
4	https://isc.sans.edu/diary/How+Malware+Defends+Itself+Using+TLS+Callback+Functions/6655	
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	Which	could	download	or	reference	to	other	websites	and	suspicious	files.	
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Analysis 
1. The	software	has	some	anti-detection	files	like	taskkill.exe5	

	

2. The	file	IMM32.dll6	shows	a	process	error	and	this	could	adversely	impact	the	computer	system:	

	

																																																													
5	https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-xp/bb491009(v=technet.10)		
6	https://www.processlibrary.com/en/directory/files/imm32/22508/	
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Then	we	see	that	the	software	shows	the	presence	of	two	threads	that	allows	to	import	additional	*.dll	
files.		
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This	second	thread	could	be	related	to	the	driver	installation	(dpinst,2)	which	also	execute	a	search	on	
administrator	settings:	
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3. The	 driver	 package	 installer	 “dpinst,1”	 (after	 decompression)	 could	 represent	 some	 security	
risks7,	despite	the	fact	of	being	whitelisted8:	
	

	

	

																																																													
7https://www.virustotal.com/#/file/cdd0b13eefadc1ad1fd815d188c377671c46a6822ee95590aca19f83b112c5f5/r
elations	
8	https://www.hybrid-
analysis.com/sample/cdd0b13eefadc1ad1fd815d188c377671c46a6822ee95590aca19f83b112c5f5/5ba14f497ca3e
111c36bf665	
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While	 the	 driver	 package	 installer9	 “dpinst,2”	 shows	 some	 ambiguous10	 behavior,	 which	 could	 be	
associated	with	the	file	996E.exe11:	

	
																																																													
9https://www.virustotal.com/#/file/cf2910e87e064c5b1beec56c6603750bbb579548bafe8b30095920de2f9b4a30/
behavior	
10	https://www.hybrid-
analysis.com/sample/cf2910e87e064c5b1beec56c6603750bbb579548bafe8b30095920de2f9b4a30/57d22b4daac
2ed54468e6e2d	
11	http://www.exefilesupport.com/easy-guide-to-remove-996e-exe-from-pc		



12	
	

	

And	the	Kernel32	function	DeviceIoControl	12:	

	

4. Finally,	 changes	 in	 the	 registry	 are	 possibly	 due	 to	 the	 file	 install_script.iss	 observed	 after	
decompressing	the	executable	file.		
	

	

For	 instance,	 there	 was	 a	 change	 related	 to	 the	 file	 msiexec.exe13	 which	 gives	 full	 control	 over	 the	
installation	process:	

	

Further	analysis	 is	 also	 recommended	 for	 the	other	 registries	 such	as	Current	User,	Classes	Root,	 and	
Users.	 	

																																																													
12	https://msdn.microsoft.com/en-us/library/windows/desktop/aa363216(v=vs.85).aspx	
13	https://www.advancedinstaller.com/user-guide/msiexec.html	
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Attack 
	

These	were	the	identified	risks14:	

	

These	are	the	documented	attack	techniques	identified:	

	

																																																													
14	https://www.hybrid-
analysis.com/sample/fd574ef4edc93657dc9bdd5d132e3481eace05b5b336aecf7be29768ec51c54c/5b05353d7ca3
e159605736d9	


