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Overview.
Guardian reviewed Solana Transaction Verification across a single review

round. The final report includes 1 Medium, 3 Informational findings.

A U D I T  F I R M

Guardian

C L I E N T

USDT0

P R O J E C T

Solana Transaction Verification

P R E P A R E D  B Y

Guardian

A U D I T  W I N D O W

April 25 – April 25, 2026

F I N A L  R E P O R T

May 4, 2026

M E T H O D O L O G Y

Smart contract · Manual · Main Review

1 . 1 Confidence Ranking

5 / 5

Very High

Confidence

Guardian assigns a Confidence Ranking of 5 out of 5, combining finding

severity, remediation outcome, and the reviewer's assessment of latent risk.

The full scale is on the next page.

1
V E R Y  L O W

C O N F I D E N C E

2
L O W

C O N F I D E N C E

3
M O D E R A T E

C O N F I D E N C E

4
H I G H

C O N F I D E N C E

5
V E R Y  H I G H

C O N F I D E N C E

1 . 2 Findings at a Glance

S E V E R I T Y T O TA L P E N D I N G A C K PA R T I A L R E S O LV E D

 Critical 0 0 0 0 0

 High 0 0 0 0 0

 Medium 1 0 1 0 0

 Low 0 0 0 0 0

 Informational 3 0 3 0 0

All severities 4 0 4 0 0
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Confidence Ranking.
Guardian assigns a project-level confidence score using the scale below. The

ranking combines finding severity, remediation outcome, and the reviewer's

assessment of latent risk.

C O N F I D E N C E

R A N K I N G
D E F I N I T I O N  A N D  R E C O M M E N D AT I O N R I S K  P R O F I L E

5 Very High

Confidence

A S S I G N E D

Codebase is mature, clean, and secure. No High or

Critical vulnerabilities were found. Follows modern best

practices with high test coverage and thoughtful

design. Recommendation: code is highly secure at time

of audit.

0 High/Critical findings

and few Low/Medium

severity findings.

4 High Confidence Code is clean, well-structured, and adheres to best

practices. Design patterns are sound and test coverage

is strong. Recommendation: suitable for deployment

after remediations; consider periodic review with

changes.

0-1 High/Critical findings

per engagement week

and little to no Medium

severity findings.

3 Moderate

Confidence

Code is functional but shows gaps in defensive

programming or test coverage. Recommendation:

remediate the findings and re-review the changes

before deployment.

Some High/Critical

findings, with various

Medium severity

findings.

2 Low Confidence Recurring issues suggest systemic gaps rather than

isolated mistakes. Recommendation: remediate, then

commission a follow-up review at a frozen commit.

Over 6 High and Critical

findings across the

engagement.

1 Very Low

Confidence

The volume and severity of findings indicate the

codebase is not ready for production.

Recommendation: substantial rework, then a full re-

review.

Over 12 High and

Critical findings across

the engagement.
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Scope & Classifications.
Guardian reviewed Solana Transaction Verification.

3 . 1 Severity Matrix

I M P  ·  H I G H I M P  ·  M E D I M P  ·  L O W

L I K  ·  H I G H Critical High Medium

L I K  ·  M E D High Medium Low

L I K  ·  L O W Medium Low Low

I M P A C T  ·  H I G H Significant loss of assets, harm

to a group of users, or core

protocol functionality is

disrupted.

I M P A C T  ·  M E D I U M Small amount of funds can be

lost, or ancillary functionality

is affected. Users may

experience reduced or delayed

receipt.

I M P A C T  ·  L O W Unexpected behavior in some

functionality that is notable

but does not meet the criteria

for higher severity.

L I K E L I H O O D  ·  H I G H Possible with reasonable

assumptions that mimic on-

chain conditions; cost is low

compared to amount gained.

L I K E L I H O O D  ·  M E D I U M Possible only in uncommon

cases or requires a large

amount of capital relative to

disruption caused.

L I K E L I H O O D  ·  L O W Unlikely to ever occur in

production.

§ 0 3  -  S C O P E  &  C L A S S I F I C A T I O N S C O N F I D E N T I A L       P .  0 5  /  1 4
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Files in Scope.
F I L E N S L O C T O TA L

No files were recorded in scope.
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Findings.
Grouped by round. Visible IDs reset by severity within each round, so a

finding is named the same way in the report as it was in the channel it was

written in.

I D T I T L E C AT E G O R Y S E V E R I T Y S TAT U S PA G E

M A I N  R E V I E W

M-01 Solana XAUT0 Stable peer is not

configured

Warning M E D I U M A C K N O W L E D G E D p. 8

I-01 Solana XAUT0 TON does not

receive Canary DVN update

Warning I N F O R M A T I O N A L A C K N O W L E D G E D p. 9

I-02 Solana XAUT0 BSC and Monad

setConfig updates are deferred

Warning I N F O R M A T I O N A L A C K N O W L E D G E D p. 10

I-03 Solana XAUT0 Squads has an

undocumented seventh member

Warning I N F O R M A T I O N A L A C K N O W L E D G E D p. 11

§ 0 4  -  F I N D I N G S C O N F I D E N T I A L       P .  0 7  /  1 4
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M E D I U M M-01 ACKNOWLEDGED

Solana XAUT0 Stable peer is not configured
C A T E G O R Y Warning

L O C A T I O N -
R E V I E W Main Review

D E S C R I P T I O N

The XAUT0 config includes the Solana to/from Stable connection with the Canary DVN set. The

corresponding Solana peer account is not configured. A direct confirmed RPC read of Stable peer PDA

GAroeCTLbyHVZ2kv9caXoiEr3jbnTw1qKuBQ7H1YcFcG  returned no account at slot 415630082 . The expected

peer value is 0x000000000000000000000000d8479f87686ed263d00ca7505f86327dbed4171a .

Proposals #47 and #50 cover the receive and send ULN setConfig  updates for Stable. They set the Stable

ULN configs to the intended Canary DVN set and executor settings. They do not initialize or repair the

missing peer account.

#47 and #50 Safe transactions update Stable send and receive configs to the intended Canary target, but

the peer remains absent because neither proposal contains a peer initialization instruction. Consequently,

the Stable connection should not be treated as fully wired after this bundle.

R E C O M M E N D A T I O N

Submit a follow-up Solana Squads proposal that initializes or repairs the Stable peer account before

treating Stable as covered. The peer PDA should exist and decode to

0x000000000000000000000000d8479f87686ed263d00ca7505f86327dbed4171a .

R E S O L U T I O N

Status: Acknowledged.
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I N F O R M A T I O N A L I-01 ACKNOWLEDGED

Solana XAUT0 TON does not receive Canary DVN
update
C A T E G O R Y Warning

L O C A T I O N -
R E V I E W Main Review

D E S C R I P T I O N

The Solana to/from TON config still lists only the LayerZero and USDT0 DVNs. Proposals #34-#53 do not

include a TON InitConfig , send setConfig , or receive setConfig  instruction.

Consequently, approving this Squads bundle updates the other covered Solana remotes to the three-DVN

Canary set but leaves TON at two required DVNs. This is inconsistent with the stated goal of adding Canary

as the third required DVN on every XAUT0 Solana connection.

R E C O M M E N D A T I O N

Submit a follow-up Solana Squads proposal for TON that applies the intended send and receive ULN

configs with the sorted required DVN set LayerZero, Canary, USDT0 . If TON is intentionally excluded,

remove it from the scoped Canary rollout and document the exclusion before signer approval.

R E S O L U T I O N

Status: Acknowledged.
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I N F O R M A T I O N A L I-02 ACKNOWLEDGED

Solana XAUT0 BSC and Monad setConfig updates
are deferred
C A T E G O R Y Warning

L O C A T I O N -
R E V I E W Main Review

D E S C R I P T I O N

The XAUT0 config includes Solana to/from Monad and Solana to/from BSC entries with the Canary DVN

set. The live Squads bundle only includes InitConfig  for those two remotes in proposals #34 and #35. It

does not include the matching send or receive setConfig  instructions.

If signers treat #34-#53 as complete coverage, BSC and Monad will remain without the intended Solana

Canary ULN configs until a second bundle is proposed and executed. The init proposals allocate state, but

they do not apply the required DVN set.

R E C O M M E N D A T I O N

Execute #34 and #35 only with an explicit follow-up requirement for the four missing BSC and Monad

setConfig  instructions. After the follow-up bundle is proposed, decode and simulate it with the same

checks used for #34-#53 before approval.

R E S O L U T I O N

Status: Acknowledged.
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I N F O R M A T I O N A L I-03 ACKNOWLEDGED

Solana XAUT0 Squads has an undocumented seventh
member
C A T E G O R Y Warning

L O C A T I O N -
R E V I E W Main Review

D E S C R I P T I O N

The Solana XAUT0 scope identifies the Squads multisig BiFqKEtVL9iv2ZYBw4oE7qFysftof69G6N5LTpQ7xitp
as a 3-of-6 Squads V4 account. The live account decodes with the expected threshold of 3 , but it has 7
members.

The live Squads member/owner addresses are:

5jDc8Hp3uLzgpNo9cq8eUw45nDuojVqgMgfxRmWhvYHb permissionsMask=7
831ZwU7LvAF1Xt6BRdpX54UxdhJAuiS3S4xpcmYmRaHn permissionsMask=5
BgPzTQS5Rdkoqjq6ecz74vKe6Ljcd14fwsyTDYH4wYsB permissionsMask=5
GR9VreJzeV1r5iRjVmddvqHsB3Mo5mvLfTKtvPRi52JD permissionsMask=7
GTzaBWhq6h4zQSsqVjsD14ABWosjXy5g9xrzrqsLUyar permissionsMask=7
Gnn9hC32LHmTzaCqmH5rsvbSX3qCrbKFMzzQ6zkqnJED permissionsMask=7
Hr8YvdxTpc9u2QfDqo4Ve3ViVnG59EjBRRFfwrtWfURj permissionsMask=7

For Squads V4, permissionsMask=7  means Initiate, Vote, and Execute. permissionsMask=5  means Initiate

and Execute. Therefore the live state is not the documented 3-of-6 owner set. It is seven members total, with

five vote-enabled members.

The intended owner addresses are not recoverable from the provided scope. The only documented intended

state is a six-member Squads account with threshold 3 .

R E C O M M E N D A T I O N

Publish the intended six Squads member/owner addresses for

BiFqKEtVL9iv2ZYBw4oE7qFysftof69G6N5LTpQ7xitp  before treating #34-#53 as fully signer-verified. If the

live 3-of-7 state is wrong, execute the required Squads config transaction to remove the unexpected

member or correct its permissions. If the live state is intentional, update the Solana scope and verifier

documentation from 3-of-6 to the exact live member set so future approval checks use the intended

governance state.
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I-03 Solana XAUT0 Squads has an undocumented seventh member C O N T I N U E D

R E S O L U T I O N

Status: Acknowledged.
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Disclaimer.
This report is not, nor should be considered, an “endorsement” or “disapproval” of any particular project or

team. This report is not, nor should be considered, an indication of the economics or value of any “product”

or “asset” created by any team or project that contracts Guardian to perform a security assessment. This

report does not provide any warranty or guarantee regarding the absolute bug-free nature of the

technology analyzed, nor do they provide any indication of the technologies proprietors, business, business

model or legal compliance.

This report should not be used in any way to make decisions around investment or involvement with any

particular project. This report in no way provides investment advice, nor should be leveraged as investment

advice of any sort. This report represents an extensive assessing process intending to help our customers

increase the quality of their code while reducing the high level of risk presented by cryptographic tokens

and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk. Guardian’s position is

that each company and individual are responsible for their own due diligence and continuous security.

Guardian’s goal is to help reduce the attack vectors and the high level of variance associated with utilizing

new and consistently changing technologies, and in no way claims any guarantee of security or

functionality of the technology we agree to analyze.

The assessment services provided by Guardian is subject to dependencies and under continuing

development. You agree that your access and/or use, including but not limited to any services, reports, and

materials, will be at your sole risk on an as-is, where-is, and as-available basis.

Cryptographic tokens are emergent technologies and carry with them high levels of technical risk and

uncertainty. The assessment reports could include false positives, false negatives, and other unpredictable

results. The services may access, and depend upon, multiple layers of third-parties.

Notice that smart contracts deployed on the blockchain are not resistant from internal/external exploit.

Notice that active smart contract owner privileges constitute an elevated impact to any smart contract’s

safety and security. Therefore, Guardian does not guarantee the explicit security of the audited smart

contract, regardless of the verdict.
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About Guardian.
Guardian is a smart contract security firm. Every engagement is worked by

two independent teams competing on the same scope, each with its own

tooling and methods, so no single reviewer's blind spot survives.

$45B+
D I G I T A L  A S S E T S  U N D E R

R E V I E W

200+
E N G A G E M E N T S  C O M P L E T E D

500+
C R I T I C A L  &  H I G H  F I N D I N G S

R E P O R T E D

Reach us at audits@guardianaudits.com.
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