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Abstract

Large language models (LLMs) have shown strong generation abil-
ity in question answering, summarization, code generation, and
multi-step reasoning. However, they may produce fluent but factu-
ally incorrect, contextually inconsistent, or logically unsupported
content, a phenomenon commonly known as hallucination. Be-
cause hallucinations are often hidden inside well-formed and confi-
dent natural language, keyword matching and hand-written rules
are unreliable. This report studies the scientific problem of how
data mining techniques can transform a model’s internal genera-
tion traces into compact features for hallucination detection. We
focus on white-box detection, in which the detector accesses inter-
nal signals produced during generation, including attention maps,
hidden activations, logits, and predictive entropy. We argue that
attention weights are a particularly informative signal: the ratio
of attention placed on the input context versus the model’s own
generated tokens reflects whether a claim is grounded in evidence.
We analyze the main challenges of white-box mining, namely high-
dimensional and weakly interpretable internal tensors, the gap
between token-level uncertainty and semantic hallucination, fine-
grained localization in long-form text, and cross-model transferabil-
ity. We then review representative attention-based, hidden-state,
and logit-entropy methods, and show how they can be unified
through an anomaly-detection view that localizes hallucinations to
specific sentences or tokens. Finally, we propose a white-box frame-
work that mines multi-layer attention and internal-state features
for hallucination risk scoring and evidence attribution.
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1 Introduction

Language models are powerful and widely used [23, 24]. But even
the best LLMs often generate text that is factually wrong or nonsen-
sical [7, 13, 26]. This problem is called hallucination [11]. In LLMs,
a hallucination is text that reads fluently but does not match the in-
tended meaning, the facts, the logic, or the context [17]. Such errors
are especially harmful in high-stakes domains such as medicine,
law, and finance, where one fabricated fact can mislead users [18].
What makes the problem hard is precisely this surface plausibility:
a hallucinated claim is usually a small, locally incorrect span em-
bedded in an otherwise correct and grammatical passage [10], so it
cannot be caught by keyword matching or simple lexical rules.
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Table 1: Taxonomy of hallucination detection methods by
the information available to the detector.

Type Detection idea Observed signal Work
Attention mining Attention maps [5, 27, 29]
White-box Hidden states Activations [4, 6, 25]
Logits / entropy Output  distribu-  [30]
tion
Black-box Self-consistency Multiple samples [9, 20]
(resource-free)  Cross-examination Generated answers  [7]
Black-box
(resource) Knowledge / retrieval ~ Atomic facts [14, 22]

A growing body of work tries to detect hallucinations automat-
ically. A useful way to organize these methods is by how fine-
grained the unit of judgment is and what information the detector
observes. Rather than validating a whole sentence at once, recent
approaches first identify the key concepts, such as named entities
and keyphrases, that carry the factual content of a response, and
treat them as the candidates most likely to be hallucinated [30].
They then estimate how uncertain the model is about each candi-
date. When the model has access to logit outputs, the token-level
probabilities of a concept give a direct signal: a low probability
on even a single token of an entity (for example, an unfamiliar
surname) is strong evidence that the model is guessing, whereas
averaging the probabilities tends to wash out this signal [30]. Such
uncertainty scores act as cheap, generation-time indicators that can
flag suspicious spans before an expensive external check is run.

Existing hallucination detection methods can be broadly or-
ganized by the information available to the detector, as summa-
rized in Table 1. White-box methods access internal generation
signals—attention maps, hidden activations, logits, and layer-wise
representations—and mine them into features that indicate whether
a generated claim is grounded. Black-box methods observe only in-
puts and outputs: zero-resource variants exploit repeated sampling,
self-consistency, and LLM-as-a-judge evaluation, whereas non-zero-
resource variants compare generated claims against retrieved docu-
ments, external databases, or knowledge graphs [20, 22]. Black-box
detectors are flexible and apply even to closed commercial models,
but they act only after generation and cannot observe the model’s
internal uncertainty; white-box detectors are finer-grained and
need only a single forward pass, at the cost of requiring access to
model weights. Some recent benchmarks further split off a gray-
box category for methods that read only output probabilities or
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Figure 1: A white-box, attention-centered feature mining workflow for LLM hallucination detection, integrating attention-,
hidden-state-, and logit-based signals from prior work [4, 5, 30]. A single forward pass yields attention, hidden-state, and logit
signals; per-sentence features are fused and scored by anomaly detection.

logits without internal states [16]; for clarity we keep these under
white-box, since they still rely on model-internal signals.

This report therefore focuses on white-box hallucination detec-
tion. In white-box settings, the detector can access internal model
signals produced during generation, including hidden activations,
logits, predictive entropy, attention maps, gradients, and layer-wise
representations. These signals provide a richer view of how the
model selects tokens, stores factual knowledge, attends to input con-
text, and balances parametric knowledge against external evidence.
From a data mining perspective, the key challenge is to transform
these high-dimensional internal traces into compact, interpretable,
and transferable features for hallucination detection.

2 Core Scientific Question

The core scientific question studied in this report is:

In open-domain scenarios where absolute ground
truth is unavailable or expensive to annotate, how
can we mine inconsistencies among LLM outputs,
generation distributions, internal states, and exter-
nal knowledge in order to automatically identify,
localize, and explain semantic hallucinations?

This question has two levels. The first is detection: deciding
whether a generated passage contains hallucinated content. The
second is attribution: identifying which sentence, entity relation,
or reasoning step is suspicious, and returning evidence that can
support human review. Detection determines whether a system can
issue timely warnings, while attribution determines whether the
system can be trusted and improved in real applications.

3 Research Challenges

We focus on the challenges of mining a model’s internal generation
traces, rather than on external evaluation. Four difficulties stand
out for white-box hallucination detection.

3.1 High-Dimensional and Weakly
Interpretable Internal Signals

During generation, an LLM produces logits, attention weights, hid-
den states, and token probabilities at every layer and every head.

These signals form high-dimensional tensors with complex layer-
wise dependencies, and they cannot be read directly as human-
understandable hallucination indicators. For example, a single re-
sponse of about 512 tokens from Qwen3.6-27B (27B parameters, 64
layers, of which 16 use gated full attention with 24 query heads,
hidden size 5120, vocabulary 248320) already induces on the order
of 16 - 24 - T? ~ 1.0 x 10? attention weights and LT d ~ 1.7 x 10%
hidden-state values. INSIDE shows that internal states still retain
useful information for hallucination detection [4], but the challenge,
illustrated in Figure 2, is to compress these hundreds of millions
of raw scalars into a handful of stable, low-dimensional, and inter-
pretable mining features.

Attention

16 X 24 maps, T X T each ature Compact features

lookback ratio
EigenScore
max. entropy
confidence

Hidden states
64 layers x 5120-d

Logits
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. ~ 5-d, interpretable
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~ 10® scalars / response

Figure 2: Challenge of high-dimensional internal signals: one
forward pass of Qwen3.6-27B yields on the order of 10° at-
tention and hidden-state scalars, which must be compressed
into a few interpretable features.

3.2 Token-Level Uncertainty Is Not
Hallucination

A natural idea is to treat high predictive entropy or low token prob-
ability as a hallucination signal. However, open-ended language
admits many valid expressions, so a high-entropy token is often
only stylistic variation rather than a factual error. Conversely, a
model can be confidently wrong and assign high probability to a
fabricated entity. The challenge is to design features that separate
harmless surface uncertainty from genuine factual or contextual
hallucination, for example by contrasting attention to evidence
against attention to self-generated tokens.
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Table 2: Comparison of White-Box Feature Families

Feature family Internal signal

Strength

Limitation

Attention mining
tion map [5, 27, 29]

Hidden states EigenScore, layer

Per-head lookback ratio, atten- Single forward pass; localizes ungrounded  Needs open weights; head selection matters
spans; transfers across model sizes
contrast, Dense semantics; supports activation-level ~High memory cost; architecture-specific

probes, subspaces, layer dynam- anomaly localization

ics [1, 3,4, 6, 8, 12, 25, 28, 31, 32]
Predictive
dence [30]

Logits / entropy

entropy, confi- Cheap; available even with limited access

Token uncertainty # hallucination

3.3 Error Dilution and Fine-Grained
Localization

LLM hallucination is usually not random noise. It is often a local
error embedded in an otherwise fluent paragraph, such as a single
wrong birth year, affiliation, or publication title in an otherwise
correct biography. Passage-level scores are diluted by the overall
fluency of the text. Effective white-box detection therefore requires
mapping internal features back to specific sentences, entities, or
tokens, and then applying local anomaly discovery to flag the exact
suspicious span.

3.4 Cross-Model Transfer and Access
Constraints

White-box features depend on architecture-specific quantities, so
a detector trained on one model may transfer poorly to another
model family with different depth, head count, or attention behavior.
Moreover, attention and activation signals are only available for
open-weight models; closed commercial APIs expose neither, which
limits applicability. A practical white-box detector must therefore
aim for features that are as model-agnostic as possible and degrade
gracefully when only partial internal access is available.

4 White-Box Technical Directions

A survey of hallucination detection groups white-box features
into five types: hidden-layer activations, logits, entropy, attention
weights, and gradients [17]. We organize them into three feature
families and then describe how anomaly detection turns these fea-
tures into a localized hallucination decision.

4.1 Attention-Based Mining

Attention weights directly record where the model looks when
generating each token. The central hypothesis, formalized by Look-
back Lens, is that contextual hallucination is related to how much
an LLM attends to the provided context versus its own previously
generated tokens [5]. Let aillfh) be the attention weight from the
token generated at step ¢ to position i in attention head h of layer
1. According to Lookback Lens [5], splitting the positions into the
context span C and the already-generated span G, the lookback
ratio of one head is defined as

Lh
Yiec a;,‘ ) 1
an (1)
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Stacking LRil’h) over all layers and heads gives a feature vector for
token t; averaging over a span gives a sentence-level feature. A low
ratio means the model is “talking to itself” instead of grounding on
evidence, which signals higher hallucination risk. Notably, a simple
linear classifier on lookback-ratio features matches a much richer
hidden-state detector and even transfers from a 7B model to a 13B
model without retraining [5].

Beyond a single ratio, the shape of the attention map carries
information. LLM-Check analyzes the attention map of a single
response to design lightweight detection scores that need no re-
peated sampling [27]. For retrieval-augmented generation, ReDeEP
uses mechanistic interpretability to decouple the contribution of
external context from parametric knowledge, combining attention
weights with logits to detect when the model ignores retrieved evi-
dence [29]. It frames detection causally, treating parametric knowl-
edge and external context as mutually confounding factors and
explicitly separating their contributions instead of mixing them as
plain token-probability uncertainty does. Useful attention-derived
statistics include attention entropy (how diffuse the attention is),
the attention mass placed on entity tokens, and the evidence cover-
age (whether some context spans receive almost no attention from
any head). AggTruth aggregates per-head attention scores over the
context to obtain a single contextual-faithfulness statistic that is
cheap to compute at generation time [21], while spectral analysis
of the attention maps treats their eigenvalue spectrum as a feature,
capturing global structure that a single ratio misses [2]. By con-
trasting attention to evidence against attention to self-generated
tokens, this family directly addresses Challenge 3.2: it separates
harmless surface uncertainty from genuinely ungrounded content.
The transferability of the lookback ratio across model sizes also
mitigates Challenge 3.4.

4.2 Hidden States and Activations

Hidden activations encode the dense semantics that logits lose after
token decoding. According to INSIDE [4], this can be exploited
by computing the EigenScore, which uses the eigenvalues of the
covariance matrix of several responses’ embeddings to measure
semantic self-consistency in the dense representation space. DoLa
observes that factual knowledge is more concentrated in deeper lay-
ers, and contrasts the projections of shallow and deep layers into the
vocabulary space to expose content that deviates from the model’s
internal knowledge [6]. Rateike et al. take an explicit anomaly view:
they run statistical tests on the activation distributions of halluci-
nated versus faithful text and locate the anomalous activation units,
together with the input features that trigger them [25].



A second line treats the hidden states as a feature space to be
probed or clustered. Supervised probes such as SAPLMA train a
classifier on input-output hidden states to predict whether a state-
ment is true [1], while MIND removes the labeling cost by learning
the probe from generation-time states in an unsupervised, real-
time setting [28]. Subspace methods instead look for a truthfulness
direction: CCS finds a contrast-consistent direction from paired
hidden states without supervision [3], and HaloScope estimates a
hallucination-related subspace from unlabeled generations and fits
a classifier on the induced membership [8]. SEP further shows that
semantic entropy can be approximated by a probe on the hidden
states of a single generation, avoiding repeated sampling [12]. Fi-
nally, dynamics-guided features track how representations evolve:
PRISM uses prompt-guided hidden states to improve cross-domain
transfer [31], and ICR Probe builds scores from cross-layer hidden-
state updates together with attention maps [32], linking this family
back to the attention signals of Section 4.1. By compressing high-
dimensional hidden states into a single scalar (EigenScore) or a
small set of anomalous units, this family responds to Challenge 3.1,
turning raw internal tensors into compact and interpretable fea-
tures.

4.3 Logits and Predictive Entropy

The most accessible white-box signal is the output distribution.
Following standard uncertainty estimation for language genera-
tion [13], a simple token-level measure is predictive entropy

Hy == p(o ] xy<)logp(v | x,y<r), @)
veV

where V is the vocabulary. Rising entropy near important entity
tokens suggests the model is uncertain about the corresponding
fact. Varshney et al. use such low-confidence signals to detect and
then mitigate hallucinations during generation, validating low-
probability spans before the error propagates [30]. Because long se-
quences accumulate more low-probability terms, length-normalized
log-probability is commonly used so that comparisons across spans
of different length remain fair. Recent work refines this raw uncer-
tainty: Semantic Energy aggregates the energy of the output distri-
bution over semantically equivalent answers, separating confident
errors from harmless lexical variation better than plain entropy [19],
and a Fast Fourier Transform of the per-layer probability signals
along the token axis exposes periodic patterns that distinguish
faithful from hallucinated spans [15].

4.4 Anomaly Detection for Localization

The three feature families above can be unified through a common
data-mining pattern. Each sentence (or atomic span) is represented
by a multi-level feature vector that concatenates attention statistics,
hidden-state summaries, and entropy or confidence values:

Z, = [ﬁs, H{"™, EigenScore,, confe™, ... ] (3)

Treating most generated sentences as “normal,” hallucinated spans
appear as outliers in this feature space. Unsupervised detectors such
as isolation forest, local outlier factor, or density-based clustering
can then score and rank spans, while a lightweight supervised clas-
sifier can be trained when labels are available. This view directly
answers the localization requirement of Challenge 3.3: instead of
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one passage-level score, the detector returns the precise sentence
or token where the internal signals look abnormal, so a local error
is no longer diluted by the overall fluency of the passage. Compared
with purely black-box methods, white-box mining offers finer local-
ization and needs only a single forward pass, at the cost of requiring
model access and careful feature selection.

5 Proposed White-Box Method

Based on the above analysis, this report proposes an attention-
centered white-box framework, as shown in Figure 1. With a single
forward pass, the first stage segments the response into sentences
and entity spans and records the attention maps, hidden states,
and logits aligned to each span. The second stage mines features
per span: per-head lookback ratios and attention entropy from the
attention branch, EigenScore and layer-contrast scores from the
hidden-state branch, and predictive entropy and length-normalized
confidence from the logit branch. The third stage feeds the concate-
nated feature vector z, into an anomaly detector (isolation forest or
LOF when labels are scarce, or a lightweight classifier when labels
exist) to produce a sentence- or token-level hallucination risk.

The goal is not only higher accuracy, but also interpretable local-
ization. For every high-risk span, the system reports the dominant
internal signal behind the alert, for example a collapsed lookback
ratio, an outlier activation unit, or abnormally high entropy on
an entity token. This design keeps the detector itself transparent
rather than turning it into another opaque black box.

Experiments can be conducted on open-domain question answer-
ing, biography generation, and summarization. Evaluation data can
be drawn from TruthfulQA, FActScore, or manually constructed
fact-checking datasets. Detection performance can be measured
by accuracy, recall, F1, and AUC. Localization performance can be
measured by sentence-level or atomic-fact-level F1. Explanation
quality can be evaluated by evidence coverage and agreement with
human reviewers.

False positives and false negatives should be evaluated separately.
In high-risk domains such as medicine and law, recall should be
prioritized because severe hallucinations should not be missed. In
everyday writing assistance, precision may matter more because
frequent false alarms can interrupt the user experience.

6 Conclusion

LLM hallucination detection is fundamentally a data mining prob-
lem over a model’s internal generation traces. Surface text similarity
alone cannot reliably find factual errors hidden inside fluent lan-
guage. This report focused on white-box mining, and argued that
attention weights, especially the ratio of attention to context versus
self-generated tokens, are a compact and transferable signal for
whether a claim is grounded. By combining attention, hidden-state,
and logit features under a shared anomaly-detection view, the de-
tector can localize hallucinations at the sentence or token level and
report the internal signal behind each alert. Future work should
further address cross-model transfer of attention features, low-cost
long-form detection, and the reliability of the detector itself, so that
LLMs can be used more safely in high-stakes applications.
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