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Requirements

IGEL

UD Pocket boots IGEL OS on your computer. However, it does not make any changes to the operating system
already installed on the device's storage - UD Pocket runs entirely from the USB stick.

To facilitate booting your UD Pocket, you can use the IGEL UD Pocket Starter. The IGEL UD Pocket Starter creates a
boot option for the UD Pocket so that there is no need to change the boot settings manually. You can install the
IGEL UD Pocket Starter easily on an endpoint device running Microsoft Windows 10 or 11 - provided Microsoft
BitLocker is not active on the device. When you uninstall the IGEL UD Pocket Starter, it is removed without any trace
on the device.

UD Pocket, like all IGEL operating systems, can be managed centrally using the IGEL Universal Management Suite
(UMS). UD Pocket uses IGEL OS, which is described in detail in the IGEL OS Reference Manual.

UD Pocket has a partition that contains this manual and is readable under Windows. The manual describes setting
up and starting UD Pocket on your computer.

() This manual applies to UD Pocket and UD Pocket2.

Requirements

To use UD Pocket, your computer must meet the following requirements:

+ USB 3.0 0r 2.0 port from which the computer can boot

+ Capability of booting from USB storage media

+ Ethernet or wireless adapter. For a detailed list of supported graphics and network chips, see the
IGEL Linux 3rd Party Hardware Database’.

+ The device is supported by IGEL OS; for details, see Devices Supported by IGEL OS 11.

If you want to use the IGEL UD Pocket Starter, the following requirements apply:

+ Microsoft Windows 10 or 11 is installed on the endpoint device.
+ The device has EFI BIOS
+ Microsoft BitLocker is deactivated

Installing the IGEL UD Pocket Starter

1. Download setup-igel-udp_starter_<VERSION_NUMBER>.exe from https://
www.igel.com/software-downloads/

2. Copy the file to your endpoint device, double-click it, and follow the instructions of the IGEL UD
Pocket Starter Setup Wizard.

1 https://www.igel.com/linux-3rd-party-hardware-database/

IGEL UD Pocket Manual 2/6


https://www.igel.com/linux-3rd-party-hardware-database/
https://www.igel.com/linux-3rd-party-hardware-database/
https://www.igel.com/software-downloads/

Installing the IGEL UD Pocket Starter

()] Setup - IGEL UD Pocket Starter version 1.1.0 —

License Agreement

Please read the following important information before continuing. I1G EL

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

End User License Agreement (ELILA) ~

1. By dlicking "I Accept™ the End User (as defined in the applicable EULA) agrees

to the terms and conditions of the applicable IGEL EULA as defined below, If End
User accepted a previous dickthrough version of the applicable EULA then the

below new didsthrough EULA shall supersede the previous didsthrough EULA. If

End User has mutually executed a separate end user license agreement or other
agreement covering the terms and conditions of the ELLA with IGEL Technology
GmbH or another IGEL Technology GmbH-authorized entity, then such separate
agreement shall supersede the below dickthrough EULA. W

(@)1 accept the agreement
()1 do not accept the agreement

()] Setup - IGEL UD Pocket Starter version 1.1.0 —

Installing

Please wait while Setup installs IGEL UD Pocket Starter on your computer, [e] EL

Installing IGEL Bootoader ...

Cancel
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Configuring the Boot Order

&) Setup - IGEL UD Pocket Starter version 1.1.0

Completing the IGEL UD Pocket
Starter Setup Wizard

Setup has finished installing IGEL UD Pocket Starter on your
computer.

Click Finish to exit Setup.

Configuring the Boot Order

You can define which operating system is booted by default, i.e. if the user does not make a selection in the boot
menu.

1. Inthe system tray, double-click on the IGEL OS icon.

2. Choose the desired default operating system and click Save.
« Windows: Windows is booted by default, even if a UD Pocket is plugged into the device.

IGEL UD Pocket Manual



Starting Your IGEL UD Pocket (With IGEL UD Pocket Starter Installed)

+ UD Pocket: IGEL OS is booted from the UD Pocket, provided it is plugged in.
) Default boot — >,

() Windows

(®) UD Pocket

Cancel

Starting Your IGEL UD Pocket (With IGEL UD Pocket Starter
Installed)

1. Plugthe UD Pocketinto a free USB slot of your device.

2. Turn on your device; if the device is already switched on, restart it.
Your device boots into IGEL OS, provided you have chosen this option when configuring the boot
order (see page 4).

Starting Your IGEL UD Pocket (Without IGEL UD Pocket
Starter)

Booting from Your UD Pocket
1. Plugthe UD Pocket into a free USB slot of your device.

2. Turnon your device; if the device is already switched on, restart it.

3. Ifaboot menuis presented that contains IGEL UD Pocket as an option, select this option. If not,
proceed with Customizing the Boot Settings (see page 5).

Customizing the Boot Settings

Booting from USB storage media may already be enabled on your device, or you may have to enable it yourself. The
required key presses for this may vary from vendor to vendor. However, here are some hints:

> While the device is booting, try pressing [F12] (in general), [F10] (Intel devices), or [F9] (Hewlett-Packard
devices) to access a list of boot devices and select IGEL UD Pocket.

> |f the above does not work, access the BIOS settings via pressing [Del], [F1], or [F2] during boot, activate booting
from USB storage media, and/or change the boot order.

> Seethe BIOS/UEFI documentation for your system for details on how to boot from USB storage media.
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After the First Boot-Up

|

IGE

A
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On modern computers such as secured-core PCs (see e.g. https://www.microsoft.com/en-us/windows/
business/devices?col=secured-core-pcs), there may be a BIOS setting related to Secure Boot that allows
the use of Microsoft’s 3rd party UEFI Secure Boot Certificate. The usual description of such a BIOS setting is
"Allow Microsoft 3rd Party UEFI CA". This setting must be set to enabled, as IGEL uses the 3rd party
certificate to support UEFI Secure Boot. If UEFI Secure Boot is enabled, but "Allow Microsoft 3rd Party UEFI
CA" is not enabled, you may be unable to boot IGEL OS Creator or UD Pocket. Similarly, if the setting
"Allow Microsoft 3rd Party UEFI CA" is disabled after a previous installation of IGEL OS, IGEL OS will fail to
boot. For how to enable the setting, see Secured-Core PCs: Microsoft 3rd-Party UEFI Certificate for Secure
Boot.

IGEL OS supports UEFI Secure Boot. Refer to the manual of your device's manufacturer to learn whether
your device supports Secure Boot and how to enable it. Enabling Secure Boot often consists of two steps.
First, the boot mode has to be changed to UEFI Boot in the BIOS; after that, Secure Boot can be activated,
also in the BIOS. How to check whether Secure Boot has been properly enabled, you can learn under
Verifying that Secure Boot is Enabled.

If UD Pocket fails to boot in UEFI mode, try it in legacy/BIOS mode. If this does not help, try another
endpoint device to verify that the UD Pocket is functional and/or check for BIOS updates for your endpoint
device and for the latest IGEL OS updates.

o

Do not remove the UD Pocket from the computer until you have shut down the IGEL OS contained on it.
Otherwise, you can damage the operating system on UD Pocket and lose your settings as well as data on
other removable media.

After the First Boot-Up

The Setup Assistant guides you through the basic configuration. For a detailed description of each step, see Setup
Assistant for IGEL OS.

IGEL Tech Video

Sorry, the widget is not supported in this export.
But you can reach it using the following URL:

https://www.youtube.com/watch?v=iURhgESsn6k

Related Topics

How to Reflash Your IGEL UD Pocket
UD Pocket
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