Your Linux Passwords Are in Danger.
MimiDove Meets the Challenge
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Clear text passwords In V/////

OIroCess Mmermory.

> e gNOMe-keyring-daemon
e apachez
O memset ()  — oo

O e SSNA

e gdm-password

Seong-Joong Kim - "Credentials located in gnome-kevyring can be compromised easily’
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https://gitlab.gnome.org/GNOME/gnome-keyring/-/issues/5

MimiPenguin
\ oy Hunter Gregal

‘A tool to dump the login password from
the current Linux desktop user

ocalhost mimipenguin]$ sudo ./mimipengudir
ng: [SYSTEM - GNOME] (gnome-keyring-daemon)

] userl:CullrZ4rgEJdampeWs5l
] user2:MVG+tl,$"Jk="'-1R wfH

25 0 minutes 31 seconds




MimiPy
oy Nicolas Verdier ®

=+ [t can locate passwords in memory and overwrite them to
orevent their leakage

Iy
é etlana@localhost mimipyl]$ sudo python mimipy.py
5YS 1 - GNOM E] .
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[SYSTEM - GNOME]

script executed in 20.4207558632 seconds




L et's try some Unicode In

DasSSWOords:
* durXilg4op+2b€x3w, °lOna oxdoafd188dob3doas3i..

* %|SVY.kThgal+@<¥CFOIdR 0xe284857c53e2889a2cC..

userd



The downsides of
MimiPenguin and MimiPy

— They cannot dump passwords with Unicode,

only the ASCIl characters are supported:

svetlana@localhost mimipenguin]$ sudo quil
earching: [SYSTEM GNOME] (gnome-keyring-daemon)

 minutes 46 seconds

— They are so slow ..



} MimiDove Can Tackle both
challenges!

f) — Now Unicode Symbots will e located

:5vetlanaﬂlﬂca'| st MimiDc & sudo .
[+] Searching: [SYSTEM - 1u|rE :
[ -] userﬂ:ﬂmrELu4¢+gb %31 °Hn3

[-]1 userd:%|Sv, kTng]+¢
It takes 8 m1||r~ B s5eco
[ svetlana@localhost MimiDc

— Worktime 1s 8 min. How to reduce It?



Wy search everywnere?

— First, we determine the memory area

[svetlana@localhost MimiDovel]$ sudo ./mimidove --region
Finding region of memory

[+] Searching: [SYSTEM - GNOME] {gnome-keyring-daemon)
[-] userl:CullrZd4rgEJdampewWd5sl
Password was Tound in 23 region

— Second, we search only through this area

[svetlanaglocalhost MimiDove]$ sudo ./mimidove --region 23

Searching in 23 region of memory
[+] Searching: [SYSTEM - GNOME] ({(gnome-keyring-daemon)

[-] userl:CullrZd4rgEldampewWssl

:-] user2:MVG+tld, $"Jk="'-1R wfH




¥ MimiDove Algorithrr

Research of ‘'gnome-keyring-daemon’ revealed that
users passwords are located in stack, which is mapped via
anonymous regions (i.e. not file backed) with enabled RW access.

MimiDove fast algorithm:
1. Extract user hashes from /etc/shadow.
2. Dump ‘gnome-keyring-daemon’ using /proc/PID/maps.

3. Locate possible passwords. for each memory chunk extract the
strings of 4-256 symbols.

4. Calculate hash(string) and check if match with users' hashes,
5. Zeroing extracted passwords.
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Keep your passwords safe S
Overwrite them!




Time to compare: technical features

. Can it remove
Can it locate passwords? 5
Tool Name Dasswords:
ASCI| Unicode ASCI| Unicode
MimiPenguin + - — —
Mimipy + — + —
MimiDove + + + +

Example of tested passwords: || Example of tested OSes:

CularZ4rgEJdampeW8sl CentOS 7.8.2003, GNOME Keyring 3.28.2
MVG+J,$7Jk="-IR_wfH Ubuntu 18.04.4 LTS, GNOME Keyring 3.28.0.2
AuwrXilgop+2b€x3uw °Kons Ubuntu 20.04.2 LTS, GNOME Keyring 3.36.0

%|SV.kTngl+@<¥CFOIdR Kali GNU/Linux Rolling, GNOME Keyring 3.36.0
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Time to compare: work time
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MimiPenguin, 87

Mimipy, 46

¥

MimiDove, 2

goithub.com/ SvetlanaGolub/MimiDove
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https://github.com/SvetlanaGolub/MimiDove

lgor Korkin

glb.svtin@gmail.com
github.com/SvetlanaGolub/MimiDove
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