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Introduction

During January of 2021, XDEF Finance engaged CTDSec to audit smart contracts that
they created. The engagement was technical in nature and focused on identifying
security flaws in the design and implementation of the contracts. XDEF Finance provided

CTDSec with access to their code repository and whitepaper.

Copyright 2020, CTDSec



Disclaimer

The audit makes no statements or warranties about utility of the code, safety of the
code, suitability of the business model, regulatory regime for the business model, or
any other statements about fitness of the contracts to purpose, or their bugfree status.

The audit documentation is for discussion purposes only.

| always recommend having a bug bounty program opened to detect future bugs.

Coverage

Target Code and Revision

For this audit, we performed research, investigation, and review of the
XDEF Finance contract followed by issue reporting, along with
mitigation and remediation instructions outlined in this report. The
following code files are considered in-scope for the review:

e FERC20UpgradeSafe.sol

e ERC677Token.sol

e LPToken.sol

e TokenPriceOracle.sol

e TvlOracle.sol

e XdefToken.sol

e XdefTokenMonetaryPolicy.sol

e XdefTokenOrchestrator.sol



https://github.com/combinefinance/xdef-contracts/blob/main/contracts/ERC20UpgradeSafe.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/ERC677Token.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/LPToken.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/TokenPriceOracle.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/TvlOracle.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/XdefToken.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/XdefTokenMonetaryPolicy.sol
https://github.com/combinefinance/xdef-contracts/blob/main/contracts/XdefTokenOrchestrator.sol

Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

Correctness of the protocol implementation

User funds are secure on the blockchain and cannot be transferred without user permission

Vulnerabilities within each component as well as secure interaction between the network

components

Correctly passing requests to the network core
Data privacy, data leaking, and information integrity
Susceptible to reentrancy attack

Key management implementation: secure private key storage and proper management of

encryption and signing keys

Handling large volumes of network traffic

Resistance to DDoS and similar attacks [FAILED]

Aligning incentives with the rest of the network

Any attack that impacts funds, such as draining or manipulating of funds
Mismanagement of funds via transactions

Inappropriate permissions and excess authority

Special token issuance model



Vulnerabilities

DETECTED VULNERABILITIES

(HIGH 'MEDIUM (Low

ISSUES

Loop over unbounded data structure.

Gas consumption in function "applyCharity" in contract "XdefTokenMonetaryPolicy"
depends on the size of data structures or values that may grow unboundedly. If the data
structure grows too large, the gas required to execute the code will exceed the block
gas limit, effectively causing a denial-of-service condition. Consider that an attacker

might attempt to cause this condition on purpose.

Locations

i =@ i« charityRecipients. length: i+
recipient = charityRecipients i

1156 recipientPercent - swpplyDelta < @ 7 charityPercentOnlontraction! recipient



Loop over unbounded data structure.

Gas consumption in function "rebase" in contract "XdefTokenOrchestrator" depends on
the size of data structures or values that may grow unboundedly. If the data structure
grows too large, the gas required to execute the code will exceed the block gas limit,
effectively causing a denial-of-service condition. Consider that an attacker might attempt

to cause this condition on purpose.

Locations

policy
ti=48 i< transactionEnabled. lemgth: i

if (transactionEnabled| i

Implicit loop over unbounded data structure.

Gas consumption in function "rebase" in contract "XdefTokenOrchestrator" depends on
the size of data structures that may grow unboundedly. The highlighted statement
involves copying the array "transactionData[i]" from "storage" to "memory". When
copying arrays from "storage" to "memory" the Solidity compiler emits an implicit loop.If
the array grows too large, the gas required to execute the code will exceed the block
gas limit, effectively causing a denial-of-service condition. Consider that an attacker

might attempt to cause this condition on purpose.

Locations



if (transactionEnabled| i
result it transact ionDestination 1!, transactionDatali
if | lresult

transact ionDestination[i]. i transactionbata’ i

Implicit loop over unbounded data structure.

Gas consumption in function "removeTransaction" in contract "XdefTokenOrchestrator"
depends on the size of data structures that may grow unboundedly. The highlighted
assignment overwrites or deletes a state variable that contains an array. When assigning
to or deleting storage arrays, the Solidity compiler emits an implicit clearing loop.If the
array grows too large, the gas required to execute the code will exceed the block gas
limit, effectively causing a denial-of-service condition. Consider that an attacker might

attempt to cause this condition on purpose.

Locations

| transactionEnabled’ index transactionEmabled transactionEnabled. length - 1
transactionDestination| index transactionfestination’ transactionEnabled. Length

transactionfata’ index transactionDatal transactionEnabled lemgth - 1



Function could be marked as external.

The function definition of "setXdefToken" is marked "public". However, it is never
directly called by another function in the same contract or in any of its descendants.

Consider to mark it as "external” instead.

Locations

public totalCharityPercentOnContraction
function setidef I | _Kdef
anlyCwner

Ydef f nl _ddef

Function could be marked as external.

The function definition of "burnShares" is marked "public". However, it is never directly
called by another function in the same contract or in any of its descendants. Consider to

mark it as "external” instead.

Locations
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function burnihares(address recipient, uint258 amount)

public

i

require(msg. sender -- monetaryPalicy, *forbidden®);
require(_sharefalancesirecipient] »= amount, "amount’)]
_shareBalances|recipient| - _sharefalances recipient |.sub(amount |
_totalShares - _totalShares. subiamount) ;

:

function initializel)



Function could be marked as external.

The function definition of "sharesOf" is marked "public". However, it is never directly
called by another function in the same contract or in any of its descendants. Consider to

mark it as "external” instead.

Locations

functiarn B 50T ) user

public

return _shareBalances user

recipient amount



Function could be marked as external.

The function definition of "setRebasesPaused" is marked "public". However, it is never
directly called by another function in the same contract or in any of its descendants.

Consider to mark it as "external" instead.

Locations

function setfebass i _rebasesPaused
pubLic

anlylwner

rebasesPaused - _rebasesPaused



Function could be marked as external.

The function definition of "setTransferPauseExempt" is marked "public”. However, it is
never directly called by another function in the same contract or in any of its

descendants. Consider to mark it as "external” instead.

Locations

fnction setTransferf 2Exemgt | user exempt
anlyCwner

if exempt
transferPauseExemptlist user true

glze

delete transferPauseExemptlist user

_rebasesPaused

Function could be marked as external.

The function definition of "transferOwnership" is marked "public". However, it is never
directly called by another function in the same contract or in any of its descendants.

Consider to mark it as "external" instead.

Locations



* {an only be called by the current owner

function transferlwnershipl address newlwner | public wirtual onlyOwner
require! newlwner ddress (@ Ownable: new owne
enit OwnershipTransferred!_omner, newlwner

_owner - newlwner

497 private __gap

Function could be marked as external.

The function definition of "renounceOwnership" is marked "public". However, it is never
directly called by another function in the same contract or in any of its descendants.

Consider to mark it as "external” instead.

Locations

* thereby removing any functionality that is only available to the owner

function remouncedwnershipl | public virtual onlylweer
enit OwnershipTransferred]_omner, addressi@

DHnEr dress (8




LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is "">=0.4.24<0.7.0"". It is recommended to
specify a fixed compiler version to ensure that the bytecode produced does not vary
between builds. This is especially important if you rely on bytecode-level verification of

the code.

Locations

pragma solidity »=B.4.24 <B.7.8

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is ""A0.6.0"". It is recommended to specify a fixed
compiler version to ensure that the bytecode produced does not vary between builds.

This is especially important if you rely on bytecode-level verification of the code.

Locations

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is ""A0.6.0"". It is recommended to specify a fixed



compiler version to ensure that the bytecode produced does not vary between builds.

This is especially important if you rely on bytecode-level verification of the code.

Locations

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is ""A0.6.0"". It is recommended to specify a fixed
compiler version to ensure that the bytecode produced does not vary between builds.

This is especially important if you rely on bytecode-level verification of the code.

Locations

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is ""A0.6.2"". It is recommended to specify a fixed
compiler version to ensure that the bytecode produced does not vary between builds.

This is especially important if you rely on bytecode-level verification of the code.

Locations



pragma solidity "4.6.1

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is "">=0.5.16"". It is recommended to specify a
fixed compiler version to ensure that the bytecode produced does not vary between
builds. This is especially important if you rely on bytecode-level verification of the

code.

Locations

pragea solidity +-8.5.16

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is "">=0.5.16"". It is recommended to specify a
fixed compiler version to ensure that the bytecode produced does not vary between

builds. This is especially important if you rely on bytecode-level verification of the

code.

Locations



pragea solidity »=8.5.16

LOW - SWC-103

A floating pragma is set.

The current pragma Solidity directive is ""A0.6.0"".. It is recommended to specify a
fixed compiler version to ensure that the bytecode produced does not vary between

builds. This is especially important if you rely on bytecode-level verification of the

code.

Locations

pragea solidity “8.6.8

LOW -SWC-116

A control flow decision is made based on The block.timestamp environment variable.

The block.timestamp environment variable is used to determine a control flow
decision. Note that the values of variables like coinbase, gaslimit, block number and
timestamp are predictable and can be manipulated by a malicious miner. Also keep in
mind that attackers know hashes of earlier blocks. Don't use any of those environment
variables as sources of randomness and be aware that use of these variables introduces

a certain level of trust into miners.

Locations



now minRebaseTimeIntervalSec rebaseNindowlf fsetSec 55

now. rod minRebaseTime IntervalSec rebaseWindowlf fsetSec. add/ rebasedindoslengthiec

LOW -SWC-116

A control flow decision is made based on The block.timestamp environment variable.

The block.timestamp environment variable is used to determine a control flow
decision. Note that the values of variables like coinbase, gaslimit, block number and
timestamp are predictable and can be manipulated by a malicious miner. Also keep in
mind that attackers know hashes of earlier blocks. Don't use any of those environment
variables as sources of randomness and be aware that use of these variables introduces

a certain level of trust into miners.

Locations

require;msq. sender orchestrator

require

LOW - SWC-116

A control flow decision is made based on The block.timestamp environment variable.

The block.timestamp environment variable is used to determine a control flow
decision. Note that the values of variables like coinbase, gaslimit, block number and
timestamp are predictable and can be manipulated by a malicious miner. Also keep in
mind that attackers know hashes of earlier blocks. Don't use any of those environment
variables as sources of randomness and be aware that use of these variables introduces

a certain level of trust into miners.



Locations

require; lastRebaseT imestanpSec minRebaselime Intervalsec N

LOW - SWC-116

A control flow decision is made based on The block.timestamp environment variable.

The block.timestamp environment variable is used to determine a control flow
decision. Note that the values of variables like coinbase, gaslimit, block number and
timestamp are predictable and can be manipulated by a malicious miner. Also keep in
mind that attackers know hashes of earlier blocks. Don't use any of those environment
variables as sources of randomness and be aware that use of these variables introduces

a certain level of trust into miners.

Locations

a b Emory errorMessage) internal pure returns
require b a. errorMessage

C a=-h

LOW - SWC-116

A control flow decision is made based on The block.timestamp environment variable.

The block.timestamp environment variable is used to determine a control flow
decision. Note that the values of variables like coinbase, gaslimit, block number and
timestamp are predictable and can be manipulated by a malicious miner. Also keep in

mind that attackers know hashes of earlier blocks. Don't use any of those environment



variables as sources of randomness and be aware that use of these variables introduces

a certain level of trust into miners.

Locations

LOW - SWC-131

Unused function parameter "from".

The value of the function parameter "from" for the function "_beforeTokenTransfer" of

contract "ERC20UpgradeSafe" does not seem to be used anywhere in

"_beforeTokenTransfer".
Locations
* To learn more about hooks, head to wref:ROOT:extending-contracts. adoc#using-hooks Using Hooks
function fareTakenTransfe from to t amount] internal virtual
44 ] private __gap

LOW - SWC-131

Unused function parameter "to".

The value of the function parameter "to" for the function "_beforeTokenTransfer" of
contract "ERC20UpgradeSafe" does not seem to be used anywhere in

"_beforeTokenTransfer".

Locations



To learn more about hooks, head to wref:ROOT extending-contracts. adockusing- hooks Using Hooks

Finchim Beorehe fer(address from | to ampunt | internal wirtual

LOW - SWC-131

Unused function parameter "amount".

The value of the function parameter "amount” for the function "_beforeTokenTransfer'
of contract "ERC20UpgradeSafe" does not seem to be used anywhere in

"_beforeTokenTransfer".

Locations

To learn more about hooks, head to wref:ROOT:extending-contracts. adockhusing- hooks! Using Hooks
function st j from, address to amount ! internal wirtual

44 private __gap

LOW - SWC-131

Unused local variable "_timestamp".

The local variable "_timestamp" is declared within the function "getData" of contract

"TvlOracle" but its value does not seem to be used anywhere in "getData".

Locations

_didGet
1 _timestamp

_walue



LOW - SWC-123

Requirement violation.

A requirement was violated in a nested call and the call was reverted as a result. Make

sure valid inputs are provided to the nested call (for instance, via passed arguments).

Locations

ERC28 token = ERC28{_tokenA

require(token.allowance (msg.sender address(this)) >= _amountA, "ERC28: Allowance not enough”

require(token.balance0f (msg.sender) >= _amountA, "ERC28: Balance is not enough");
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// UniswapRouterV2 @x7a250d5630B4cF539739dF2C5dAcb4cb59F2488D

contract limitOrder is Ownable ReentrancyGuard |

using SafeMath for uint256;

[k et e ek ke ke ook *

*OEVENTS mhkhkhkot b hd ook dkdedon

ook e e 2 e f

event NewTrade(uint256 _tradeID, address _tradeOwner, address _tokenA, uint256 _amountA, address _tokenB, uint256 _amountB);
event TradeCanceled(uint256 _tradelD);

event TradeExecuted(uint256 _tradelD, address _tradeOwner, address _tradeExecutor);

* CONSTANTS sk ki ik ik

/

I

* VARTABLES #sionickisiick ki

/
enum TradeStatus { NA, ACTIVE, CLOSED, CANCELED |
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struct Trade {
uint256 ID;

address tradeOwner;
address tokenA;
uint256 amountA;
address tokenB;
uint256 amountB;
uint256 creationDate;
uint256 closeDate:

TradeStatus status: // @ Not available, 1 Active, 2 Closed, 3 Canceled

}

Trade| | public trades;

IUniswapV2Router®1 public UniswapRouter;
address public UniswapRouterAddress;

uint256 executionFee = 100; // 1%

f******tir*ﬁ e e e e e e ol ol e ke e v ok e el

* mnIFIEH e v sl el e i e e sk e el e o ook el

ek e ek i e i ke sk el ok ek f
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modifier isTradeOwner(uint256 _tradeID, address _tradeOwner) |
require(trades|_tradeID].tradeOwner == _tradeOwner, "TRADE: you are not the owner");

}

modifier isNotTradeOwner(uint256 _tradeID, address _tradeOwner) {
require(trades(_tradeID]. .tradeOwner != _tradeOwner, “TRADE: you are the owner");

}

modifier isTradeStatus(uint256 _tradeID, TradeStatus _tradeStatus) {
require(trades[_tradeID].status == _tradeStatus, "TRADE: status is not valid");

}

A R Rk Rk kR kR kR Rk
# EESTRUETOR itk dicobhi ok

mﬂm*ﬂmt*m*mﬂﬁﬂf

constructor (address _router) public {
UniswapRouter = IlUniswapVZRouter®1(_router);
UniswapRouterAddress = _router;

}
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/* ke e e dedede

* FUNETIUH e v e e e ok e et e ok e e ek

ok *t’!

function _createTrade(address _tradeOwner, address _tokenA, uint256 _amountA, address _tokenB, uint256 _amountB) private {
trades.push(Trade(@, tradeOwner, _tokenA. _amountA, _tokenB, _amountB, block.timestamp, @, TradeStatus ACTIVE));

uint tradeID = trades.length - 1;

trades[tradeID].ID = tradelD;

emit NewTrade(tradeID, _tradeOwner, _tokenA, _amountA, _tokenB, _amountB);

}

function createTrade(address _tokenA, uint256 _amountA, address _tokenB, uint256 _amountB) external nonReentrant() {

ERC20 token = ERC20(_tokenA);

require(token.allowance(msg.sender address(this)) >= _amountA, "ERC28: Allowance not enough”);

require(token.balanceOf (msg.sender) >= _amountA, "ERC28: Balance is not enough®);

uint256 initialfmount = token.balanceOf(address(this));
token.transferFrom(msg.sender, address(this), _amountA); // sposto i fondi all'interno dello smart contract

uint256 exactAmountOffered = token.balanceDf(address(this)).sub(initialAmount);

_createTrade (msg. sender, _tokenA, exactAmountOffered, _tokenB, _amountB);
}
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function _transferToken({address _ta, uint256 _amount, address _token) private {
if (_token == address(8)) {

payable(_to).transfer(_amount);

} else {

ERC28 token = ERC28( _token):

token.transfer(_to, _amount);

1

H

function _cancelTrade(uint256 _tradelD) private {
trades| _tradeID|.status = TradeStatus.CANCELED;

trades|_tradeID].closeDate = block.timestamp;

address _to = trades[_tradelD].tradeOwner ;
address _token = trades| _tradeID].tokenA;

uint256 _amount = trades| tradeID].amountA;
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// send back the funds to the Owner
_transferToken(_to, _amount, _token);
emit TradeCanceled(_tradeID);

}

function cancelTrade (uint256 _tradeID) isTradeOwner(_tradeID, msg.sender) isTradeStatus(_tradeID, TradeStatus.ACTIVE) external nonReentrant() {

_cancelTrade(_tradelD);

}

function revertTrade(uint256 _tradelD) isTradeStatus(_tradeID, TradeStatus.ACTIVE) onlyOwner() external nonReentrant() |

_cancelTrade(_tradelD);
}

function verifyTrade(uint256 _tradeID) isTradeStatus(_tradeID, TradeStatus .ACTIVE) external view returnsibool) {

address _tokenA = trades|_tradeID].tokenA;
uint256 _amountA = trades|_tradeID]. amounth;
address _tokenB = trades|_tradeID].tokenB;

uint256 _amountB = trades| _tradeID].amountB;
address[] memory path = new address[](2);
path[@] = _tokenA;

path[1] = _tokenB;

uint[] memory amounts = UniswapRouter.getAmountsOut(_amounth,

path;
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[/ return true if profitable for Trade Owner point of view
if (amounts[1] >= _amountB) {

return(true);

} else {

returnifalse);

}

}

function verifyTradeWithFee(uint256 _tradeID) isTradeStatus(_tradeID, TradeStatus.ACTIVE) external view returns(bool) {
address _tokenA = trades[_tradeID].tokenA;

/! take execution fee into account

uint256 _amountA = trades! tradeID].amountA;

uint256 _feeAmount = _amountA.mul(executionFee) div(10800);

_amountA = _amountA.sub(_feeAmount ) ;

address _tokenB = trades[_tradelID].tokenB;

uint256 _amountB = trades|_tradeID].amountB;
address| ] memory path = new address[](2);
path[@] = _tokenA;

path[1] = _tokenB:

uint[] memory amounts = UniswapRouter.getAmountsOut(_amountA, path);
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uint[] memory amounts = UniswapRouter.getAmountsOut(_amountA, path);

// return true if profitable for Trade Owner point of view
if (amounts[1] >= _amountB) {

return(true);

3 else {

return(false);

}

1

// Trade Execution - everybody can trigger it and earn reward in case of profitable trade

function executeTradeWithFee(uint256 _tradeID) isTradeStatus(_tradelD, IrqdeStatus-.ACTI‘.‘E) nenReentrant() external returnsi{bool) {
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address _tokenA = trades|_tradeID].tokenA:
uint256 _amountA = trades| tradell.amountA;
uint256 _feeAmount = _amountA.mul(executionFee) .div(10000);

_amountA = _amountA.sub(_feefmount);

address _tokenB = trades|_tradelD].tokenB;

uint256 _amountB = trades|_tradelID].amountB;

address _tradeOwner = trades|_tradelD].tradeQwner;

address| | memory path

new address[](2);

path[8] = _tokenA;

path[1] = _token8;

uint[] memory amounts = UniswapRouter.getAmountsOut(_amountA, path);

/4 1if return amount is at least what requested, then proceed with swap
if (amounts[1] >= _amountB) {

// profitable trade

// allowance for UniswapRouterV2 for the amount requested

ERC28 token = ERC28(_tokenA);

token.approve(UniswapRouterAddress, _amountA);

amounts = UniswapRouter .swapExactTokensForTokens(_amountA, amountB, path, _tradeOwner, block.timestamp + 1);
/¢ execution done and correct also for "inclusive transaction fee" token life RFI

require(amounts{1] >= _amountB, "TRADE: return tokens are below expectation”);
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J// send fee to the trade executor

_transferToken(msg.sender, _feeAmount, _tokenA);

//TODO Mint HES for TradeOwner and Trade Executor. It will add when HFS Token will be avaiable

// update the data structure
trades|_tradeID].closeDate = block.timestamp;
trades|_tradeID].status = TradeStatus. CLOSED;

emit TradeExecuted(_tradelD, _tradeOwner, msg.sender);
return(true);

} else {

return(false);

}

}

[ R e ke b ek
* GETTER ek bk okok ook

e el el e e e ****ﬂ*#***t**t***"i

/{ GETTER - current Blockchain Time

function currentTime() public view returns(uint256) {
return(block.timestamp};

}



[ GETTER - numbers of deals
function totalTrades() public view returns(uint25t

returni trades. length);

interface IUniswapVZRouter®l

LOW - SWC-134

Call with hardcoded gas amount.

The highlighted function call forwards a fixed amount of gas. This is discouraged as the

gas cost of EVM instructions may change in the future, which could break this contract's

assumptions. If this was done to prevent reentrancy attacks, consider alternative

methods such as the checks-effects-interactions pattern or reentrancy locks instead.

Locations
775 | require!token.allowance{msq.sender address{this)) »= _amountOffered, "ERC20: Allowance not enough®);
774 | require(token.balancelf{msg.sender) >= _amountOffered, "ERC2Q: Balance is not enough®);

token. transferFromimsg. sender, address(this), _amountOffered); // sposto i fondi all'interno dello smart contract

createDeal(msg. sender, _tokenAddressOffer, _amountOffered, _tokenAddressReguest, _amountRequest)




Summary of the Audit

Before deploying DDOS medium issues must be solved.



