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1.0 Introduction

1.1 Project engagement

During March of 2023, Artify team engaged CTDSec to audit smart contracts that they created. The

engagement was technical in nature and focused on identifying security flaws in the design and

implementation of the contracts. Artify provided CTDSec with access to their code repository and

whitepaper.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of

the contract, rather limited to an assessment of the logic and implementation. In order to

ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that Artify team put in place a

bug bounty program to encourage further and active analysis of the smart contract.
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2.0  Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the Artify contract followed by issue

reporting, along with mitigation and remediation instructions outlined in this report. The following

code files are considered in-scope for the review:

Source file:

https://etherscan.io/token/0xa41161af8d4ee421ba5fed4328f2b12034796a21#code
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2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

№ Issue description. Checking status

1 Compiler warnings. PASSED

2 Race conditions and Reentrancy. Cross-function race
conditions.

PASSED

3 Possible delays in data delivery. PASSED

4 Oracle calls. PASSED

5 Front running. PASSED

6 Timestamp dependence. PASSED

7 Integer Overflow and Underflow. PASSED

8 DoS with Revert. PASSED

9 DoS with block gas limit. PASSED

10 Methods execution permissions. PASSED

11 Economy model. If application logic is based on an
incorrect economic model, the application would not
function correctly and participants would incur financial
losses. This type of issue is most often found in bonus
rewards systems, Staking and Farming contracts, Vault and
Vesting contracts, etc.

PASSED

12 The impact of the exchange rate on the logic. PASSED

13 Private user data leaks. PASSED

14 Malicious Event log. PASSED

15 Scoping and Declarations. PASSED

16 Uninitialized storage pointers. PASSED
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17 Arithmetic accuracy. PASSED

18 Design Logic. PASSED

19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges PASSED
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3.0  Security Issues

3.1 High severity issues [0]

No high severity issues found.

3.2 Medium severity issues [0]

No medium severity issues found.

3.3 Low severity issues [2]

1. Warning Against Security Risks of Low-Level Calls in Solidity

Function: swapBack()

Performing low-level calls such as (success,) = address(devAddress).call{value: ethForDev}("") and

(success,) = address(operationsAddress).call{value: address(this).balance}("") is not advised as it can

potentially pose a security risk.

Function: withdrawStuckETH()

Performing low-level calls that involve (success,) = address(operationsAddress).call{value:

address(this).balance}("") is not recommended due to potential security risks.

Fix: To address this, it is advised to utilize secure alternatives such as TransferHelper.safeTransferETH().

2. Preventing Contract Malfunction with a 'Require' Statement to Check for Zero Address Pair

Issue: The presence of a pair zero address can result in incorrect behavior of the contract.

Functions affected: setAutomatedMarketMakerPair() & transferForeignToken()
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Resolution: To prevent this issue, include a require statement to verify that the pair is not equal to

address(0).

Fix: setAutomatedMarketMakerPair() : pair != address(0) & transferForeignToken() :

IERC20(_token).balanceOf(address(this)) > 0.

3.4 Informational issues [1]

1. Optimizing Gas Usage by Reducing Airdrop Token Transfer Amounts

Issue: To avoid gas-related problems, it is advisable to reduce the transfer amount of airdrop tokens.

Resolution: Decrease the specified require of wallets.length < 600 to a lower value.
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4.0  Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

Artify tests
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5.0  Annexes

Artify testing code:

from brownie import (

reverts,

UniswapV2Factory,

)

from scripts.helpful_scripts import (

ZERO_ADDRESS,

get_account,

)

from scripts.deploy import (

deploy_test_weth,

deploy_test_erc20,

deploy_artify

)

def test_transfer(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

extra = get_account(2)

artify = deploy_artify(owner)

#assert

with reverts("ERC20: transfer from the zero address"):

artify.transfer(owner, 100, {"from": ZERO_ADDRESS})

with reverts("ERC20: transfer to the zero address"):

artify.transfer(ZERO_ADDRESS, 100, {"from": owner})

with reverts("amount must be greater than 0"):

artify.transfer(extra, 0, {"from": other})

with reverts("Trading is not active."):

artify.transfer(extra, 50, {"from": other})

# transfer without fees

prevBalance = artify.balanceOf(owner)

value = 1000
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tx = artify.transfer(other, value, {"from": owner})

assert tx.events["Transfer"] is not None

assert tx.events["Transfer"]["from"] == owner

assert tx.events["Transfer"]["to"] == other

assert tx.events["Transfer"]["value"] == value

assert artify.balanceOf(other) == value

assert artify.balanceOf(owner) == prevBalance - value

# transfer sell

artify.enableTrading(1, {"from": owner})

tx2 = artify.transfer(artify.lpPair(), 100, {"from": other})

# random transfer to increase block number

artify.transfer(other, value, {"from": owner})

# transfer buy

tx3 = artify.transfer(extra, 50, {"from": artify.lpPair()})

with reverts("_transfer:: Transfer Delay enabled. Try again later."):

artify.transfer(other, 50, {"from": artify.lpPair()})

# allow transfer removing delay

artify.disableTransferDelay({"from":owner})

with reverts("Buy transfer amount exceeds the max buy."):

artify.transfer(other, artify.totalSupply(), {"from":

artify.lpPair()})

with reverts("Cannot Exceed max wallet"):

artify.transfer(other, (artify.totalSupply() / 100) +1, {"from":

artify.lpPair()})

artify.transfer(other, 50, {"from": artify.lpPair()})

with reverts("Sell transfer amount exceeds the max sell."):

artify.transfer(artify.lpPair(), artify.totalSupply(), {"from":

other})

def test_transfer_swap_and_early_buy(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

extra = get_account(2)

artify = deploy_artify(owner)

#assert

# transfer without fees

value = 1000

artify.transfer(other, value, {"from": owner})
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# transfer sell and buy in short time

artify.enableTrading(5, {"from": owner})

artify.transfer(artify.lpPair(), 100, {"from": other})

tx = artify.transfer(extra, 50, {"from": artify.lpPair()})

assert tx.events["CaughtEarlyBuyer"] is not None

assert tx.events["CaughtEarlyBuyer"][0]['sniper'] == extra

# test swap and liquify with revert (insufficient liquidity) due

contract constructor restrictions.

artify.disableTransferDelay({"from": owner})

artify.transfer(artify.address, (artify.totalSupply() / 10000) + 1000,

{"from": owner})

with reverts():

artify.transfer(extra, value, {"from": other})

def test_update_max_buy_amount(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

invalid_amount = 1000000000

#assert

with reverts():

artify.updateMaxBuyAmount(invalid_amount, {"from": other})

with reverts("Cannot set max buy amount lower than 0.2%"):

artify.updateMaxBuyAmount(invalid_amount, {"from": owner})

valid_amount = 10000000000

assert artify.maxBuyAmount() == artify.totalSupply() * 1 / 100

artify.updateMaxBuyAmount(valid_amount + 1, {"from": owner})

assert artify.maxBuyAmount() == (valid_amount + 1) * (10**18)

def test_update_max_sell_amount(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

invalid_amount = 1000000000

#assert

with reverts():

artify.updateMaxSellAmount(invalid_amount, {"from": other})
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with reverts("Cannot set max sell amount lower than 0.2%"):

artify.updateMaxSellAmount(invalid_amount, {"from": owner})

valid_amount = 10000000000

assert artify.maxSellAmount() == artify.totalSupply() * 1 / 100

artify.updateMaxSellAmount(valid_amount + 1, {"from": owner})

assert artify.maxSellAmount() == (valid_amount + 1) * (10**18)

def test_update_max_wallet_amount(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

invalid_amount = 1000000000

#assert

with reverts():

artify.updateMaxWalletAmount(invalid_amount, {"from": other})

with reverts("Cannot set max wallet amount lower than 0.3%"):

artify.updateMaxWalletAmount(invalid_amount, {"from": owner})

valid_amount = 15000000000

assert artify.maxWalletAmount() == artify.totalSupply() * 1 / 100

artify.updateMaxWalletAmount(valid_amount + 1, {"from": owner})

assert artify.maxWalletAmount() == (valid_amount + 1) * (10**18)

def test_update_swap_tokens_at_amount(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

invalid_amount = 1000000000

invalid_amount_2 = 1000000000 * 10e18

#assert

with reverts():

artify.updateSwapTokensAtAmount(invalid_amount, {"from": other})

with reverts("Swap amount cannot be lower than 0.001% total supply."):

artify.updateSwapTokensAtAmount(invalid_amount, {"from": owner})

with reverts("Swap amount cannot be higher than 0.1% total supply."):

artify.updateSwapTokensAtAmount(invalid_amount_2, {"from": owner})
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valid_amount = 60000000000000000000000000

assert artify.swapTokensAtAmount() == artify.totalSupply() * 1 / 10000

artify.updateSwapTokensAtAmount(valid_amount, {"from": owner})

assert artify.swapTokensAtAmount() == valid_amount

def test_update_buy_fees(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.updateBuyFees(1, 2, 2, 4, {"from": other})

with reverts("Must keep fees at 10% or less"):

artify.updateBuyFees(5, 5, 1, 1, {"from": owner})

assert artify.buyOperationsFee() == 5

assert artify.buyLiquidityFee() == 5

assert artify.buyDevFee() == 0

assert artify.buyBurnFee() == 0

assert artify.buyTotalFees() == 10

artify.updateBuyFees(1,2,3,4, {"from": owner})

assert artify.buyOperationsFee() == 1

assert artify.buyLiquidityFee() == 2

assert artify.buyDevFee() == 3

assert artify.buyBurnFee() == 4

assert artify.buyTotalFees() == 10

def test_update_sell_fees(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.updateSellFees(1, 2, 2, 4, {"from": other})

with reverts("Must keep fees at 10% or less"):

artify.updateSellFees(5, 5, 1, 1, {"from": owner})

assert artify.sellOperationsFee() == 20
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assert artify.sellLiquidityFee() == 20

assert artify.sellDevFee() == 0

assert artify.sellBurnFee() == 0

assert artify.sellTotalFees() == 40

artify.updateSellFees(1,2,3,4, {"from": owner})

assert artify.sellOperationsFee() == 1

assert artify.sellLiquidityFee() == 2

assert artify.sellDevFee() == 3

assert artify.sellBurnFee() == 4

assert artify.sellTotalFees() == 10

def test_set_operations_address(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.setOperationsAddress(other, {"from": other})

with reverts("_operationsAddress address cannot be 0"):

artify.setOperationsAddress(ZERO_ADDRESS, {"from": owner})

artify.setOperationsAddress(other, {"from": owner})

def test_set_dev_address(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.setDevAddress(other, {"from": other})

with reverts("_devAddress address cannot be 0"):

artify.setDevAddress(ZERO_ADDRESS, {"from": owner})

artify.setDevAddress(other, {"from": owner})

def test_transfer_foreign_token(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)
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some_erc20 = deploy_test_erc20(owner)

some_erc20.mint(owner, 1000, {"from": owner})

#assert

with reverts():

artify.transferForeignToken(some_erc20.address, other, {"from":

other})

with reverts("_token address cannot be 0"):

artify.transferForeignToken(ZERO_ADDRESS, other, {"from": owner})

with reverts("Can't withdraw native tokens"):

artify.transferForeignToken(artify.address, other, {"from": owner})

some_erc20.transfer(artify.address, 500, {"from": owner})

artify.transferForeignToken(some_erc20.address, other, {"from": owner})

def test_treturn_to_normal_tax(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.returnToNormalTax({"from": other})

assert artify.buyOperationsFee() == 5

assert artify.buyLiquidityFee() == 5

assert artify.buyDevFee() == 0

assert artify.buyBurnFee() == 0

assert artify.buyTotalFees() == 10

assert artify.sellOperationsFee() == 20

assert artify.sellLiquidityFee() == 20

assert artify.sellDevFee() == 0

assert artify.sellBurnFee() == 0

assert artify.sellTotalFees() == 40

artify.returnToNormalTax({"from": owner})

assert artify.buyOperationsFee() == 4

assert artify.buyLiquidityFee() == 1

assert artify.buyDevFee() == 0

assert artify.buyBurnFee() == 0

assert artify.buyTotalFees() == 5

assert artify.sellOperationsFee() == 3

assert artify.sellLiquidityFee() == 2
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assert artify.sellDevFee() == 0

assert artify.sellBurnFee() == 0

assert artify.sellTotalFees() == 5

def test_exclude_from_max_transaction(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.excludeFromMaxTransaction(other, True, {"from": other})

with reverts("Cannot remove uniswap pair from max txn"):

artify.excludeFromMaxTransaction(artify.lpPair(), False, {"from":

owner})

assert artify._isExcludedMaxTransactionAmount(other) == False

artify.excludeFromMaxTransaction(other, True, {"from": owner})

assert artify._isExcludedMaxTransactionAmount(other) == True

def test_enable_trading(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

#assert

with reverts():

artify.enableTrading(1, {"from": other})

assert artify.tradingActive() == False

artify.enableTrading(1, {"from": owner})

assert artify.tradingActive() == True

with reverts("Cannot reenable trading"):

artify.enableTrading(1, {"from": owner})

def test_airdrop_to_wallets(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)
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#assert

with reverts():

artify.airdropToWallets([other], [10], {"from": other})

with reverts("arrays must be the same length"):

artify.airdropToWallets([other], [10, 20], {"from": owner})

#with reverts("Can only airdrop 600 wallets per txn due to gas

limits"): // tested but to high array

#artify.airdropToWallets([other]*10, [10]*10, {"from": owner})

artify.airdropToWallets([other], [10], {"from": owner})

def test_set_automated_marker_pair(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

erc20 = deploy_test_erc20(owner)

weth = deploy_test_weth(owner)

factory = UniswapV2Factory.deploy(owner, {"from": owner})

factory.createPair(erc20.address, weth.address)

#assert

with reverts():

artify.setAutomatedMarketMakerPair(factory.address, True, {"from":

other})

with reverts("The pair cannot be removed from

automatedMarketMakerPairs"):

artify.setAutomatedMarketMakerPair(artify.lpPair(), True, {"from":

owner})

assert artify.automatedMarketMakerPairs(factory.address) == False

artify.setAutomatedMarketMakerPair(factory.address, True, {"from":

owner})

assert artify.automatedMarketMakerPairs(factory.address) == True

def test_buy_back_tokens(only_local):

#arrange

owner = get_account(0)

other = get_account(1)

artify = deploy_artify(owner)

amount_wei = 1500
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#assert

with reverts():

artify.buyBackTokens(amount_wei, {"from": other})

eleven_eth = 11000000000000000000

with reverts("May not buy more than 10 ETH in a single buy to reduce

sandwich attacks"):

artify.buyBackTokens(eleven_eth, {"from": owner})
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6.0  Summary of the audit

No high/medium criticality vulnerabilities found at the Artify contracts.
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