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1.0 Introduction
1.1 Project engagement

During February of 2024, VaporFiteam engaged CTDSec to audit smart contracts that they created. The
engagement was technical in nature and focused on identifying security flaws in the design and
implementation of the contracts. VaporFi provided CTDSec with access to their code repository and

whitepaper.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of
the contract, rather limited to an assessment of the logic and implementation. In order to
ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that Vaporfi team put in place a

bug bounty program to encourage further and active analysis of the smart contract.

Copyright © CTDSec - All rights reserved 3 | Page



2.0 Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the MemeFactory contracts
followed by issue reporting, along with mitigation and remediation instructions outlined in this report.
The following code files are considered in-scope for the review:

Source file [commit - a4ef671033533f7db5e719f850edf369dfebf2a5]:

https://github.com/VaporFi/memefactory-contracts

Fix version:

Source file [commit - efd5773dbf1468780d86fa2b22f7a7dff26f2647

https://github.com/VaporFi/memefactory-contracts/pull/10

Copyright © CTDSec - All rights reserved 4 | Page


https://github.com/VaporFi/memefactory-contracts
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2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

Ne Issue description. Checking status
1 Compiler warnings. PASSED
2 Race conditions and Reentrancy. Cross-function race PASSED
conditions.
3 Possible delays in data delivery. PASSED
4 Oracle calls. PASSED
5 Front running. PASSED
6 Timestamp dependence. PASSED
7 Integer Overflow and Underflow. PASSED
8 DoS with Revert. PASSED
9 DoS with block gas limit. PASSED
10 Methods execution permissions. PASSED
11 Economy model. If application logic is based on an PASSED

incorrect economic model, the application would not
function correctly and participants would incur financial
losses. This type of issue is most often found in bonus
rewards systems, Staking and Farming contracts, Vault and
Vesting contracts, etc.

12 The impact of the exchange rate on the logic. PASSED
13 Private user data leaks. PASSED
14 Malicious Event log. PASSED
15 Scoping and Declarations. PASSED
16 Uninitialized storage pointers. PASSED
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17 Arithmetic accuracy. PASSED

18 Design Logic. PASSED

19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges PASSED
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3.0 Security Issues

3.1 High severity issues [Acknowledge]

1. Reentrancy attacks

Contract: MemeFactory
Functions: launch(), unlockLiquidityTokens(), transferLock()

Issue: The functions launch(), unlockLiquidityTokens(), transferLock() are exploitable by re-entrancy
attacks.

Fix: Add nonReentrant guard modifier.

Dev team: Team confirms that there is no risk of reentrancy.

3.2 Medium severity issues [Not apply]

1. Unlimited fees
Contract: MemeFactory
Functions: setLaunchFee()

Issue: The fees do not have any set limit, allowing if they are set wrong the contract can become a honey
pot or have abusive conditions if the limit is set to 100%.

Fix: We recommend adding a limit to 10-15%.

Dev update: Fee is fixed to 250 USDC.
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3.3 Low severity issues [FIXED]

1. Zero address Validation Missing

Contract: MemeFactory
Function: setVaporDEXAdapter()

Fix: Check to implement validations in order to verify that the address is not the zero address (0x0) in
vaporDexAdapter.

Copyright © CTDSec - All rights reserved 8 | Page



4.0 Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

Factory Testing:

test_meme_Ta (test_constructor RUNMING
tion sent:

Gas limit:
ontLrmed Block:

Limit:

Limit:
yr cont irmed

Limit:
r cont Llrmed

Limit:
tructer confirmed

Mon
r contirmed i

Limit:
onfirmed |

Limit: Nonce:
onfirmed |

Limit: MonC
Tirmed Block:

tests/test_meme_Tactory yiitest _constructor

Copyright © CTDSec - All rights reserved

9 | Page



test_set_Launch_tee RUNNMING

el  Gas limit:
cont Lrmed Blo

Limit:
roont Lrmed

UniswapV2Routersl

2Routers2

Gas pri
5t ratosphe reMo
S5tratosphered

Nonce:
ontLrmed B

Limit:
ory 3 o nfirmed Bl
MemeFactc

gwel & Limit:
etLaunchFes confirmed

gwel Gas Limit:
. setLaunchFee confirmed

G Limit:
. SetLaunchFese confirmed

Launch_fes
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Gas Llimit:
ont1rmed Blo

Limit:

Monce
r cont lrmed i

NonCe:
ont1rmed B

5 limit:
cont Lrmed Bl

Ction sent:
5 pri
Factor etVapor {

Limit: Nonoe:
apter confirmed |

tests/test_meme_factory.py:itest_sat_vapor_dex_adapter
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Gas limit:
ont1irmed Blo

Limit:
T1irmed Bl

i
Blo

Routers
Routerd2 d

Gas limit:

Limit:
MeimeFa 3 roont lrmed
MemeFa

Limit:
ont Lrmed

gwel | Limit:
withdrawFee Tirmed

gwel | Limit:
withdrawFee confirmed

Limit:
MemeFactory.withdrawFese contlrmed

tests/test_meme_factory.py: i test_withdraw_fee
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. pys i test_lawnch_token RUNNING

Gas limit:
ontLrmed B

Limit:

Gas limit:
tri rcont lrmed

Limit:
tructer conflrmed Bl
eployed at:

Non
roontLrmed Bl

Qwel Gas limit:
aunch conflrmed |

gwel Gas limit:
Lmint contlrmed Blo

SEnt:
Qwel Gas limit: Nonce:
« Lawnch confirmed |

gwel Gas limit:
approve confirmed Block:

a5 Limit:
Bl

gwel Gas Limit:
aunch conflrmed Blo

tests/test_meme_factory.py:itest_Llaunch_token
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test_unlock_tokens RUNMING

el  Gas limit:
cont Lrmed Blo

Limit:
roont Lrmed

UniswapV2Routersl

2Routers2

Gas pri
5t ratosphe reMo
S5tratosphered

Nonce:
ontLrmed B

Limit:
ory 3 o nfirmed
MemeFactc

action sent:
Gas pri gwe Gas
ERC28Mock

tion sent:
5 price: gwel Gas limit:
ERCZ8Mock. approve contlirmed Bl

Limit:
. Launch confirmed B

gwel Gas limit:
kLiquidityToekens

Mo
nfirmed 1

Gas pric
ERLC28MN

Gas limit:
MemeFactory. unlockLiquidityTokens contlirmed Bl

tests/test_meme_factory. test_unlock_tokens
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tests/test_meme_factory.py:!:test_transfer_lock RUNNING
Transaction sent:
Gas price: gwel  Gas limit: Nonce:
WETHY. constructer confirmed Block: Gas used:
WETHT deployed at:

Transaction sent:
Gas price: gwel Gas limit: Nonce:
ERCZ8Mock. constructor confirmed  Block: Gas used:
ERCMock deploved at:

Transaction sent:
Gas price: gwel Gas limit: Nonce:
UniswapV2Factory. constructor confirmed Block: Gas used:
UniswapV2Factery deploved at

Transaction sent:
Gas price: gwel Gas Limit: Monce:
UniswapV2Routers?. constructer confirmed  Block: Gas used:
UniswapVZRouters? deploved at:

Transaction sent:
Gas price: gwel  Gas limit: Nonce:
StratosphereMock. constructor confirmed  Block: Gas used:
StratosphereMock deployed at

Transaction sent:
Gas price: gwel Gas limit: Nonce:
SabliervZComptroller. constructer confirmed Block: Gas used:
SablierVZComptroller deploved at:

Transaction sent:
Gas price: gwel  Gas limit: Nonce:
SablierV2NFTRescriptor. constructor contirmed Block: Gas wsed:
SablierVZMFTDescriptor deploved at:

Transaction sent:
Gas price: gwel Gas Limit: Monce:
SablierVZlockuplinear. constructer confirmed Block: Gas used:
SabliervZLockupLinear deploved at:

Transaction sent:
Gas price: gwel  Gas limit: Nonce:
MemeFactory.constructor confirmed Block: Gas used:
MemeFactory deployed at:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
ERCX8Mock.mint conflrmed Block: usedd:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
ERCXMock. approve conflrmed Block: Gas used:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
MemeFactory. Launch contirmed Block: Gas wsed:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
MemeFactory. transferLock confirmed | | Block: Gas used:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
MemeFactory. transferLock confirmed | | Block: Gas used:

Transactlon sent:
Gas price: Jwel Gas limit: Monce:
MemeFactory. transferLock confirmed | Gas usedd:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
SablierVZLockupl Lnear. approve contlrmed Block: Gas wsed:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
ERCX8Mock.mint conflrmed Block: Gas used:

Transaction sent:
Gas price: Jwel Gas limit: Monce:
MemeFactory. transferLock conflrmed Block: Gas wsedd:
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Token Testing:

test_set_liguidity p RUNMING

tion sent:
{ Limit:

cont 1 rmed

Transaction sent:
Gas pric

e Limit:
Token. setl Lguidity cont Lrmed

Transaction sent:
Limit:
nTirmed

Limit:
cont Lrmed

ontirmed Block:

Nonce:
{

Block:

et_liguidity_p

rans fer

Limit:

RUNNING

ntirmed

Gas limit:

ontirmed Bloc

Limit:

Limit:
nTirmed

Gas limit:
Token. transfer confirmed |

Transactlion sent:
Limit:
Token. transter

tion sent:
price: gwel Limit:
Token. transfer confirm
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5.0 Annexes

Testing code:

Meme Factory Testing:
from brownie import (
reverts,

from scripts.helpful scripts import (
ZERO_ADDRESS,
DAY TIMESTAMP,
get_account,
get timestamp,
evm_increase_time,

from scripts.deploy import (
deploy_stratos_mock,
deploy token,
deploy_erc,
deploy factory,
deploy weth,
deploy router,
deploy meme_factory,
deploy lockup linear

test _constructor(only local):

owner = get account(©)

fee _addr = get _account(8)
dex_aggregator = get_account(2)
dex_adapter = get_account(3)

weth = deploy weth(owner)

usdc = deploy_erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_ addr)

router = deploy_ router(owner, factory.address, weth.address)
stratos = deploy stratos_mock(owner)

Copyright © CTDSec - All rights reserved




sablier = deploy lockup_linear(owner)

with reverts("MemeFactory WrongConstructorArguments: "):
deploy_meme_factory(
ZERO_ADDRESS, router.address, stratos.address,
dex_aggregator, dex_adapter, usdc.address, le6,
sablier.address)

with reverts("MemeFactory WrongConstructorArguments: "):
deploy_meme_factory(
owner, ZERO _ADDRESS, stratos.address,
dex_aggregator, dex_adapter, usdc.address, le6,
sablier.address)

meme = deploy meme_ factory(
owner, router.address, stratos.address,
dex_aggregator, dex adapter, usdc.address, 1e6,
sablier.address)

def test_set launch_fee(only local):

owner = get account(9)

other = get account(1l)

fee_addr = get_account(8)
dex_aggregator = get account(2)
dex_adapter = get_account(3)

weth = deploy weth(owner)

usdc = deploy erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_addr)

router = deploy router(owner, factory.address, weth.address)
stratos = deploy_ stratos_mock(owner)

sablier = deploy lockup_ linear(owner)

meme = deploy meme_ factory(
owner, router.address, stratos.address,
dex_aggregator, dex adapter, usdc.address, 1e6,
sablier.address)

with reverts("Ownable: caller is not the owner"):
meme.setLaunchFee(2e6, {"from": other})
with reverts("MemeFactory_ Invalid: "):
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meme.setLaunchFee(@, {"from": owner})
assert meme.launchFee() == le6
meme.setLaunchFee(2e6, {"from": owner})
assert meme.launchFee() == 2e6

test _set_vapor_dex_adapter(only local):

owner = get account(9)

other = get account(1)

fee_addr = get_account(8)
dex_aggregator = get account(2)
dex_adapter = get_account(3)
dex_adapter_new = get account(4)

weth = deploy weth(owner)

usdc = deploy_erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_ addr)

router = deploy_ router(owner, factory.address, weth.address)
stratos = deploy stratos_mock(owner)

sablier = deploy lockup_linear(owner)

meme = deploy meme_factory (
owner, router.address, stratos.address,
dex_aggregator, dex_adapter, usdc.address, le6,
sablier.address)

with reverts("Ownable: caller is not the owner"):

meme . setVaporDEXAdapter(dex_adapter_new, {"from": other})
with reverts("MemeFactory Invalid: "):

meme . setVaporDEXAdapter(dex_adapter, {"from": owner})
assert meme.vaporDexAdapter() == dex adapter
meme . setVaporDEXAdapter (dex_adapter_new, {"from": owner})
assert meme.vaporDexAdapter() == dex_adapter new

test withdraw_fee(only local):

owner = get account(9)

other = get_account(1)

fee _addr = get _account(8)
dex_aggregator = get_account(2)
dex_adapter = get_account(3)
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weth = deploy weth(owner)

usdc = deploy_erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_ addr)

router = deploy_ router(owner, factory.address, weth.address)
stratos = deploy stratos_mock(owner)

sablier = deploy lockup_linear(owner)

meme = deploy meme_factory(
owner, router.address, stratos.address,
dex_aggregator, dex_adapter, usdc.address, le6,
sablier.address)

with reverts("Ownable: caller is not the owner"):
meme.withdrawFee(fee_addr, {"from": other})

with reverts("MemeFactory ZeroAddress: "):
meme.withdrawFee (ZERO_ADDRESS, {"from": owner})

= meme.withdrawFee(fee_addr, {"from": owner})
assert tx.events['Transfer'][0][ 'from'] == meme.address
assert tx.events['Transfer'][0]['to"'] == fee_addr
assert tx.events['Transfer'][@][ ' 'value'] ==

usdc.mint(meme.address, el8)

= meme.withdrawFee(fee_addr, {"from": owner})
assert tx.events['Transfer'][0][ 'from'] == meme.address
assert tx.events['Transfer'][0]['to"'] == fee_addr
assert tx.events['Transfer'][0]['value'] == 10el8

test launch_token(only local):

owner = get account(9)

other = get_account(1)

fee _addr = get _account(8)

dex_aggregator = get_account(2)
dex_adapter = get_account(3)
trading_start_at = get_timestamp(days=2.5)

weth = deploy weth(owner)

usdc = deploy erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_addr)

router = deploy router(owner, factory.address, weth.address)
stratos = deploy_ stratos_mock(owner)
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sablier = deploy lockup_linear(owner)

meme = deploy meme_ factory(
owner, router.address, stratos.address,
dex_aggregator, dex adapter, usdc.address, 1e6,
sablier.address)

with reverts("MemeFactory InsufficientBalance: "):
meme.launch("Meme", "MEME", el8, trading start _at, True,
{"from": other})
usdc.mint(other, €6)
with reverts("ERC20: insufficient allowance"):
meme.launch("Meme", "MEME", el8, trading start_at, True,
{"from": other})
usdc.approve(meme.address, e6, {"from": other})

tx = meme.launch("Meme", "MEME", el8, trading start_at, True,
{"from": other, "value": 1el7})

assert tx.events['LiquidityBurned'][@]['_burner'] == other

tx = meme.launch("Meme", "MEME", el8, trading start at, False,

{"from": other, "value": 1el7})
assert tx.events['StreamCreated'][0][' _streamId'] ==

def test unlock tokens(only local):

owner = get account(9)

other = get_account(1)

extra = get _account(4)

fee_addr = get_account(8)

dex_aggregator = get account(2)
dex_adapter = get_account(3)

trading start _at = get timestamp(days=2.5)

weth = deploy weth(owner)

usdc = deploy_erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_ addr)

router = deploy_router(owner, factory.address, weth.address)
stratos = deploy stratos_mock(owner)

sablier = deploy lockup_linear(owner)

meme = deploy meme_factory(
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owner, router.address, stratos.address,
dex_aggregator, dex_adapter, usdc.address, le6,
sablier.address)

usdc.mint(other, €6)

usdc.approve(meme.address, e6, {"from": other})

tx = meme.launch("Meme", "MEME", el8, trading start at, False,
{"from": other, "value": 1el7})

created _pair = tx.events['TokenLaunched'][@]["'_pairAddress']

with reverts("MemeFactory Unauthorized: "):
meme.unlockLiquidityTokens(created_pair, other, {"from": extra})

with reverts("MemeFactory ZeroAddress: "):
meme.unlockLiquidityTokens(created_pair, ZERO_ADDRESS, {"from":

other})

with reverts("MemeFactory_ LiquiditylLockedOrDepleted: "):

meme.unlockLiquidityTokens(created pair, extra, {"from": other})

assert sablier.withdrawableAmountOf(1) ==
evm_increase_time(DAY_TIMESTAMP * )
usdc.mint(other, €6)
assert sablier.withdrawableAmountOf(1) >
tx = meme.unlockLiquidityTokens(created pair, other, {"from": other})
assert tx.events['LiquidityTokensUnlocked'][@]['_pairAddress'] ==
created pair
assert tx.events['LiquidityTokensUnlocked'][@]['_receiver'] == other

def test_transfer_lock(only local):

owner = get account(9)

other = get account(1l)

extra = get_account(4)

fee _addr = get _account(8)

dex_aggregator = get_account(2)
dex_adapter = get_account(3)
trading_start_at = get_timestamp(days=2.5)

weth = deploy weth(owner)

usdc = deploy erc(owner, "USDC", "USDC")

factory = deploy factory(owner, fee_addr)

router = deploy router(owner, factory.address, weth.address)
stratos = deploy_ stratos_mock(owner)
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sablier = deploy lockup_linear(owner)

meme = deploy meme_ factory(
owner, router.address, stratos.address,
dex_aggregator, dex adapter, usdc.address, 1e6,
sablier.address)

usdc.mint(other, €6)

usdc.approve(meme.address, e6, {"from": other})

tx = meme.launch("Meme", "MEME", el8, trading_start_at, False,
{"from": other, "value": 1el7})

created pair = tx.events['TokenLaunched'][@]["' pairAddress']

with reverts("MemeFactory_ _Unauthorized: "):
meme.transferLock(created pair, other, {"from": extra})

with reverts("MemeFactory_ _Unauthorized: "):
meme.transferLock(created pair, ZERO _ADDRESS, {"from": other})

with reverts("ERC721: caller is not token owner or approved"):
meme.transferLock(created pair, extra, {"from": other})

sablier.approve(meme.address, 1, {"from": other})

evm_increase_time(DAY_TIMESTAMP *
usdc.mint(other, €6)

assert sablier.withdrawableAmountOf(1) >

= meme.transferLock(created pair, extra, {"from": other})
assert tx.events['LiquidityTransferred'][@][' _to'] == extra
meme.unlockLiquidityTokens(created_pair, extra, {"from": extra})
assert sablier.withdrawableAmountOf(1) ==

Token test:

from brownie import (
reverts,

from scripts.helpful scripts import (
ZERO_ADDRESS,
DAY TIMESTAMP,
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get account,
get_timestamp,
evm_increase_time,

from scripts.deploy import (
deploy stratos_mock,
deploy_token,

def test set liquidity pool(only local):

owner = get account(9)

other = get_account(1)

dex_aggregator = get account(2)
dex_adapter = get_account(3)

random_addr = get account(4)
trading_start_at = get_timestamp(days=2)

stratos = deploy_ stratos_mock(owner)

token = deploy token(
"Token", "TOKEN", els,
stratos.address, owner, trading start_at,
dex_aggregator, dex_adapter)

with reverts("Ownable: caller is not the owner"):
token.setLiquidityPool(random_addr, {"from": other})

with reverts("Token MissinglLiquidityPool: "):
token.setLiquidityPool (ZERO_ADDRESS, {"from": owner})

assert token.liquidityPool() == ZERO_ADDRESS
token.setlLiquidityPool(random_addr, {"from": owner})
assert token.liquidityPool() == random_addr

test_transfer(only local):

owner = get account(9)

other = get account(1)

extra = get_account(2)
dex_aggregator = get account(2)
dex_adapter = get_account(3)
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random_addr = get account(4)
trading_start_at = get_timestamp(days=2)

stratos = deploy_ stratos_mock(owner)

token = deploy token(
"Token", "TOKEN", els,
stratos.address, owner, trading start_at,
dex_aggregator, dex_adapter)

tx = token.transfer(other, 1e18, {"from": owner})
assert tx.events['Transfer'][0][ 'from'] == owner
assert tx.events['Transfer'][0]['to'] == other

assert tx.events['Transfer'][0][ 'value'] == 1lel8

with reverts("Patience - Trading Not Started Yet!"):
token.transfer(random_addr, 1el7, {"from": other})
token.setlLiquidityPool(random_addr, {"from": owner})

with reverts("Token__TradingNotStarted: "):
token.transfer(extra, 1el7, {"from": other})

evm_increase_time(DAY_TIMESTAMP * )
with reverts("Token_ NonStratosphereNFTHolder: "):
token.transfer(extra, 1el7, {"from": other})

with reverts("Token_ _ExceedsMaximumHolding: "):
token.transfer(extra, el8, {"from": owner})

evm_increase_time(DAY_TIMESTAMP * 1)
token.transfer(extra, 1el7, {"from": other})
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6.0 Summary of the audit

High and medium vulnerabilities were found during the audit process, after a review by the development

team contract is safe to be deployed.

Vulnerability Level | Total Pending Not Acknowledged Resolved
Apply
1 1
High
1 1
Medium
1 1
Low
Informational 0
Copyright © CTDSec - All rights reserved 26 | Page



