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1.0 Introduction
1.1 Project engagement

During February of 2024, VaporFiteam engaged CTDSec to audit smart contracts that they created. The
engagement was technical in nature and focused on identifying security flaws in the design and
implementation of the contracts. VaporFi provided CTDSec with access to their code repository and

whitepaper.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of
the contract, rather limited to an assessment of the logic and implementation. In order to
ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that Vaporfi team put in place a

bug bounty program to encourage further and active analysis of the smart contract.
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2.0 Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the DEXAggregator contracts
followed by issue reporting, along with mitigation and remediation instructions outlined in this report.
The following code files are considered in-scope for the review:

Source file:

https://github.com/VaporFi/dex-aggregator-v2

Source file - [Commit - d41b2bbb4{6665b7f4908fcd712e584d111730f7]

https://github.com/VaporFi/dex-aggregator-v2/pull/25
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2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

Ne Issue description. Checking status
1 Compiler warnings. PASSED

2 Race conditions and Reentrancy. Cross-function race HIGH ISSUES

conditions.

3 Possible delays in data delivery. PASSED

4 Oracle calls. PASSED

5 Front running. PASSED

6 Timestamp dependence. PASSED

7 Integer Overflow and Underflow. PASSED

8 DoS with Revert. PASSED

9 DoS with block gas limit. PASSED

10 Methods execution permissions. PASSED

11 Economy model. If application logic is based on an PASSED

incorrect economic model, the application would not
function correctly and participants would incur financial
losses. This type of issue is most often found in bonus
rewards systems, Staking and Farming contracts, Vault and
Vesting contracts, etc.

12 The impact of the exchange rate on the logic. PASSED
13 Private user data leaks. PASSED
14 Malicious Event log. PASSED
15 Scoping and Declarations.

16 Uninitialized storage pointers. PASSED
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17 Arithmetic accuracy. PASSED

18 Design Logic. HIGH ISSUES
19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges
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3.0 Security Issues

3.1 High severity issues

1. Reentrancy in claiming function [Fixed [74]

Contract: ReferralProgram
Functions: claimFees()
Issue: The function claimFees() is exploitable by re-entrancy attacks when a user executes a claim.

Fix: Add nonReentrant guard modifier.

2. Incorrect Contract State Initialization [Acknowledge]

Contract: DiamondInit

Issue: The contract's state is improperly initialized due to setting address[] adapters and
setTrustedTokens using an Args struct during the initialization phase, leading to incorrect configuration.

Fix: Remove adapters and setTrustedtokens from the initialization and use setters to assign the variables
states.

3. Reentrancy in swaps [Fixed

Contract: LegacyRouterFacet

Functions: swapNoSplit(), swapNoSplitFromAVAX(), swapNoSplitToAVAX()

Issue: The function claimFees() is exploitable by re-entrancy attacks when a user executes a swap.

Fix: Add nonReentrant guard modifier.

Copyright © CTDSec - All rights reserved 7 | Page



3.2 Medium severity issues

1. Unlimited fees [Fixed ["4]

Contract: LegacyRouterFacet.sol, RamsesV2Adapter, UniswapV3Adapter, ReservoirAdapter,
UniswapV2Adapter

Functions: LegacyRouterFacet [setMintFee(), swapNoSplit(), RamsesV2Adapter, UniswapV3Adapter,
ReservoirAdapter [enableFeeAmounts()], UniswapV2Adapter [Constructor: _fee].

Issue: The fees do not have any set limit, allowing if they are set wrong the contract can become a honey
pot or have abusive conditions if the limit is set to 100%.

Fix: We recommend adding a limit to 10-15%.

2. Unchecked Zero-Length Arrays Leading to Function Hangs [Fixed (/4]

Contract: LegacyRouterFacet
Functions: swapNoSplit()

Issue: The contract does not validate for zero-length in Trade Path and adapters arrays, potentially
leading to adverse contract behavior and stalling function calls.

Fix: Set a require checking that the trade path and adapters can’t be zero length.

3. Wrong condition assignment [Fixed [74]

Contract: LegacyRouterFacet
Functions: findBestPathWithGas(), findBestPath()
Issue: If _maxSteps is wrongly set to ‘AND’, it should be ‘OR’".

Fix: Change the if condition from AND to OR.

4. Redundant Function Definitions in Contracts Pose Diamond Cut Operation Risks [Fixed Il

Contract: DiamondManagerFacet & LegacyRouterFacet

Functions: setAdapters(), setTrustedTokens()
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Issue: In both contracts, there are redundant definitions for the functions setAdapters and
setTrustedTokens. This redundancy can introduce errors when attempting to incorporate their signatures
into a proxy's diamond cut operation.

Fix: Consolidate the setAdapters and setTrustedTokens functions into a single contract to eliminate
redundancy and prevent errors during the diamond cut process for proxy contracts. This ensures that
these functionalities are distinctly managed and updated through a singular, authoritative source within
the system's architecture.

3.3 Low severity issues

1. Zero address Validation Missing [Fixed

Contract: LegacyRouterFacet, BalancerV2Adapter, GmxAdapter, CurvelAdapter, Curve2Adapter,
CurveMetaAdapter, CurveMetaV2Adapter, CurvePlain128Adapter, CurvePlainV2Adapter, SaddleAdapter,
SaddleMetaAdapter, CurveMetaWithSwapperAdapter, DodoV1Adapter, DxSwapAdapter, LB2Adapter,
VelodromeAdapter, GeodeWPAdapter, KyberElasticAdapter, UniswapV3likeAdapter,
LiquidityBookAdapter, RamsesV2Adapter, UniswapV3Adapter, ReservoirAdapter, UniswapV2Adapter,
WoofiAdapter, WoofiV2Adapter

Eunctions:

LegacyRouterFacet: Function: _swapNoSplit(), from and to.

BalancerV2Adapter, GmxAdapter: Function: constructor(), vault variable.

Contract: CurvelAdapter, Curve2Adapter, CurveMetaAdapter, CurveMetaV2Adapter,

CurvePlain128Adapter, CurvePlainV2Adapter, SaddleAdapter, SaddleMetaAdapter: Constructor() pool
variable.

CurveMetaWithSwapperAdapter: constructor() metaPool(), basePool(), and swapper variables.
DodoV1Adapter: Constructor() helper variable.

DxSwapAdapter, LB2Adapter, VelodromeAdapter: Constructor() _factory variable.
GeodeWPAdapter: Constructor() _portal variable.

KyberElasticAdapter, UniswapV3likeAdapter: constructor() _quoter variable.
LiquidityBookAdapter: Constructor(), _router variable.

RamsesV2Adapter, UniswapV3Adapter, ReservoirAdapter: constructor(), _factory and _quoter variables.
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UniswapV2Adapter: constructor() _factory variable.
WoofiAdapter, WoofiV2Adapter: constructor(), _pool variable
WoofiAdapter, WoofiV2Adapter: setRebateCollector(), _rebateCollector variable.

Fix: Check to implement validations in order to verify that the address is not the zero address (0x0) in the
affected functions/contracts considering gas expenses.

3.4 Informational Findings

No informational issues were found.
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4.0 Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

Legacy router:

LegacyRouterFacet. recoverAVAX - 100.0%
LegacyRouterFacet. recoverERC28 - 100.0%
LegacyRouterFacet. swaphoSp L1tFromAVAX — 100.0%
LegacyRouterFacet. swapNoSplitToAVAX - 108.0%

LegacyRouterFacet._swapMoSplit - 83.3%
Lib5SateERC20. callOptionalReturn = B83.3%
LegacyRouterFacet._applyFee -
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tests/test_legacy_router_facet.py::testi_setter
tests/test_legacy_router_facet.py::test_recover_erc2@ RUNMIMNG
Transaction sent:
Gas price: gwel Gas Llimit: Monce:
ERC28Mock. constructor confirmed Block: Gas used:
ERCZ28Mock deployed at:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
ERCZBMock.mint confirmed Block: Gas used:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
DiamondCutFacet. constructor confirmed Block: Gas used:
DiamondCutFacet deployed at:

Transaction sent:
Gas price: gwel Gas limit: MNonce:
DexAggregatorDiamond. constructor confirmed  Block: Gas used:
DexAggregatorDiamond deployed at:

Transaction sent:
Gas price: gwel Gas limit: MNonce:
DiamondInit.constructor confirmed Block: Gas used:
DiamondInit deployed at:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
LibDiamond.constructor confirmed Block: Gas used:
LibDiamond deployed at:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
AuthorizationFacet.constructor confirmed Block: Gas used:
AuthorizationFacet deployed at:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
DiamondlLoupeFacet.constructor confirmed Block: Gas used:
DiamondLoupeFacet deployed at:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
LegacyRouterFacet.constructor confirmed Block: Gas used:
LegacyRouterFacet deployed at:

Transaction sent:
Gas price: gwel Gas Llimit: MNonce:
OwnershipFacet.constructor confirmed Block: Gas used:
OwnershipFacet deployed at:

Transaction sent:
Gas price: gwel Gas Llimit:
Transaction confirmed Block:

Transaction sent:
Gas price: gwel Gas Llimit: :
Transaction confirmed Block: Gas used:

Transaction sent:
Gas price: gwel Gas limit:
Transaction confirmed ( Gas used:

Transaction sent:
Gas price: gwel Gas Llimit:
Transaction confirmed Block: Gas used:
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Transaction sent:
Gas pri gwel Gas limit: MNonce:
Transaction confirmed |

Transaction sent:
Gas price gwel Gas limit:
Transaction confirmed | 1 Block:
Transaction sent:
Gas pri gwel Gas Ilnlf'
Transaction confirmed

W PUNNINh

-.gwei Gas limit: MNonce:
WETHY. cons ctor confirmed Block: Gas used:
WETHY deployed at:

Transaction sent:
G gwel Gas limit:
nn;frurfnr confirmed Block:

5 H”Fl Gas limit:
HHHI"P mint confirmed Block:

Transaction sent:
G i Gas limit:
pnstructor confirmed Block:
\dapter deployed at:

Transaction sent:
Gas price: ei Gas limit: Monce:
DiamondCutFac uctor confirmed Block:
DiamondCutFac e ed at:

Gas limit: Non
con frurfur confirmed Block:

Transaction sent:
Gas price
DiamondInit.con
DiamondInit deplo

Transaction sent:
Gas price: gwel Gas limit:
LibDiamond.constructor confirmed Block:
LibDiamond deployed at:

Transaction sent:
G i Gas limit:
constructor confirmed
lell red at:

Gas limit: Monce:
onstructor confirmed Block:
eployed at:
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Gas Llimit: MNonce:
t.constructor confirmed Block:
t deployed at:

Transaction sent:
Gas price: gwel Gas limit: MNonce:
wnershipFacet.constructor confirmed Block:
wnershipFacet deployed at:

CEe: gwel Gas limit: Monce:
action confirmed Block: H

3 HdEi Gas limit: Monce:
(.approve confirmed Block: Gas used:

Gas Llimit: Monce:
flun anTlrﬂHd Block: used:

3 gwel Gas Llimit: MNonce:
on confirmed (

HdFi Gas Llimit: Monce:
action confirmed Block: used:

MNonce:

sent:
gwel Gas limit: Monce:
cflun confirmed Block: 3

Referral:

OwnableUpgradeable._checkOwner - 180.0%

ReferralProgram.setDiamondAggregator — 108.0%

ReferralProgram.setUSDCLimit - 1088.0%
ReferralProgram.claimFees — B7.5%

ReferralProgram.swap - 80.4%
OwnablelUpgradeable.transferOwnership -
ReferralProgram.initialize -
ReferralProgram. deleteToken -
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5.0 Annexes

Testing code:

Legacy Router:

from brownie import (
reverts,
LegacyRouterFacet

from brownie.network.contract import Contract

from scripts.helpful scripts import (
ZERO_ADDRESS,
get_account,

from scripts.deploy import (
deploy_dex_aggregator_diamond,
deploy mock erc2e0,
deploy wavax_adapter,
deploy weth,

def test_setter(only local):

owner = get account(9)

other = get account(1l)

extra = get_account(2)

diamond = deploy_ dex_aggregator diamond(owner=owner,
fee_claimer="0x12733BfE3B8559d2D425BFBCabcc9A976896657E",
w_native="0x9bE5Ff131fAC20c3De24B58f25BEO67B5ET536A0")

diamond_manager = Contract.from_abi("LegacyRouterFacet",
diamond.address, LegacyRouterFacet.abi)

with reverts("LibDiamond__OnlyOwner: "):
diamond_manager.setMinFee(1, {"from": other})
with reverts("LibDiamond__OnlyOwner: "):
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diamond_manager.setFeeClaimer(extra, {"from": other})

with reverts("LibDiamond__OnlyOwner: "):
diamond_manager.setAdapters([extra], {"from": other})

with reverts("LibDiamond__OnlyOwner: "):
diamond_manager.setTrustedTokens([extra], {"from": other})

tx = diamond_manager.setMinFee(10, {"from": owner})

assert tx.events[ 'UpdatedMinFee'][@][ 'oldMinFee'] ==
assert tx.events[ 'UpdatedMinFee'][@][ 'newMinFee'] ==
assert diamond_manager.trustedTokensCount() ==

assert diamond_manager.adaptersCount() ==
diamond_manager.setAdapters([extra], {"from": owner})
diamond_manager.setTrustedTokens([extra], {"from": owner})
assert diamond_manager.trustedTokensCount() ==

assert diamond_manager.adaptersCount() ==

def test recover_erc20(only local):

owner = get account(9)

other = get_account(1)

erc20 = deploy mock erc20(owner, "test", "test")

erc20.mint(owner, 10e18)

diamond = deploy_ dex_aggregator diamond(owner=owner,
fee_claimer="0x12733BfE3B8559d2D425BFBCabcc9A976896657E",
w_native="0x9bE5Ff131fAC20c3De24B58f25BEO67B5ET536A0")

diamond_manager = Contract.from_abi("LegacyRouterFacet",
diamond.address, LegacyRouterFacet.abi)

with reverts("LibDiamond__ OnlyOwner: "):
diamond_manager.recoverERC20(erc20.address, @, {"from": other})

with reverts("LegacyRouterFacet NothingToRecover: "):
diamond_manager.recoverERC20(erc20.address, @, {"from": owner})

with reverts("SafeERC20: low-level call failed"):
diamond_manager.recoverERC20(erc20.address, 1el8, {"from": owner})

erc20.transfer(diamond_manager.address, 5el8, {"from": owner})

tx = diamond_manager.recoverERC20(erc20.address, 1e18, {"from": owner})

assert tx.events['Recovered'][0]["'asset'] == erc20.address

assert tx.events['Recovered'][@][ " "amount'] == 1el8

def test recover_avax(only local):
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owner = get account(9)

other = get_account(l)

erc20 = deploy mock erc20(owner, "test", "test")

erc20.mint(owner, 10e18)

diamond = deploy_ dex_aggregator diamond(owner=owner,
fee_claimer="0x12733BfE3B8559d2D425BFBCabcc9A976896657E",
w_native="0x9bE5Ff131fAC20c3De24B58f25BEO67B5ET536A0")

diamond_manager = Contract.from_abi("LegacyRouterFacet",
diamond.address, LegacyRouterFacet.abi)

with reverts("LibDiamond__OnlyOwner: "):
diamond_manager.recoverAVAX(@, {"from": other})

with reverts("LegacyRouterFacet NothingToRecover: "):
diamond_manager.recoverAVAX(@, {"from": owner})

with reverts():

diamond_manager.recoverAVAX(1e18, {"from": owner})
other.transfer(diamond manager.address, "1 ether")
tx = diamond_manager.recoverAVAX(1el8, {"from": owner})
assert tx.events[ 'Recovered'][0][ " 'asset'] == ZERO_ADDRESS
assert tx.events['Recovered'][@][ " "amount'] == 1el8

test swap(only local):

owner = get account(9)
other = get account(1l)
fee_claimer = get account(5)

weth = deploy weth(owner)
erc20 = deploy mock erc20(owner, "tokenl", "tokenl")
erc20.mint(owner, 10e18)
adapter = deploy wavax_adapter(owner)
diamond = deploy_dex_aggregator_diamond(owner=owner,
fee claimer=fee claimer, w_native=weth.address)
diamond_manager = Contract.from_abi("LegacyRouterFacet",
diamond.address, LegacyRouterFacet.abi)

erc20.approve(diamond manager.address, 5el8, {"from": owner})

tx = diamond_manager.swapNoSplit([1lel8, 1el8, [erc20@.address,
weth.address], [adapter.address]], other, , {"from": owner})
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with reverts("LegacyRouterFacet InvalidPath: "):
diamond_manager.swapNoSplitFromAVAX([1el8, 1el8, [erc20@.address,
weth.address], [adapter.address]], other, , {"from": owner})

tx = diamond_manager.swapNoSplitFromAVAX([1el8, 1el8, [weth.address,
erc20.address], [adapter.address]], other, , {"from": owner, "value":
el8})

with reverts("LegacyRouterFacet InvalidPath: "):
diamond_manager.swapNoSplitToAVAX([1e18, 1el8, [weth.address,
erc20.address], [adapter.address]], other, , {"from": owner})
diamond_manager.swapNoSplitToAVAX([1el8, 1el8, [erc20.address,
weth.address], [adapter.address]], other, 0, {"from": owner})

Referral Program:

from brownie import (
reverts,

from scripts.helpful scripts import (
ZERO_ADDRESS,
get_account,
lib_percentages

from scripts.deploy import (
deploy mock_aggregator,
deploy mock_erc20,
deploy_referral_program

test_set_diamond_aggregator(only local):

# arrange

owner = get_account(9)

other = get_account(1)

aggregator = deploy_mock_aggregator(owner)

erc20 = deploy _mock erc2@(owner, "test", "test")
referral = deploy referral_program(owner)
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referral.initialize(aggregator.address, owner, 5el8, erc20.address,
{"from": owner})

new_aggregator = deploy mock_aggregator(owner)
# asserts
with reverts():
referral.setDiamondAggregator(new_aggregator.address, {"from":
other})
with reverts("ReferralProgram__AddressIsZero: "):
referral.setDiamondAggregator (ZERO_ADDRESS, {"from": owner})

assert referral.getDexAggregator() == aggregator.address
referral.setDiamondAggregator(new_aggregator.address, {"from": owner})
assert referral.getDexAggregator() == new_aggregator.address

test set_usdc_limit(only_ local):

# arrange

owner = get_account(9)

other = get account(1)

aggregator = deploy _mock_aggregator(owner)

erc20 = deploy mock erc2@(owner, "test", "test")
referral = deploy referral_program(owner)

referral.initialize(aggregator.address, owner, 5el8, erc20.address,
{"from": owner})

# asserts

with reverts():
referral.setUSDCLimit(10el18, {"from": other})

with reverts("ReferralProgram__USDCLimitParamZero: "):
referral.setUSDCLimit(@, {"from": owner})

assert referral.getUSDCLimit() == 5el8
referral.setUSDCLimit(10e18, {"from": owner})
assert referral.getUSDCLimit() == 10el8

test swap(only local):

# arrange

owner = get account(9)

other = get_account(1)

extra = get _account(2)

aggregator = deploy _mock_aggregator(owner)
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usdc = deploy mock erc20(owner, "usdc", "usdc")
token = deploy _mock_erc2@(owner, "token", "token")
referral = deploy referral program(owner)

referral.initialize(aggregator.address, owner, 5el8, usdc.address,
{"from": owner})

with reverts("ReferralProgram_UnauthorizedAccess: "):
referral.swap(lib_percentages(10el8, ), other, token.address,
extra, {"from":owner})

with reverts("ReferralProgram__InconsistentParams: "):
referral.swap(9, other, token.address, extra,
{"from" :aggregator.address})

with reverts("ReferralProgram__InconsistentParams: "):
referral.swap(lib_percentages(10e1l8, ), other, token.address,
ZERO_ADDRESS, {"from":aggregator.address})

tx = referral.swap(lib_percentages(5el8, ), other, token.address,
extra, {"from":aggregator.address})

tx = referral.swap(lib_percentages(5el8, ), extra, token.address,
other, {"from":aggregator.address})

def test claim fees(only local):
# arrange
owner = get account(9)
other = get_account(1)
extra = get _account(2)
aggregator = deploy _mock_aggregator(owner)
usdc = deploy mock erc20(owner, "usdc", "usdc")
token = deploy mock_erc2@(owner, "token", "token")
referral = deploy referral program(owner)

referral.initialize(aggregator.address, owner, 5el8, usdc.address,
{"from": owner})

with reverts("ReferralProgram__EarningsZero: "):
referral.claimFees(token.address, {"from": owner})

tx = referral.swap(lib_percentages(5e18, ), other, token.address,
extra, {"from":aggregator.address})
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with reverts():
referral.claimFees(token.address, {"from": other})

token.mint(referral.address, 1e18)

= referral.claimFees(token.address, {"from": other})
assert tx.events['Transfer'][0][ 'from'] == referral.address
assert tx.events['Transfer'][0]['to'] == other
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6.0 Summary of the audit

High and medium vulnerabilities are identified that can affect the funds managed by the contract and
their behavior, which is why they must be resolved before being deployed. After a thorough review by
the development team, the vulnerabilities are found and it is safe to deploy.

Vulnerability Level | Total Pending Not Acknowledged Resolved
Apply

3 1 2
High

3 3
Medium

1 1
Low
Informational 0
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