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1.0 Introduction
1.1 Project engagement

During June of 2023, FractalCash team engaged CTDSec to audit smart contracts that they created. The
engagement was technical in nature and focused on identifying security flaws in the design and
implementation of the contracts. FractalCash provided CTDSec with access to their code repository and
whitepaper. Fractalcash use solidity and circom to provide their services of anonymous

balance/transfers.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of

the contract, rather limited to an assessment of the logic and implementation. In order to

ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that FractalCash team put in place a

bug bounty program to encourage further and active analysis of the smart contract. Contract audits are

performed to help the community keep the ecosystem safe in a decentralized way.
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2.0 Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the FractalCash contract followed by
issue reporting, along with mitigation and remediation instructions outlined in this report. The
following code files are considered in-scope for the review:
Source file:
Contracts_fractal.zip [SHA256] -
7563b222529e400efccdaecbc47c¢4803cdd15f2€92905739bd82¢31313c8008a
circuits.zip [SHA256] - 6a348e6aad07a52d95bc67e1fe28c09494e2beb64587653fe34e0e9afa2e577ed
Fixed version:
Contracts_fix_fractal.zip [SHA256] -

c4ef925c03a14f301607a0cda53af68a8ad9ed26dc6dba571bladb90bcb9d522
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2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

Ne Issue description. Checking status
1 Compiler warnings. PASSED
2 Race conditions and Reentrancy. Cross-function race

conditions.
3 Possible delays in data delivery. PASSED
4 Oracle calls. PASSED
5 Front running. PASSED
6 Timestamp dependence. PASSED
7 Integer Overflow and Underflow. PASSED
8 DoS with Revert. PASSED
9 DoS with block gas limit. PASSED
10 Methods execution permissions. PASSED
11 Economy model. If application logic is based on an PASSED

incorrect economic model, the application would not

function correctly and participants would incur financial

losses. This type of issue is most often found in bonus

rewards systems, Staking and Farming contracts, Vault and

Vesting contracts, etc.
12 The impact of the exchange rate on the logic. PASSED
13 Private user data leaks. PASSED
14 Malicious Event log. PASSED
15 Scoping and Declarations. PASSED
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16 Uninitialized storage pointers. PASSED

17 Arithmetic accuracy. PASSED

18 Design Logic.

19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges PASSED
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3.0 Security Issues

3.1 High severity issues [1]

1. Reentrancy attack

Contract: WrappedPrivateETH

Function: deposit(), withdraw(), depositAndWrap(), unwrapAndWithdraw() and
completePrivateTransfer()

Problem: The functions can be called from an untrusted contract caller causing a reentrancy attack.

Fix: Import from OZ contracts [ReentrancyGuard.sol] and use the modifier nonReentrant in the described
functions.

Dev update: Fixed on package
[c4ef925c03a14f301607a0cda53af68a8ad9ed26dc6dba571bladb90bcb9d522]. Reentrancy guards were
added.

3.2 Medium severity issues [2]

1. Unexpected behavior from the relayer

Contract: WrappedPrivateETH
Function: Unwrap() and completePrivateTransfer()

Problem: The relayer can get a big amount of fees in the transfer function and unwrap the procedure.
The contract is only checking that the hash balance produced before is bigger than the amount + fees.

Fix: Set a maximum fee amount on the relayer.

Dev update: Fee limit will not be included per contract instead the interface will show the % and if it’s
big it will alert a Warning.
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2. Incorrect function visibilit

Contract: MerkleTreeWithHistory

Function: _insert()

Problem: Function should be internal and not accessible externally.
Fix: Change the function visibility to ‘internal’.

Dev update: Fixed on package
[c4ef925c03a14f301607a0cda53af68a8ad9ed26dc6dba571bladb90bcb9d522]. Visibility has changed.

3.3 Low severity issues [2]

1. Encrypted balances are not controlled

Contract: WrappedPrivateETH

Function: Unwrap() and completePrivateTransfer()

Problem: It’s possible to set random amounts in encrypted balances.

Fix: Verify when encryptedReceiverNewBalance is set or not use _privateEncryptedBalances.

Dev update: Fixed on package
[c4ef925c03a14f301607a0cda53af68a8ad9ed26dc6dba571bladb90bcbh9d522].

2. Functions mistakenly placed in the wrong contract

Contract: MerkleTreeWithHistory
Function: dualMux() and verify
Problem: Both functions must be deleted from solidity contract and instead moved to merkletree.circom

Fix: Move to merkletree.circom
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3.4 Informational issues [1]

1. Malicious actors

We recommend having a way to block interactions with malicious actors whose funds come from hacks,
scams or any type of illegal activity as well as monitor incoming requests.
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4.0 Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

EractalCash tests

tests/test_wrapped_private_eth.py::test_wrap
tests/test_wrapped_private_eth.py::test_deposit_and_wrap
tests/test_wrapped_private_eth.py::test_wrap_unwrap
tests/test_wrapped_private_eth.py::test_unwrap_withdraw
tests/test_wrapped_private_eth.py::test_init_transfer RUNNING
Transaction sent:
tests/test_wrapped_private_eth.py::test_init_transfer

tests/test_wrapped_private_eth.py::test_complete_transfer RUNNING
Transaction sent:
Transaction sent:

Transaction sent:
tests/test_wrapped_private_eth.py::test_complete_transfer
tests/test_wrapped_private_eth.py::test_init_complete_transfer_plus_fees

7 passed
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5.0 Annexes

FractalCash testing:

from brownie import (
reverts
)
from brownie.network import accounts
from eth_abi.packed import encode packed

from scripts.helpful scripts import (

J

get_account,

from scripts.deploy import (
deploy_wrapped_private_eth

def test wrap(only local):
#arrange
owner = get account(9)
other_account = get_account(1)
weth = deploy wrapped private eth(owner)

deposit_amount =

#assert

tx = weth.deposit({"from": other_account, "value": deposit amount})
assert tx.events["Transfer"] is not

assert tx.events["Transfer"]["from"] ==

assert tx.events["Transfer"]["to"] == other_account

assert tx.events["Transfer"]["value"] == deposit_amount

assert weth.balanceOf(other_account) == deposit_amount

proof = encode_packed(['int[]', 'int[]', 'int[]"',"int[]'],
(
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)

inputs = [
# amount =
# hashBalanceBefore

# hashBalanceAfter
]
new_encrypted balance = encode packed(['uint32'], [ D
assert weth.verifyProofWrap(proof, inputs) ==

tx = weth.wrap( , inputs[2], new_encrypted_balance, proof, {"from":
other_account})

assert tx.events["Transfer"] is not

assert tx.events["Transfer"]["from"] == other_account

assert tx.events["Transfer"]J["to"] ==

assert tx.events["Transfer"]["value"] ==

test _deposit_and wrap(only local):
#arrange

owner = get account(9)

other_account = get_account(1)

weth = deploy wrapped private eth(owner)

deposit_amount =

#assert

proof = encode packed(['int[]', 'int[]', 'int[]', "int[]'],
(
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)

inputs = [
# amount =
# hashBalanceBefore

# hashBalanceAfter
]
new_encrypted balance = encode packed(['uint32'], [ D
assert weth.verifyProofWrap(proof, inputs) ==

tx = weth.depositAndWrap(inputs[2], new_encrypted_balance, proof,
{"from": other_account, "value": deposit amount})

assert tx.events["Transfer"] is not

assert tx.events["Transfer"][0]["from"] ==

assert tx.events["Transfer"][0]["to"] == other_account

assert tx.events["Transfer"][0]["value"] == deposit amount

assert tx.events["Transfer"][1]["from"] == other_account

assert tx.events["Transfer"][1]["to"] ==

assert tx.events["Transfer"][1]["value"] == deposit amount

test_wrap_unwrap(only local):
#arrange

owner = get account(©)
other_account = get account(1)

new_account = accounts.at('0x79B2f0CbED2a565C925A8b35f2B402710564F8a2",

force= ) #
other account.transfer(new _account, "2 ether")
weth = deploy wrapped private eth(owner)

deposit_amount =
#assert
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proof = encode packed(['int[]', 'int[]', 'int[]', "int[]'],
(

)

inputs = [
# amount =
# hashBalanceBefore =

# hashBalanceAfter =
]

new_encrypted balance = encode packed(['uint32'], [ D
weth.depositAndWrap(inputs[2], new_encrypted balance, proof, {"from":
new_account, "value": deposit amount})

proof = encode packed(['int[]', 'int[]', 'int[]', "int[]'],
(
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)

inputs = [
amount =
hashBalanceBefore =
hashBalanceAfter
relayerFeeAmount
receiver = new_account

encryptedAmount = uint(ripemd160(abi.encodePacked(abi.encode(amount)))

]

assert weth.verifyProofUnwrap(proof, inputs) ==

encrypted_balance = encode _packed(['uint'], [ 1

tx = weth.unwrap(deposit amount, inputs[2], encrypted balance, 9,
, hew_account, proof, {"from": other account})

assert tx.events["Transfer"] is not

assert tx.events["Transfer"][0]["from"] ==

assert tx.events["Transfer"][0]["to"] == new_account

assert tx.events["Transfer"][0]["value"] == deposit amount

tx = weth.withdraw(deposit amount//2, {"from": new_account})

assert tx.events["Transfer"] is not

assert tx.events["Transfer"][0]["from"] == new_account

assert tx.events["Transfer"][0]["to"] ==

assert tx.events["Transfer"][0]["value"] == deposit_amount//

test _unwrap_withdraw(only local):

#arrange

owner = get account(9)

other_account = get_account(1)

new_account = accounts.at('0x79B2f0CbED2a565C925A8b35f2B402710564F8a2",
force= ) #

other_account.transfer(new_account, "2 ether")

weth = deploy wrapped _private_eth(owner)

deposit _amount =

#assert
proof = encode_packed(['int[]', 'int[]', 'int[]"',"int[]'],
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)

inputs = [
# amount =
# hashBalanceBefore =

# hashBalanceAfter =
]

new_encrypted balance = encode_packed([ 'uint32'], [ D)
weth.depositAndWrap(inputs[2], new_encrypted balance, proof, {"from":
new_account, "value": deposit amount})

proof = encode_packed(['int[]', 'int[]', 'int[]"',"int[]'],
(
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)

inputs
amount =
hashBalanceBefore =
hashBalanceAfter
relayerFeeAmount
receiver = new_account

encryptedAmount = uint(ripemd16@(abi.encodePacked(abi.encode(amount)))
]
assert weth.verifyProofUnwrap(proof, inputs) ==
encrypted _balance = encode packed(['uint'], [ 1
= weth.unwrapAndWithdraw(deposit_amount, inputs[2],
encrypted balance, 0, , hew_account, proof, {"from":
other_account})
assert tx.events["Transfer"] is not
assert tx.events["Transfer"][0]["from"] ==
assert tx.events["Transfer"][0]["to"] == new_account
assert tx.events["Transfer"][0]["value"] == deposit amount
assert tx.events["Transfer"][1]["from"] == new_account
assert tx.events["Transfer"]J[1]["to"] ==
assert tx.events["Transfer"][1]["value"] == deposit_ amount

test_init_transfer(only local):

#arrange

owner = get account(9)

other_account = get_account(1)

weth = deploy wrapped private eth(owner)

deposit_amount =

#assert

proof = encode packed(['int[]', 'int[]', 'int[]', "int[]'],
(
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)

inputs = [
# amount =
# hashBalanceBefore

# hashBalanceAfter
]

new_encrypted balance = encode_packed([ 'uint32'], [ D)
weth.depositAndWrap(inputs[2], new_encrypted balance, proof, {"from":
other account, "value": deposit amount})

proof = encode_packed(['int[]', 'int[]', 'int[]', " 'int[]'],
(

)

inputs = [

# hashBalanceBefore
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# hashBalanceAfter

# commitment

]

assert weth.verifyProofInitTransfer(proof, inputs) ==

secret = encode packed(['uint32'], [ D)

tx = weth.initiatePrivateTransfer(inputs[-1], secret,
new_encrypted balance, inputs[1], proof, {"from": other_account})

assert tx.events["PrivateTransferInitiated"] is not

with reverts("The commitment has been submitted"):
weth.initiatePrivateTransfer(inputs[-1], secret,
new_encrypted balance, inputs[1], proof, {"from": other_ account})

def test complete transfer(only local):

#arrange

owner = get account(9)

other_account = get_account(1)

new_account = accounts.at('0x79B2f0CbED2a565C925A8b35f2B402710564F8a2",
force= ) #

weth = deploy wrapped private eth(owner)

deposit_amount =
#assert

# &

proof = encode_packed(['int[]', 'int[]', 'int[]',"int[]'],
(
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)

inputs = [
# amount =
# hashBalanceBefore

# hashBalanceAfter
]

new_encrypted balance = encode packed(['uint32'], [ D

weth.depositAndWrap(inputs[2], new_encrypted balance, proof, {"from":
other account, "value": deposit amount})

#

proof = encode_packed(['int[]', 'int[]', 'int[]', " 'int[]'],
(

)

inputs = [

# hashBalanceBefore

# hashBalanceAfter

# commitment
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secret = encode packed(['uint32'], [ 1
= weth.initiatePrivateTransfer(inputs[-1], secret,
new_encrypted balance, inputs[1], proof, {"from": other_account})
assert tx.events["PrivateTransferInitiated"] is not

#

proof = encode_packed(['int[]', 'int[]', 'int[]"',"int[]'],
(

)

inputs =
root
nullifierHash
hashBalanceBefore
hashBalanceAfter
relayerFeeAmount
receiver

encryptedAmount

]
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assert weth.verifyProofCompleteTransfer(proof, inputs) ==
invented root =

with reverts("Cannot find your merkle root"):
weth.completePrivateTransfer(invented_root, inputs[1], inputs[3],
new_encrypted balance,
inputs[4], owner, new_account, proof,
{"from": other_account})

encrypted _balance = encode packed(['uint'], [ 1
= weth.completePrivateTransfer(inputs[@], inputs[1], inputs[3],
encrypted balance,
inputs[4], owner, new_account, proof,
{"from": other_account})
assert tx.events["PrivateTransferCompleted”] is not
assert tx.events["PrivateTransferCompleted"][0]["receiver"] ==
new_account
assert
weth.bytes32ToUint(tx.events["PrivateTransferCompleted"][@]["nullifierHash"
1) == inputs[1]
assert weth.bytes32ToUint(weth.getHashBalance(new_account)) ==
inputs[3]

with reverts("This transfer has already been completed"):
weth.completePrivateTransfer(inputs[@], inputs[1], inputs[3],
encrypted balance,

inputs[4], owner, new_account, proof,
{"from": other_account})

# +

proof = encode_packed(['int[]', 'int[]', 'int[]',"int[]'],
(
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)

inputs = [
amount =
hashBalanceBefore =
hashBalanceAfter
relayerFeeAmount

receiver = new_account

encryptedAmount =
]
encrypted_balance = encode _packed(['uint'], [ 1
with reverts(): # invalid amount
weth.unwrap( , inputs[2], encrypted_balance,
owner, new_account, proof, {"from": other_account})
= weth.unwrap( , inputs[2], encrypted_balance,
, owner, new_account, proof, {"from": other account})
events["Transfer"] is not
events["Transfer"][0]["from"] ==
events["Transfer"][0]["to"] == new_account

uint(ripemd160(abi.encodePacked(abi.encode(amount)))

assert tx.
assert tx.
assert tx.
assert tx.

assert
assert
assert

tx.
tx.

tx

events["Transfer"][
events["Transfer"][
events["Transfer"][
.events["Transfer"][

1["value"] ==
1["from"] ==
1["to"] == owner
1["value"] ==

test _init_complete_transfer_plus fees(only local):
#arrange
owner =

get_account(9)

other_account = get account(1)

new_account = accounts.at('0x79B2f0CbED2a565C925A8b35f2B402710564F8a2",
force= ) #

weth = deploy wrapped _private_eth(owner)

deposit _amount =
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#assert

# &
proof = encode_packed(['int[]', 'int[]', 'int[]"',"int[]'],
(

)

inputs =
# amount =
# hashBalanceBefore

# hashBalanceAfter
]

new_encrypted balance = encode_packed([ 'uint32'], [ D)
weth.depositAndWrap(inputs[2], new_encrypted balance, proof, {"from":
other account, "value": deposit amount})

#

proof = encode packed(['int[]', 'int[]', 'int[]', "int[]'],
(
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inputs = [
# hashBalanceBefore = eth
# hashBalanceAfter = eth

# commitment
]
secret = encode packed(['uint32'], [ 1
= weth.initiatePrivateTransfer(inputs[-1], secret,
new_encrypted balance, inputs[1], proof, {"from": other_account})
assert tx.events["PrivateTransferInitiated"] is not

# +
proof = encode packed(['int[]', 'int[]', 'int[]', "int[]'],

(

)

inputs = [
# root

# nullifierHash
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hashBalanceBefore

hashBalanceAfter

relayerFeeAmount

receiver

encryptedAmount

]

assert weth.verifyProofCompleteTransfer(proof, inputs)

encrypted _balance = encode packed(['uint'], [ 1
= weth.completePrivateTransfer(inputs[@], inputs[1], inputs[3],
encrypted balance,
inputs[4], owner, new_account, proof,
{"from": other_account})
assert tx.events["PrivateTransferCompleted”] is not
assert tx.events["PrivateTransferCompleted"][0]["receiver"] ==
new_account
assert
weth.bytes32ToUint(tx.events["PrivateTransferCompleted"][@]["nullifierHash"
1) == inputs[1]
assert weth.bytes32ToUint(weth.getHashBalance(new_account)) ==
inputs[3]
assert tx.events["Transfer"] is not
assert tx.events["Transfer"][0]["from"] ==
assert tx.events["Transfer"][0]["to"] == owner
assert tx.events["Transfer"][0]["value"] ==
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6.0 Summary of the audit

High/medium vulnerabilities were fixed by the development team. Contracts can be deployed to
mainnet.
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