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1.0 Introduction
1.1 Project engagement

During February of 2023, Onboard team engaged CTDSec to audit smart contracts that they created.
The engagement was technical in nature and focused on identifying security flaws in the design and

implementation of the contracts. Onboard provided CTDSec with access to their code repository and

whitepaper.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of
the contract, rather limited to an assessment of the logic and implementation. In order to
ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that Onboard team put in place a

bug bounty program to encourage further and active analysis of the smart contract.
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2.0 Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the Onboard contract followed by
issue reporting, along with mitigation and remediation instructions outlined in this report. The
following code files are considered in-scope for the review:

Source file:

onboard-token-dev.zip [SHA256] -

5135176924eba2cf1327fc32fba2cca77f6c36d32e82c496011be25813a29252

Copyright © CTDSec - All rights reserved 4 | Page



2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

Ne Issue description. Checking status
1 Compiler warnings. PASSED
2 Race conditions and Reentrancy. Cross-function race PASSED
conditions.
3 Possible delays in data delivery. PASSED
4 Oracle calls. PASSED
5 Front running. PASSED
6 Timestamp dependence. PASSED
7 Integer Overflow and Underflow. PASSED
8 DoS with Revert. PASSED
9 DoS with block gas limit. PASSED
10 Methods execution permissions. PASSED
11 Economy model. If application logic is based on an PASSED

incorrect economic model, the application would not
function correctly and participants would incur financial
losses. This type of issue is most often found in bonus
rewards systems, Staking and Farming contracts, Vault and
Vesting contracts, etc.

12 The impact of the exchange rate on the logic. PASSED
13 Private user data leaks. PASSED
14 Malicious Event log. PASSED
15 Scoping and Declarations. PASSED
16 Uninitialized storage pointers. PASSED
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17 Arithmetic accuracy. PASSED

18 Design Logic. PASSED

19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges PASSED
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3.0 Security Issues

3.1 High severity issues [0]

No high severity issues found.

3.2 Medium severity issues [0]

No medium severity issues found.

3.3 Low severity issues [0]

No low severity issues found.
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4.0 Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

token.

burn fee
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5.0 Annexes

Onboard testing code:

from brownie import (
reverts,
UniswapV2Factory,
UniswapV2Routere2,
OnboardToken

b

from scripts.helpful scripts import (
ZERO ADDRESS,
get account,

]

from scripts.deploy import (
deploy test weth,
deploy test erc20,
deploy onboard token

]

def test transfer(only local):

owner = get account(9)
other = get account(1)
extra = get account(2)
onboard = deploy onboard token(owner)

with reverts("ERC20: transfer to the zero address"):
onboard.transfer(ZERO ADDRESS, , {"from": owner})

with reverts("Transfer amount must be greater than zero"):
onboard.transfer(onboard.address, 6, {"from": owner})

prevBalance = onboard.balanceOf(owner)
value =

tx = onboard.transfer(onboard.address, value, {"from": owner})
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assert _tx.events["Transfer"] is not None

assert _tx.events["Transfer"]["from"] == owner

assert _tx.events["Transfer"]["to"] == onboard.address
assert _tx.events["Transfer"]["value"] == value

assert _onboard.balanceOf(onboard.address) == value
assert onboard.balanceOf(owner) == prevBalance - value

tx1l = onboard.transfer(other, value, {"from": owner})

assert _txl.events["Transfer"] is not None

assert txl.events["Transfer"]["from"] == owner

assert txl.events["Transfer"]["to"] == other

assert _txl.events["Transfer"]["value"] == value

assert _onboard.balanceOf(other) == value

assert onboard.balanceOf(owner) == prevBalance - value - value

onboard.setSwapAndLiquifyEnabled(True, {"from": owner})
onboard.setMinTokensBeforeSwap(50, {"from": owner})
onboard. transfer(onboard.address, , {"from": other})
assert onboard.balanceOf (onboard.address) ==

assert _onboard.balanceOf(other) == value -

tx3 = onboard.transfer(extra, , {"from": other})
assert _tx3.events["Transfer"] is not None

assert _tx3.events["Transfer"]["from"] == other
assert _tx3.events["Transfer"]["to"] == extra
assert _tx3.events["Transfer"]["value"] ==

assert onboard.balanceOf(extra) ==

assert _onboard.balanceOf(other) == value -

def test transfer with nuke the whales(only local):

owner = get account(9)
other = get account(1)
extra = get account(2)
onboard = deploy onboard token(owner)

onboard.startNukingTheWhales({"from": owner})

value = onboard.balanceOf(owner) *
tx = onboard.transfer(other, value, {"from": owner})
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with reverts("Transfer amount exceeds the 0.1% of the supply."):
onboard.transfer(extra, value, {"from": other})
uniswap pair address = onboard.uniswapV2Pair()
with reverts("For your protection, max sell is 20% if you hold ©.5% or
more of supply."):
onboard.transfer(uniswap pair address, value, {"from": owner})
new value = onboard.balanceOf(owner) *
with reverts("You must wait a full 24 hours before you may sell
again."):

onboard.transfer(uniswap pair address, new value, {"from": owner})

def test exclude from reward(only local):

owner = get account(9)

other = get account(1)

external = get account(2)

onboard = deploy onboard token(owner)

with reverts():
onboard.excludeFromReward(other, {"from": external})

onboard.excludeFromReward(other, {"from": owner})
with reverts("Account is already excluded"):
onboard.excludeFromReward(other, {"from": owner})

def test include in reward(only local):

owner = get account(9)

other = get account(1)

external = get account(2)

onboard = deploy onboard token(owner)

with reverts():
onboard.includeInReward(external, {"from": other})
with reverts("Account is already included"):
onboard.includeInReward(external, {"from": owner})
onboard.excludeFromReward(external, {"from": owner})
onboard.includeInReward(external, {"from": owner})

Copyright © CTDSec - All rights reserved




def test set reflection fee(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

with reverts():
onboard.setReflectionFee(5, {"from": other})
with reverts("Onboard token: fee exceeds max permitted"):

onboard.setReflectionFee( , {"from": owner})

previous =

assert onboard.fees()['reflectionFee'] == previous
onboard.setReflectionFee(2, {"from": owner})
assert onboard.fees()[ 'reflectionFee'] ==

def test set mkt dev fee(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

with reverts():
onboard.setMktDevFee(5, {"from": other})
with reverts("Onboard token: fee exceeds max permitted"):

onboard.setMktDevFee ( , {"from": owner})

previous =

assert _onboard.fees()[ 'mktDevFee'] == previous
onboard.setMktDevFee(2, {"from": owner})
assert _onboard.fees()[ 'mktDevFee'] ==

def test set liquidity fee(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

with reverts():
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onboard.setLiquidityFee(5, {"from": other})
with reverts("Onboard token: fee exceeds max permitted"):
onboard.setLiquidityFee( , {"from": owner})

previous =

assert onboard.fees()['liquidityFee'] == previous
onboard.setLiquidityFee(2, {"from": owner})
assert onboard.fees()['liquidityFee'] ==

def test set burn fee(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

with reverts():
onboard.setBurnFee(5, {"from": other})

with reverts("Onboard token: fee exceeds max permitted"):
onboard.setBurnFee( , {"from": owner})

previous =

assert _onboard.fees()[ 'burnFee'] == previous
onboard.setBurnFee(2, {"from": owner})
assert _onboard.fees()[ 'burnFee'] ==

def test set nft holders fee(only local):

get account(9)
get account(1)
= deploy onboard token(owner)

with reverts():
onboard.setNftHoldersFee(5, {"from": other})

with reverts("Onboard token: fee exceeds max permitted"):
onboard.setNftHoldersFee( , {"from": owner})

previous =

assert onboard.fees()[ 'nftHoldersFee'] == previous
onboard.setNftHoldersFee(3, {"from": owner})
assert onboard.fees()[ 'nftHoldersFee'] ==
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def test set featured token fee(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

with reverts():
onboard.setFeaturedTokenFee(5, {"from": other})

with reverts("Onboard token: fee exceeds max permitted"):
onboard.setFeaturedTokenFee( , {"from": owner})

previous =

assert _onboard.fees()[ 'featTokenFee'] == previous
onboard.setFeaturedTokenFee(3, {"from": owner})
assert _onboard.fees()[ 'featTokenFee'] ==

def test set dev wallet(only local):

owner = get account(9)

other = get account(1)
extra = get account(2)
onboard = deploy onboard token(owner)

with reverts():

onboard.setDeviallet(other, {"from": extra})
assert onboard. deviWallet() == owner
onboard.setDeviallet(other, {"from": owner})
assert _onboard. deviWallet() == other

def test set staking contract(only local):

owner = get account(9)
other = get account(1)
extra = get account(2)
onboard = deploy onboard token(owner)

with reverts():
onboard.setStakingContract(other, {"from": extra})
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assert onboard. stakingContract() == owner
onboard.setStakingContract(other, {"from": owner})
assert onboard. stakingContract() == other

def test set marketing wallet(only local):

owner = get account(9)
other = get account(1)
extra = get account(2)
onboard = deploy onboard token(owner)

with reverts():

onboard.setMarketingWallet(other, {"from": extra})
assert _onboard. marketingWallet() == owner
onboard.setMarketingWallet(other, {"from": owner})
assert _onboard. marketingWallet() == other

def test set featured token(only local):

owner = get account(9)

other = get account(1)

erc20 deploy test erc20(owner)

weth = deploy test weth(owner)

factory = UniswapV2Factory.deploy(owner, {"from": owner})
factory.createPair(erc20.address, weth.address)

v2 router = UniswapV2Router92.deploy(factory.address, weth.address,
{"from": owner})

onboard = OnboardToken.deploy(
erc20.address,
v2 router.address,
{"from": owner})

new erc20 = deploy test erc20(owner)
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with reverts():

onboard.setFeaturedToken(new erc20.address, {"from": other})
with reverts("Featured token must have a BNB pair"):

onboard.setFeaturedToken(new erc20.address, {"from": owner})
assert _onboard. featuredToken() == erc20.address
factory.createPair(new erc20.address, weth.address)
onboard.setFeaturedToken(new erc20.address, {"from": owner})
assert onboard. featuredToken() == new _erc20.address

def test set swap and liquify enabled(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

with reverts():

onboard.setSwapAndLiquifyEnabled(True, {"from": other})
assert _onboard.swapAndLiquifyEnabled() == False
onboard.setSwapAndLiquifyEnabled(True, {"from": owner})
assert _onboard.swapAndLiquifyEnabled() == True

def test set min tokens before swap(only local):

owner = get account(9)
other = get account(1)
onboard = deploy onboard token(owner)

new min token =

with reverts():
onboard.setMinTokensBeforeSwap(new min token, {"from": other})
assert onboard.getMinTokensBeforSwap() == ¥ 19%*

onboard.setMinTokensBeforeSwap(new min token, {"from": owner})
assert onboard.getMinTokensBeforSwap() == new min token

def test withdraw balance(only local):

owner = get account(9)
other = get account(1)
extra = get account(2)
onboard = deploy onboard token(owner)
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with reverts():

onboard.withdrawBalance(extra “"from": other
with reverts to withdraw"
onboard.withdrawBalance(extra “"from": owner

value =

onboard.transfer(onboard.address, value "from": owner
onboard.transfer(other, value "from": owner

onboard.setSwa iqui "from": owner

onboard.setMinTokensBeforeSwap( "from": owner
onboard. transfer(onboard.address, , {"from": other})

onboard.withdrawBalance(extra "from": owner
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6.0 Summary of the audit

No high/medium criticality vulnerabilities found at the onboard contracts.
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