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1.0 Introduction

1.1 Project engagement

During November of 2023, Zbyte team engaged CTDSec to audit smart contracts that they created. The

engagement was technical in nature and focused on identifying security flaws in the design and

implementation of the contracts. Zbyte provided CTDSec with access to their code repository and

whitepaper.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of

the contract, rather limited to an assessment of the logic and implementation. In order to

ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that Zbyte team put in place a

bug bounty program to encourage further and active analysis of the smart contract.
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2.0 Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the Zbyte contracts followed by

issue reporting, along with mitigation and remediation instructions outlined in this report. The

following code files are considered in-scope for the review:

Source file:

ERC20-main.zip: SHA256 -

773dd28e4790d83625a9242425f26235565e356c7962a5e6479f88553b56695a deployed at

https://polygonscan.com/address/0xbe7702Dc9c3fB80B96B7AD894cC012f6405E54ce#code
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2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

№ Issue description. Checking status

1 Compiler warnings. PASSED

2 Race conditions and Reentrancy. Cross-function race
conditions.

PASSED

3 Possible delays in data delivery. PASSED

4 Oracle calls. PASSED

5 Front running. PASSED

6 Timestamp dependence. PASSED

7 Integer Overflow and Underflow. PASSED

8 DoS with Revert. PASSED

9 DoS with block gas limit. PASSED

10 Methods execution permissions. PASSED

11 Economy model. If application logic is based on an
incorrect economic model, the application would not
function correctly and participants would incur financial
losses. This type of issue is most often found in bonus
rewards systems, Staking and Farming contracts, Vault and
Vesting contracts, etc.

PASSED

12 The impact of the exchange rate on the logic. PASSED

13 Private user data leaks. PASSED

14 Malicious Event log. PASSED

15 Scoping and Declarations. PASSED

16 Uninitialized storage pointers. PASSED
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17 Arithmetic accuracy. PASSED

18 Design Logic. PASSED

19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges PASSED
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3.0 Security Issues

3.1 High severity issues [0]

No high severity issues found.

3.2 Medium severity issues [0]

No medium severity issues found.

3.3 Low severity issues [0]

No low severity issues found.

3.4 Informational severity issues [1]

1. Block.timestamp manipulation

Block.timestamp could be manipulated to avoid waiting time for the next request at the send() function.

Solution:

No fix required because it is not used for a source of entropy and random number.
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4.0 Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

Dplat Faucet/Token tests
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5.0 Annexes

Testing code:

Dplat Faucet:

from brownie import (

reverts,

DPlatFaucet

)

from scripts.helpful_scripts import (

ZERO_ADDRESS,

get_account,

evm_increase_time,

get_timestamp,

get_custom_error_hex

)

from scripts.deploy import (

deploy_dplat_faucet,

deploy_dplat_token

)

def test_constructor(only_local):

#arrange

owner = get_account(0)

forwarder = get_account(1)

token = deploy_dplat_token(forwarder, owner)

# assert

with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):

DPlatFaucet.deploy(ZERO_ADDRESS, token.address, {"from": owner})

with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):

DPlatFaucet.deploy(forwarder, ZERO_ADDRESS, {"from": owner})

faucet = DPlatFaucet.deploy(forwarder, token.address, {"from": owner})

def test_register_worker():
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pass

def test_forwarder(only_local):

#arrange

owner = get_account(0)

forwarder = get_account(1)

not_owner = get_account(2)

new_forwarder = get_account(3)

dplat_faucet = deploy_dplat_faucet(owner, forwarder)

# assert

with reverts():

dplat_faucet.setForwarder(new_forwarder, {"from": not_owner})

with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):

dplat_faucet.setForwarder(ZERO_ADDRESS, {"from": owner})

assert dplat_faucet.isTrustedForwarder(forwarder) == True

dplat_faucet.setTrustedForwarder(new_forwarder, {"from": owner})

assert dplat_faucet.isTrustedForwarder(forwarder) == False

def test_set_dplat_token_address(only_local):

#arrange

owner = get_account(0)

forwarder = get_account(1)

not_owner = get_account(2)

new_token = deploy_dplat_token(owner, forwarder)

token = deploy_dplat_token(owner, forwarder)

dplat_faucet = DPlatFaucet.deploy(forwarder, token.address, {"from":

owner})

# assert

with reverts():

dplat_faucet.setDPlatTokenAddress(new_token.address, {"from":

not_owner})

with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):

dplat_faucet.setDPlatTokenAddress(ZERO_ADDRESS, {"from": owner})

tx = dplat_faucet.setDPlatTokenAddress(new_token.address, {"from":

owner})

assert tx.events["DPlatTokenAddressSet"] is not None

assert tx.events["DPlatTokenAddressSet"].items()[0][1] ==

new_token.address
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def test_send(only_local):

#arrange

owner = get_account(0)

forwarder = get_account(1)

worker = get_account(2)

other = get_account(3)

token = deploy_dplat_token(owner, forwarder)

dplat_faucet = DPlatFaucet.deploy(forwarder, token.address, {"from":

owner})

# assert

with reverts(): # no worker

dplat_faucet.send(other, {"from": owner})

with reverts(): # no owner

dplat_faucet.registerWorker(worker, True, {"from": other})

dplat_faucet.registerWorker(worker, True, {"from": owner})

with reverts('typed error:

0xb4fdb9e30000000000000000000000000000000000000000000000000000000000000000'

): # Faucet low balance

dplat_faucet.send(other, {"from": worker})

with reverts(): # no owner

dplat_faucet.setFaucetTokenDripAmount(1e18, {"from": other})

dplat_faucet.setFaucetTokenDripAmount(1e18, {"from": owner})

# Send some tokens to contract DPlatFaucet

token.transfer(dplat_faucet.address, 2e18, {"from": owner})

assert token.balanceOf(other) == 0

dplat_faucet.send(other, {"from": worker})

assert token.balanceOf(other) == 1e18

with reverts(): # TokenRequestTooEarly

dplat_faucet.send(other, {"from": worker})

evm_increase_time(60 * 5)

token.transfer(dplat_faucet.address, 1e18, {"from": owner})

assert token.balanceOf(other) == 1e18

dplat_faucet.send(other, {"from": worker})

assert token.balanceOf(other) == 2e18
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Dplat Token:

from brownie import (

reverts

)

from scripts.helpful_scripts import (

ZERO_ADDRESS,

get_account,

get_custom_error_hex

)

from scripts.deploy import (

deploy_dplat_token

)

def test_set_trusted_forwarder(only_local):

#arrange

owner = get_account(0)

forwarder = get_account(1)

not_owner = get_account(2)

new_forwarder = get_account(3)

dplat_token = deploy_dplat_token(owner, forwarder)

# assert

with reverts():

dplat_token.setTrustedForwarder(new_forwarder, {"from": not_owner})

with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):

dplat_token.setTrustedForwarder(ZERO_ADDRESS, {"from": owner})

assert dplat_token.isTrustedForwarder(forwarder) == True

dplat_token.setTrustedForwarder(new_forwarder, {"from": owner})

assert dplat_token.isTrustedForwarder(forwarder) == False

def test_transfer(only_local):

#arrange

owner = get_account(0)

forwarder = get_account(1)

other = get_account(2)

account = get_account(3)

dplat_token = deploy_dplat_token(owner, forwarder)
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# assert

with reverts():

dplat_token.transfer(owner, 1e18, {"from": other})

# test transfer

assert dplat_token.balanceOf(other) == 0

dplat_token.transfer(other, 1e18, {"from": owner})

assert dplat_token.balanceOf(other) == 1e18

# test transfer with approve

assert dplat_token.balanceOf(account) == 0

dplat_token.approve(account, 1e18, {"from": other})

dplat_token.transferFrom(other, account, 1e18, {"from": account})

assert dplat_token.balanceOf(account) == 1e18

# test decrease allowance

dplat_token.approve(account, 1e18, {"from": other})

with reverts():

dplat_token.decreaseAllowance(account, 2e18, {"from": other})

assert dplat_token.allowance(other, account) == 1e18

dplat_token.decreaseAllowance(account, 1e18, {"from": other})

assert dplat_token.allowance(other, account) == 0
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6.0 Summary of the audit

No high or medium criticality vulnerabilities were identified within the Zbyte Dplat contracts during the

thorough security assessment
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