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1.0 Introduction
1.1 Project engagement

During November of 2023, Zbyte team engaged CTDSec to audit smart contracts that they created. The
engagement was technical in nature and focused on identifying security flaws in the design and
implementation of the contracts. Zbyte provided CTDSec with access to their code repository and

whitepaper.

1.2 Disclaimer

It should be noted that this audit is not an endorsement of the reliability or effectiveness of
the contract, rather limited to an assessment of the logic and implementation. In order to
ensure a secure contract that’s able to withstand the network’s fast-paced and

rapidly changing environment, we at CTDSec recommend that Zbyte team put in place a

bug bounty program to encourage further and active analysis of the smart contract.
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2.0 Coverage

2.1 Target Code and Revision

For this audit, we performed research, investigation, and review of the Zbyte contracts followed by
issue reporting, along with mitigation and remediation instructions outlined in this report. The
following code files are considered in-scope for the review:

Source file:

zbyte-zbyte.zip: SHA256 -
334d5b40b1383c0a27b53145dd5ac05e4e862736306e07eabal5d2a0feafb50c

Last version [fix]: https://github.com/Zbyteio/zbyte/tree/7da5f108a3fb7fb6cdc33ffd00d9f7cd2e9dc467
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2.2 Attacks made to the contract

In order to check for the security of the contract, we tested several attacks in order to make sure

that the contract is secure and follows best practices.

Ne Issue description. Checking status
1 Compiler warnings. PASSED
2 Race conditions and Reentrancy. Cross-function race FIXED
conditions.

3 Possible delays in data delivery. PASSED
4 Oracle calls. PASSED
5 Front running. PASSED
6 Timestamp dependence. PASSED
7 Integer Overflow and Underflow. PASSED
8 DoS with Revert. PASSED
9 DoS with block gas limit. PASSED
10 Methods execution permissions. PASSED
11 Economy model. If application logic is based on an PASSED

incorrect economic model, the application would not
function correctly and participants would incur financial
losses. This type of issue is most often found in bonus
rewards systems, Staking and Farming contracts, Vault and
Vesting contracts, etc.

12 The impact of the exchange rate on the logic. PASSED
13 Private user data leaks. PASSED
14 Malicious Event log. PASSED
15 Scoping and Declarations. PASSED
16 Uninitialized storage pointers. PASSED
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17 Arithmetic accuracy. PASSED

18 Design Logic. PASSED

19 Cross-function race conditions. PASSED

20 Safe Zeppelin module. PASSED

21 Fallback function security. PASSED

22 Overpowered functions / Owner privileges PASSED
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3.0 Security Issues

3.1 High severity issues [1 - Fixed]

1. Reentrancy in deposits

Contract: ZbyteEscrow

Functions: deposit()

Issue: The function deposit() is exploitable by re-entrancy attacks when a user executes a deposit.
Fix: Add nonReentrant guard modifier.

Update: Fix added
(https://github.com/Zbyteio/zbyte/tree/7da5f108a3fb7fb6cdc33ffd00d9f7cd2e9dc467)

3.2 Medium severity issues [2 - Inapplicable]

1. Authorization issues

Contract: ZbyteVToken

Functions: transfer(), transferFrom(), mint(), burn(), destroy()

Issue: If setPublicCapability is set on those functions anyone could call them.

Fix: Change requiresAuth modifier or use an alternative way to check if the call is authorized.

Update: Functions are restricted at the moment and in the future they will be managed by DAO.
2. Data slicing and t tin

Contract: ZbyteForwarderCore

Functions: approveAndDeposit
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Issue: The function approveAndDeposit uses data slicing and direct typecasting to extract and validate
function signatures and addresses from reqApprove_.data and reqDeposit_.data. This approach is
error-prone and relies heavily on the correct formatting of the input data.

Fix: Refactor the way the data is extracted and validated. Utilize more robust methods for decoding and
verifying data to reduce the risk of processing incorrect inputs.

Update: This vulnerability is deemed non-applicable. The fields such as .from, .to, and the initial 4 bytes
of .data are meticulously defined to align with the expectations of the MinimalForwarder. This precision
in data handling assures that the integrity of the data is maintained as per the MinimalForwarder's
standards.

3.3 Low severity issues [2 - Inapplicable]

1. Zero address not checked

Contract: ZbyteForwarderDPlat
Functions: zbyteExecute()

Issue: zbyteDPlat address could be zero address when calling preExecute and PostExecute if by a mistake
is not set by the owner.

Fix: Add a require to check that is not zero address.

Update: Team will set the state by theirself and transfer ownership to the dao.

2. Chain transfer values are not checked
Contract: Zbytescrow, zbyte
Function: record (zbyte), deposit (zbytescrow)

Issue: Parameters are not checked, we recommend to add requires to validate the inputs to avoid losing
funds.
Fix:

_record function (zbyte contract):

function _record(Action action_, uint256 amount_, uint256 chain_) internal

{
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require(action_ == Action.DEPOSIT || action_ == Action.WITHDRAW, " record:
Invalid action

type");

require(amount_ > @, " record: Amount must be greater than zero");

require(chain_ > 0, " record: Invalid chain ID");
if (action_ == Action.DEPOSIT) {

_totalSupply += amount_;
_reserve[chain_] += amount_;
} else {

_totalSupply -= amount_;
_reserve[chain_] -= amount_;
}

¥

Zbytescrow (deposit function):

function deposit(uint256 relay ,
uint256 chain_, address receiver_, uint256 amount_) public returns
(bool result) {
require(relay_ > 0, "ZbyteEscrow: Invalid relay identifier");
require(chain_ > @, "ZbyteEscrow: Invalid chain identifier");

require(receiver_ != address(@), "ZbyteEscrow: Receiver cannot be zero
address");

require(amount_ > @, "ZbyteEscrow: Amount must be greater than zero")
return _deposit(relay , chain_, receiver , amount );

}

*A better implementation could be checking that the chain is valid from a mapping of the current ones

that the protocol uses.
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Update: All parameters are correctly checked.
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3.4 Informational severity issues [1]

1. Testing forwarders in production contracts

Contract: ZbyteForwarderCore

Functions: approveAndDeposit()

Issue: Minimal forwarder contract is used from openzeppelin and it’s only usable for testing purposes.
Fix: Use Forwarder.sol from opengsn/gsn github.

Update: As there are no major concerns, teams will keep minimal forwarder light weight.
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4.0 Testing coverage - python

During the testing phase, custom use cases were written to cover all the logic of contracts in python

language. *Check “5 Annexes” to see the testing code.

Dplat contracts tests

tests/test_relay wrapper.py::test_set_escrow_address RUNNING
Transaction sent:

Transaction sent:

tests/test_relay wrapper.py::test_set_escrow _address
tests/test_relay wrapper.py::test_set_relay address RUNNING
Transaction sent:

tests/test_relay wrapper.py::test_set relay address
tests/test_relay wrapper.py::test_perfor_cross_chain_call RUNNING
Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

tests/test_relay wrapper.py::test_perfor_cross_chain_call
tests/test zbyte escrow.py::test_set_erc2@ address RUNNING
Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

tests/test_zbyte escrow.py::test_set_erc2@_address
tests/test _zbyte escrow.py::test_set_relay wrapper_addr RUMNING
Transaction sent:

Transaction sent:

tests/test_zbyte escrow.py::test_set_relay wrapper_addr
tests/test _zbyte escrow.py::test_deposit RUNNING

Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

tests/test_zbyte escrow.py::test_deposit

tests/test zbyte escrow.py::test_withdraw RUNNING
Transaction sent:

Transaction sent:

tests/test_zbyte escrow.py::test withdraw
tests/test_zbyte forwarder core.py::test set zbyte addr RUMNING
Transaction sent:

Transaction sent:
tests/test_zbyte Torwarder _core.py::test_set zbyte addr

Copyright © CTDSec - All rights reserved 12 | Page



tests/test_zbyte forwarder core.py::test set_zbyte token_fTorwarder_addr RUNNING
Transaction sent:

Transaction sent:

tests/test_zbyte forwarder core.py::test set zbyte token_forwarder_addr
tests/test_zbyte Torwarder_core.py::test approve_and_deposit RUNNING
Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

tests/test_zbyte forwarder_core.py::test_approve_and_deposit
tests/test_zbyte forwarder dplat.py::test set_min_processing_gas RUNNING
Transaction sent:
tests/test_zbyte forwarder dplat.py::test_set_min_processing_ gas
tests/test_zbyte forwarder_dplat.py::test_set_zbyte dplat RUNNING
Transaction sent:

Transaction sent:
tests/test_zbyte forwarder dplat.py::test_set_zbyte dplat
tests/test_zbyte forwarder_dplat.py::test_register workers RUMNING
Transaction sent:

Transaction sent:

Transaction sent:

tests/test_zbyte forwarder_dplat.py::test_register workers
tests/test_zbyte forwarder dplat.py::test_zbyte execute RUNNING
Transaction sent:

Transaction sent:

Transaction sent:
tests/test_zbyte forwarder dplat.py::test zbyte execute
tests/test_zbyte forwarder dplat.py::test withdraw_eth RUNNING
Transaction sent:

tests/test_zbyte forwarder_dplat.py::test_withdraw_eth
tests/test_zbyte vtoken.py::test_set paymaster addr RUNNING
Transaction sent:

Transaction sent:

tests/test_zbyte vtoken.py::test_set paymaster_addr
tests/test_zbyte vtoken.py::test_set_zbyte dplat_addr RUNNING
Transaction sent:

Transaction sent:

tests/test_zbyte vtoken.py::test_set_zbyte dplat_addr

tests/test zbyte vtoken.py::test_transfer RUNNING

Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

tests/test_zbyte_ vtoken.py::test _transfer

tests/test_zbyte vtoken.py::test_mint_burn RUNMNING
Transaction sent:

Transaction sent:

Transaction sent:

Transaction sent:

tests/test_zbyte vtoken.py::test_mint_burn
tests/test_zbyte vtoken.py::test_destroy RUNNING
Transaction sent:

Transaction sent:

tests/test_zbyte vtoken.py::test_destroy
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5.0 Annexes

Testing code:

Relay Wrapper:

from brownie import (
reverts

from scripts.helpful scripts import (
ZERO_ADDRESS,
get _account,
get_custom_error_hex

from scripts.deploy import (
deploy_zbyte_ vtoken,
deploy zbyte forwarder_dplat,
deploy_zbyte_escrow,
deploy relay wrapper,
deploy zbyte forwarder_core

def test set escrow_address(only local):

owner = get account(9)

other = get_account(1)

burner = get account(2)

treasury = get_account(3)

forwarder = deploy zbyte forwarder core(owner)

new_zbyte = deploy_zbyte vtoken(owner, burner)

forwarder_dplat = deploy zbyte forwarder dplat(owner)

escrow = deploy zbyte escrow(owner, forwarder_dplat.address,
new_zbyte.address, treasury)

relay = deploy_relay wrapper(owner, forwarder)

with reverts("Ownable: caller is not the owner"):
relay.setEscrowAddress(escrow.address, {"from": other})
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with reverts('typed error: + get custom_error_hex("ZeroAddress()")):
relay.setEscrowAddress(ZERO_ADDRESS, {"from": owner})

assert relay.escrow() == ZERO_ADDRESS

relay.setEscrowAddress(escrow.address, {"from": owner})

assert relay.escrow() == escrow.address

test _set relay address(only local):

owner = get account(9)

other = get_account(l)

forwarder = deploy zbyte forwarder core(owner)
extra_relay = deploy_relay wrapper(owner, forwarder)
relay = deploy relay wrapper(owner, forwarder)

chain_id
relay id

with reverts("Ownable: caller is not the owner"):
relay.setRelayAddress(chain_id, relay_id, extra_relay.address,
{"from": other})

relay.setRelayAddress(chain_id, relay_id, extra_relay.address, {"from":
owner})

def test perfor_cross chain_call(only local):

owner = get account(9)

other = get_account(1)

random_addr = get account(2)

callback_contract = get_account(3)

burner = get account(4)

treasury = get_account(5)

forwarder = deploy zbyte forwarder core(owner)
new_zbyte = deploy_zbyte vtoken(owner, burner)
forwarder_dplat = deploy zbyte forwarder dplat(owner)
extra_relay = deploy_relay wrapper(owner, forwarder)
another _relay = deploy relay wrapper(owner, forwarder)
relay = deploy_relay wrapper(owner, forwarder)

chain_id
relay id
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with reverts():
relay.performCrossChainCall(relay id, chain_id, chain_id * 2,
random_addr, ©x00, 0, callback_contract, ©xee, {"from": other})
escrow = deploy zbyte escrow(owner, forwarder dplat.address,
new_zbyte.address, treasury)
relay.setEscrowAddress(escrow.address, {"from": owner})
with reverts('typed error: ' +
get custom_error_hex("InvalidCallBackContract()")):
relay.performCrossChainCall(relay _id, chain_id, chain_id * 2,
random_addr, ©x00, 1, ZERO ADDRESS, 9x00, {"from": escrow.address})
with reverts():
relay.performCrossChainCall(relay id, chain_id, chain_id * 2,
random_addr, ©xe00, 1, callback contract, ©xee, {"from": escrow.address})
relay.setRelayAddress(chain_id, relay id, extra_relay.address, {"from":
owner})
with reverts():
relay.performCrossChainCall(relay _id, chain_id, chain_id * 2,
random_addr, 0x00, 1, callback contract, oxe0, {"from": escrow.address})
relay.setRelayAddress(chain_id * 2, relay_id, another_relay.address,
{"from": owner})

relay.performCrossChainCall(relay _id, chain_id, chain_id * 2,
random_addr, 0x00, 1, callback contract, oxe0, {"from": escrow.address})

Zbyte_Escrow:

from brownie import (
reverts

from scripts.helpful scripts import (
ZERO_ADDRESS,
get_account,
get_custom_error_hex

from scripts.deploy import (
deploy zbyte vtoken,
deploy zbyte forwarder_dplat,
deploy zbyte escrow,
deploy relay wrapper,
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deploy zbyte forwarder_ core

def test_set _erc20 _address(only local):
#arrange
owner = get_account(9)
other = get account(1)
burner = get_account(2)
treasury = get _account(3)
new_zbyte = deploy_zbyte vtoken(owner, burner)
verc20 = deploy zbyte vtoken(owner, burner)
forwarder_dplat = deploy_ zbyte forwarder_dplat(owner)

# assert
with reverts('typed error: ' + get custom_error hex("ZeroAddress()")):
deploy_zbyte escrow(owner, forwarder_dplat.address,
new_zbyte.address, ZERO_ADDRESS)

escrow = deploy zbyte escrow(owner, forwarder dplat.address,
new_zbyte.address, treasury)
with reverts("Ownable: caller is not the owner"):

escrow.setvERC20Address(verc20.address, 1, {"from": other})

with reverts('typed error: + get custom_error_hex("ZeroAddress()")):
escrow.setvERC20Address (ZERO_ADDRESS, 1, {"from": owner})

with reverts('typed error: ' + get custom_error hex("ZeroValue()")):
escrow.setvERC20Address(verc20.address, 0, {"from": owner})

escrow.setvERC20Address(verc20.address, 1, {"from": owner})

def test set relay wrapper_addr(only local):
#arrange
owner = get account(9)
other = get_account(1)
burner = get account(2)
treasury = get_account(3)
forwarder = deploy zbyte forwarder core(owner)
new_zbyte = deploy_zbyte vtoken(owner, burner)
relay = deploy relay wrapper(owner, forwarder)
forwarder_dplat = deploy_ zbyte forwarder_dplat(owner)
escrow = deploy zbyte escrow(owner, forwarder dplat.address,
new_zbyte.address, treasury)

# assert
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with reverts("Ownable: caller is not the owner"):
escrow.setRelayWrapperAddress(relay.address, {"from": other})

with reverts('typed error: ' + get custom_error hex("ZeroAddress()")):
escrow.setRelayWrapperAddress(ZERO_ADDRESS, {"from": owner})

escrow.setRelayWrapperAddress(relay.address, {"from": owner})

def test deposit(only local):
#arrange
owner = get account(9)
other = get_account(l)
burner = get account(2)
treasury = get_account(3)
random_addr = get account(4)
forwarder = deploy_ zbyte forwarder_core(owner)
new zbyte = deploy zbyte vtoken(owner, burner)
relay = deploy_relay_wrapper(owner, forwarder)
verc20 = deploy zbyte vtoken(owner, burner)
receiver_verc20 = deploy_ zbyte vtoken(owner, burner)
forwarder_dplat = deploy zbyte forwarder dplat(owner)
escrow = deploy zbyte escrow(owner, forwarder_dplat.address,
new_zbyte.address, treasury)

transfer_from func_sig = 6x23b872dd
mint_func_sig = 06x40c10f19

# assert
escrow.setvERC20Address(verc20.address, 1, {"from": owner})
escrow.setRelayWrapperAddress(relay.address, {"from": owner})
with reverts(): # no authorized
escrow.deposit(1l, 9, receiver_verc20.address, 1el18, {"from":
owner})
# set public capabilities
new_zbyte.setPublicCapability(transfer from func _sig, True, {"from":
owner})
new_zbyte.setPublicCapability(mint func_sig, True, {"from": owner})
new_zbyte.setZbyteDPlatAddress(random_addr, {"from": owner})
with reverts(): # not approved
escrow.deposit(1l, 9, receiver_verc20.address, 1el18, {"from":
other})
new_zbyte.approve(escrow.address, 1el1l8, {"from": other})
with reverts(): # not amount
escrow.deposit(1l, 9, receiver_verc20.address, 1el18, {"from":
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other})
new_zbyte.mint(other, 2e18, {"from": other})
with reverts():
escrow.deposit(1l, 9, receiver_verc20.address, 1el18, {"from":
other})

def test withdraw(only local):
#arrange
owner = get account(9)
other = get_account(l)
burner = get account(2)
treasury = get_account(3)
forwarder = deploy zbyte forwarder core(owner)
new_zbyte = deploy_zbyte vtoken(owner, burner)
relay = deploy relay wrapper(owner, forwarder)
verc20 = deploy zbyte vtoken(owner, burner)
forwarder_dplat = deploy zbyte forwarder dplat(owner)
escrow = deploy zbyte escrow(owner, forwarder_dplat.address,
new_zbyte.address, treasury)

# assert

escrow.setvERC20Address(verc20.address, 1, {"from": owner})
escrow.setRelayWrapperAddress(relay.address, {"from": owner})

with reverts(): # no authorized

escrow.withdraw(1, 1, other, other, {"from": other})
with reverts():

escrow.withdraw(1, 1, other, other, {"from": owner})

Zbyte forwarder_core:
from brownie import (

reverts

from scripts.helpful scripts import (
ZERO_ADDRESS,
get_account,
get_custom_error_hex
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from scripts.deploy import (
deploy_ zbyte_ vtoken,
deploy zbyte forwarder_dplat,
deploy zbyte_ forwarder_core,
deploy zbyte escrow

test _set_zbyte addr(only local):

owner = get account(9)
other = get account(1)
burner = get_account(2)
new zbyte = deploy zbyte vtoken(owner, burner)
forwarder = deploy_ zbyte forwarder_core(owner)

with reverts("Ownable: caller is not the owner"):
forwarder.setZbyteAddress(new_zbyte.address, {"from": other})

with reverts('typed error: ' + get custom_error hex("ZeroAddress()")):
forwarder.setZbyteAddress (ZERO_ADDRESS, {"from": owner})

assert forwarder.zByteAddress() == ZERO_ADDRESS
forwarder.setZbyteAddress(new_zbyte.address, {"from": owner})
assert forwarder.zByteAddress() == new_zbyte.address

test _set_zbyte token_forwarder_addr(only local):

owner = get account(9)

other = get account(1l)

new_forwarder = deploy zbyte forwarder_dplat(owner)
forwarder = deploy zbyte forwarder core(owner)

with reverts("Ownable: caller is not the owner"):
forwarder.setZbyteTokenForwarderAddress(new_forwarder.address,
{"from": other})
with reverts('typed error: + get custom_error_hex("ZeroAddress()")):
forwarder.setZbyteTokenForwarderAddress (ZERO_ADDRESS, {"from":
owner})
forwarder.setZbyteTokenForwarderAddress(new_forwarder.address, {"from":
owner})
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def test set zbyte token forwarder_ addr(only local):

owner = get account(9)

other = get_account(l)

burner = get account(2)

treasury = get_account(3)

forwarder_dplat = deploy zbyte forwarder dplat(owner)

new_zbyte = deploy_zbyte vtoken(owner, burner)

escrow = deploy zbyte escrow(owner, forwarder dplat, new_zbyte,
treasury)

forwarder = deploy zbyte forwarder core(owner)

with reverts("Ownable: caller is not the owner"):
forwarder.setEscrowAddress(escrow.address, {"from": other})

with reverts('typed error: ' + get _custom_error_hex("ZeroAddress()")):
forwarder.setEscrowAddress (ZERO_ADDRESS, {"from": owner})

assert forwarder.escrowAddress() == ZERO_ADDRESS
forwarder.setEscrowAddress(escrow.address, {"from": owner})
assert forwarder.escrowAddress() == escrow.address

def test approve_and deposit(only local):

owner = get account(9)

other = get_account(1)

another = get account(2)

extra = get_account(3)

burner = get account(4)

treasury = get_account(5)

forwarder_dplat = deploy zbyte forwarder dplat(owner)

new_zbyte = deploy_zbyte vtoken(owner, burner)

escrow = deploy zbyte escrow(owner, forwarder dplat.address,
new_zbyte.address, treasury)

forwarder = deploy_ zbyte forwarder_core(owner)
struct ForwardRequest {
address from;

address to;
uint256 value;
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uint256 gas;
uint256 nonce;
bytes data;

approve_sig = get_custom_error_hex("approve(address,uint256)")
deposit_sig
get_custom_error_hex("deposit(uint256,uint256,address,uint256)")
req_approve = [
other, another, 1e1l8,

x015ea7b300000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000deOb6b3a7640000
]
req_deposit = [
extra, another, 1el8,

with reverts("approveAndDeposit: Invalid from addresses"):
forwarder.approveAndDeposit(req_approve, 9x00, req_deposit,
{"from": other})
req_deposit[@] = other
with reverts("approveAndDeposit: Invalid approve data"):
forwarder.approveAndDeposit(req_approve, 9x00, req_deposit,
{"from": other})

forwarder.setZbyteAddress(new_zbyte.address, {"from": owner})
req_approve[l] = new_zbyte.address
with reverts("approveAndDeposit: Invalid approve data"):
forwarder.approveAndDeposit(req_approve, 9x00, req_deposit, ©x00,
{"from": other})

forwarder.setEscrowAddress(escrow.address, {"from": owner})

req_approve[-1] =
"0x095ea7b30000000000000000VVVRVV2c15a315610bfa5248e4cbcbd693320e9d8eB3cc
0000000000000000000000000000000000000000V0RVVOdeOb6b3a7640000"

with reverts():

forwarder.approveAndDeposit(req_approve, 9x00, req_deposit, ©x00,

{"from": other})

req_deposit[1l] = escrow.address

req_deposit[-1] = deposit_sig
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forwarder.setZbyteTokenForwarderAddress(forwarder dplat.address,
{"from": owner})
with reverts():
forwarder.approveAndDeposit(req_approve, approve_sig, req_deposit,
deposit sig, {"from": other})

Zbyte_forwarder_dplat:

from brownie import (
reverts

from scripts.helpful scripts import (
ZERO_ADDRESS,
get_account,
get_custom_error_hex

from scripts.deploy import (
deploy zbyte forwarder_dplat,
deploy zbyte dplat_payment_facet

def test_set_min_processing gas(only local):

owner = get_account(9)

other = get_account(1)

new_gas =

forwarder = deploy zbyte forwarder_dplat(owner)

with reverts("Ownable: caller is not the owner"):

forwarder.setMinProcessingGas(new_gas, {"from": other})
assert forwarder.minProcessingGas() ==
forwarder.setMinProcessingGas(new_gas, {"from": owner})
assert forwarder.minProcessingGas() == new_gas

test_set_zbyte dplat(only local):

owner = get_account(9)
other = get_account(1)
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new_zbyteDPlat = get account(2)
forwarder = deploy_zbyte forwarder_dplat(owner)

with reverts('typed error: + get custom_error_hex("ZeroAddress()")):
forwarder.setZbyteDPlat(ZERO_ADDRESS, {"from": owner})

with reverts("Ownable: caller is not the owner"):
forwarder.setZbyteDPlat(new_zbyteDPlat, {"from": other})

assert forwarder.zbyteDPlat() == ZERO_ADDRESS
forwarder.setZbyteDPlat(new_zbyteDPlat, {"from": owner})
assert forwarder.zbyteDPlat() == new_zbyteDPlat

test _register_workers(only local):

owner = get account(9)
other = get account(1)
forwarder = deploy_zbyte forwarder_dplat(owner)

workers = [
"OxF22573A2D3BAC95c71e61380ed6747A7FEfCc6aA",
"Ox8BA55781695c(C9870D8632d82081039c5d75eE00",
"0x48D381326c7b249764b72B50C0O5D567CA3b4FOD3"
]

register = [True, False, True]

with reverts():
forwarder.registerWorkers(workers, register[:1], {"from": owner})
with reverts("Ownable: caller is not the owner"):
forwarder.registerWorkers(workers, register, {"from": other})
workers_fail = [
"@OxF22573A2D3BAC95c71e61380ed6747A7FEfCc6aA",
ZERO_ADDRESS
]
register_fail = [True, False]
with reverts('typed error: ' + get custom_error hex("ZeroAddress()")):
forwarder.registerWorkers(workers fail, register_fail, {"from":
owner})
forwarder.registerWorkers(workers, register, {"from": owner})

def test_zbyte execute(only local):
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owner = get account(©)

other = get account(1l)

another = get_account(2)

forwarder = deploy zbyte forwarder_ dplat(owner)

zbyte dplat = deploy zbyte dplat_payment_facet(owner)

transfer_func_sig =

struct ForwardRequest {
address from;
address to;
uint256 value;
uint256 gas;
uint256 nonce;
bytes data;

forward_request = [other, another,

with reverts():
forwarder. zbyteExecute(forward request, transfer func_sig, {"from":
owner})
workers = [other]
register = [True]
forwarder.registerWorkers(workers, register, {"from": owner})
with reverts():
forwarder. zbyteExecute(forward _request, transfer func_sig, {"from":
other})
with reverts():
forwarder.zbyteExecute(forward _request, transfer_func_sig, {"from":
other, "value": 1}
forwarder.setZbyteDPlat(zbyte dplat.address, {"from": owner})

def test _withdraw_eth(only local):
owner = get account(9)
other = get account(1)

another = get_account(2)
forwarder = deploy zbyte forwarder_ dplat(owner)
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with reverts("Ownable: caller is not the owner"):
forwarder.withdrawEth(another, {"from": other})
owner})

forwarder.withdrawEth(other, {"from":

Zbyte vtokne:

from brownie import (
reverts

from scripts.helpful scripts import (
ZERO_ADDRESS,
get_account,
get_custom_error_hex

from scripts.deploy import (
deploy zbyte vtoken

def test set paymaster addr(only local):
#arrange
owner = get_account(9)
burner = get _account(l)
other = get_account(2)
new_paymaster = get_account(3)
token = deploy_ zbyte vtoken(owner, burner)

# assert

with reverts('typed error: ' + get custom_error_hex("ZeroAddress()")):
token.setPaymasterAddress (ZERO_ADDRESS, {"from": owner})

with reverts(""):
token.setPaymasterAddress(new_paymaster, {"from": other})

= token.setPaymasterAddress(new_paymaster, {"from": owner})
assert tx.events["PaymasterAddressSet"] is not None

assert tx.events["PaymasterAddressSet"].items()[©][1] == new_paymaster

test_set_zbyte dplat_addr(only local):
#arrange
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owner = get account(9)

burner = get_account(1)

other = get account(2)

new_zbyte dplat_addr = get_account(3)
token = deploy zbyte vtoken(owner, burner)

# assert

with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):
token.setZbyteDPlatAddress(ZERO_ADDRESS, {"from": owner})

with reverts(""):
token.setZbyteDPlatAddress(new_zbyte dplat addr, {"from": other})

tx = token.setZbyteDPlatAddress(new_zbyte dplat addr, {"from": owner})

assert tx.events["ZbyteDPlatAddressSet"] is not None

assert tx.events["ZbyteDPlatAddressSet"].items()[@][1] ==
_zbyte_dplat_addr

test_transfer(only local):
#arrange

owner = get_account(9)
burner = get account(l)

other = get_account(2)

another = get account(3)

new_zbyte dplat_addr = get_account(3)
token = deploy zbyte vtoken(owner, burner)

mint_func_sig = 6x40cl1ef19
transfer_func_sig = ©xa9059cbb
transfer_from func_sig = 6x23b872dd

with reverts('UNAUTHORIZED'):
token.transfer(other, 1e18, {"from": owner})

token.setPublicCapability(mint_func_sig, True, {"from": owner})
token.setPublicCapability(transfer func sig, True, {"from": owner})
token.setZbyteDPlatAddress(new_zbyte dplat_addr, {"from": owner})

# mint some tokens

token.mint(other, 2e18, {"from": other})

with reverts('ERC20: transfer amount exceeds balance'):
token.transfer(another, 3e18, {"from": other})

tx = token.transfer(another, 1el8, {"from": other})
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assert tx.events["Transfer"] is not None

assert tx.events["Transfer"][0][ 'from'] == other
assert tx.events["Transfer"][0]['to'] == another
assert tx.events["Transfer"][0]['value'] == 1el8

with reverts('UNAUTHORIZED'):
token.transferFrom(other, another, 1el8, {"from": owner})
token.setPublicCapability(transfer_from_func_sig, True, {"from":
owner})

with reverts():

token.transferFrom(other, another, 1e18, {"from": owner})
token.approve(owner, 1e18, {"from": other})
tx = token.transferFrom(other, another, 1e18, {"from": owner})
assert token.balanceOf(another) == 2e18

test _mint_burn(only local):

#arrange

owner = get account(9)

burner = get_account(1)

other = get account(2)

new_zbyte dplat_addr = get_account(3)
token = deploy zbyte vtoken(owner, burner)

mint_func_sig x40c10f19
burn_func_sig x9dc29fac

# assert
with reverts('UNAUTHORIZED'):
token.mint(other, 1e18, {"from": owner})
token.setPublicCapability(mint func_sig, True, {"from": owner})
with reverts('typed error: ' + get_custom_error_hex("ZeroAddress()")):
token.mint(other, 1e18, {"from": owner})
token.setZbyteDPlatAddress(new_zbyte dplat_addr, {"from": owner})

tx = token.mint(other, 1e18, {"from": other})

assert tx.events["Transfer"] is not None

assert tx.events["Transfer"][0][ 'from'] == ZERO_ADDRESS
assert tx.events["Transfer"][0]['to'] == other

assert tx.events["Transfer"][0]['value'] == 1el8

with reverts('UNAUTHORIZED'):
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token.burn(other, 1e18, {"from": owner})
token.setPublicCapability(burn_func_sig, True, {"from":
with reverts():

token.burn(other, 2e18, {"from": owner})
tx = token.burn(other, 1e18, {"from": owner})
assert tx.events["Transfer"] is not None
assert tx.events["Transfer"][0][ 'from'] == other
assert tx.events["Transfer"][0]['to"'] == burner
assert tx.events["Transfer"][0][ " 'value'] == 1lel8
assert token.balanceOf(burner) == 1e18

test _destroy(only local):
#arrange

owner = get_account(9)
burner = get account(l)

other = get_account(2)
token = deploy zbyte vtoken(owner, burner)

destroy func_sig = 0x00f55d9d

# assert
with reverts('UNAUTHORIZED'):

token.destroy(other, {"from": owner})
token.setPublicCapability(destroy func_sig, True, {"from":
with reverts():

token.destroy(other, {"from": owner})
tx = token.destroy(burner, {"from": burner})
assert tx.events["Transfer"] is not None
assert tx.events["Transfer"][0][ 'from'] == burner
assert tx.events["Transfer"][0]['to'] == ZERO_ADDRESS
assert tx.events["Transfer"][@][ ' 'value'] ==
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6.0 Summary of the audit

High and medium criticality vulnerabilities were solved by the development team. Contracts can be
deployed to production.
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