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Abstract—The space sector is changing from state-supported 
space exploration to commercial space exploration, giving rise to 
NewSpace. The role of small to medium sized enterprises (SMEs) 
in this rapid growth is increasing, but experience in other sectors 
shows SMEs may not be sufficiently focused on cyber security 
issues. In this exploratory study, we investigated the Influence of 
New Entrants to the Space Industry on Cybersecurity, according 
to industry stakeholders. To explore this question, we carried out 
8 semi structured interviews with NewSpace organisations 
directly involved in the design, development or review of space 
system devices and services, including SMEs, large businesses, 
governmental and not for profit, non-governmental organisations 
(NGOs). Our findings highlight crucial areas in cybersecurity which 
may be influenced by the advent of new entrants to the space 
industry, such as technology infrastructure, philosophical 
approaches to cybersecurity maturity, vulnerability disclosure 
culture, and regulatory aspects. These are the areas where 
intervention to promote healthy cybersecurity practices can be 
directed and be achieved through collaborations amongst the 
developers, end users and regulators. 
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1. INTRODUCTION 

The space industry is currently undergoing substantial 
change, with new opportunities for development as a wide 
variety of organisations are exploring commercial 
opportunities of services facilitated by in-orbit deployments 
of devices. As Gonzalez put it, a new “techno-economic 
paradigm” is emerging in the space economy [2].  
 
Historically, only government, defence and well-resourced 
telecoms could afford to put satellites in space due to high 
launch costs from high mass satellites. However, launching 
satellites has become much more accessible. Technological 
advances are facilitating cheaper cost space activities 
through improved electronics, advanced materials, batteries 
and computational and design tools [3], large folding 
antennas [4] and the ability to deploy large satellite swarms. 
Satellite components have been standardised and 
miniaturised to be small enough to be held in one hand [5], 
and commercial satellite builders have an increased number 
of launch options.  
 
This is facilitated by the emergence of mobile ground 
stations, which has improved access, increased launch 
facilities offer and thus decreased the cost of launches. 
Improvements in the capabilities of satellites have 
prompted a range of satellite microbusinesses, increasing 
the accessibility of space to organisations like educational 
institutions, small businesses and individual researchers 
who previously did not have access [5]. Furthermore, 
changes in international space policy have incentivised and 
widened access to commercial space activities, such as via 
the allocation of new radio spectra for commercial satellite 
communications and the allowance of higher imagery 
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resolution for commercial remote sensing [7].  
These changes have facilitated the entrance of small to 
medium sized enterprises (SMEs) in space, with a significant 
effect on the sector. Particularly, the structure of these 
businesses and the flattening of hierarchical structures has 
shown to influence innovation and new product 
development in the space sector and thus supported ‘open 
innovation’ [6]. This further affects other actors in space, 
including larger businesses, particularly from a security 
viewpoint.  
 
These smaller companies do not always have significant 
funding and have a long research and development cycle [8], 
potentially leading to a focus on functionality and leaving 
cybersecurity as an afterthought during development. 
Particularly, SMEs have lower capital and profit margins, and 
therefore face higher risks than larger organisations and 
intergovernmental organisations that used to be the main 
players within the space sector. SMEs have also been shown 
to underestimate cybersecurity threats leading to an 
increase in vulnerabilities and risks [9]; this can impact other 
actors, especially if they rely on SME-developed commercial 
off-the-shelf (COTS) components for operations. 
 
Due to these changes, space exploration increasingly sees 
new entrants to the sector and its associated supply chain. 
The emerging space sector was initially dubbed as NewSpace 
[10] and more recently NextSpace [11]. There have also 
been calls for a renaming of the space industry highlighting 
the ever-increasing commercialisation of the space dubbing 
this the ‘big space’ [12]. 
 
As new entities begin to understand and exploit the business 
opportunities presented by the NewSpace market, there 
emerges various concerns about the consequences of such 
a development. The change that we focus on in this work, is 
the expected influence of new entrants to the space industry 
on cybersecurity. To this end, we investigated 1) what is 
known by industry stakeholders about the threats of 
NewSpace, 2) how these threats are perceived by entrants 
to the industry themselves, and 3) what mitigation strategies 
are being put in place in the sector. 
 
Our primary contributions are as follows: 

1. Analysis of Cybersecurity Challenges in NewSpace: 
We explore the complex cybersecurity risks that 
have emerged with the entry of SMEs into the 
commercial space sector. Our analysis provides a 
nuanced understanding of the changing security 
landscape in the NewSpace industry. 

2. Stakeholder Interviews and Perspectives: Utilising 
semi-structured interviews, we gather insights 
from a broad spectrum of stakeholders, including 
SMEs, large corporations, government agencies, 

and not for profit, Non-Governmental 
Organisations (NGOs), thus presenting a 
multifaceted view of the cybersecurity challenges 
in the space sector. 

3. Identification of Key Areas of Expected Influence: 
Our research identifies crucial areas which may be 
influenced by the advent of new entities in the 
space industry, such as technology infrastructure, 
cybersecurity maturity, vulnerability disclosure 
culture, and regulatory aspects. Highlighting these 
areas, we pinpoint where targeted efforts and 
resources are most needed to address 
cybersecurity risks. 

4. Focus on SME-specific Cybersecurity Challenges: 
We specifically address the distinct cybersecurity 
challenges faced by SMEs in the NewSpace sector. 
Our emphasis on these challenges sheds light on 
the specific needs and strategies that SMEs can 
employ to bolster their cybersecurity postures. 

Through these contributions, our paper aims to advance the 
understanding of cybersecurity in the NewSpace era, inform 
strategies for responsible development of space exploration 
systems by effectively managing cybersecurity risks in this 
rapidly evolving domain. In particular, we aim to highlight 
the perspective of companies new to the space sector, which 
often have limited understanding of the risks involved and 
how to mitigate them. By understanding this perspective, 
cybersecurity experts can enhance the level of support they 
provide to these companies. 
 

2. LITERATURE REVIEW 

Cybersecurity in the private sector 

NewSpace is a decentralised set of space companies that 
emerged after the cancellation of the NASA Space Shuttle 
program [13]. As indicated by Anderson [14]: 
 

“When we say NewSpace, we are not talking 
merely of the general commercialisation of space, 
as there has been a commercial element in space 
activities for decades, but rather the cultural and 
philosophical shift toward greater private entity 
participation.” 

 
The growth of the sector is concentrated amongst very large 
enterprises (56% of overall growth) and larger SMEs (28%), 
with the latter growing particularly fast (31% p.a., compared 
to very large enterprises at 2% p.a.)  [15]. The need for SMEs 
within the sector has been highlighted as a requirement for 
the development of the European space market and 
NewSpace [16]. The new entrants’ success in the NewSpace 
market relies on aggressive strategies such as “an ability to 
decide more quickly, on increased risk-taking, on a tolerance 
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for failure, on acceptance of lower levels of reliability, but 
also, for most of them, on innovations in usage of systems 
and not in products (with the possible exception of micro- 
and nano-satellites)” [17]. Gonzales [2] dubs these new 
entrants as ‘astropreneurs’ and finds they consist of three 
types: in-space, on earth, and space spin-off entrepreneurs. 

 
Considering cybersecurity in the general private sector (not 
necessarily in space exploration) reveals an area of 
substantial challenge, as firms have been found to invest in 
cybersecurity activities at a level below what would be 
optimal – the private sector has been dubbed a “reluctant 
partner in cybersecurity” [18]. For example, over four in ten 
businesses (43%) in the UK experienced a cybersecurity 
breach or attack in 2018 [19]. SMEs are potentially the ones 
most at risk of cybersecurity threats [20] because SMEs 
often have a low security budget [21], neglect cybercrime 
prevention [22], do not possess adequate knowledge in 
cybersecurity [23], and at a time of increased remote work 
following the Covid-19 pandemic, face an increase in cyber-
attacks [21].  
 
These issues can seriously impact an SME's competitiveness 
and even compromise the value chain they are connected to 
[21]. They can become a significant point of vulnerability in 
the supply chain networks in which they participate [24]. 
Each of these issues could apply to SMEs in the space 
sector. Thus, against the context of techno-economic 
change in NewSpace as dubbed by Gonzales [2], one ought 
to consider the “social and institutional changes … necessary 
to bring about a better ‘match’ between the new technology 
and the system of social management of the economy” [25], 
in this case, the influence that sector changes brough about 
by new entrants, may have for cybersecurity. 
 
Why is critical national infrastructure in space unique? 

The integration of cyber-to-physical and cyber-to-cyber 
interactions has led to new threat actors and more complex 
threats within the space ecosystem. The private and public 
sectors will have to deal with novel kinetic-physical, 
electronic, cyber and Earth-based threats that likely to need 
changes to risk management and security controls [29]. 
Barriers to entry are lowered as new technological 
advancements such as reusable rockets and small satellites 
facilitate cost-effective access to these infrastructures [28]. 
Thus, there is a need to understand the degree of influence 
new entrants might have, especially when a profit-based 
policy decision goes beyond the authority of a state to 
control and audit activities in space and cyberspace [29]. 
 
Space is considered one of the CNI sectors by several bodies, 
such as the UK NPSA [30] and the Council of the European 
Union in the NIS2 Directive [31]. The US CISA [31] also views 
space as part of critical infrastructure due to its importance 

to the communication sector, but unlike the UK and the 
European Union the US does not view space as sector itself. 
As such, it is important to consider if lessons learnt in 
Terrestrial CNI sectors apply to space. Terrestrial CNI have 
undergone significant changes, such as opening operational 
technology networks to the Internet and IT networks [32], 
leading to an increase in the complexity of threat actor and 
threats seen in terrestrial Critical National Infrastructure 
(CNI) [27]. 
 
When examining the technology used in terrestrial CNI, such 
as nuclear power stations and the water sector, we see that 
the that most critical systems are part of the Operational 
Technology (OT) environment. These systems (e.g., 
industrial control systems) are specifically designed to focus 
on reliability and availability and have been used for many 
decades [32]. The OT systems used are critical to the 
operation of most terrestrial CNI sectors and are significantly 
different from IT systems. However, the interconnection of 
IT systems with the OT environment has become a recent 
trend. A similar shift can also be seen within the space 
sector.  
 
Furthermore, the increased usage of COTS solutions brings 
threats from the IT environment to space [33]. And, 
although the critical systems in terrestrial CNI are still 
bespoke, the interconnectivity opened the sector up to the 
vulnerabilities and threats of traditional IT, similar to what is 
happening in space. For example, resource constraints and 
ownership issues due to multiple organisations' involvement 
are also seen in space [34]. Additionally, once a satellite is 
launched into space, there are challenges such as the 
traditional high costs [35], easily disrupted communication 
links [36] and limited resources of the system [37]. These 
issues exist in and cause concern for terrestrial CNI sectors 
as well [26]. 
 
Within the terrestrial CNI sector, much emphasis is placed 
on physical security, although in recent times, that has 
shifted [38], [39]. Now we see the adaptation of cyber 
security and techniques such as honeypots [32] entering the 
sector. In the space sector, physical security has been less of 
a focus as the focus has been on the security of ground 
communications to the satellites [40]. This is unsurprising as 
physical access to systems in space has historically only been 
within the capabilities of nation states, but this is changing 
as can be seen with companies such as Starlink and OneWeb 
[3] and D-Orbit. Hence, unlike terrestrial CNI, where physical 
and direct access has been a staple and a significant concern 
for decades NewSpace must now consider direct access to 
the satellite in their threat models.  
 
The terrestrial CNI sector comprises of a small number of 
organisations, partially due to the high cost of entry, 
specialised knowledge required, and the heavy regulation 
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[41]. However, in NewSpace, we see a higher number of new 
entrants, due to the current push to use COTS equipment 
and the lowering entry costs. This is a significant difference 
from terrestrial CNI, where there is more collaboration 
between organisations. In contrast, dynamics are yet to be 
discovered in the NewSpace sector. The space sector has 
also been less regulated than the terrestrial CNI sector, and 
the national laws related to space vary extensively 
worldwide [42]. 
 
Additionally, most laws related to commercial space 
activities that have been investigated [42] focus on public 
health, national security and property. This raises the 
question of how to adequately oversee and regulate 
activities within the space sector if the regulations differ in 
each country. Further issues exist, as these regulations do 
not necessarily focus on cyber security. However, it also 
raises the question of establishing who can provide 
comprehensive legislation for commercial activities in this 
area if there is no sovereignty in space under the UN Outer 
Space Treaty [43]. This issue is specific to NewSpace; in 
terrestrial CNI, the question of sovereignty and regulation 
can be answered clearly. 
 
There are existing efforts to reduce the risk related to these 
new threat vectors in space, including the design and 
implementation of secure software engineering (SSE) 
procedures for protecting these high-value critical mission 
systems. The European Space Agency (ESA) has recognised 
the importance of SSE practices and the need to be 
standardised by the design and implementation of an 
appropriate Generic Application Security Framework (GASF) 
[44]. However, the investigation into a secure software 
development lifecycle and verification requirements for 
safety, correctness and security might be needed to protect 
space systems successfully [71]. 
 
In summary, there are new opportunities for commercial 
exploitation in the space sector. But there is also potential 
for unexpected cybersecurity consequences due to these 
new entrants to the space market and a higher cybersecurity 

risk for SMEs. While there are similarities between 
terrestrial CNI and space CNI, there are also significant 
differences that changes how space cybersecurity needs to 
be approached. Therefore, in this work we sought to answer 
the following question: 
 

How have new entrants to NewSpace altered the 
practice of cybersecurity according to industry 
stakeholders? 

3. METHODOLOGY 

Sampling 

To understand the expected influence of new entrants to 
NewSpace on cybersecurity according to perceptions in the 
industry, we conducted a series of semi-structured 
interviews with members of organisations involved in the 
design, development or review of space systems devices and 
services. As adopted in the UK Cybersecurity Standards 
Report [45], the sample included both commercial and non-
commercial organisations (including both governmental 
actors and NGOs), and in terms of size, it ranged from 
startups and SMEs through to large or global organisations. 
Organisation size was judged based on the convention 
adopted in the UK Cyber Security Breaches Survey 2018 [19], 
which split the organisations into micro-businesses (1 to 9 
employees), small businesses (10 to 49 employees), medium 
businesses (50 to 249 employees), and large businesses (250 
employees or more). The sample of interviewees was 
reached through suggestions from the Future Artificial 
Intelligence and Robotics for Space (FAIR-SPACE) research 
hub. Some interviewees are members of the FAIR-SPACE 
consortium, and others have been identified through a 
subsequent phase of snowball sampling where participants 
recruit other interview participants among their 
acquaintances. The sample is a cohort of 8 participants (see 
Table 1) consisting of experts from businesses involved in 
providing space systems products and/or services and 
organisations representing space sector regulatory or 
standards bodies.

  

Table 1 Background information on the 8 organisations’ interviewee participants, including organization type, 
organisation size, expertise and country where the organisation is based. 

Respondent code Organisation type Organisation size Expertise Country 

[1] NGO/Governmental* Large  Policy UK 

[2] NGO/Governmental Small  Cybersecurity US 

[3] Commercial Large Cybersecurity Canada/UK 

[4] Commercial Small Space system 
engineer 

Canada/UK 
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[5] Commercial Large Academic and 
research 

UK 

[6] NGO/Governmental Large Cybersecurity UK 

[7] Commercial Medium Space system 
engineer and 
cybersecurity 

Japan 

[8] Commercial Small Space system 
engineer 

Mainland 
Europe 

*NGO/Governmental” refers to the organisation being either a not-for profit non-governmental organisation (NGO) or a 
governmental organization. 

Overall, the sample consisted of 5 businesses and 3 
NGO/Governmental organisations. Of these, 4 were large 
organisations, 3 small, 1 medium. Furthermore, in recruiting 
our study's participants, we actively strived to include at 
least a non-Western representative because an 
underestimation of cultural diversity in cybersecurity leads 
to less awareness and weaker practices and higher risk [46]. 
Hence, the countries whose views were covered in our 
sample include Mainland Europe, UK, US, Canada, and Japan 
(Table 1). 

 
This study involving Human Subject Research received full 
approval by the University of Warwick’s Biomedical & 
Science Research Ethics Committee on the 5th of February 
2020 (ref. no. BSREC 52/19-20). 
 
Risk factors questionnaire and approach to thematic analysis 

To plan a rigorous thematic analysis, we followed the 
guidelines set by [47]. In devising the interview 
questionnaire, we first outlined the scientific method for the 
analysis and opted for a broadly deductive approach. The 
questionnaire was therefore constrained by the concepts we 
set from the start, namely NewSpace risk factors in 
innovation in commercial space, which are illustrated as 
follows: 
 

• Satellites are built with components from a global 
supply chain [49] which means that the 
components making up space systems are often 
designed, operated and maintained by different 
organisations, each providing an opportunity for 
cybersecurity vulnerabilities. Hence, cybersecurity 
responsibility is complicated by the complexity of 
space asset development, management, use and 
ownership [34]. 
 

• Dual-use technologies, where space systems can 
provide functionality for both military and civilian 
applications. Dual-use systems (e.g., autonomous 
debris deorbiting) could be used maliciously (e.g., 
deorbiting rival satellites). Dual-use technologies 
make it more challenging to ascertain whether a 
country is doing military operations through 
seemingly civilian activities [48]; hence security 
risks posed by dual-use must be evaluated and 
mitigated. 
 

• Another risk factor are the orbital paths and the 
location of terrestrial communication stations as 
the large number of satellites orbiting the Earth 
traverse many territories and satellite 
communications are transmitted to ground 
stations across many regions. This means that 
ground stations facilities are shared across multiple 
organisations [49], and hence security become 
more difficult to implement due to multiple 
influences and security cultures. 
 

• The rising popularity of satellite constellations [34], 
[48] as a technology trend may impact 
cybersecurity as, in 2017, it was estimated that 
there were about 700 small cube-sized satellites 
(Cubesats) in orbit [34]. At the technological level, 
it is much easier and cheaper to attack a satellite 
than to block an attack, mainly when there are 
many satellites to defend. Satellite constellations 
can increase risk as the attack surface also 
increases, but it is in terms of (i) reducing 
processing power for individual satellites, (ii) 
satellite-to-satellite communication that can be 
attacked, (iii) increased need to trust other 
satellites to do the work and handle errors in other 
satellites appropriately. However, it is also 
important to note that constellations also 
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introduce redundancy which reduces operational 
risks in terms of availability. 
 

• The logistics of software updates is another risk 
factor. One of these difficulties is timing, as satellite 
firmware updates may require more than a single 
fly-by and can only perform the update when the 
satellites are visible to ground stations [50]. Also, 
performing software updates is a necessity given 
the prolonged life cycle of the space system, as a 
mission can last decades [34]. 
 

• The relevance of advanced persistent threats (APT) 
[50]. An APT is a stealthy threat actors that acts  
over a long period of time. APTs are often used to 
exfiltrate vital information from a business or 
government target over a long time without 
detection. Given the interest of both actors in space 
ownership, APTs may become particularly 
prominent in NewSpace. 
 

• Another issue is the wider implications of attacks 
on space systems. The criticality of space systems is 
acknowledged, and governments are working to 
mitigate issues. For example, the UK has proposed 
the world's first National Timing Centre to protect 
the country from risk of satellite failure [51]. As [34] 
argues, space systems are a single point of failure 
for various industry sectors. For example, the route 
for compromising US commerce would be to target 
satellites instead of attacking Amazon. 
 

• Commercial interests favour market-pull 
technology developments where ideals of ‘security 
by design’ [52] are not contemplated and 
development is sped up to create a competitive 
advantage. This issue is exemplified by low-cost 
space missions where the commercial price of 
implementing cybersecurity measures rivals the 
value of the mission and makes little economic 
sense to the operator [49].  
 

• The organisation of the workforce is a challenge to 
the cybersecurity of space systems because this 
needs to be highly specialised and diverse. 
Cybersecurity requires funding for specialised staff 
[34], without which, systems engineers are left to 
address security vulnerabilities without adequate 
training. 
 

• There is a general lack of cybersecurity standards 
and regulations in space systems across the world 
[34], [48]. Much regulation is limited to the 
International Telecommunication Union (ITU) [34], 

which only regulates frequencies but does not 
prevent, for example, a satellite being used as a 
base to launch cyber-attacks. [48] underlines the 
lack of definitions in national policy, e.g. there is 
no internationally accepted definition of a space 
weapon, and anything could be used as a weapon 
in space. For example, a civilian satellite could be 
used as a weapon to collide with and destroy 
another satellite.   
 

• According to some, cybersecurity is a victim of its 
own secrecy, which constitutes its methodological 
limitations. Knez et al state, “historically, threat 
data has tended to be … often highly classified, 
limiting its availability to many system security 
engineers” [53]. Hence there is a tension between 
the need to share cybersecurity practices and 
disclosing vulnerabilities in an emerging space 
sector and the need to protect intellectual property 
or classified information. Making it easier for 
adversaries to use the same exploits across 
organisations, as these might not be patched due 
to this secrecy.  

 
Our questionnaire was developed based on these risk 
factors, which allowed us to formulate a question guide (see 
Appendix). Each question topic was formed of guiding 
questions and follow-up questions to enable the 
respondents to provide illustrative examples and facilitate 
the interviewer understanding the responses [54]. These 
were selected rotated according to the background of the 
respondents. These initial risk factors allowed us to isolate 
the first layer of themes in the dataset, i.e., ‘technology and 
infrastructure’, ‘cybersecurity maturity’, ‘market incentive’, 
‘regulation, guidelines and standards’ and ‘vulnerability-
sharing culture’. 
 
We adopted delineation of essentialism and 
constructionism as the research principles guiding how 
themes are analysed. As [47] put it, in an essentialist 
approach, one can theorise “meaning in a straightforward 
way, because a simple, largely unidirectional relationship is 
assumed between meaning and experience and language”. 
In contrast, in a constructionist approach, “meaning and 
experience are socially produced and reproduced” rather 
than being inherent in individuals [47]. Applying these 
principles meant that alongside technical considerations, we 
considered the wider cultural contexts such as different 
culture(s) of cybersecurity practices and the divergence in 
culture(s) of vulnerability-sharing and elements of 
economics (through the workings of the cybersecurity 
market). Regarding conventions for representing prevalence 
in thematic analysis, we use the expressions such as ‘the 
majority’ of participants [55] ‘many’ participants [56] or ‘a 
number of’ participants [47]. 
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Lastly, to mitigate the research and researcher bias that may 
impact on qualitative research, we used a multidisciplinary 
approach in which separate research enterprises come 
together for approaching common problems [57]. Cross-
disciplinarity has been researched as a way to suggest 
advancements in the NewSpace age, and its capacity to 
provide solution to complex space-related [58]. The multi-
disciplinary approach we used – consisting of tackling the 
research brief from the point of view of sociological sciences, 
computer science, cybersecurity, space cybersecurity, and 
systems engineering – ensured a diversity of inputs coming 
from a team of 4 researchers, flowing into both the design, 
analysis and review of the results of the research. We used 
NVivo 12 to manually code the data as this allowed us to 
preliminarily isolate quotes under (deductively pre-set) key 
themes and re-organise material under (inductively) 
emerging sub-themes in several iterations of analysis until 
saturation was reached. 
 
To address the credibility of our results we discussed and 
critically evaluated them in our multidisciplinary 
researchers’ team – as the example set by [58] – in order to 
both interpret and assess their meaning against the various 
disciplinary backgrounds the different researchers brought 
to this research. The challenge we had was to steer a path 
between the abstract theoretical approaches of the 
humanities concerning, for example, choices of methods of 
textual analysis, the emphasis on blind economic growth as 
often unilaterally found in technology adoption and much of 
innovation studies, or the lack of political or cultural 
perspective found in hard sciences and technical topics. The 
current work is the result of extensive cross-disciplinary 
dialogue over our methods, results, as well as ways of 
presenting them in a balanced manner for a varied public, in 
order to ensure both research trustworthiness but also to 
promote ethically responsible relations between 
researchers and subject research [59] for further, and 
hopefully responsible, advancements in NewSpace research. 
 

4. ANALYSIS  

We grouped the results of our analysis led by the above-
listed risk factors, under three emerging key themes: 1) 
Technology and Infrastructure, 2) Cybersecurity Maturity, 
and 3) Regulation, Guidelines and Standards. The 
presentation of results under these three themes follows 
the structure laid out in Fig. 1. 
 
Technology and infrastructure 

Dual-use technology—Dual-use technology is perceived as a 
beneficial challenge. A respondent explains that the “dual 
market between military and domestic” [P1] will improve 
security standards because if companies “want to … be able 
to sell their goods to the military market, then they’ve got to 

have a level of cybersecurity” [P1].  
 
However, the uptake of commercial off-the shelf (COTS) 
components may affect the dual market for entrants in 
NewSpace. A participant from a large commercial 
organisation states that “the cyber threat has increased 
considerably … and part of that … may want to use 
commercial off-the-shelf components” [P5]. COTS are 
already built and must be adapted to be secure for space and 
the cybersecurity threats unique to the area. But this is strict 
because “Cyber is very difficult, to reverse engineer into 
technologies that essentially have already been built” [P6]. 
 
Ground station communications—A critical cybersecurity 
and security threat is due to enhanced access for new 
entrants to the ground station. A respondent declares a 
ground station as “possibly being a single point of failure for 
multiple critical systems in the event that it is 
hacked/spoofed/jammed etc.” [P3].  
 
A reason concerns securing downlink communications: “it’s 
quite possible to intercept communication security between 
the satellite and the ground, and if a satellite doesn’t have a 
good security measure, then it’s absolutely possible to hijack 
it and terminate the mission” [P8]. Uplink communications 
and general security are also surface areas of vulnerability 
since “if someone were to communicate with our satellite 
from ground … that would be a threat” [P8]. Thus, shared 
ground stations facilities constitute a cybersecurity threat 
that is specific to new entrants in NewSpace. So does the 
growth of mobile ground stations. A participant from a 
NewSpace startup explains that “there’s a lot of people 
making their own ground stations today … if maybe people 
have mobile ground stations, they just need to know where 
the satellite is, know the encryption key and in theory should 
be able to communicate with the satellite” [P8]. 
 
Supply chain—Within the threat area of ‘technology and 
infrastructure’, the supply chain is also considered a key area 
of cybersecurity vulnerability. 
 

“supply chains are probably our biggest area of risk 
[because at this time] we can’t assure ourselves 
[that] we’ve not got any chips in satellites that 
aren’t suddenly gonna be able to come live five 
years down the line and do something drastic … and 
we’d like to get ourselves to a position where 80 
percent [of chips] we can say were safe” [P1]. 

 
Along this line, a respondent specifies that the country of 
origin of space systems components is, in fact, a concern, as 
“most of the circuit boards that are used in support of 
processing come from Asia – [there is a] significant risk of 
embedding sensors from China - lots of examples” [P3]. 
However, it is not only the country of origin of component 
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matters in the supply chain, but “also everything else within 
that, you know, how is it built… How does that country 
assure themselves … [that] their supply chain is secure” [P1]. 
 

 

Figure 1. Summary of the key findings concerning the 
expected influence of new entrants to the space sector 
and showing the cybersecurity challenges of NewSpace 

 
Supply chain security is a key issue in these environments. 
Respondent [P1] states that the cheapest way to attack a 
space system is to embed someone in the process of building 
the satellite to 
 

“change the software on the ground because then 
you … infiltrate the team or whatever or you make 
sure the software isn't really the version issued” 
[P8]. 
 

This is a prime example of how, for example, disgruntled 
employees or other actors with direct access to the 
organisation or any of the organisations in the supply chain 
can impact the operation of systems in space. Like other 
critical sectors, a strict and water-tight process needs to be 
used both with internal development and with technology 
developed externally. 

Cybersecurity Maturity 

What is a mature approach to cybersecurity?—
Cybersecurity maturity emerged as an area directly 
influenced by the new entrants to the space market: 
 
 

“in a NewSpace environment in the last, let's say, 
five/six/seven years, the potential for having … 
cyber weakness in the system has grown 
substantially and, at the same time, the practicality 
of having a much larger group of people who could 
start to access your spacecraft has also grown.” [P5]  
 

New entrants to the commercial space sector focus on 
product development, not necessarily on how things can be 
attacked and what impact they can have. One respondent 
states that  
 

“the concern I’ve got is how high in the 
consciousness of our emerging space players … 
who are this proliferation of start-ups and small 
businesses and business coming in from an 
adjacent sector into space, [are] their cyber 
security skillset, like when they say, for example, 
‘Hang on, … I want to be developing my telescope 
or my little radar thing’. Do they have a mind of, 
‘And I wonder what the vulnerabilities of that 
would be and what that means to my mission and 
the missions of others as well.’?”  [P6] 
 

Cybersecurity is a very specialised discipline, but with a lot 
of new players jumping into production, everyone saying, “I 
can build a satellite, I can, you know, I can do this” [P6], there 
emerges “a wide disparity of the understanding of risk and 
cybersecurity … about what are the outcomes if something 
bad happens” [P6]. Here, levels of cybersecurity’s maturity 
effectively generate a cultural clash between smaller and 
larger organisations: 
 

The difference in cybersecurity readiness in 
amateur versus commercial players heightens the 
need for “a more … widespread and mature … 
approach to cybersecurity” [P6]. 

 
Cybersecurity maturity as “a more mature approach would 
be a uniform approach, so everyone … involved in 
developing space-related technologies at least has some … 
form of … understanding of the risks involved by attacks or 
degradations manifested through the electronic domain” 
[P6].  
 
Cybersecurity experience, formal vs hands-on training—
Unsurprisingly then, there are discrepancies in practices 
following from cybersecurity maturity. For example, the 
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length of involvement in cybersecurity varies according to 
whether an organisation is an NGO/Governmental 
organisation, or a business. Participants from NGOs and 
governmental organisations show a mix of longstanding 
experience in cybersecurity dating “all the way back to about 
1997” [P6] as well as the more recent experience of “18 
months” [1]. Large and medium organisations showed a 
long-standing, hands-on involvement with cybersecurity 
dating back to the 1990s [P3] or “since about 1985/1980…” 
[P5]. On the contrary, small organisations showed a mix of 
longstanding experience, e.g. 11 years [P2] and less 
experience “This is something new we are entering … So 
[cybersecurity] it’s very novel” [P8]. 
 
In terms of the type of involvement, NGOs, and 
governmental organisations show a predominance of 
formal, dedicated cybersecurity roles across different 
governmental departments [P1] and [P2]. On the other 
hand, small, medium and large commercial organisations 
prefer a hands-on experience of cybersecurity rather than a 
direct or dedicated cybersecurity role. A respondent 
illustrates this point: “My experience and my knowledge 
come from applying security to the ground segment and the 
system we develop” [P7]. 
 
Also, cybersecurity training is referred to as self-
development that is down to an individual, rather than as 
formal training embedded in workforce management 
practices: 
 

“I am largely self-taught and have gained my 
background primarily through practical experience 
gained via participation and responsibility for many 
programmes” [P3]. 
 

Dedicated cybersecurity budget—The lack of a cybersecurity 
budget is one of the biggest areas of risk for commercial 
organisations. A respondent from a SME confirms that 
despite taking security very seriously [P7], they have no 
dedicated cybersecurity budget. However, the lack of a 
dedicated budget emerges as a sector approach, not the 
characteristic of the SMEs entrants only. A respondent 
asserts that “I know very few companies have a 
cybersecurity [budget] on board” since “I’ve been working 
for the big companies, too” [P7].  
 
The justifications concerning the lack of cybersecurity 
budget concern trade-offs between cybersecurity expenses 
and security: 
 

“it's a balance between how much it costs…to 
implement security” [P5].  

 
Additionally, from our interviews, it emerges that it is 
difficult to understand what effective cyber security is and 

what a sufficient cyber security budget is, if one does not 
understand it well.  
 

“There is a wide disparity of the understanding of 
risk, and cyber security about what are the 
outcomes if something bad happen … Now, let’s say 
a CubeSat which costs £100,000, you know, to build 
and to launch …you would say, ‘How much of that 
my budget am I going to spend_? Am I gonna spend 
£100,000 on cyber for £100,000 mission?’ the 
answer is no that doesn’t make sense. You know, 
you might say, ‘Right, I need…’  Let’s say £2,000. So, 
what would that cover, you know, an assessment of 
your little company” [P6].  
 

Philosophy of science in cybersecurity—As part of illustrating 
levels and features of cybersecurity maturity of NewSpace 
entrants, we identified different cybersecurity philosophies. 
That is, NewSpace actors would entertain inductive, 
deductive or abductive approaches to cybersecurity. We 
found that respondents from small to medium businesses 
showed a more marked propensity towards experiment-
based approaches (inductive) to cybersecurity, where 
‘experiment’ refers to mission preparation: 
 

“From our work progressively […] we can formulate 
requirements, requirements for the cybersecurity 
[…] the solution is, you know, work in progress” 
[P4]. 
 

However, this inductive, experiment-based approach is 
considered by NGO/Governmental organisations as having a 
potentially negative outcome:  
 

“you could have some companies, okay, who don’t 
do any cyber, they launch their satellite, it gets 
hacked, and it falls out of the sky or stops 
functioning or, or gets held to ransom and that 
company will go bust […]”. 
 

This view suggests that for some, experiments may, in fact, 
lead to what a participant referred to as “a Darwinian 
approach” [P6] in the sector, where entrants to the 
NewSpace self-select themselves out of the market by failing 
through cybersecurity accidents. This participant’s 
judgement towards’ an experiment-based approach to 
cybersecurity, is that of a less mature approach. 
 
Generally, participants from all organisation types, from 
both NGO/Governmental as well as large and small 
businesses, claimed to adopt a deductive or management 
approach to cybersecurity. This approach would include 
management procedure to cybersecurity such as producing 
regulations, asking and following expert advice, 
collaborating and co-creating systems with experts. For 
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example, a small NGO/Governmental also states they are 
also working on a cyber-readiness level and a series of 
evaluation criteria for space systems [P2].  
 
A third approach that has emerged is abduction, as found 
in semiotic approaches to philosophy of science. This type 
of reasoning amounts to an intuition about whether a 
something may be the case [72] and is hypothetical in 
nature. Thus, in the context of cybersecurity of space, 
abduction could describe the kind of hypothetical 
reasoning behind guessing whether a vulnerability might be 
the case. In this view, speculation can help space 
organisations hypothesise potential vulnerability issues and 
be anticipatory. For example: 
 

“that is generally a question of a potential 
vulnerability rather than where we've seen 
somebody actually do something, and we’re trying 
to counteract it. So, on the spacecraft that’s very 
rare, but, you know, we do periodically look at it 
and say, ‘Hmm, we think there might be a 
vulnerability there,’ or the [expert] would come in 
and say, ‘Look, we've seen this happening, we think 
this might generate a vulnerability for you, can you 
look into it?’” [P5]  
 

Approaches to security – whether inductive, deductive or 
abductive – are usually business-specific. Therefore, even a 
clear yet generic understanding of the possible impact of IT 
systems being hacked, does not automatically include an 
understanding of the impact of a cybersecurity incident in 
the space environment. 
 

“most of our effort goes on cyber security issues 
relating to access to our company, systems from 
outside, not necessarily the spacecraft” [P5]  
 

Culture of vulnerability-sharing in commercial space 
exploration—We then uncovered attitudes towards 
vulnerability-sharing. First of all, perceptions emerged about 
what ‘the others’ may be doing in the NewSpace industry in 
the event of a vulnerability.  
 
In general, the majority of companies felt that other 
companies in NewSpace would not disclose vulnerabilities, 
or they would do it only partially. A respondent feels that 
businesses do not share information and are very reluctant 
to share their vulnerabilities [P1]. Another respondent adds 
that however, government also will not disclose that sort of 
issues [P7]. In other words, it emerged that the NewSpace 
industry is not much keen on sharing anything [P4], 
concerning vulnerabilities. A large business respondent 
underlines how some sharing takes place mostly on the 
‘cyber side’ but not enough on the physical integrity of space 
platforms against threats such as physical damage, e.g., via 

cyber-kinetic attacks, directed energy weapons, 
electromagnetic pulse, jamming etc. [P3]. 
 
Secondly, there emerged reflections on what new entrants 
would do if they discovered a vulnerability in their space 
systems. Respondents provided differing opinions 
concerning whether new entrants feel the moral obligation 
to share vulnerabilities. A respondent from a large 
commercial organisations agreed that they would disclose 
vulnerabilities because moral principles do not leave a 
choice as to whether to disclose or not: “as a matter of 
principle […] we always would look at the safety before the 
reputational damage [P5]”.  A participant from a NewSpace 
startup, shared a similar cybersecurity ethics: 
 

“I grew up in the space era of where everyone’s fair 
and honest, I think we would have to be fair and 
honest to say, ‘Look, this is what happened, this is 
the implementation we did to fix it,’ or,’“This is the 
risk,’ or, ‘We’ve decommissioned our satellite’.” 
[P8] 
 

On the other hand, some respondent’s view on 
vulnerability-sharing is guided not by moral principles but by 
practical ones:  

“Sharing and disclosing information about 
vulnerabilities is definitely not a universally 
accepted practice … it may be actually the best 
approach, but not everyone may agree with that or 
not everyone may accept it … so it’s kind of perfect 
world solution … [but] the real world … you know, 
real world is not perfect” [P4]. 
 

A practical concern of vulnerability disclosure is that it could 
advertise a vulnerability and ultimately serve as an invitation 
to attack.  
 
Also, we found that vulnerability-sharing is also considered 
as a cultural or almost subcultural choice, as disclosing a 
software vulnerability “is only true for certain groups of 
people, who are more closely related to software developer 
as a lifestyle than software developer as a business” [P4]. 
 
There was uncertainty regarding what businesses they think 
they would do if they discovered a vulnerability in their 
space systems. A respondent states, “if we suffer an attack, 
honestly, I don't know what we will do [P7]”. In a mediating 
position, another respondent states that maybe they would 
discuss it with other applications on the ground, the 
European Space Agency and others [P8]. 

 
Cybersecurity as market incentive—The market incentive for 
cybersecurity and the costs involved are linked to 
“reputation … and the financial cost of fixing or replacing 
whatever it is that’s been damaged or lost [P1]”. Therefore, 
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there is indeed an incentive for cybersecurity in the market, 
though this is a view predominantly held by 
NGO/Governmental organisations. The incentive constitutes 
a competitive advantage in the international market: “We 
want to meet our competitors’ market, and if other 
countries have got a level of cybersecurity, we risk losing 
substantial ground within the sector” [P1]. Another 
respondent states, “paradoxically, [right now] it is cheaper 
to be more secure.” [P2]. 

 
Non-commercial organisations, like military or defence 
departments, are likely cybersecurity customers. In working 
with the military sector, there is a higher requirement for 
cyber security [P1]. On the topic of providing space services 
for the military market, a respondent feels confident that 
they would be willing to pay ‘extra’: 
 

“if we were ever … to make a servicing satellite for 
the U.S Air Force … they would pay a lot more just 
to make sure that it’s 100 percent secure and it’s 
resilient, and the price could really increase 
significantly just because you can provide that level 
of extra security and resilience” [P8]. 
 

Indeed, a respondent perceives that defence might be the 
only likely customer for cyber secure space products and 
services. 
 

“The only case where [customers would be willing 
to pay more for cybersecurity] is if you're working 
with the Ministry of Defence or Department of 
Defence, where they may insist on having a higher 
level of security. Therefore, the manufacturer can 
justify a higher price than he would have done if he 
had gone with a commercial level” [P5]. 
 

New entrants to the space sector therefore seem to uphold 
cybersecurity by design as an ideal for competitiveness in 
their business model: “in regard the … question, whether 
[the customers] will pay more if we implement 
cybersecurity, no … they will assume that we implement by 
default …” [P7].  
 
However, outside of the military market, there is uncertainty 
about cybersecurity’s market appeal. A respondent claimed 
that small businesses would be unlikely to invest in 
cybersecurity “In a cost-constrained environment and with 
a lack of awareness, security is a tough sell … I would say 
[cybersecurity is] difficult for startups” [P3].  
 
The view from a startup, however, is that cybersecurity may 
be worth the investment: 
 

“I think once our business model is up and running 
and they see the potential threat and revenue loss 

they could make if it were to be attacked, then they 
would change their mind …” [P8].   
 

For startups as new entrants, offering cyber secure space 
systems and services may be indeed added value:  
 

“I’m pretty sure [potential customers] will be 
interested in paying [more for cybersecurity]” [P4].  
 

However, a participant representing the point of view of a 
large NGO, is sceptical about whether large businesses may 
be interested in cybersecurity.  
 

“Having talked to them, they do say it’s not 
something they are going to put their funding, they 
couldn’t afford to spend X thousands of pounds on 
cybersecurity, so it’s that investment. [the issue is] 
how we get ourselves past that and how they 
realise that this is a priority and you do need to 
invest in it…” [P1]. 
 

The reasons for such scepticism concern the difficulties 
involved in remaining competitive in a new market. Firstly, 
“the margins are very slim on the spacecraft manufacturing” 
[P5] because “upstream it's a very, very commercially tight 
and competitive business where the satellites are complex, 
they're high risk, they're technology demanding, and the 
customer always demands the lowest possible price” [P5]. 
The longer experience of the hardships of being in the space 
market was referred to by an interviewee [P5] as 
‘commercial tightness’ and ‘competitiveness’.  
 
Regulation, guidelines and standards 

Awareness of regulation and standards—Among the small 
organisations, both commercial and non-commercial 
organisations displayed an awareness of specific regulations 
and standards. An NGO/Governmental respondent [P2] 
mentioned Policy 12 from the Committee on National 
Security Systems and the law for the licensing of private 
remote sensing systems (15 CFR 960) (in the US). A small 
business respondent reports being aware of specific 
encryption regulations for amateur satellite owners [P4] by 
pointing the interviewer to internet links about the terms 
and conditions of OFCOM (UK) and the US’s Experimental 
Licensing for Amateur Radio Frequencies. Another small 
business respondent shows awareness of standards 
concerning the autonomy of vehicles, that is, the European 
Cooperation for Space Standardization (ECSS) Autonomy 
Standard Four, published by the European Space Agency 
[P8]. The medium business respondent reports having 
implemented ISO 27000 standards at various workplaces, 
which in contrast to the autonomy standards mentioned 
above, “It’s not space specific. I think this is security in 
general” [P7]. The same respondent mentions Advanced 
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Encryption Standard (AES) which reports having  
 

“used … for encryption over telemetry, encryption 
over tele-commanding, out an indication of the 
tele-commanding” [P7]. The respondent concludes 
that “this standard is the minimum, just to 
implement” but in the event of a military customer, 
“then sometimes they require you to encrypt 
everything, and they have …  They install their own 
hardware in the spacecraft.” [P7] 
 

Attitudes towards existing regulation—Regarding attitudes 
towards regulation, the majority of organisations perceive 
existing cybersecurity support structures and 
communication links as having issues and needing 
improvement. A large NGO/Governmental respondent 
thinks that businesses should be reporting their 
cybersecurity issues to the National Cyber Security Centre, 
but is unsure whether this actually happens or not, “because 
NCSC won’t share that with us” [P1]. Along the same line, 
amongst the businesses a perception emerges that National 
Cybersecurity Centres are useful only to an extent because 
“they can't disseminate [the vulnerability information] 
entirely given the classification of the material”.  
 
A small NGO/Governmental respondent perceives existing 
regulations as inadequate, a symptom of which is that they 
are too short, “there’s, like, a number of sentences that you 
could probably count on one hand” [P2] and ineffective. This 
is because regulation is not utilised by the Department of 
Defence [P2] and because attempts to prescribe that space 
business should have a data protection plan contrast with 
the practice of “commercial organisations actively hid[ing] 
information on these data protection plans they submit” 
[P2]. 
 
Furthermore, the view of a large NGO/Governmental is that 
regardless of its level adequacy, regulation on its own is not 
enough since it “is very kind of tick box… you tick all the 
boxes saying, ‘I’m 100 percent safe,’ and then [a security 
incident still] happens” [P6]. The respondent adds that 
regulation on its own may leave gaps because “if you overly 
control, then everyone’s waiting to be controlled” [P6]. The 
respondent holds the view that alongside regulation, a 
‘regime approach’ stimulation is also required, as that which 
would 
 

“enable activity rather than control it…you do rely 
on much more understanding and awareness and 
education… in a complex environment with lots of 
stakeholders all of different capabilities and 
maturity in cybersecurity. You raise their 
knowledge and awareness… to actually get people 
to start thinking about cyber as almost an intrinsic 
or integrated part of their business planning” […].  

 
The respondent also underlines the practice held by Scottish 
Business Resilience Centre (UK), which “encourages 
cybersecurity into the children curriculum at school, then to 
spread this knowledge and awareness out through specific 
organisations in Scotland” [P6] and can perhaps be seen as 
a best practice example of regime ‘approach’. 
 
There is also a perception of licensing processes needing 
improvement. A large business respondent states, referring 
to the use of dual-use technologies, that “the issue is 
becoming a greater consideration; however, the mechanics 
of government in terms of adjudicating the issuance of a 
licence based on this criterion is not yet sufficiently rigorous” 
[P3]. On the other hand, new entrants show a concern about 
not being able to fulfil the criteria “It’s not that [the 
regulators] request and ask many, many things […] it’s also 
whether our system is capable of doing that” [P7].  
 
Regulation as an incentive— Respondents commented on 
the space regulators’ role in incentivising cybersecurity. 
Regulation has so far been gentle, as a respondent states, 
“We haven’t been putting any barriers up” [P1]. However, 
there are expectations with gentle regulation, there may be 
little incentive for cybersecurity. It is a respondent’s opinion 
that businesses “won’t invest in cybersecurity until […] the 
licensers, as the regulators, tell them they have to” [P1]. 
 
Regulators are perceived as having a strong potential for 
incentivising cybersecurity. A respondent states that “if 
someone hijacks one satellite… and the regulator says, ‘Stop 
communication,’ and you don’t make revenue, then that’s 
such a big loss and they would have thought, ’Oh, maybe we 
better invest in it’” [P8]. Furthermore, there is some 
evidence of the impact of regulation on cybersecurity 
practices. For a respondent these are “part of our 
requirements and it’s also part of UK, in terms of obtaining 
the mission licence to operate the satellites” [P7]. Hence, 
regulation is perceived by new entrants to the space market 
as providing a key cybersecurity incentive through 
‘guardianship’.  
 
In our data, we found some illustration of a regulator’s 
concrete strategy for incentivising cybersecurity: 
 

“There’s a, there’s a toolkit that I’m producing for 
the industry, which will take them through supply 
chain mappings that they can identify 
vulnerabilities and then with that, assess their level 
of risk, and then based on their level of risk, and 
that’s financial risk as well as reputational 
damage…there’s a whole range of risks, a level of 
cyber security that we’re suggesting that they 
adopt. But said, that will be voluntary at the 
moment. We’re looking more in the future to 
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become mandatory, but at the moment, it will be 
voluntary” [P1]. 

 
So far, these strategies are not mandatory and also “not 
technical at all” [P1].  
 
 

5. DISCUSSION 

Most of the participants agreed that communication links 
with ground station was the most prominent threat area 
posed by technological advancements in the NewSpace 
sector. Secure links with ground stations appear to be more 
than a security concern, as [49] argue, but in fact, it is 
perceived as one of the most difficult cybersecurity 
challenges the sector faces. Also, the supply chain was seen 
as an area for concern, with the country of origin of space 
systems components being singled out as a specific issue. 
The rising use of COTS made it unclear whether the dual-use 
market is still valuable. These threats are also relevant to the 
terrestrial CNI sector, where research into mitigating these 
is also ongoing [60]. However, within NewSpace, there are 
many more elements to this such as the more openness of 
the sector and the move towards more interconnectedness. 
 
Cybersecurity maturity has changed in recent years, and 
with NewSpace the potential for exploitation of weaknesses 
has increased. We found that new entrants in NewSpace 
need to adapt to a new type of cybersecurity maturity. Our 
findings defined cybersecurity maturity as emerging from 
specific cybersecurity expertise in the workforce, dedicated 
cybersecurity budget, philosophy of science, cultures of 
vulnerability sharing and market incentive.  
 
Concerning specific organisations workforce and dedicated 
roles, there was a discrepancy between NGO and 
governmental organisations, which showed a predominance 
of formal, dedicated cybersecurity roles across different 
government departments and commercial organisations, 
where cybersecurity as a dedicated role is not easily 
covered, and hands-on, ad-hoc training predominates as 
means to fill cybersecurity expertise gaps. However, this 
developmental approach may leave temporal gaps in filling 
cybersecurity needs or may not always provide a specialised 
solution for the particular function and threats of the system 
[34]. This finding confirms that the space industry and 
cybersecurity efforts are behind that of other high-
technology sectors [34].  
 
Also, we noted a general, sector-wide lack of a dedicated 
budget for cybersecurity, a finding that is still consistent with 
the literature [61]. This view is grounded in perceived trade-
offs between direct costs and perceived gain (which are not 
immediately detected). But it is also tricky to justify 
cybersecurity investments, especially when one does not 

directly experience attacks - and this could be because there 
are none or because the security is indeed effective. It can 
be difficult to understand the threats of space and the 
difference in threats between space and Earth, especially for 
new entrants to NewSpace. 
 
Regarding the reasoning underwriting different levels of 
cybersecurity maturity, we detected approaches that in 
philosophy of science would be called deductive, inductive, 
or abductive methods. The approaches detected within the 
deduction/management approach included producing 
regulations, asking and following expert advice, and 
collaborating and co-creating systems with experts. 
Inductive reasoning amounted to experiment-based 
approaches to cybersecurity, but this approach was 
constructed as being less ‘mature’ by larger businesses. Also, 
large organisations showed a marked propensity towards 
abductive or speculative approaches to cybersecurity. Being 
creative in nature [62], this approach was positively 
described as being anticipatory and predictive.  
 
Our results showed that new entrants feel that others do not 
share vulnerabilities or do so only partially. This reluctance 
is not unlike other sectors and often also includes 
interoperability issues [63]. But when it came to reflecting 
on their practice (rather on what others in the sector do), we 
found differing views concerning the ‘vulnerability 
disclosure debate’ [64]. Practical argumentations for not 
disclosing vulnerability are reputational damage, and the 
loss of confidentiality; practical reasons for disclosing 
instead are about the lessons learned. We found that 
different approaches may reflect the split between software 
development as cultural and lifestyle choice, and business 
interests. In the event of discovering a vulnerability, larger 
businesses would seem to know who they may disclose to, 
whereas the SMEs were less certain about what to do or who 
to contact. This is a unique issue to NewSpace as the 
terrestrial CNI sector has many regulations covering the 
disclosure of incidents [65] The uncertainty confirms the 
difficulties with coordinated vulnerability disclosure (CVD), 
confirmed at the very least at the European level [66]. 
 
As part of cybersecurity maturity, we found that 
cybersecurity bears market incentive for space businesses 
mainly when it comes to the military being the customer. 
However, any system in space can potentially affect a 
military system, even a non-military one. As there is an 
emerging sector-wide conviction that cybersecurity is an 
added cost, rather than an intrinsic cost of space systems. 
Security has historically often been seen as an afterthought 
in system and software development before efforts have 
been made to integrate security as a significant part of the 
development [67]. The key issue here is that regarding the 
reputational impact of cybersecurity incidents, it is unclear 
whether it matters or is it mainly a physical cost. 
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Interestingly, despite cybersecurity being considered an 
‘added cost’, the majority of businesses felt they ought to 
provide ‘cybersecurity by default’ to their customers. 
 
In terms of regulation, there was an awareness of 
cybersecurity guidelines and standards, including encryption 
but we found that the majority of the standards known were 
not space-specific. Also, communications amongst existing 
cybersecurity support structures and licensing processes 
were perceived as needing improvement. We also found 
that new entrants to the space market think that regulation 
provides a key incentive for cybersecurity. This was 
particularly true for small businesses, which are likelier to 
position themselves in a learning position. However, 
examples of described regulation were found to be non-
mandatory and non-technical. On the one hand, this may 
give the impression that organisations in charge are still 
unsure about how to regulate cybersecurity in space and 
other challenges, such as sovereignty in space that play a 
part in this as well [43]. 
 
The challenges to regulating this space are unseen in the 
other CNI sectors and pose a unique challenge to NewSpace 
that will require collaboration between many fields to solve. 
Also, the non-technical nature of these strategies could 
mean a missed opportunity for new entrants to implement 
cybersecurity within their systems promptly and ensure 
their survival in the market. This may weaken the 
cybersecurity incentive of regulators. However, one 
significant objection to mandatory cybersecurity regulation 
was that burdensome formal requirements might make the 
sector too regulation-dependent and not sufficiently self-
motivated.  
 

6. CONCLUSION 

Space exploration and NewSpace commercialisation has 
been growing significantly over the past years raising new 
challenges for the cybersecurity of this domain. By 
conducting semi-structured interviews guided by NewSpace 
risk factors with a balanced mix of experts in the sector – 
including commercial organisations and NGO/Governmental 
organisations, as well as large and small, organisations and 
SMEs – we set out to explore and illustrate the perceived 
influence that new entrants to commercial space 
exploration may have on space cybersecurity practices. 
 
We identified similarities with the challenges faced by 
terrestrial CNI. These can be as a starting point to address 
some cybersecurity challenges faced in the space sector, 
such as adopting a cybersecurity strategy and promoting 
awareness. But there are also many unsolved challenges for 
which one cannot rely on lessons learnt from terrestrial CNI. 
For example, the arrival and impact of a large numbers of 
small companies to the NewSpace market is not seen in 

other critical infrastructure sectors. 
 
The implications of these findings for policymakers and 
businesses are several, but in broad terms, they may include 
the following: 
 

1. collaboration between policymakers and NGOs 
should be used to develop cultural interventions 
aimed at changing the cultural values associated 
with cybersecurity by promoting a switch of 
meaning from ‘added cost’ to ‘added value’ 
through dedicated educational campaign; 
 

2. regulators could incentivise businesses to offer 
cybersecure space systems by requiring them to 
meet basic cybersecurity criteria – as outlined in 
frameworks and standards such as the Code of 
Practice for Consumer IoT Security [68] and NIST SP 
800-53 [73]– and envisaging strong penalties if 
businesses choose not to do so. However, 
regulators must keep in mind that enforcing 
regulation means that new entrants to space may 
expect to be regulated rather than be self-
motivated; 
 

3. since in NewSpace, reputation concerning the 
reliability of systems is crucial, businesses could 
take advantage of the market competitiveness 
harnessed by cybersecurity and channel their 
resources into offering their customers more 
secure packages than competitors; conversely 
market competitiveness and the necessity to avoid 
reputational damage may be an area fit for 
stimulation and/or intervention to increase levels 
of cybersecurity self-motivation, tackling the issue 
raised in point 2) above; 
 

4. whilst regulation ensuring minimal cybersecurity 
level is underway, there needs also to be 
collaboration amongst businesses, regulators and 
NGO to form a long-term plan about approaching 
the more complex threats that NewSpace systems 
are subject to;   

 
5. since it is more beneficial if all entrants disclosed 

vulnerabilities than if only a part did or none did, 
intervention can be specifically targeted at 
increasing vulnerability disclosure in the industry as 
a whole, so that every entrant can benefit from 
lessons learnt; 
 

6. vulnerability disclosure is particularly relevant for 
COTS users so that if a vulnerability for these 
devices is shared, the whole NewSpace sector can 
benefit; the example set by new entrants in 
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NewSpace could then serve as role model for other 
sectors for which cybersecurity vulnerability 
disclosure is crucial e.g., CNI, thus promoting 
improvements in cybersecurity culture beyond the 
NewSpace sector; 
 

7. Threat information-sharing is an important process 
to improve security awareness and resilience 
within specific sectors. This is a prime objective for 
Information Sharing and Analysis Center (ISAC) 
organisations, of which there are a few active in the 
space sector, such as Space ISAC and EU Space ISAC. 
Encouraging collaboration with relevant ISACs 
would be a useful step to improve understanding of 
and resilience to cyber threats within the sector. 
Particularly smaller organisations can benefit from 
the expertise and knowledge within these 
platforms;  

 
Although our study examines the cybersecurity 
phenomenon in commercial space exploration and has 
identified challenges the sector faces in dealing with new 
and old security threats, the study has some limitations 
which can provide avenues for further research. Our 
sample's variety could be increased to include the voice of 
more space organisations from the global south [69] to 
balance and achieve a more culturally diverse sample. Of 
particular importance would also be to include 
representatives from developing countries, for whom the 
cybersecurity challenges of NewSpace will be no less 
prominent, if not more so. Also, further work could involve 
public participation in the form of citizens’ views, to form a 
balanced triad of intergovernmental relations, private 
corporate involvement and active cyber citizenship to 
manage new and challenging security environments [70]. 
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APPENDIX - INTERVIEWS’ QUESTIONS GUIDE 

 
1) General 

 

• What is your role within your organisation and 

how long have you been in this role? 

• What does your organisation do?  

• What kind of space-related activities and 

products/services does your organisation provide? 

(for commercial organisations) 

• What kind of space-related activities and strategic 

objectives does your organisation pursue? (for 

NGO/Governmental organisations) 

 
2) Perception of change 

General change 

• What does the expression ‘NewSpace’ mean to 

you?  

Business change 

• What is the business opportunity that NewSpace 

represents for your company? (for commercial 

organisations) 

Cybersecurity change 

• Are you aware of any recent report of attacks on 
space systems in the news, anything that has 
caught your attention?  

 
3) Global character of the space industry 

 
Global orbits and uplinks and downlinks stations 
 

• Do you operate a ground station which 
communicates with satellites? (for commercial 
organisations) 

• What is the impact of sharing a ground station 
with other organisations in terms of security? 

• Would it be an issue if the organisation that owns 
the ground station collected data you sent to and 
received from satellites? (for commercial 
organisations) 

 
Global supply chain (for commercial organisations) 

• Is your supply chain global? Are there any threats 

resulting from the global aspect of supply chain? 

• Do you use commercial off the shelf 

(COTS)components? Do you know the country of 

origin of the components? 

 
4) Space market (for commercial organisations) 

 

• Do you have a dedicated budget for cybersecurity?  

• Are your customers willing to pay for more for 
products where cybersecurity is a main feature? 
 

5) Technology change 

Dual-use technologies 

• Is there any measure in place to minimise the risk 
posed by dual use technologies? 

• What do you think could be the most dangerous 
technology to disrupt (your) space system service 
that one could cheaply purchase online? 
 

6) Regulation 

Regulation in practice 

• Are there specific cybersecurity standards that 
your organisation follows? (for commercial 
organisations) 

• Have you proposed/worked/contributed towards 
any cybersecurity standards? (for 
NGO/Governmental organisations) 

• Does implementing cyber security in space 
systems differs from other sectors? E.g. 
automotive or IT technology? 
 

Perception of regulation 

• Would you welcome if the government or another 
regulatory body published ‘secure by design’ 
recommendations for the space industry? (for 
commercial organisatins) 

Perception of regulation practice – what the others are 
doing 

• What do you think space startups are doing to 
follow cybersecurity standards? (for large 
organisations) 

• What do you think large and established space 
organisations do to follow cybersecurity 
standards? (for small organisations) 
 

7) A heterogeneous culture of cybersecurity 

• Do you think everyone should share 
vulnerabilities?  

• Should there be a global way of thinking when it 
comes to cybersecurity or is there anything to gain 
from non-Western approaches to cybersecurity? 

8) Organisation of workforce 

• Do you believe there are sufficient employees or 

candidate employees with relevant skills to tackle 

cybersecurity of space systems? 

9) Critical National Infrastructure 
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• What kinds of non-critical and critical services do 
you think depend on NewSpace systems?  

• What threats do you think that these systems 
might be vulnerable to? 
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