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CFG Development Starts

Vulnerabilities and exploitation are on the rise, Microsoft needs to protect customers

















Compile time Runtime

Metadata is automatically added to the image which 

identifies functions that may be called indirectly

void Foo(...) {
// SomeFunc is address-taken 
// and may be called indirectly
Object->FuncPtr = SomeFunc;

}

A lightweight check is inserted prior to indirect calls 

which will verify that the call target is valid at runtime

void Bar(...) {
// Compiler-inserted check to 
// verify call target is valid
_guard_check_icall(Object->FuncPtr);
Object->FuncPtr(xyz);

}

•Map valid call target data
Process 

Start

•Update valid call target data 

with metadata from PE image

Image 

Load

•Perform O(1) validity check

•Terminate process if invalid 

target

•Jmp if target is valid

Indirect 

Call



• http://labs.bromium.com/2015/09/28/an-interesting-detail-about-control-flow-guard/

















• Attacks against read-only memory
• Make the page storing ntdll! __guard_dispatch_icall_fptr

writable, set it to _guard_dispatch_icall_nop

• Race condition: Modify JIT’d code before it’s 

made read-execute

• Wrappers around explicitly suppressed functions 

that are valid icall targets
• Example: Wrapper around VirtualProtect allows making 

arbitrary virtual address RWX

• DLL generated with writable Import Address 

Table (IAT)

• Compiler generated thunks that make 

unprotected icalls were marked as valid icall

targets

• Stack address leaks

• Uninstrumented indirect calls

• Coarse grained CFI limitations [3]

• Modify a global variable containing a DLL path
• Didn’t really work against Edge due to CIG + 

NoRemoteImages















Parent Function Child Function

[…] //Prior code

call ChildFunction

mov rax, [rsp]

mov fs:[rsp], rax

[…] //Child code

mov rcx, fs:[rsp]

cmp rcx, [rsp]

jne _fast_fail

ret

0xABCD: […] 
//Remainder of 
parent function

•1TB shadow stack region created

•Region cannot be queried

•A/V’s in region are fatal

•FS segment points to the shadow 

stack of the current thread

Process 

Start

•If process enables RFG: patch NOP’s 

with RFG prolog/epilog

Image 

Load

•Prolog: Push return address to 

shadow stack

•Epilog: Fast fail if return address on 

stack and shadow stack are 

mismatched

Function 

Calls
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• Broker only allows executable pages to be unmapped when safe

Race Conditions

• Unwinder needs to be out-of-process

• CFG check race killed with “code replacement attack” mitigation

X86 Stack Misbalancing & Generic Stack Address Leaks

• Mitigated by CET

Read-Only Memory Attacks
• Certain regions must be permanently read-only and not unmappable. Broker decides when it is safe to allow unmap
• Operations that require write access to this memory (i.e. when delay loading a DLL) must be OOP

Coarse Grained CFI Limitations
• Look for opportunities to make CFG more fine grained





https://aka.ms/BugBounty

Bounty Max Payout

Mitigation Bounty $100,000

Hyper-V Bounty $250,000

WDAG (Windows Defender Application Guard) $30,000

WIP (Windows Insider Preview) $15,000

https://aka.ms/BugBounty


https://github.com/Microsoft/MSRC-Security-
Research/blob/master/presentations/2012_10_Breakpoint/BreakPoint2012_Miller_Modeling_the_exploitation_and_mitigation_of_memory_safety_vulnerabilities.pdf

https://www.vusec.net/projects/anc/

https://medium.com/@mxatone/mitigation-bounty-from-read-write-anywhere-to-controllable-calls-ca1b9c7c0130

https://www.youtube.com/watch?v=gu_i6LYuePg

https://bugs.chromium.org/p/project-zero/issues/detail?id=1299

https://github.com/Microsoft/MSRC-Security-Research/blob/master/presentations/2012_10_Breakpoint/BreakPoint2012_Miller_Modeling_the_exploitation_and_mitigation_of_memory_safety_vulnerabilities.pdf
https://www.vusec.net/projects/anc/
https://medium.com/@mxatone/mitigation-bounty-from-read-write-anywhere-to-controllable-calls-ca1b9c7c0130
https://www.youtube.com/watch?v=gu_i6LYuePg
https://bugs.chromium.org/p/project-zero/issues/detail?id=1299

