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Abstract

We present a highly scalable instantiation of ZKML via proof of a verifiable decision forest
inference circuit using a structured version of the GKR protocol [GKR15, Tha13]. Through a
combination of data parallel GKR over a structured improvement to [ZFZS20] circuit, we are
able to create GKR proofs for a decision forest of 128 trees, each of height 9, over a set of 128
inputs, each with 64 features, in under 54 seconds.

Notably, this represents a per-tree-per-sample proof time of just over 0.003s, representing
a mere 180x prover-side blowup with respect to simply running the computation on CPU. In
order to achieve this performance, we present several key optimizations, including a multi-stage
claim aggregation optimization to the interpolation strategy presented within [Tha13], reducing
the per-stage prover runtime from O(m · n · 2n) to O(m · (n − k) · 2n) for m claims over n
variables, as well as a generalization of the linear-time prover technique from [XZZ+19] to the
data parallel setting, allowing us to achieve a prover time of O(2si+1+b). We additionally provide
benchmarks demonstrating the scalability of the approach, showing a sublinear relationship
between proof time and adding additional trees to the forest and inputs to the batch, as well as
highlighting the efficacy of both the claim aggregation optimization, i.e., a 40-60% improvement
in proof generation time over the verifiable decision forest circuit, and the “Libra-Giraffe”(3.5)
algorithm, i.e., a linear relationship between proof generation time and the layer size/number
of data parallel circuit copies.

Our GKR prover is combined with the Ligero polynomial commitment scheme for committing
to the input layer of GKR circuits, and we call the combination Remainder. Our system is made
fully non-interactive via Fiat-Shamir, and all benchmarks were run in a non-interactive fashion
using the Poseidon [GKR+21] hash function as the random oracle.



1 Introduction

Machine learning (ML) algorithms have seen drastic increases in model size (see [KSH12] to

[DBK+20] [RBL+21], and [DCLT18] to [BMR+20]), accessibility ([TLI+23] [TGZ+23]), and vari-

ance of usage. In particular, larger and more capable models are being deployed in increasingly

sensitive contexts, including code generation [git], education [KRGH23], and even legal [NKL+23]

and medical [RIZ+17] systems.

The convergence of these trends makes it increasingly necessary, yet nearly impossible, to hold

ML models accountable. This accountability comes in two senses – first, such models must be tested

for performance, and second, the predictions from such models must be tamperproof and traceable

to the original model. Currently, however, there are several key roadblocks to the above. First,

ML models tend to be used in a blackbox manner and are quality controlled via extensive testing

as opposed to having provable properties, and the size of many modern models means that only

parties with large compute resources are able to run such models and generate predictions, leading

to tampering risks by such parties over the model’s predictions.

Moreover, large ML models often require massive amounts of data and compute to train

[RSR+20], and the parameters derived from such training processes often become valuable in-

tellectual property in and of themselves. As a result, model owners are incentivized to hide such

valuable assets, further preventing, e.g., auditing or public verification techniques from working.

This need for privacy-preserving ML model accountability motivates our work to improve a nascent

yet rapidly evolving verifiability technique, Zero-Knowledge Machine Learning (ZKML).

1.1 ZKML

ZKML, or Zero-Knowledge Machine Learning, refers to the application of SNARKs (Succinct Non-

interactive ARguments of Knowledge, originating in the seminal works [Kil92, Mic00]) to machine

learning algorithms, which includes the zero-knowledge property whenever required. The vast ma-

jority of ZKML instantiations have focused on inference, including the one presented in this paper.

ZKML as applied to machine learning inference refers to the process of generating a proof that a

specific machine learning model with a fixed architecture f and weights w, when run on input x,

indeed yields a specific output ŷ. Crucially, this allows for model accountability by allowing the

proof recipient to attribute a result to its corresponding model and input, without necessarily re-

vealing the model parameters themselves, satisfying the aforementioned desire of privacy-preserving

accountability. Moreover, ZKML counts several key properties of SNARKs which allow it to be

highly useful with respect to both scalable verifiability and model privacy:

• ZKML proofs are succinct, ranging from kilobytes to megabytes.

• ZKML proofs are easy to verify, with verification time scaling sublinearly in the size of the

model.

• ZKML proofs can be verified by anybody, at any point in time.

• ZKML proofs can optionally hide any subset of the model parameters and/or the input data

from the verifier.

1.2 Example Application

Consider the case of a trust-minimized price oracle, where asset appraisal prices are computed via

a sophisticated ML model. In this case, the model parameters need to be kept private for IP and

gamification reasons (in particular, users should not be able to optimize an appraisal price in either
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direction by modifying their inputs). This, however, exposes a large surface for potential attacks

– given that the ML model operator (i.e. the party running the appraisal model and reporting

results) has complete control over the algorithm’s execution, they can modify the algorithm in any

way they’d like to produce a desired appraisal price.

To combat these risks and ensure that the same appraisal model is applied uniformly to all

assets, ZKML can be used – firstly, the model owner produces a public model architecture and

a cryptographic commitment to the model parameters. Next, each time the model is queried for

an asset appraisal price, the model operator produces both a result and an accompanying proof,

verified by everyone else within the network against the aforementioned model architecture and

commitment to the model parameters. Because the commitment is cryptographically hiding, it

does not leak any information about the model parameters themselves. It is also cryptographically

binding, i.e., every output whose accompanying proof is successfully verified using the commitment

to the parameters must have come from running the model with the architecture using the same

parameters from which the commitment was generated. In other words, the same model must have

been used to generate all appraisals, and tampering would not have been possible.

Despite the potential for ZKML to meaningfully reduce tampering risks while scaling AI in-

ference for blockchain applications, current implementations have been far from practical. Firstly,

SNARKs involve large amounts of cryptographic overhead, and can take tens of thousands of times

longer to generate when compared to performing the original computation alone. Additionally,

SNARKs often impose huge memory loads on the prover, and can easily require terabytes of RAM

to compute. On top of this, modern ML models are quite sizeable, ranging from megaFLOPs to

teraFLOPs, and are themselves comprised of up to hundreds of billions of parameters [VSB+22].

The combination of these cost factors – specific to the task of verifying useful ML inference –

renders the usage of generic SNARK proof systems wholly impractical (see the Cost of Intelligence

paper [Lab23]). Specialization, however, offers a promising solution. We choose to specialize using

a GKR-based approach to verifying ML inference.

As a concrete example, Upshot Technologies applies a very large decision forest model to the

task of asset appraisals. For their first on-chain price oracle, a model composed of over 2500

gradient-boosted decision trees is used to predict granular prices for individual NFT assets. Using

our implementation of a proof system for decision forest inference as detailed in section 3, we are

able to verify appraisal prices produced by their models with significantly less prover overhead than

previously known, as shown further in our benchmarks, specifically figures 8a, 8b.

1.3 Our Contribution

To tackle the prover-side issues of runtime and scalability with respect to model and input size in

order to achieve the above, we present three primary contributions:

1. Implementing a highly-optimized version of the GKR [GKR08] proof system which we call

Remainder, tailored primarily towards structured circuits 2.1.2, and made non-interactive

via Fiat-Shamir and instantiated with the polynomial commitment from Ligero [AHIV17]

over the circuit’s input layer. This includes a heuristic method to aggregate multiple claims

to a single one in the context of GKR and for our application that results in substantial

improvements in practice.

2. Combining algorithmic advances made within Libra [XZZ+19] and Giraffe [WJB+17] for a

O(2b+si+1)-time sumcheck prover (see section 3.5) over data-parallel addition and multiplica-

tion gates, where 2b is the number of data-parallel subcircuit copies and 22si+1 is the size of

the source layer.
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3. Implementing the decision forest version of the circuit from the ZKDT paper [ZFZS20] in a

layered format, refining the circuit to scale with respect to inputs in a data-parallel setting,

and removing the hashing bottleneck by exploiting the natural bijection between a perfect

binary tree and an ordered list of length 2k − 1.

1.4 Related Works

We highlight related works from the ZKML literature, and defer to the Cost of Intelligence pa-

per [Lab23] for a more comprehensive literature review. ZEN [FQZ+21] was one of the earliest

implementations of a ZKML system, and uses Groth16 [Gro16] as a base proof system, implement-

ing ideas such as stranded encoding for efficient verifiable multiplication. vCNN [LKKO20] uses

a combination of techniques, including Quadratic Arithmetic Programs for non-linear layers and

Quadratic Polynomial Programs for convolutional layers, allowing a more efficient proving tech-

nique to be used for linear operations and a more flexible one to be used for activation functions.

The work in [KHSS22] uses the flexibility of the Halo2 proof system to encode the operations of

a MobileNetV2 [SHZ+18], taking advantage of custom gates and lookup arguments for proving

efficiency. The zkCNN paper [LXZ21] proves a VGG-16 model [SZ14] using a variant of GKR, us-

ing the sumcheck matrix multiplication algorithm from [Tha13] and introducing a new linear-time

sumcheck argument to prove the computation of an FFT for efficient proving of convolutional layers

within a CNN. The ZKDT paper [ZFZS20] introduces a novel circuit checking the correct inference

of a decision tree, and implements the circuit in R1CS [GGPR13, SBV+13, BCG+13, BCR+19],

using Aurora [BCR+19] as a backend proof system. In [CFF+23] the authors introduce matrix

lookup arguments, and use an encoding of a decision tree as a matrix of all possible paths within

to prove correct inference execution.

Our work differs from ZEN [FQZ+21], vCNN [LKKO20] and [KHSS22] in that we use a refined

version of the GKR protocol as the proof system backend, and differs from zkCNN [LXZ21] in

that we implement nearly all of our circuits in a data parallel, structured manner following Thaler

in [Tha13] and Giraffe [WJB+17] rather than relying on the techniques from Libra [XZZ+19]. We

differ from [CFF+23] in that we encode the checking of a decision tree path as a layered circuit

and prove its correctness via sumcheck rather than a matrix subset argument, and finally, from the

ZKDT paper [ZFZS20] in that we encode all of the decision tree circuits as structured, layered, and

data parallel circuits rather than R1CS, add an “input multiset“ argument allowing for sublinear

data parallel scaling in the number of input samples to process, and use a GKR backend with

Ligero [AHIV17] as the polynomial commitment scheme rather than Aurora.

We present benchmarks in section 4 which demonstrate the concrete efficiency and desirable

scaling properties of our implementation, as well as separate benchmarks highlighting the linear

nature of our algorithm in section 3.5, which combines the arguments from Giraffe [WJB+17] and

Libra [XZZ+19] (note that these prover techniques were only used over the subset of our circuit

which could not be expressed in a structured fashion). Moreover, we run an experiment comparing

proving decision forest inference against simply running the inference, and show that our “absolute”

prover overheads are quite low. Concretely, they bottom out at a decision forest of 27 trees with 27

input samples, with prover overhead at 180x compared to the raw evaluation of the inputs using

this model.

2 Preliminaries

In this section, we detail the necessary preliminaries for GKR and decision trees.
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2.1 Preliminaries for GKR

For the preliminaries about GKR, we discuss multilinear extensions (MLE) [Tha22], the sumcheck

protocol [LFKN92], GKR [GKR15], input data parallel GKR [WJB+17], and GKR for structured

circuits as defined in [Tha13]. By default we assume that we are working over a finite field F.

Multilinear polynomials. A polynomial p(x1, . . . , xn) in n variables is multilinear if it only

contains terms where the degree of every xi is at most one in each term. We will be working with

the Lagrange basis for multilinear polynomials [Tha22].

Multilinear extensions. For a functions f : {0, 1}n → F we denote with f̃ : Fn → F its

multilinear extension (MLE) which is the unique polynomial f̃(x1, . . . , xn) defined as follows,

f̃(z) =
∑

w∈{0,1}n
f(w) · β̃(w, z) (2.1)

where β̃(w, z) is the w-th Lagrange basis polynomial that is defined as follows,

β̃(w, z) =
n∏

i=1

(wi · zi + (1− wi) · (1− zi)).

Moreover, β̃(w, z) is the MLE of the point function (or equality predicate) that is defined as follows,

β(w, z) =

{
1 if w = z,

0 otherwise.

The sumcheck protocol. We use the sumcheck protocol to prove statements of the form∑
x∈{0,1}n

p(x) = y

where p(x) is a multilinear polynomial and y ∈ F. This is an interactive protocol with n rounds

between a prover and a verifier who both know the polynomial p(x), and is executed over a large

enough finite field F. Below we summarize how sumcheck works first for the verifier and then for

the prover, without discussing its soundness and the field size requirements.

For the verifier, sumcheck works as follows:

1. In the first round, the verifier receives y and the univariate polynomial

p1(X) =
∑

(x2,...,xn)∈{0,1}n−1

p(X,x2, . . . , xn).

It then checks that p1(0) + p1(1) = y, and if that holds, it samples r1 ← F and sends r1 to

the prover.

2. In rounds j = 2, . . . , n− 1 the verifier receives the univariate polynomial

pj(X) =
∑

(xj+1,...,xn)∈{0,1}n−j

p(r1, . . . , rj−1, X, xj+1, . . . , xn).

It then checks that pj(0)+ pj(1) = pj−1(rj−1), and if that holds, it samples rj ← F and sends

rj to the prover.
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3. In the final round (j = n), the verifier receives the univariate polynomial

pn(X) = p(r1, . . . , rn−1, X).

It then checks that pn(0) + pn(1) = pn−1(rn−1), and if that holds, it samples rn ← F, and
finally checks that

p(r1, . . . , rn) = pn(rn).

If the verifier has not rejected so far, it accepts.

In every sumcheck round, the verifier additionally performs a degree check on pj . The degree

bound depends on the application but is known both to the prover and the verifier. In particular,

we can check this by having the prover send the evaluation of pj(X) over an a-priori known set, for

example {0, 1, 2} for a polynomial of degree two, and thus the verifier expects to receive three field

elements and interpolates to obtain pj(X). This check works similarly if the prover sends pj(X) in

the coefficient form.

For the prover, sumcheck works as follows:

1. In the first round the prover sends y and the univariate polynomial

p1(X) =
∑

(x2,...,xn)∈{0,1}n−1

p(X,x2, . . . , xn).

2. In rounds, j = 2, . . . , n− 1 the prover sends the univariate polynomial

pj(X) =
∑

(xj+1,...,xn)∈{0,1}n−j

p(r1, . . . , rj−1, X, xj+1, . . . , xn).

Note that before round j the prover has received (r1, . . . , rj−1) from the verifier, and thus is

able compute pj(X).

3. In the final round (j = n), the prover sends the univariate polynomial

pn(X) = p(r1, . . . , rn−1, X).

The GKR protocol. The GKR protocol that we summarize below, was introduced in [GKR08]

to prove claims for circuits that can be expressed in layers, such that each layer is defined using

values only from the previous one. In particular, let C be a circuit that can be expressed using

(d+ 1) layers (Ld, . . . , L0) with L0 being the output layer and Ld being the input layer.

For an input x, circuit C, and a claim that C(x) = y, the GKR protocol uses the sumcheck

protocol to reduce the soundness of the output layer L0 to layer L1 (i.e. the previous layer),

continues in a chain-argument manner to reduce the soundness of L1 to L2, all the way until we

reduce soundness for Ld−1 to that of Ld. The soundness of Ld at the end of the sumcheck protocol

can be checked directly by the verifier for the given input x.

In more detail, we represent the 2si values of the i-th layer using a vector of field values that

is indexed (labeled) using si bits, Vi(p1) : {0, 1}si → F. These values are typically the output

of addition and multiplication gates that take as input values from the previous layer (which is

Vi+1(p1) and contains 2si+1 values). This is expressed as follows,

Vi(p1) =
∑

(x,y)∈{0,1}2si+1

addi(p1, x, y)(Vi+1(x) + Vi+1(y)) +multi(p1, x, y)(Vi+1(x) · Vi+1(y)) (2.2)
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In the above expression, the addi(p1, x, y) andmulti(p1, x, y) are predicates mapping {0, 1}si+2si+1 →
{0, 1}, by outputting 1 if there is a addition gate (resp. multiplication) with output label p1 (at

layer i) and input labels x, y (at layer i+1), and 0 otherwise. Note that for every layer we pad the

number of values to the nearest power-of-two.

For adjacent layers i and i+ 1, using the MLEs for the terms in Equation 2.2, the sumcheck

protocol is used to prove the following claim,

Ṽi(g) =
∑

(x,y)∈{0,1}2si+1

ãddi(g, x, y)(Ṽi+1(x) + Ṽi+1(y)) + m̃ulti(g, x, y)(Ṽi+1(x) · Ṽi+1(y)) (2.3)

where the value g ∈ Fsi is fixed (at random) from the claim of the previous layer.

Here, we note three important points. First, the verifier must evaluate on its own the MLEs

ãddi(·, ·, ·), m̃ulti(·, ·, ·) as these are needed during the sumcheck protocol, including all the random

challenges that arise during the sumcheck protocol. This does not increase the round complexity.

Second, at the end of the GKR protocol, when reducing a claim from layer Ld−1 to the input

layer Ld, the verifier must evaluate on its own Ṽd(z) at a random point rd ∈ Fsd . Third, at the end

of each GKR round, the sumcheck protocol for Equation 2.3 reduces the soundness of claim Ṽi(ri)

to two claims Ṽi+1(ri+1), Ṽi+1(r
′
i+1) for random ri, ri+1, r

′
i+1. To avoid an exponential blow-up in

the number of claims as we progress towards the input layer, there are standard ways to combine

the two claims Ṽi+1(ri+1), Ṽi+1(r
′
i+1) into one claim [GKR08, Tha13] for Equation 2.3. We discuss

in detail our specialized approach to claim aggregation in Section 3.4.

2.1.1 Data parallel circuits for GKR

The use of GKR for a circuit C but across m = 2sm different inputs {x1, . . . , xm}, can be optimized

compared to running m independent executions of the GKR protocol for each xj . This is done by

re-writing Equation 2.3 to include a label for the j-th instance C(xj), as follows:

Ṽi(g2, g1) =
∑

(p2,p1,x,y)∈{0,1}b+si+2si+1

β̃(g2, p2) · β̃(g1, p1)·

(
ãddi(p1, x, y) ·

(
Ṽi+1(p2, x) + Ṽi+1(p2, y)

)
+

m̃ulti(p1, x, y) ·
(
Ṽi+1(p2, x) · Ṽi+1(p2, y)

))
Note that we now have Ṽi : Fm × Fsi 7→ F, rather than Ṽi : Fsi 7→ F. In particular, for binary

ℓ ∈ {0, 1}m, z ∈ {0, 1}si , Ṽi(ℓ, z) is the value of the zth output within the ℓth circuit copy. In this

case, the overall circuit depth is similar to that of C and its width is implied by the parallel stacking

of the same circuit C for m times because of the execution of C on m different inputs. While such

a “circuit stacking” could model parallel computation, the final result is still a single circuit C ′

on which the GKR protocol is used. The repetitive structure of C ′ allows for certain advantages

when compared to m independent executions of C (even if these were executed concurrently), such

as smaller proof size, and prover and verifier complexity [WJB+17]. We refer to [Tha22, ch. 4]

and [Tha13] for more information on regular circuits (see also Section 2.1.2) and data parallel

circuits, as well as a more thorough introduction to the GKR protocol.

2.1.2 Structured circuits for GKR

The canonic generalized layerwise circuit relationship described above for GKR in Equation 2.3

is extremely flexible and yields a highly parallelizable, linear-time prover as shown in [XZZ+19].
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However, it comes with two major downsides, one for the prover and verifier and the other for

the verifier alone. For the following, assume that x ∈ {0, 1}si+1 is bound to u ∈ Fsi+1 , and that

y ∈ {0, 1}si+1 is bound to v ∈ Fsi+1 .

The first major downside is that the verifier must do work linear in the size of the overall circuit.

This is because without any form of structure within the circuit, the best algorithm for evaluating

ãddi(g, u, v) and m̃ulti(g, u, v) for g ∈ Fsi , u, v ∈ Fsi+1 is linear in the total number of addition and

multiplication gates, respectively. In other words,

ãddi(g, u, v) =
∑

(p1,x,y)∈Naddi

β̃(g, p1) · β̃(u, x) · β̃(v, y) (2.4)

where Naddi = {(p1, x, y) | addi(p1, x, y) = 1}.
A similar relationship holds for m̃ulti(g, u, v). Indeed, implementing the above equality naively

yields an O(C log(C)) verifier runtime, as each β̃ term requires si or si+1 time to compute – rather,

the precomputation step described within [XZZ+19] is what allows the verifier to achieve O(C) for

the above.

The second major downside is that the claims which are generated at the end of sumcheck over

layer i on layer i+1 in the canonic relationship are in the form Ṽi+1(u) = h1, Ṽi+1(v) = h2 for some

prover-claimed values h1, h2 ∈ F. Notably, u and v are completely independent of one another, and

thus the claim aggregation strategy described in [Tha13] has a prover runtime of O(2 · si+1 · 2si+1),

as described in much greater detail in Section 3.4, and a verifier runtime of O(2si+1) (note that the

constant 2 actually describes the number of claims – in general, with m claims we’d see a prover

runtime of O(m · si+1 · 2si+1) and a verifier runtime of O(m · si+1)).

The key insight from [Tha13], then, is that a large class of circuits are structured, i.e. their wiring

predicates (which we would write as ãddi and m̃ulti) are predictable/repetitive, and can be evaluated

in logarithmic time by the verifier – this allows the verifier in particular to achieve an O(d logC)

overall runtime for GKR verification (not including input layer claim verification), and additionally

produces claims whose evaluation points match in many coordinates, e.g. Ṽi+1(0, r2, . . . , rsi+1) = h1

and Ṽi+1(1, r2, . . . , rsi+1) = h2, giving us the basis for our claim aggregation optimization for both

prover and verifier in Section 3.4. Formally, the wiring predicates within the circuit must be regular,

and must be similar to each other (we defer to [Tha13], Theorem 1, for definitions and a detailed

description of such circuits); for the circuits described in this paper, we simply impose the sufficient

(but not entirely necessary) condition that the binary indices used on the LHS of every layerwise

relationship are the only ones used on the RHS, e.g.

Vi(b1, . . . , bn) = Vi+1(0, b1, . . . , bn) · Vi+1(1, b1, . . . , bn) (2.5)

in the case of a binary multiplication tree, multiplying the first and second halves of the previous

layer’s data element-wise. The equivalent MLE relationship is the following:

Ṽi(g1, ...gn) =
∑

b1,...,bn∈{0,1}n
β̃(g1, ..., gn, b1, ..., bn) ·

(
Ṽi+1(0, b1, ..., bn) · Ṽi+1(1, b1, ..., bn)

)
(2.6)

The claims generated by sumcheck (assuming bi ∈ {0, 1} is bound to ri ∈ F) are exactly of the form

Ṽi+1(0, r1, ..., rn) = h1 and Ṽi+1(1, r1, ..., rn) = h2, allowing for an O((n − k) ·m · 2n) prover-time

claim reduction strategy, where k is the number of indices where all of the challenges are the same

(again, see 3.4 for more details).
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2.2 Preliminaries for decision trees

In this subsection, we describe decision trees and decision forests. In particular, a binary decision

tree is akin to a branching version of a game of “20 questions”, where every question’s answer

corresponds with traversing either the left or right branch of that particular node. The leaves of a

decision tree are associated with a prediction value, and for any input, traversing the tree using the

input’s features and asking each node’s “associated question” yields the prediction of the tree on

that particular input. In the case of “regression” decision trees, where predictions are real-valued,

a decision forest is simply a set of decision trees whose prediction function over a given input is

computed by simply adding the individual prediction values from each decision tree. Below, we

formalize the above intuition and describe the prediction (inference) function of decision trees in

detail.

Notation. We use [m] to denote the set of positive integers {1, . . . ,m}.
2.2.1 Decision Forests

We consider a forest consisting of m binary decision trees {Tj}j∈[m]. We assume that each tree is

“perfect”, i.e. that any path from the root to a leaf has the same length1. The number of nodes on

such a path is the “height” (or “depth”) of the tree; we assume that all trees have the same height

h.

Every tree Tj is defined as follows: every internal (i.e. non-leaf) tree node contains a tuple:

(id, feature index, threshold). The tree leaf nodes contain a tuple (id, prediction). In

both cases, id is the index of the node in the tree, in a left-to-right and layer-wise ordering. The

id numbering of each tree starts from 0, at the root node.

An input to the decision tree is a vector x that consists of kfi pairs (feature index, value)

which pairs are indexed over {0, . . . , kfi − 1}. Except for prediction, which is a signed value, all

other values in Tj and x are non-negative, and all these values are embedded appropriately in a

large enough finite field F.
In particular, let the tree Tj be defined as:

Tj =


internal nodes︷ ︸︸ ︷(

0, fi
(j)
0 , thr

(j)
0

)
, . . . ,

(
2(h−1) − 2, fi

(j)

2(h−1)−2
, thr

(j)

2(h−1)−2

)
,

leaf nodes︷ ︸︸ ︷(
2(h−1) − 1, pred

(j)

2(h−1)−1

)
, . . . ,

(
2h − 2, pred

(j)

2h−2

)
Where we write fi, thr, pred as short-hand for feature index, threshold and prediction, respectively.

The tree Tj has 2
(h−1)− 1 internal nodes, 2(h−1) leaf nodes, for a total of 2h− 1 nodes. In our case,

all root to leaf paths are have the same length, since our trees are perfect.

The decision forest prediction for an input x under {Tj}j∈[m] is simply the sum of each individual

tree’s prediction over x, i.e.
∑m

j=1 Tj(x). For every j, the prediction Tj(x) is computed as follows.

First, let x be

x =
[(

fi
(x)
0 , v

(x)
0

)
, . . . ,

(
fi
(x)
kfi−1, v

(x)
kfi−1

)]
To compute Tj(x), we first select the pair

(
fi
(x)
t , v

(x)
t

)
from x for some t ∈ {0, . . . , kfi− 1} such that

fi
(x)
t = fi

(j)
0 , i.e. select the tuple from x with a feature index value that matches that of the root

node in Tj . If v
(x)
t ≥ thr

(j)
0 we move on to the right child node of the root node, otherwise we move

on to the left child. This process is repeated until a leaf node is reached; the prediction of this leaf

node is the prediction of the tree. At a high level, we have:

1Many decision trees are not perfect. We preprocess such trees by padding them with dummy nodes that do not
affect tree predictions.
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Algorithm 1: Compute Tj(x)

Input: Tj , h, x

Result: pred
(j)
id for some id ∈ {2(h−1) − 1, . . . , 2h − 2}

// init to the root node id

1 id = 0 ;

2 for height = 1, . . . , h− 1 do

3 Select t such that fi
(j)
id = fi

(x)
t // Such a t always exists. Assume Select exists. ;

4 if v
(x)
t ≥ thr

(j)
id then

// right child

5 id = 2 · id+ 2;

6 else
// left child

7 id = 2 · id+ 1;

8 end

9 end

10 return pred
(j)
id ;

Note that for the prediction Tj(x) to be well-defined, the input x must contain information for

every feature index that could appear in any tree Tj . This is modeled by having a universe of

feature indices (i.e. a fixed set) which is used for every Tj , and then having every x to contain a

pair (fit′ , vt′) for every fit′ in that universe. Thus, the Select procedure in Algorithm 1 at Line 3

is well-defined. Finally, in our proof system we prove the verification of the inference given by

Algorithm 1, and thus the Select procedure is not required in our case. This is made clear in

Section 3.3.

3 Decision forest circuit using the Remainder proof system

Remainder is our implementation of a non-interactive, data parallel GKR proof system with

Ligero as the polynomial commitment. In implementing Remainder, we adopt techniques from

[GKR15, Tha13, WJB+17, AHIV17, XZZ+19, ZFZS20, DP23], and incorporate several of our own

improvements and optimizations, notably those described below in Sections 3.4 and 3.5.

Using Remainder, we circuitize a decision forest model which we describe in more detail through-

out the rest of this section. In this manuscript, we omit the details of our recursion strategy that

results in a zkSNARK proof system, and instead focus on the GKR prover, yielding a SNARK

proof system with sublinear proof size and verification time due to a) the use of the Ligero polyno-

mial commitment scheme for the GKR prover input, and b) the use of structured GKR circuits as

described earlier in Section 2.1.2 and in [Tha13]. For our benchmarks we use Poseidon [GKR+21]

as the hash function of choice for ease of recursion: we use it to generated the random challenges

in the Fiat-Shamir transform and as a collision-resistant hash function to hash columns and sub-

sequently create a Merkle tree out of the column hashes in the context of Ligero. Our experiments

were performed over the BN-254 scalar field, and that further concrete improvements might be seen

with either a smaller field and/or a different hash function.

3.1 Verifiable Decision Forest circuit overview

For a set of n inputs Sx = {x1, . . . , xn} given as input to a decision forest consisting of m decision

trees ST = {Tj}j∈[m], we create a single data parallel GKR circuit (see Section 2.1.1 and [Tha22,

9



ch. 4] for more details) over mn different (tree, input) pairs, where each data parallel instance

handles the prediction of a single decision tree Tj for a single input xi. The output of such a

circuit is thus mn different values, with the overall decision forest prediction for each sample

xi computed via a simple sum over all the trees: the prediction predST ,xi
for the input xi is∑m

j=1 Tj(xi) =
∑m

j=1 pred
(j)
i = predST ,xi

.

There are two main parts in our data parallel GKR proof system. Firstly, we elaborate on the

contents of the entire input to the GKR prover, i.e. a decision tree T , an input x for T , auxiliary

information aux that is essentially the witness for computing T (x) = y, and a tuple of field elements

for a specific purpose that will be made clear later. Secondly, we describe the data parallel GKR

circuit that uses this entire input to verify that T (x) = y.

In our case, the GKR prover uses a commitment to the tree T , a commitment to input x, and

a commitment to aux. The x used is the result of a preprocessing step that makes it convenient to

work with our GKR circuit.

3.2 Data parallel GKR input

In this section, we describe the input xGKR used by our circuit to prove decision forest inferences,

which we describe next in Section 3.3.

For a fixed set ST = {Tj}j∈[m] of decision trees, the data parallel GKR input xGKR includes the

following: a tuple of random field elements (zmsi, zfi, ztp, rmsi, rmsi) (see below), a set of predictions

Pred(ST ,Sx) = {T0(x0) = predT0,x0
, . . . , T0(xn) = predT0,xn

, . . . , Tm(xn) = predTm,xn
}, and finally the

following values which are contained in multilinear extensions that are evaluated by the verifier

using the Ligero commitment via commit-and-open proofs:

1. A commitment to the decision forest ST : comST
= LigeroCommit(ST ). Note that the same

commitment for ST is used each time we run our proof system with a different input set Sx

(defined below) unless any of the trees within ST needs to be updated.

2. A commitment to n inputs Sx = {x1, . . . , xn}: comSx = LigeroCommit(x1, . . . , xn). This is

used across all data parallel GKR instances.

3. A commitment to mn units of auxiliary information, over all inputs {x1, . . . , xn} and all trees

{T1, . . . , Tm}:

com(ST ,Sx) = LigeroCommit
(
{aux(Tj ,x̄i) | 0 ≤ i < n, 0 ≤ j < m} ∪
{aux(ST ,x̄i) | 0 ≤ i < n} ∪
{aux(Tj ,Sx) | 0 ≤ j < m}

)
Notice that here we use x̄i instead of xi because it is convenient for a tree Tj to only use the

subset of attributes from the input xi which are checked in the path induced while computing

Tj(xi).

The tuple of random field elements (zmsi, zfi, ztp, rmsi, rmsi) is send beforehand by the verifier in

the interactive case, and is sampled accordingly in the non-interactive case via Fiat-Shamir. These

field elements are used in Section 3.3.

Below we describe in more detail the committed values in the above Ligero commitments.
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The decision forest ST . We instead describe the committed values which are present for each

decision tree T ∈ ST , and note that the committed values for ST are a simple concatenation of

those values. First, recall that the decision tree T which is defined in a root to leaf order as in

Section 2.2.1 is as follows:

T =


internal nodes︷ ︸︸ ︷

(0, fi0, thr0) , . . . ,
(
2(h−1) − 2, fi2(h−1)−2, thr2(h−1)−2

)
,

leaf nodes︷ ︸︸ ︷(
2(h−1) − 1, pred2(h−1)−1

)
, . . . ,

(
2h − 2, pred2h−2

)
The input set {x1, . . . , xn}. Each xi contains |xi| tuples as these are defined in Section 2.2.1

xi =
[(

fi
(xi)
i0

, v
(xi)
i0

)
, . . . ,

(
fi
(xi)
i|xi|−1

, v
(xi)
i|xi|−1

)]
Remark 3.1. Note that n is padded to the nearest power-of-two. Moreover, all xi contain the same

number of tuples, which number is denoted as kfi in Section 2.2.1, and this holds throughout the

remaining of this paper.

The auxiliary information aux(Tj ,xi), aux(ST ,xi), aux(Tj ,Sx). Note that the first auxiliary infor-

mation listed is present for each tree Tj and input xi, while the second auxiliary information is

present only for each input xi, and the third auxiliary information is present only for each tree Tj .

We describe each of the aforementioned auxiliary information in detail below. Let h be the height

of the decision tree Tj , and in our case h is the same for all trees Tj . In detail, aux(Tj ,xi) contains

the following:

• A vector x̄i,j of (h− 1) pairs,

x̄i,j =
[(
fi0, v̄0

)
, . . . ,

(
fih−2, v̄h−2

)]
where each pair is given in the order that is used during the prediction Tj(xi), i.e. in the

induced path of Tj(xi) the k-th decision node has feature id fi
(i,j)
k .

• The prediction output: Tj(x̄i,j) = Tj(xi) = predTj ,xi

• A vector of h− 1 internal tree nodes and a leaf node, for a total of h tree nodes which defines

the path induced by Tj(x̄i,j):

pathx̄i,j
= [(id0, fi0, thr0), (id1, fi1, thr1), . . . , (idh−2, fih−2, thrh−2), (idh−1, predTj ,xi

)]

• The signed binary decomposition of
(
thrk − v

(x̄)
k

)
, for k = 0, . . . , h− 2, defined as

SgnBitDecomp
(
thrk − v

(x̄)
k

)
=
(
bx̄(k,0), . . . , b

x̄
(k,ℓ−1), b

x̄
(k,sgn)

)
where ℓ =

⌈
log2

(∣∣∣thrk − v
(x̄)
k

∣∣∣)⌉ and bx̄(k,sgn), b
x̄
(k,s) ∈ {0, 1} with

(
thrk − v

(x̄)
k

)
= (−1)b

x̄
(k,sgn) ·

(
ℓ−1∑
s=0

2s · bx̄(k,s)

)

That is, the bits bx̄(k,s) represent the binary decomposition of the absolute value
∣∣∣thrk − v

(x̄)
k

∣∣∣.
11



Next, we describe the contents of aux(ST ,x̄i) which is the auxiliary information provided per

input x̄i but is aggregated across all trees in ST as we explain below.

• The unsigned binary decomposition of ctik which is a counter for the number of times the k-th

pair of xi appears in total in any of the x̄i,j , for j = 0, . . . , (h − 2), even if this counter is 0.

That is,

BitDecomp(ctik) =
(
cti(k,0), . . . , ct

i
(k,ℓ−1)

)
where ℓ =

⌈
log2

(
ctik
)⌉

and cti(k,s) ∈ {0, 1} with ctik =
∑ℓ−1

s=0 2
s · cti(k,s)

Finally, we describe the contents of aux(Tj ,Sx)which is the auxiliary information provided per

tree Tj but is aggregated across all inputs in Sx as we explain below.

• The unsigned binary decomposition of ctjk, which is a counter for the number of times the k-th

node of Tj was accessed in total by the paths induced by the predictions Tj(x1), . . . , Tj(xn),

even if this counter is 0. That is,

BitDecomp(ctjk) =
(
ctj(k,0), . . . , ct

j
(k,ℓ−1)

)
where ℓ =

⌈
log2(ct

j
k)
⌉
and ctj(k,s) ∈ {0, 1} with ctj =

∑ℓ−1
s=0 2

s · ctj(k,s).

3.3 Data parallel GKR circuit for decision forests

In this section, we describe the circuit for the prediction Tj(xi) = predi,j that takes as input xGKR

defined in Section 3.2. There are three main components to our circuit:

• The input multiset circuit, which proves that, for a given sample xi and across all trees Tj ,

that the reordered samples x̄ij consistent with the paths taken in each tree are composed of

only features present in the original input xi.

• The path validity circuit, which, given a reordered sample x̄ij and a path, pathx̄i,j
, checks

that the decisions implicit within pathx̄i,j
are consistent with the features in x̄ij .

• The tree multiset circuit, which given a set of paths pathx̄i,j
and the tree nodes within a tree

Tj proves that the nodes within all of the paths are also present within the tree.

The combination of these three circuits is sufficient to prove the correct inference of a decision

forest model {Tj} over a set of inputs {xi} (see Theorem 4.2 in [ZFZS20]).

3.3.1 Input Multiset Circuit

We prove that {x̄i,j}m−1
j=0 is a multiset of xi (note that xi is a set of elements itself), for every xi in

the input set Sx = {x1, . . . , xn}.
First, we construct a circuit that uses a random field element zmsi (defined in Section 3.2) to

combine (or ”pack”), each tuple in xi and x̄i into one field element, respectively, as follows:

x
(p)
i =

[(
fi
(xi)
0 + v

(xi)
0 · zmsi

)
, . . . ,

(
fi
(xi)
|xi|−1 + v

(xi)
|xi|−1 · zmsi

)]
x̄
(p)
i =

m−1⋃
j=0

[(
fi
(x̄i,j)
0 + v̄

(x̄i,j)
0 · zmsi

)
, . . . ,

(
fi
(x̄i,j)

(h−2) + v̄
(x̄i,j)

(h−2) · zmsi

)]
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where x
(p)
i and x̄

(p)
i denote the ”packed” version of xi and x̄i with x̄i aggregated over all trees,

respectively.

Finally, using a random field element rmsi (defined in Section 3.2) our circuit computes the

following difference:

|xi|−1∏
k=0

(
rmsi − x

(p)
i [k]

)ctik − m−1∏
j=0

h−2∏
k=0

(
rmsi − x̄

(p)
i,j [k]

)
(3.1)

where x
(p)
i,j [k] =

(
fi
(xi)
k + v

(xi)
k · zmsi

)
for all k ∈ {0, . . . , |xi|−1}, and x̄

(p)
i,j [k] is defined analogously,

for all k ∈ {0, . . . , h− 2}. Note that in our case, |xi| is the same for all i as noted in Remark 3.1.

By the Schwartz-Zippel lemma we have that

• If x̄i is a multiset of xi, then the difference 3.1 will always be 0.

• If x̄i is not a multiset of xi, then the difference 3.1 will be nonzero with high probability.

In fact, this is the (pre-defined) circuit output that the GKR verifier expects for this assuming

an honest prover, i.e. the zero output. This (difference) amounts essentially to the low-degree

polynomials p(z) =
∏|xi|−1

k=0

(
z − x

(p)
i [k]

)
and p̄(z) =

∏h−2
k=0

(
z − x̄

(p)
i,j [k]

)
being equal, since the

product of the monomials of their roots results in the exact same polynomial over F, i.e. p(z) = p̄(z).

3.3.2 Path Validity Circuit

We prove that pathx̄ is a valid path for a decision tree, based on the node id values given in pathx̄.

In addition, we prove that it is a consistent prediction path. Below we show this for a fixed x̄ and

a fixed Tj since the process is the same for every (x̄i, Tj) pair. For this step, the circuits will be

using pathx̄, x̄ and aux(T,x̄), as listed below:

pathx̄ = [(id0, fi0, thr0), (id1, fi1, thr1), . . . , (idh−2, fih−2, thrh−2), (idh−1, predT,x)]

The signed binary decomposition of
(
thrk − v

(x̄)
k

)
, for k = 0, . . . , (h− 2), that is,

SgnBitDecomp
(
thrk − v

(x̄)
k

)
=
(
bx̄(k,0), . . . , b

x̄
(k,ℓ−1), b

x̄
(k,sgn)

)
Path Validity Circuit

To prove that pathx̄ is a valid path within decision tree T , i.e., it contains a valid parent and child

node id sequence within T , we construct a circuit that verifies the selection of left or right child

node id based on bx̄(k,sgn). Assume the current tree node is id. If bx̄(k,sgn) = 1 (i.e. the difference

thrk − v
(x̄)
k is negative) then we select the left child node with an ID of (2 · id + 1); otherwise, we

select the right child node with an ID of (2 ·id+2). Moreover, we use a multiset argument to show

that every node within pathx̄ is also a node within T .

Path Consistency Circuit

To prove that pathx̄ is a consistent prediction path, we construct a circuit that first verifies the

following, i.e. checks both that the difference computed in circuit by the prover is within a particular

range, and that the sign bit bx̄(k,sgn) correctly matches the sign of the difference:

(
thrk − v

(x̄)
k

)
= (−1)b

x̄
(k,sgn) ·

ℓ−1∑
s=0

2s · bx̄(k,s)
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next, we show that the attributes accessed in each of the nodes within pathx̄ match exactly those

in x̄:

pathx̄.fik = x̄.fi
(x̄)
k

Here, we do not check that id0 = 0 or that pathx̄ belongs in T . This is handled in the next step.

Finally, for predT,x ∈ Pred(T,Sx), our circuit computes,

pathx̄.predT,x − predT,x

which is expected to output zero if the correct prediction was given as part of the input. This last

step, forces the output of our circuit to be the all zero vector.

3.3.3 Tree Multiset Check

We prove for each tree Tj that the nodes within ∪ipathx̄i,j
are all valid nodes within Tj .

First, we construct a circuit that uses two random field elements (zfi, ztp) (defined in Section 3.2)

to combine (aka ”pack”) each triple of node values into one field element by taking a random linear

combination, as follows:

path
(p)
x̄i,j

= [(id0 + fi0 · zfi + thr0 · ztp), . . . , (idh−2 + fih−2 · zfi + thrh−2 · ztp), (idh−1 + predT,x · ztp)]

Then, our circuit uses a random field element rmst (defined in Section 3.2) to compute the

evaluation at rmst of a low-degree polynomial with its roots being the field elements from all the

“packed” paths path
(p)
x̄i,j

for every x̄i,j . That is,

n∏
i=1

h−1∏
k=0

(
rmst − path

(p)
x̄i,j

[k]
)

Then, our circuit computes the “packed” tree T
(p)
j defined as follows:

T
(p)
j =

[
(0 + fi0 · zfi + thr0 · ztp) , . . . ,

(
(2(h−1) − 2) + fi2(h−1)−2 · zfi + thr2h−2 · ztp

)
,(

(2(h−1) − 1) + pred2(h−1)−1 · ztp
)
, . . . ,

(
(2h − 2) + pred2h−2 · ztp

)]
Then, our circuit using the binary decomposition of ctk evaluates a low-degree polynomial with

its roots being the field elements from all the ”packed” tree nodes. Below we give the final result

of this circuit computation by skipping the binary decomposition step,

2h+1−2∏
k=0

(
rmst − T

(p)
j [k]

)ctk
To compute the above quantity, our circuit uses the binary decomposition of ctk defined as BitDecomp(ctk) =(
ct(k,0), . . . , ct(k,ℓ)

)
, as follows:

2h+1−2∏
k=0

(
rmst − T

(p)
j [k]

)ctk
=

2h+1−2∏
k=0

ℓ−1∏
s=0

(
ct(k,s) ·

(
rmst − T

(p)
j [k]

)2s
+
(
1− ct(k,s)

))
Finally, our circuit outputs

n∏
i=1

h−1∏
k=0

(
rmst − path

(p)
x̄i,j

[k]
)
−

2h+1−2∏
k=0

(
rmst − T

(p)
j [k]

)ctk
which is expected to be zero, if every pathx̄i,j

contains nodes only from T . As in Section 3.3.1, a

similar usage of the Schwartz-Zippel lemma applies here for the above difference.
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3.4 Claim aggregation

Here, we present a heuristic method to aggregate claims in the context of GKR for our specific

application to decision tree inference.

A claim is an assertion to be proven about the evaluation of a multilinear polynomial Ṽi : Fn → F
associated with Layer i of the circuit at a point u ∈ Fn. During the GKR protocol the proof

of a claim Ṽi(u) = c is reduced to, perhaps multiple, claims on multilinear polynomials Ṽj for

previous layers j > i. The goal of claim aggregation is that of reducing a sequence of m claims

Ṽi(u0) = c0, Ṽi(u1) = c1, . . . , Ṽi(um−1) = cm−1 to a single claim on the same layer Ṽi(u
∗) = c∗ such

that the soundness of the resulting claim implies the soundness of all m original claims. That way,

we avoid an exponential blowup in the number of claims, and instead we end up with a single claim

per layer to be proven using the sumcheck protocol. For the remainder of this section we focus on

a single layer and will thus omit the subscript i on Ṽ .

One method for solving this problem is presented in [Tha22, Section 4.5.2] and can be sum-

marized as follows: both the prover and the verifier use Lagrange interpolation to compute the

unique, univariate polynomial P : F → Fn of degree at most m − 1 such that P (0) = u0, P (1) =

u1, . . . , P (m − 1) = um−1. The prover computes the polynomial Q(x) := Ṽ (P (x)) and sends it

over to the verifier. Recall that Ṽ is multilinear on n variables, hence Q(x) is of degree at most

(m− 1) · n. The verifier first verifies that Q(0) = c0, . . . , Q(m− 1) = cm−1, then picks a uniformly

random challenge r∗ ∈ F and sets u∗ = P (r∗), c∗ = Q(r∗). The Schwartz-Zippel lemma implies

that if the prover successfully convinces the verifier for the validity of the claim Ṽ (u∗) = c∗, then

with high probability the verifier is convinced that Q and Ṽ ◦ P represent the same polynomials

and hence convinced for the validity of all of the original claims.

The computational complexity of the above procedure depends on how we choose to represent

polynomials. In our implementation, we are using almost exclusively evaluations-based representa-

tions for polynomials and multilinear extensions. For example, to represent a univariate polynomial

P : F→ F of degree d, we store a vector of d+1 field elements [P (0), P (1), . . . , P (d)] which uniquely

define P . To store the multilinear extension Ṽ : Fn → F of a boolean function V : {0, 1}n → F, we
store all 2n evaluations of V over the boolean hypercube. Under this representation, we implement

claim aggregation in time O(n ·m · 2n) as follows: to represent Ṽ ◦ P , we need to evaluate it at

O(d) distinct points where d is its degree, and we’ve argued previous that d = O(n · m). Each

polynomial evaluation can be done in time linear to the representation of the polynomials involved,

in particular in time O(2n) due to Ṽ .

Our first heuristic is to notice that if all points u0, . . . , um−1 agree on some coordinate j, then

the polynomial Pj(x) of the j-th coordinate of P (x) is constant. This observation provides a better

upper bound on the degree of Ṽ ◦P resulting in fewer evaluations for its representation2. In general,

if the input to the claim aggregation procedure consists of m claims such that there exists a set S of

k ≤ n coordinates on which all claims agree on, i.e. ∀j ∈ S : u0j = u1j = . . . = u(m−1)j , then we can

perform claim aggregation in time O((n−k) ·m ·2n) by noticing that the total degree of Ṽ ◦P is now

bounded by O((n−k) ·m). Further, since Pj(x) is constant for all j ∈ S, we can guarantee that the

resulting claim Ṽ (u∗) = c∗ has the property that ∀j ∈ S : u∗j = u0j = u1j = . . . = u(m−1)j , i.e. the

constant coordinates are preserved after the aggregation. Let’s call this procedure “elementary

claim aggregation”.

For general GKR circuits whose layer MLEs are represented using addition/multiplication gates

as in Equation 2.3, it is unlikely that all claims on a given layer would agree on some coordinate;

2Besides improving performance, a better upper bound on the degree of Ṽ ◦P improves the protocol security since
it makes the work of a cheating prover even harder by restricting them to lower degree polynomials.
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the summation includes terms of the form Ṽi+1(x), Ṽi+1(y) and the sumcheck protocol binds x, y

to different random vectors. However, in structured circuits as the ones discussed in Section 2.1.2,

the layer MLEs can be described as in Equation 2.6 in which the arguments to the MLEs of the

previous layer share a common suffix of iterated variables on the summation. As a result, the

sumcheck protocol generates claims whose point vectors have a special structure: they agree on a

suffix of random challenges and further, they include a prefix of fixed bits.

Consider the following example of 8 claims on some layer k, where r1, . . . , rn−2, r
′
1, . . . , r

′
n−2, c0, . . . , c7 ∈

F are arbitrary field elements:

Ṽ (0, 0, r1, . . . , rn−2) = c0

Ṽ (0, 1, r1, . . . , rn−2) = c1

Ṽ (1, 0, r1, . . . , rn−2) = c2

Ṽ (1, 1, r1, . . . , rn−2) = c3

Ṽ (0, 0, r′1, . . . , r
′
n−2) = c4

Ṽ (0, 1, r′1, . . . , r
′
n−2) = c5

Ṽ (1, 0, r′1, . . . , r
′
n−2) = c6

Ṽ (1, 1, r′1, . . . , r
′
n−2) = c7

Collections of claims of this form are commonly found in structured circuits for which a Layer i

is allowed to have connections to any Layer j for j > i, not just the immediatelly preceeding ones.

In the example above, Layer k received claims from two separate layers i, j < k as follows: the

sumcheck protocol on layer i produced the upper set of four claim on layer k, while the sumcheck

protocol on layer j produced the lower set of four claims. Notice how claims produced from the

same layer agree on the random challenges as a result of the regular structure of the circuit as

reflected in Equation 2.6.

Aggregating allm = 8 claims in one round using the the elementary claim aggregation algorithm

described above requires time n ·m · 2n = 8 · n · 2n, since all the columns disagree in at least one

coordinate.

But notice how the first four claims all agree on a suffix of length k = n− 2 of their coordinates

and hence the elementary claim aggregation procedure has an advantage when applied to this

subset of claims. Following the previous discussion, we see that aggregating just the first four

claims requires time proportional to (n− k) ·m · 2n = 2 · 4 · 2n = 8 · 2n and results in an aggregate

claim of the form Ṽ (r∗a, r
∗
b , r1, . . . , rn−2) = c∗0. Similarly, aggregating the last four claims takes the

same amount of time and results in a claim of the form Ṽ (r∗c , r
∗
d, r

′
1, . . . , r

′
n−2) = c∗1. Aggregating

the resulting m = 2 claims requires time proportional to n·m·2n = 2·n·2n. In total, using this two-

stage procedure we aggregated all original claims into one in time proportional to 2·8·2n+2·n·2n =

(16 + 2n) · 2n. For large enough n, the latter method happens to be more efficient in this instance.

This example suggests that, in general, the optimal aggregation strategy might consist of many

stages of elementary claim aggregation steps on subsets of claims. We can represent a claim aggre-

gation strategy as a rooted tree whose leaves are the original claims and internal nodes represent

intermediate claims that result from running the elementary claim aggregation procedure on its

children. We can then associate a cost to each non-leaf node capturing the complexity of running

elementary claim aggregation on its children which is given by the formula (m− k) ·m · 2n that we
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derived earlier. The total cost of aggregation is the sum of the costs of all non-leaf nodes of the

tree.

We have evidence to believe that the problem of optimal claim aggregation as formulated in

the previous paragraph is NP-hard. However, we’ve found that in practice, a heuristic that works

particularly well for structured circuits is the following: aggregate using a two-stage strategy by

first grouping claims based on the layer from which they originated — recall that GKR propagates

claims from layers closer to the output to layers closer to the input. Then aggregate the claims

within each group using the elementary claim aggregation procedure (stage 1) and finally aggregate

all the claims that resulted from stage 1 to one final claim (stage 2). The intuition behind this is

that claims originating from the same layer have a higher likelihood of agreeing on some coordinate

as a result of the regular structure of some parts of our circuits, allowing us to take advantage of

the speed up achievable by the heuristic in the elementary claim aggregation procedure.

3.5 Adapting from the Libra and Giraffe works

In our data-parallel decision tree circuit, the path consistency checking circuit (3.3.2) requires the

usage of wiring predicates, and in particular both addition and multiplication data parallel gate

predicates. In other words, we require equations of the form:

Vi(p1, p2) = f1(p1, x, y)
(
Vi+1(p2, x) ⋄ Vi+1(p2, y)

)
• f1 : {0, 1}si+2si+1 7→ {0, 1} represents the “gate function”, which takes in tuples of the form

(p1, x, y) where p1 is a binary representation of the output gate label, and x and y are binary

representations of the two input gate labels.

• ”⋄” represents the “gate operation” (e.g. addition or multiplication) that we apply to the

input gate values in order to compute the output gate value.

• p2 is the binary representation of the circuit copy label.

• Vi(p2, x) : {0, 1}b+si 7→ F is the value of the xth gate in the p th
2 copy of the circuit, and

similarly for Vi(p2, y).

Then, the multilinear extension of Vi over (g2, g1) ∈ Fb+si is:

Ṽi(g2, g1) =
∑

(p2,p1,x,y)∈{0,1}b+si+2si+1

β̃(g2, p2) · β̃(g1, p1) · f1(p1, x, y) ·
(
Ṽi+1(p2, x) ⋄ Ṽi+1(p2, y)

)
where β̃ is the Lagrange basis polynomial as defined in Section 2.1.

We extend the linear-time prover techniques from Libra [XZZ+19] in order to compute sum-

check messages for the above summation in O(2b+si) for data-parallel gate MLEs. Additionally,

we take inspiration from Giraffe [WJB+17] to determine the order in which we bind the bits of the

MLE. We first describe our algorithm for binding the data-parallel bits for each sumcheck round

(3). Then, we analyze the runtime of each of these rounds and provide motivation for binding the

bits in this particular order.

The algorithms in Libra [XZZ+19] specifically focus on the non-data-parallel gate predicates.

Semantically, the sumcheck rounds are split into two “phases”: one phase binding the x variables,
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the other binding the y variables. Each step involves a pre-processing step which computes the

summation over all the variables that are not currently being bound. Therefore, the MLEs in

which sumcheck messages are computed over during each phase are over si variables rather than

2si variables. Note that beceause the p2 variables are shared with MLEs containing x variables and

y variables, we cannot apply the same pre-processing techniques as in the non-data-parallel case.

We specifically look at the case where the gate operation, ⋄ , is a multiplication. We rewrite the

summation as follows:

Ṽi(g2, g1) =
∑

p2∈{0,1}b
β̃(g2, p2) ·

 ∑
(p1,x,y)∈{0,1}si+2si+1

β̃(g1, p1) · f1(p1, x, y) · Ṽi+1(p2, x) · Ṽi+1(p2, y)


Furthermore, let N(p1,x,y) be the set of tuples such that f1(p1, x, y) ̸= 0. Then we can implicitly

factor in the f1(p1, x, y) term of the above expression:

Ṽi(g2, g1) =
∑

p2∈{0,1}b
β̃(g2, p2) ·

 ∑
(p1,x,y)∈N(p1,x,y)

β̃(g1, p1) · Ṽi+1(p2, x) · Ṽi+1(p2, y)


When binding the p2 variables, the evaluations sent from the prover to the verifier would be of the

following univariate polynomial (as defined in section 2.1), assuming we are on the jth round of

sumcheck, j < b, and for the rounds i < j, p2i is bound to ri:

h(X) =∑
(p2[j+1:b])∈{0,1}b−j

β̃(g2, (r1, . . . , rj−1, X, p2j+1, . . . , p2b)) ·

(
∑

(p1,x,y)∈N(p1,x,y)

Ṽi+1((r1, . . . , rj−1, X, p2j+1, . . . , p2b), x) ·

Ṽi+1((r1, . . . , rj−1, X, p2j+1, . . . , p2b), y) · β̃(g1, p1))

Given this form-factor, we propose the following algorithms in pseudocode in order to bind the

first b bits (the p2 bits) of the expression:

Algorithm 2: ComputeSuccessors

Input: mle, index, num evaluations

Result: linear interpolation of mle at index over num evaluations number of evaluations

// select the index-th coefficient of the MLE, assuming coefficients are ordered in

little-endian

1 first = mle[index];

2 second = mle[index];

3 linear difference = second - first;

4 linear interpolation array = [first, second];

5 current evaluation = second;

6 for eval num = 2, . . . ,num evaluations do

7 next linear evaluation = current evaluation + linear difference;

8 linear interpolation array.append(next linear evaluation);

9 current evaluation = next linear evaluation;

10 end

11 return linear interpolation array;
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Algorithm 3: Libra-Giraffe – Round of Sumcheck for Binding Data-parallel Bits

// assume we are on the jth round of sumcheck, j < b

// f1 = N(p1,x,y)

// f2 = Vi+1(r1, . . . , rj , p2[j+1:b], x)

// f3 = Vi+1(r1, . . . , rj , p2[j+1:b], y)

// (g1, g2) are equivalent to g1, g2 in the equations above

// num dataparallel bits = b− j

Input: f1, f2, f3, g2, g1,num data parallel bits

// evaluations of h(X) as defined above

Result: [h(0), h(1), h(2), h(3)]

// compute Lagrange basis MLEs for g2 and g1

1 beta g2 = β̃(g2, p2);

2 beta g1 = β̃(g1, p2);

// in the case of ◦ being a multiplication, we have a degree 3 univariate, so we need 4

evaluations to fit onto a unique curve

3 num evaluations = 4;

4 for p2 idx = 0, . . . , 2num data parallel bits do

5 outer sum evaluations = [0, 0, 0, 0];

6 beta g2 successors = ComputeSuccessors(beta g2, p2 idx · 2, num evaluations);

7 for (p1, x, y) ∈ f1 do

8 inner sum evaluations = [0, 0, 0, 0];

// we assume coefficients of MLEs are stored in little-endian, so we do the

appropriate index shifting

9 f2 successors = ComputeSuccessors(f2, p2 idx · 2 + (x · 2num data parallel bits),

num evaluations);

10 f3 successors = ComputeSuccessors(f3, p2 idx · 2 + (y · 2num data parallel bits),

num evaluations);

// select the p1 coefficient of the beta g1 MLE, assuming coefficients are ordered in

little-endian. this is a constant function over p2 so we repeat 4 times

11 beta g1 successors = [beta g1[p1]; 4];

12 inner sum successors = elementwise product of f2 successors, f3 successors, and

beta g1 successors;

// += refers to elementwise addition

13 inner sum evaluations += inner sum successors;

14 end

15 outer sum successors = elementwise product of inner sum evaluations,

beta g2 successors;

// += refers to elementwise addition

16 outer sum evaluations += outer sum successors;

17 end

18 return outer sum evaluations;
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We now analyze the runtime of the above algorithm, and then compare this to the runtime

of possible alternative algorithms in order to motivate our decision to bind the data-parallel bits

first. Note that for the first b rounds of sumcheck, using our algorithm (3), we iterate through all

indices of the MLEs corresponding to the data-parallel bits, which is 2b−j iterations for the jth

round, j < b. Within each iteration, we also compute the summation through all of the “nonzero

gates” (N(p1,x,y)) in the inner loop, which is at most size 2si+1 assuming the sparsity of the gate

function f1. Therefore the runtime of each round is O(2b−j+si+1). Over all b data-parallel rounds,

this evaluates to:
b∑

j=0

O(2b−j+si+1) = O(2b+si+1)

Once the p2 bits are fully bound to our challenge rp2 (i.e. after the first b rounds of sumcheck),

our multilinear extension is now:

Ṽi(g2, g1) =
∑

(p1,x,y)∈{0,1}si+2si+1

β̃(g2, rp2) · β̃(g1, p1) · f1(p1, x, y) · Ṽi+1(rp2 , x) ◦ Ṽi+1(rp2 , y)

Note that β̃(g2, rp2) is a constant, and our summation is now over si + 2si+1 variables. As noted

in Giraffe [WJB+17], this is a reduction to the non-data-parallel GKR equation and we can now

use the linear-time prover techniques from Libra [XZZ+19] to achieve a 2
∑si+1

k=0 2
si+1−k = O(2si+1)

runtime for the rest of the 2si+1 rounds binding x and y.

Alternatively, if we were to bind the x and y variables first, we cannot apply the same pre-

processing techniques as done before binding the x and y variables in Libra. This is for the exact

same reason in which we cannot apply the pre-processing techniques before the first b rounds of

sumcheck in our algorithm – because the p2 bits are shared among both MLEs contributing to the

output gate value, it is impossible to compute the sum of the variables not being bound beforehand

in order to reduce the number of variables of the MLEs in the expression. Therefore, the runtime

for the first 2si+1 rounds of sumcheck (without loss of generality, assuming we bind the x variables,

and then the y variables) would be:

2

si+1∑
k=0

2b+si+1−k = O(2si+1+b).

For the last b rounds, it would be
∑b

j=0 2
b−j = O(2b). While asymptotically, the runtimes of

both algorithms are the same, we do a more detailed cost analysis on the exact runtimes to show

that binding the p2 variables first is indeed the most efficient strategy. Note that the exact runtime

of our presented algorithm is:

≤
b∑

j=0

2b−j+si+1 + 2

si+1∑
k=0

2si+1−k

=

b+si+1∑
t=0

2b+si+1−t +

si+1∑
k=0

2si+1−k.
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and the exact runtime of the alternative binding strategy is:

2

si+1∑
k=0

2b+si+1−k +
b∑

j=0

2b − j

=

b+si+1∑
t=0

2b+si+1−t +

si+1∑
k=0

2si+1+b−k.

Therefore binding the x and y variables first is slower by an additive factor of O(2b+si+1). We omit

the analysis of binding the p2 variables in the middle of binding the x and y variables as it results

in a similar additive slowdown compared to our proposed algorithm. In Section 4.1 we provide

benchmarks of this data-parallel extension of Libra.

4 Benchmarks

We present a variety of benchmarks showing prover time scaling against other factors for Libra-

Giraffe and our overall Verifiable Decision Forest circuit. Note that all benchmarks were run over

a Macbook Pro M2, with 32GB RAM, 12 cores, and full parallelism. Recall that Libra-Giraffe

details a sumcheck prover over a data parallel circuit, with each subcircuit wired in an arbitrary

way via binary addition and multiplication gates. Under the Libra-Giraffe algorithm, we expect

the prover’s runtime across all rounds of sumcheck for a single layer of the data parallel circuit to

be linear with respect to the number of data parallel circuit copies, as the prover must roughly

perform at least the work across a single circuit copy, but duplicated across all parallel copies.

Additionally, we expect the prover’s runtime to be linear with respect to the size of the previous

layer, as each of these values contribute to the expression on the RHS of 3.5 in the form of the

Ṽi+1(p2, x) and Ṽi+1(p2, y) terms, and finally, we expect the prover’s runtime to be linear with

respect to the number of gates between the two layers (assumed here to be the number of values

within the current layer), as each of these gates contributes to the values within the current layer

and should be accounted for. We give a more formal statement below:

4.1 Libra-Giraffe Benchmarks

In accordance with Section 3.5, we show that the proof generation time for a sumcheck layer over

data parallel addi(z, x, y) and multi(z, x, y) gates (and note that both of these gate terms are the

f1(p1, x, y) term described in Section 3.5) is linear with respect to the following parameters:

• The layer size. That is, 2 to the power of the number of x and y bits. Note that in general,

the numbers of x and y bits are always equal.

• The number of data parallel copies of the circuit. That is, 2 to the power of the number of

p2 data parallel bits.

• The number of nonzero gates. That is, the size of N(p1,x,y).
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Figure 1: (Log-scale) Libra-Giraffe prover time scaling as a function of number of the layer size,

i.e. the number of (x, y) bits, and the number of data parallel p2 bits.

We see that in accordance with our prover runtime analysis of O(2si+b), the Libra-Giraffe prover

achieves a linear relationship between 2|x| = 2|y| and the total prover time in the above plot (recall

that |x| = |y| = si). For a fixed number |b| of data parallel bits, the prover runtime of 2si+b is a

constant multiple (2b) of 2si = 2|x| = 2|y| – exactly the trend shown in the above plot.

Similarly, for a fixed layer size si we have that 2b, the total number of subcircuit copies, is a

constant multiple, 2si , from the prover runtime, O(2si+b), and thus the linear relationship as seen

above is what was expected.

4.2 Claim Aggregation Benchmarks

We see below benchmarks for generating GKR proofs over circuits of various sizes, with a variety

of optimizations turned on/off.
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Figure 2: Proof time vs. circuit size (as determined by number of samples) and type of optimization

used, if any. Note that the number of trees was kept constant, i.e. inference over 2 trees was proven

for each batch of samples.

Note that in the above figure, the “Vi(l(x)) degree bound optimization” plot refers to the “first

heuristic” described in section 3.4, where all claims on a certain layer, regardless of origin, are

checked for columns in which all challenge values match, and a constant polynomial is interpolated

in that case. The “claim grouping heuristic optimization” refers to the one described in the last

paragraph within that same section, i.e. the two-layer claim aggregation strategy where claims are

first grouped by the layer within which they originated. We see that while the first heuristic hardly

makes a difference in the overall proof generation time due to the heterogeneity of the claims on

most layers, resulting in few constant coordinate columns, the heuristic cuts the prover runtime by

anywhere from 40-60%, and represents a substantial saving in a complex, practical circuit as the

Verifiable Decision Forest circuit.

4.3 Verifiable Decision Forest Circuit Benchmarks

We display a variety of plots detailing the relationship between (tree height, sample length, num

samples, num trees) and prover runtime. As a result of our circuit optimizations (e.g. multiset

circuits for inputs and tree nodes), we expect the prover runtime to scale even sublinearly in certain

cases as described below.
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(a) Proof time against input batch size and number
of trees in forest

(b) Proof time per number of samples per number of
trees against input bath size and forest size

First, we plot the relationships between (number of trees, number of input samples) against

the prover runtime, and also plot the runtime-per-tree-per-sample (prover runtime divided by the

product of the number of trees and number of samples), to measure how our prover scales as the

decision forest size grows and the input batch size grows.

(a) Proof time against input batch size (b) Proof time per batch size against input batch size

As we can see on the LHS graph, the prover time grows far sublinearly with respect to the

number of samples, a trend which is amplified by the RHS graph. This shows in particular the nice

scaling properties of the multiset circuit, which does not increase in size as the number of inputs

increases (indeed, only the multiplicity values increase).

24



(a) Proof time against number of trees in forest (b) Proof time per forest size against number of trees

Similarly, we see that the prover runtime scales nicely with respect to the number of trees within

the decision forest. This is a result of the input multiset circuit, whose size is also independent of

the number of trees and only relies on the number of inputs within the batch.

Figure 6: Proof time per number of tree nodes against tree height

Finally, the above graph describes the prover runtime for trees of varying size, averaged over

the total number of nodes in the tree. We see here that because of the path consistency check,

which scales only with the height of the tree (which is logarithmic in the total tree size), the prover

also scales well with individually larger trees.

4.4 Raw Computation vs. Proving Benchmarks

We perform a final experiment to highlight the efficiency of our Verifiable Decision Forest circuit,

by comparing the total time spent proving (GKR and Ligero) to performing the raw decision forest

inference itself in a multithreaded Rust environment.
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(a) Remainder proof time vs. increasing input batch
size compared to 200x raw-computation time of in-
ference on an input batch and forest of the same size

(b) Ratio of raw computation of a decision forest
to Remainder proof time vs. increasing input batch
size

(a) Remainder proof time vs. increasing input batch
size compared to 200x raw-computation time of infer-
ence on a forest and input batch of the same size

(b) Ratio of raw computation of a decision forest to
Remainder proof time vs. increasing decision forest
size

We note in both cases that the ratio drops quite quickly, bottoming out at around 180x proof

generation overhead (i.e. the cost of computing a GKR and Ligero proof is just 180x slower than

performing the inference computation itself), allowing such a system to be used even for production-

scale decision forest models (indeed, a version of the prover and Verifiable Decision Forest circuit

described in this paper has already been deployed for a decision forest of over 2500 trees).

5 Future Directions

Although the Remainder GKR prover is highly optimized for speed and our Verifiable Decision

Forest circuit is written in a scalable fashion, many research directions remain:

• We explored the runtime efficiency of e.g. Libra-Giraffe and implemented a linear-time struc-

tured [Tha13] circuit prover, but we did not foucs on the memory footprint of such a prover.

What would the memory footprint of proving the Verifiable Decision Forest circuit be over
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a memory-optimized prover, e.g. one in which GKR layers only have their circuit values

materialized during proving, rather than having all of their circuit values present in RAM at

once?

• We run our benchmarks with an implementation of the Ligero polynomial commitment scheme

(PCS) for the GKR circuit’s input layer, instantiated using the Poseidon hash function.

However, this results in relatively large proofs for the input layer (specifically, Ligero proofs

require sending at least 200 “columns” of field elements to the verifier, and yield concrete

proofs of over 1MB). We leave as future work the use of a different PCS, such as for example

the one in [ZXZS20] or the one in [KT23], that would yield similar prover times while reducing

the concrete proof size.

• We investigated several claim aggregation strategies, but only tested these empirically against

our Verifiable Decision Forest circuit. Indeed, different claim aggregation strategies may work

better for differently-structured circuits.

• GKR remains a natural option for other types of machine learning models, in particular

large, layered neural networks – indeed, the [Tha13] matrix multiplication sumcheck protocol

proves precisely the dense layer of feedforward neural networks – could we see even lower

prover overheads for such models?
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