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LAB 1: Packet Sniffing and Spoofing 
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TASK 1.1: Using tools to Sniff and Spoof Packets  
 
Task 1.1a:  
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Filter is used to capture only relevant information. If filter is not specified, all information that is coming in will be 
captured. Promiscuous mode means that the sniffer can observe all the traffic on the network regardless of the 
destination address. If promiscuous mode is off, it can observe only incoming packets to that device. 

 

 
 
When we run without root privileges, we see that some authorities are not passed hence does 
not allow to successfully run the program as shown above. 
 
Task 1.1b: 
 
ICMP 
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TCP 
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TASK 1.2: Spoofing ICMP Packets  
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In this task we spoof IP packets with arbitrary source IP. We spoof ICMP echo request packets 
and send them to VM on the same network as shown above in the screenshot. Then we monitor 
the packets through Wireshark as shown above. We notice the request is accepted by the 
receiver and echo packet reply is sent back to the spoofed IP address. 
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TASK 1.3: Traceroute 
 

 
 
 

 
 
In this task Scapy estimates the distance in terms of number of routers between VM and a 
selected destination. We send a packet with a time-to-live field set to 3 as shown above it will 
drop the packet if it exceeds the ttl and give the IP address of the first router and we continue so 
that our packet reaches its destination in given time. This is done so that the network is never 
over used and only used for necessary purpose which drops the chance for unwanted data to be 
sent. 
 
TASK 1.4: Sniffing and Spoofing 
 

 
 
We initially ping 1.2.3.4 and see this is before running the sniffer program and we notice that 
the ping is unable to reach. 
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Then we run the sniffing and spoofing program where an ICMP echo request is sent. Regardless 
whatever our target IP is there will always be a response to the ping sent. 
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TASK 2: Writing Programs to Sniff and Spoof Packets  
 
TASK 2.1: Writing Packet Sniffing Program 
 
Task 2.1a: Understanding How a Sniffer Works 
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Above is the code used for sniffing 
 
The sniffer program run by the attacker in IP 10.0.2.6 can observe this on enp0s3 interface and 
port 23 as the sniffer is in promiscuous mode. 
 
We use port 23 because it is a telnet connection. Filter is used to capture only relevant 
information. If filter is not specified, all information that is coming in will be captured. 
Promiscuous mode means that the sniffer can observe all the traffic on the network regardless 
of the destination address. If promiscuous mode is off, it can observe only incoming packets to 
that device. 
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Problem 1: Please use your own word to describe the sequence of the library calls that are 
essential for sniffer programs. This is meant to be a summary, not detailed explanation like the 
one in the tutorial. 
The sequence of library calls essential for sniffer programs are: 

1. The device or interface to be sniffed on should be specified. 

2. Initialize pcap. We create file handles for each session so that we can differentiate them. 

3. We use filters if we want to sniff only specific traffic and not all the traffic. For this we 

need to create a rule set, compile it and then apply it. 

4. We can either capture a single packet at a time or run a loop that waits for packets to 

come and calls a predefined function as soon as a packet enters. 

5. Close the session after the sniffing is completed. 

Problem 2: Why do you need the root privileges to run sniffer? Where does the program fail if 
executed without the root privilege? 
 
The below screenshot depicts the output when sniffer is run without the root privilege. The 
pcap_lookupdev() throws an error. The packets on the network are captured through the 
network interface card. The access/control/work with the network interface. Hence, we require 
root to run sniffer else the program fails. 
 
Problem 3: Please turn on and turn off the promiscuous mode in the sniffer program. Can you 
demonstrate the difference when this mode is on and off? Please describe how you 
demonstrate this.  
 
When the promiscuous mode is turned on, the user on IP 10.0.2.5 tries to establish a connection 
with 10.0.2.6. The attacker running the sniffer program in IP 10.0.2.6 can observe this because 
the promiscuous mode is on. 
Promiscuous mode bit is set in the pcap_open_live() function. The 3rd bit parameter is set to 1, 
indicating that promiscuous mode is on. When promiscuous mode is on, sniffer program can 
capture all the packets in the same network regardless of the destination IP. 
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When the promiscuous mode is turned off, the user IP 10.0.2.5 tries to establish a connection 
with 10.0.2.6. The attacker running the sniffer program in IP 10.0.2.6 cannot observe this because 
the mode is off. When the user tries to establish a connection with the attacker, then the sniffer 
can observe the traffic as the destination specified is the attacker on 10.0.2.6. 
 
Promiscuous mode bit is set in the pcap_open_live() function. The 3rd bit parameter is set to o, 
indicating the promiscuous mode is off. When the promiscuous mode is off. The sniffer cannot 
capture all the packets in the same network, it can only capture packets whose destination IP of 
the sniffer’s system. 
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Task 2.1b: Writing Filters 
 

• Capture the ICMP packets between two specific hosts. 

Let us consider two host machines here. Server (host 1) with IP 10.0.2.7 and user (host2) 
with IP 10.0.2.5. The attacker with IP 10.0.2.6. Through the attacker machine, we try to 
sniff the ICMP packets between the server and the user, that is, listen to the request and 
reply between the user machine and the server machine. 
 
We want to capture only the ICMP packets between the two hosts. Therefore, we need 
to create a rule set to filter the traffic. The filter is added to the sniffer program when the 
session is opened inside pcap_open_live(). This is done by compiling the filter using 
pcap_compile() and then applying the filter using pcap_setfilter(). 
 
The below screenshot shows the attacker has successfully sniffed the communication 
between the user and the server. 
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• Capture the TCP packets that have a destination port range from port 10 – 100. 

Let us consider the host machine, user with IP 10.0.2.5 and server with IP 10.0.2.7. The 

attacker with IP 10.0.2.6. Through the attacker machine, we try to sniff the TCP packets 

sent from the user to the ports 10 – 100 of server. 

 

We want to capture only the TCP packets between two hosts sent to ports 10 – 100. 

Therefore, we need to create a rule set to filter the traffic. The filter is added to the sniffer 

program when the session is opened inside pcap_open_live(). This is done by compiling 

the filter using pcap_compile() and then applying the filter using pcap_setfilter(). 

 

The below screenshot shows that the attacker has successfully sniffed the TCP packets 

send between the user and the server through 10 – 100. 



Mrudhula Ashok Shenava  265469976 

 

 

 
 
 
 
 
 
 
 
 



Mrudhula Ashok Shenava  265469976 

Task 2.1c: Sniffing Passwords 
 
User establishes a telnet connection to host 10.0.2.7. The credentials for the host are entered by 
the user and this is seen in plain text in the attacker’s terminal because he is running the sniffer 
program with the filter set to port 23 to read only telnet traffic. 
Telnet connection runs on port 23. When we sniff telnet connections, the entire traffic is 
displayed in plain text including the username and password. 
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TASK 2.2: Spoofing 
 
Task 2.2a: Write a spoofing program. 
 
Attacker sends spoofed UDP packet with a message to server who is listening. This is confirmed 
by the Wireshark capture that the source IP of the packet is different from that of the attacker’s. 
The attacker on 10.0.2.6 sends a spoofed UDP packet with the message “Hi Server!” to 10.0.2.7 
with source IP as 10.0.2.5. The source UDP port is 9999 and destination UDP port is 9080. We 
ping from one machine to another and check the network traffic on Wireshark. 
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Task 2.2b: Spoof an ICMP Echo Request. 
 
In the screenshots below, we can see that the attacker sends a spoofed ICMP request to a host 
and the host sends back an ICMP reply. This is also shown in the Wireshark capture.  
 

The attacker on 10.0.2.6 creates an ICMP packet with source address as google and sends the 
request to 10.0.2.5. The host at 10.0.2.5 receives the ICMP packet and then sends the reply to 
google. This is captured by Wireshark and attached as proof. The attacker creates the ICMP 
packet by specifying the contents in ICMP header and the IP header. The packet is sent using raw 
socket. 
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Problem 4: Can you set the IP packet length field to an arbitrary value, regardless of how big 
the actual packet is? 
 
The actual length of an IP packet is the sum of IP header length and ICMP header length. If we 
set the IP packet length field to an arbitrary value, the packet will not be formed properly and 
hence, info shall be truncated. This will form an incomplete packet. And we already know that no 
incomplete packet will ever get on to or be transmitted over the network. 
 
Problem 5: Using the raw socket programming, do you have to calculate the checksum for the 
IP header? 
 
The checksum for the IP header is calculated by OS before transmitting it over the network. So if 
you do not explicitly calculate, it will anyways be added. So, we can say that it’s optional and that 
we can do it or not do it according to requirement. 
 
Problem 6: Why do you need the root privilege to run the program that use raw sockets? Where 
does the program fail if executed without the root privilege? 
 
The raw socket creation throws an error. The packets on the network are captured through the 
network interface card. The access to these functions is only granted to privileged or root users. 
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In order to create a socket or for the socket to spoof/access/control/work with the network 
interface we require root privilege to run programs that use raw sockets, else the program fails. 
 
TASK 2.3: Sniff and then Spoof 
 
User pings a host 1.2.3.4, the attacker sniffs the ICMP request, immediately spoofs the ICMP reply 
to the source of the ICMP request. The user receives the ICMP reply from the attacker as shown 
in the Wireshark capture.  
 
Snoofing is sniffing for the request and immediately sending the reply. The user pings a host 
1.2.3.4, the attacker on 10.0.2.6 receives the ICMP packet using pcap which listens promiscuously 
to traffic, spoofs an ICMP reply using raw socket by replacing the source IP as the destination IP 
and the destination IP as the source IP. The Ethernet header in the reply is not added because 
we spoofing at IP level. The fields in the IP header and the ICMP header are spoofed by the 
attacker. When the reply is sent to the User, it seems like he gets a normal reply from the host 
he pings to. Even if the host is non-existant, he will receive a reply. The Wireshark capture is the 
proof of this. 
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