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e Android: 235} HIAE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05e-Testing-
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e OWASP Mobile Top 10: M5 (Insufficient Cryptography) - https://www.owasp.org/index.php/Mobile_Top_10_2016-

M5-Insufficient_Cryptography
e CWE 310 (Cryptographic Issues) - https://cwe.mitre.org/data/definitions/310.html
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e General: Authentication and Session Management - https://github.com/OWASP/owasp-
mstg/blob/master/Document/0x04e-Testing-Authentication-and-Session-Management.md
e Android: Testing Local Authentication - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05f-

Testing-Local-Authentication.md
e iOS: Testing Local Authentication - https:/github.com/OWASP/owasp-mstg/blob/master/Document/0x06f-Testing-

Local-Authentication.md
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e OWASP Mobile Top 10: M4 (Insecure Authentication) - https://www.owasp.org/index.php/Mobile_Top_10_2016-
M4-Insecure_Authentication

e OWASP Mobile Top 10: M6 (Insecure Authorization) - https://www.owasp.org/index.php/Mobile_Top_10_2016-
M6-Insecure_Authorization

e CWE 287 (Improper Authentication) - hitps://cwe.mitre.org/data/definitions/287.html
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e General: HE®3 E4 HAE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x04f-Testing-
Network-Communication.md

e Android: HIE®|3 E4l HIAE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05g-Testing-
Network-Communication.md

e i0S: HES3 EAl HIAE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06g-Testing-

Network-Communication.md
XtMIst LHE2 CH2E EXsHMAR:

e OWASP Mobile Top 10: M3 (Insecure Communication) - https://www.owasp.org/index.php/Mobile_Top_10_2016-
M3-Insecure_Communication

e CWE 319 (Cleartext Transmission of Sensitive Information) - https://cwe.mitre.org/data/definitions/319.html

e CWE 295 (Improper Certificate Validation) - https://cwe.mitre.org/data/definitions/295.html
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6.8 MSTG-PLATFORM-8 ZH| Ax|Hsh= obHS Z|Hst APIS AFS10{ 75151010} SHC v v
OiE2|AH0| M2 3tH Q20| SHALZRE] XS HS3510{0F 5t

69  MSTG-PLATFORM-9  =Any t s v
WebViewE S&3517| 0l WebView?| 7HA|, AE2|X| Y 2E

6.10 MSTG-PLATFORM-10 g 2|42 (JavaScript )5 X0k Bt v
225t ClO|E{7H 29 wOtCt Aol A AHSAL | EfAL 7| HE At v

6.11 MSTG-PLATFORM-11 %é HIR|SH=X| BHOI510{0F BHCH
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e Android: E31E &5 & H|IAE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05h-Testing-
Platform-Interaction.md
o i0S: E31E A5 &8 H|AE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06h-Testing-

=2 A0

Platform-Interaction.md
Mg LHB2 Ca S EXsHYAI2:

e OWASP Mobile Top 10: M1 (Improper Platform Usage) - https://www.owasp.org/index.php/Mobile_Top_10_2016-
M1-Improper_Platform_Usage

e CWE 20 (Improper Input Validation) - https://cwe.mitre.org/data/definitions/20.html

e CWE 749 (Exposed Dangerous Method or Function) - https://cwe.mitre.org/data/definitions/749.html


https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05h-Testing-Platform-Interaction.md
https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06h-Testing-Platform-Interaction.md
https://www.owasp.org/index.php/Mobile_Top_10_2016-M1-Improper_Platform_Usage
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/749.html

O] SH2| SE= AS /et f 7|25l Hot I WS E46t0, Hut2{ol|lM MI3sts "RE" Hot 7150| #YStE =8 st

Aot

# MSTG-ID oy L1 L2
OHO| Q&5 QIB A 1| 1T | °
71 MSTG-CODE-1 U0 REH OISNE NF Y meudsot ot A Pk B=A
S5E0{0} Bict,
7.2 MSTG-CODE-2 W 22| IEZ YUEE|0f QU0{of STt (B 27t v v
73 MSTG-CODE-3  HIOE|E bolL{2|oAf Tl 7|7} Hi7{El0foF Bict. v oY
CltZ T 2 LR Xl BE(] : HAE BE, HE0f, £47 M)
7.4 MSTG-CODE-4 H|7{=|0{Of StCt, W2 KtM|SH(verbose) LFLE EIHP' HAIXIE 7|S5X] v v
240foF ict.
OIA AFBE] 2o =iz 2 Zefol9l S8 BE B 7Y 248 Al
75 MSTG-CODE-S 55 otafxl ziorsiof QU] Eelsioiof sict. M
76  MSTG-CODE-6 %2 7Ks8t BE ofel8 E&tstn x2lsioiof Bict. v oY
77 MSTG-CODE-7  Hot Srlo] 0F X2 25 7|=2Hoz UNAS ARs0{0} Sict, v
78  MSTG-CODE-8  Rllx| o ZcolM Hlzels B, oM 2 okdlspl Atgsloforsict. v v
BlO|= REo| Fyst, A BS, PIE XY U XIS AE slegn 22 &
79 MSTG-CODE-9  soloji niZsts 22 ot 7150] &4Jstlofof sict. Y

S

OWASP ZHIY Hot H|IAE QHAM(MSTG)= Of MMof| LIZE QFAIRES &t01517] fI8h XiM|et XIEE MSELICH

e Android: 2E E& 2 YE HH HAE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05i-
Testing-Code-Quality-and-Build-Settings.md

e i0S: TIE EF LU 2ic MH H|AE - https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06i-Testing-
Code-Quality-and-Build-Settings.md

AR 82 HHEE EESHAIR:

e OWASP Mobile Top 10: M7 (Poor Code Quality) - https://www.owasp.org/index.php/Mobile_Top_ 10 _2016-M7-
Poor_Code_Quality

CWE 119 (Improper Restriction of Operations within the Bounds of a Memory Buffer) -
https://cwe.mitre.org/data/definitions/119.html

CWE 89 (Improper Neutralization of Special Elements used in an SQL Command) -
https://cwe.mitre.org/data/definitions/89.html

CWE 388 (7PK - Errors) - https://cwe.mitre.org/data/definitions/388.html

CWE 489 (Leftover Debug Code) - https://cwe.mitre.org/data/definitions/489.html


https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05i-Testing-Code-Quality-and-Build-Settings.md
https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06i-Testing-Code-Quality-and-Build-Settings.md
https://www.owasp.org/index.php/Mobile_Top_10_2016-M7-Poor_Code_Quality
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/388.html
https://cwe.mitre.org/data/definitions/489.html
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HS ALRX T5t7LE ¢S ERE10] 2E Ee 22 & J|7|9| EXE
81  MSTG-RESILIENCE-1 ,ngmﬁﬂ i & S=siol = 718l &
U2 CIHTS YXISI7LE T AZS ZAX|5t010F St AL 7t
Clt2 =2 20| E3s(0{o} B,
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8.2 MSTG-RESILIENCE-2

8.3 MSTG-RESILIENCE-3

A2 R0 22| MEE|= 22 AX|LOfR =7 F =YY= EHE

8.4 MSTG-RESILIENCE-4 Zkx|5f0{0F BHCH

8.5 MSTG-RESILIENCE-5 A2 OIZ|OE M HE|D A=K {RE LXKt CHS5H0{0f SHt.
8.6 MSTG-RESILIENCE-6 A2 XA 22| SZtollAM 2ELF H0|E HAE ZHX|st0{0F SHCt

o
8.7 MSTG-RESILIENCE-7 ca

27 HALIZ2 X SED AUA SEIS Ba0] ClefEt BF SEE E
8.8 MSTG-RESILIENCE-8 2| 7{31040F Bte}.
Z203 st H8ED, 55 2HS S8 o LEH2|S Waksiolof &

8.9 MSTG-RESILIENCE-9 ’
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xHx| HfolL
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# MSTG-ID oy

oo X}k 042 2M0o||M TIHE|= ZHR| X|22 AFR5104 "AHR| HiOl
810  MSTG-RESILIENCE-10 ;.“7{;1 36'}010: orqoi'”“ = BRI RIS Algstol A vl
o o= I_

Olalf &ali(Impede Comprehension)

# MSTG-ID a9
Q0 5t DE M3 WY U 2f0[=RRls Y SEOIN LSS
% ukel Lfol Z25t = U Go|ef MU=} YBsiel Lt eEElof
811 MSTG-RESILIENCE-T1 o sic}. zictet &l #ale Z28 AL} HlO|E7} i-BelX] 240joF 3
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& W8l (Impede Eavesdropping)
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OWASP ZHMY HOtE|AE QHIM(MSTG)= O] MMof| LIZE AR

o Android: 2|HA AX|L|{RI0] Lt B2 E|AE - hitps://github.com/OWASP/owasp-
mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md

o i0S: 2|HA AX|L|0{~0f| Ci$t E)IH HIAE - hitps://github.com/OWASP/owasp-mstg/blob/master/Document/0x06j-
Testing-Resiliency-Against-Reverse-Engineering.md

AMEH LIE 2 THEE HZsHUAIR:

e OWASP Mobile Top 10: M8 (Code Tampering) - https://www.owasp.org/index.php/Mobile_Top_10_2016-M8-
Code_Tampering

e OWASP Mobile Top 10: M9 (Reverse Engineering) - https://www.owasp.org/index.php/Mobile_Top_10_2016-M9-
Reverse_Engineering

e OWASP Reverse Engineering Threats -
https://www.owasp.org/index.php/Technical_Risks_of Reverse_Engineering_and_Unauthorized_Code_Modificati
on

e OWASP Reverse Engineering and Code Modification Prevention -
https://www.owasp.org/index.php/OWASP_Reverse_Engineering_and_Code_Modification_Prevention_Project
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https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md
https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06j-Testing-Resiliency-Against-Reverse-Engineering.md
https://www.owasp.org/index.php/Mobile_Top_10_2016-M8-Code_Tampering
https://www.owasp.org/index.php/Mobile_Top_10_2016-M9-Reverse_Engineering
https://www.owasp.org/index.php/Technical_Risks_of_Reverse_Engineering_and_Unauthorized_Code_Modification
https://www.owasp.org/index.php/OWASP_Reverse_Engineering_and_Code_Modification_Prevention_Project
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F4 27t go|otR 2HHSH Address Space Layout Randomization,
ASLR)

H=2| 2 HIE O offHA 2EE J|s.

OfZz|#|0|M EOot(Application Security)

OfZZ|7|0|M =& Hot2 7|2 2NN £ HAE HER 3 22 Ao =-E SF= tdl OSI(Open Systems Interconnect
Reference) 22| OfZ2|7|0|M =

OfZ2|7|0|M 2ot HS(Application Security Verification)

OWASP MASVSO] CHsH of ZE2|A|0|M2| 7|~ HItlL|ct,

OfZ2|H|0|M Eot AZ EH M (Application Security Verification
Report)

EH ofZz|70| Mol CHa ABXETH =5 HA| 2ot L X 2ME EMSH S HOMIL|CE
215 (Authentication)
OiZ2[F[0|M ALEXITI QFSH IDE EfIRLIC

XtEs AZ(Automated Verification)
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F|of AOLIXME A85I0 ERIEE 3= Arsst & =H(SH =7, 3N 2 B = = THE MESts AT YLt

CHE 7 Q49 845t 213 C|A3 3 HEXS AFH0|AT} = SRIAQ Z= HHeL|ct

A=A AMO|E A3 EE(Cross-Site Scripting, XSS)

S20|AUES AT EES FHX0| YUY + A= & HE2A0[H0M LEXoZ Z 4= = Hot FAHYLICH
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ASs ANE|ES ot AE3 I|1E Wsh= SHERO], 2ZEL 0] = HAUO LT

CWE

CWEE HRLIEIOIA] st BESel AZE0| Hot FoFy S2RLIC 042 B olof, AZEgo] Hot =70 S, Fory
A, 945U oy B9l 7IF %S B

oh

SH ofZ2|A|0|M Ot E|AE (Dynamic Application Security
Testing, DAST)

A3 Sl ofZ2|7|01d9] 2ot FAHS UEHE ZUS HXISt=F H7|E HIAE 7|t

M7 AZ (Design Verification)

OKZ2|70]4d ot ofF =K ol| ThE 7|& HotLICY.

=™ A4S (Dynamic Verification)

[OFF A|DLIME ALE3510] OfE2|A0| S Mlet= SO EME LHst= Ats =7 E AHEst0] Zelgfict.

b
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1R A9} (Globally Unique Identifier, GUID)

AZEYO0M AEXIZ AZE|= NREH FHE HEYLIC

Slo| HIAE M& T2 EZ (Hyper Text Transfer Protocol, HTTP)

A, ©Y H So|mHO|E|of HE AIA-S I3t o Z2(A|0lH Z2EZYL|. 0|12 EE 0= dE

EL |3t ClloJE] S4lof 7|=2lY
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= ZE &l 7|(Hardcoded keys)

R X0l MEE =3t 7| LT

Z2M[A 7F S41 (Inter Process Communications, IPC)

ZZMATHOHE Z2MA s 70 853 TE5H7| 2I3 SUYLIC

22 Z4Z(Input Validation)



JAVA HIO|E R E(JAVA Bytecode)

Java 7t HAJVM)Q| Y MELICH 2I2f| HIO|E FE= 07 H-E TEsH7| /5t 074 ol&te| Hio|ELt 74 -
(opcode)Z LtEILYE= 171 tE= 271 HIO|EZ AEIL|CY

ot I E(Malicious Code)

70 apFoll M o Z2|AH|0] M2 ol =Fl Hot YHMES 235|517 2loli OHE2(F|0|M AFXto0l|A & LRAX|X| 2 OHEE|AH0lH0f Z&H&l
TEQIL|CE Hio[2ALE 2at 22 B|0Qt SUSHK| 45LICH

W|0{(Malware)

OHE2|7014 AtEAtet ZERE7t LX| RSHA| IEHY St OfZ2(A|0]H0] HY|0] ML
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[ELICH

Open Web Application Security Project (OWASP)

OHEZZ(7H|0IM AT EQ0{2| Hots A7 |= ol ZHE RE W M B2 E HRUEIYLICEH LE|o| AFE2 ALSXI2H ZZ]0] of
E2/70]4 ot 2o e WEO| 2HE 2HE UE & AT HESAH|0|M EotS "THAE U 2E= AYLICE FHE:

https://www.owasp.org/

-|H1J

7Hel A M H (Personally Identifiable Information, PlI)

7H°J A YHE= S = OHE R o AL8510] FEFHE AlE,

J})l-

L OIS S el Alsts O AIBE 4 9k

AR F2 Mal HAl (Position-independent executable, PIE)

7|2 HI22|of O7of| BYX|Z[0f =Ch F=A01 2t74310] SHIEA d™El= 7|7 =2 22U

271 7| 7|8t & (Public Key Infrastructure, PKI)

PKl= 371l 71 AEE[Q] 2} IDLF HIIY = 2 LT BRI 2 2IF7I2H(CA)2 15 S8 & A Z2 M A0 ofs] & EL
=

M o Z2|7{0]M 2t E|AE (Static Application Security Testing,
SAST)
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https://www.owasp.org/

Hot o7 |ElX (Security Architecture)

Hot SH7 ALSE= X2 HHE AEstn 7|&st0, ALZAH 3 0iE2(H 0| M HO[E{2| 2|2t RIZ=E AEst1 7|&5HE oHEE]
Fold @Alel FHIALICY.

Hot M (Security Configuration)

Hot SH| A Y| PekS DIX|= iEZ2|A|0|2| ZEHY HFALICY,

Hot EX|(Security Control)
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SQL 2IMM(SQL Injection, SQLI)
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A= AIRI2 Q215 (Single Sign On Authentication, SSO
Authentication)
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ro

| Qloi| 2t7|glo] CHE S2t0|AE Aoz 210l
WY MH|20| 23QIE L.

AEZLt B 20| E 2101 & = ARZAL AR S EARE, 718 E=

| Sk
stz AS QlO[iLICt. O|E 20, 720l 212I61H Xtsez RFE, E210|2

218 2= (Threat Modeling)

918 oflo|ME, Hot ¢t wok S|, £23 7|2 U HIXL|A XHAHS Algsty| Slof WICH H@ st wot OF|EIXE sty] st 7la
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M4 7S EOKTransport Layer Security)

QIS S5t 84l Horg H|Zdt= 2Est T2EZLICH

URI and URL

URIE= 0|8 & ¢l 2|AAE MHsH= O AR = 2RI LICH URLE F XH0f Cifgt 2 EE A ELCH
MEX +8 H (User acceptance testing, UAT)

2F 2B ASot=F HAE 2HF0M Z2HM Hof| WXz 2E LZES0f HAES 0|FL(C,.
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BEXKVerifier)
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StO|EE|AE(Whitelist)
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318 £ Glolef i Afelo] SEQILICH (0: U2 K24 HAES 28T 4 9

X.509 2IE A (X.509 Certificate)
St &

22| MEEl= IH X.509 37 7| AZEKPKI) ZELZ, 37 7| ASMo| 28t & AFXL HFE] E= MH|A ID

X.509 21EM=
ol £5h=X| &telst= CIX[E ASMYLICE
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HZE B: &1 Xt&

CHS OWASP Z2HEE 0| ZFEQ| ALZAF H AMEXt0lA 71 f&2 4= ASLIC.

e OWASP Mobile Security Project - https://www.owasp.org/index.php/OWASP_Mobile_Security Project

o OWASP Mobile Security Testing Guide -
https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide

o OWASP Mobile Top 10 Risks - https://www.owasp.org/index.php/Projects/ OWASPMobile _Security Project-
_Top_Ten_Mobile_Risks

e OWASP Reverse Engineering and Code Modification Prevention -
https://www.owasp.org/index.php/OWASP_Reverse_Engineering_and_Code_Modification_Prevention_Project

OREEZERIZ Of ZEQ| AR & MEKIOIA 7He R8T 4= A= & AMO|EE THSat ZELIC.

¢ MITRE Common Weakness Enumeration - http://cwe.mitre.org/

e PCI Security Standards Council - https://www.pcisecuritystandards.org

e PCI Data Security Standard (DSS) v3.0 Requirements and Security Assessment Procedures -
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3.pdf


https://www.owasp.org/index.php/OWASP_Mobile_Security_Project
https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide
https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Top_Ten_Mobile_Risks
https://www.owasp.org/index.php/OWASP_Reverse_Engineering_and_Code_Modification_Prevention_Project
http://cwe.mitre.org/
https://www.pcisecuritystandards.org
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3.pdf
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