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SECUR-E Individual Security Profile

Grounded in DASP (Larios-Vargas et al., 2023) and the COM-B Model (Michie, S., van Stralen, M. M., & West, R., 2011).

For practitioner use only. Not a personnel evaluation.

Developer (optional pseudonym) Role / Experience level

Date of assessment

STEP 1 - SUBSCALE SCORES

Enter raw scores, compute normalized scores (formula: (raw — 8) + 32 x 100), and circle the band in each gauge.

CAPABILITY (CAP)

Your security skills, self-efficacy, and metacognitive awareness

Raw Score (8-40) Normalized (0—100)

Very Low Low Moderate

OPPORTUNITY (OPP)

Your team culture, organizational support, tools, and resources

Raw Score (8—40) Normalized (0—-100)

Very Low Low Moderate

MOTIVATION (MOT)

Your intrinsic values, habits, attitudes, and emotional responses to security

Raw Score (8-40) Normalized (0—100)

Very Low Low Moderate

STEP 2 - PERSONA CLASSIFICATION

Band

High

Band

High

Band

High

Section B | ltems 1-8 |
Reverse-score items 4, 6, 8

Very High

Section C | Items 9-16 |
Reverse-score items 12,
14, 16

Very High

Section D | Items 17-24
| Reverse-score items
19, 21, 23

Very High

Apply the decision rules from Deliverable 3 (Step 4) to classify the profile. Record the result and confidence level below.

PERSONA CLASSIFICATION

Primary intervention target
(Which dimension is lowest, or most inconsistent with
the others? That is the primary intervention target.)

CONFIDENCE
Behavioral Pattern Dimension to leverage
(Refer to the persona reference table in D3, Step 3, = (Which of CAP / OPP / MOT is the highest? That
for the full behavioral description.) dimension can be leveraged.)




Facilitator notes (from Section E open reflection, key qualitative signals that corroborate or complicate
the classification above)

INTERPRETIVE REMINDER: This profile reflects current conditions, not fixed traits. A developer's persona can shift as
organizational context, capability, or motivation changes. Never use this output to make employment, performance review, or
access control decisions. See D3 Section 'Important Interpretive Limits' for a full statement of constraints.



SECUR-E Individual Security Profile -

This page shows a completed profile for a hypothetical developer. Values are illustrative only, constructed to demonstrate
a clear Enthusiast pattern with High confidence.

Developer (optional pseudonym) Role / Experience level Date of assessment
Dev-02 (pseudonym) Senior Developer | 6-10 yrs March 2026

STEP 1 - SUBSCALE SCORES
Raw scores after reverse-scoring, normalized scores, and band assignment for each subscale.

CAPABILITY (CAP) Section B | ltems 1-8 |
. . ) e Reverse-score items 4,
Your security skills, self-efficacy, and metacognitive awareness 6.8
Raw Score (8—40) Normalized (0-100) Band
32 75 HIGH
Very Low Low Moderate High Very High
OPPORTUNITY (OPP) Socton © | ltoms 5-18
Your team culture, organizational support, tools, and resources | everse_s?;i'f?g
Raw Score (8—40) Normalized (0—100) Band
18 31 LOW
Very Low Low Moderate High Very High
MOTIVATION (MOT) Section D | ltems
Your intrinsic val habits. attitud d tional ¢ it 17-24 | Reverse-score
our intrinsic values, habits, attitudes, and emotional responses to security items 19, 21, 23
Raw Score (8—40) Normalized (0—-100) Band
34 81 HIGH
Very Low Low Moderate High Very High

STEP 2 - PERSONA CLASSIFICATION
Rule 3 applies: CAP = 30 AND MOT = 30 AND OPP < 26. Classification: Enthusiast. Confidence: High.

PERSONA CLASSIF.ICATION CONFIDENCE
Enthusiast High
Behavioral Pattern Dimension to leverage

Strong capability and very high intrinsic motivation. = CAP and MOT are both High; peer modeling, code

Security is personally meaningful and intellectually =~ review mentorship, and knowledge-sharing roles

engaging. The critical asymmetry: OPP is Low = leverage existing strengths without requiring further

(18/40); this developer is acting against the grain of = investment.

a poorly supportive environment. The primary risk Primary intervention target

IS byrnqut and eventugl disengagement  if OPP is the primary intervention target. Without

organizational support remains low. organizational support, sustained Enthusiast behavior
is fragile. Priority: create a security champion role,
allocate dedicated time, and connect to the security
team.




Facilitator notes

Reflection 2 (going beyond what was required): 'l started running SAST tools on my own initiative after
reading about a supply chain attack. Nobody asked me to, but | could see the risk.’

Reflection 3: 'Honestly? Time. And being able to talk to someone who knows more than me; there is no
security champion anywhere near my team.’

INTERPRETIVE REMINDER: This profile reflects current conditions, not fixed traits. A developer's persona can shift as
organizational context, capability, or motivation changes. Never use this output to make employment, performance review, or

access control decisions.



SECUR-E Team Aggregation Grid

Completed with illustrative data for an 8-person team. Replace with real respondent data when deploying. Grounded in DASP (Larios-Vargas et al., 2023) and COM-B Model (Michie,
S., van Stralen, M. M., & West, R., 2011).

Team / Organization Assessment Date Facilitator Team Context
Demo Engineering Team March 2026 Security Champion / Lead 8 developers, mixed seniority, one Embedded
anchor, high Skeptic concentration

GRID A - PERSONA DISTRIBUTION

Each row is one team member. The filled circle (e) marks their classified persona. The letter after the circle indicates classification confidence: H = High, M = Moderate, L = Low. For the
Embedded column specifically: if D3's Rule 2a applies (CAP, OPP, and MOT all Very High, 237 raw), mark the cell e [Confidence]-Exemplar instead of just the confidence level. This
flags the developer as the priority candidate for a formal champion or mentor role (see D6, Embedded card) when a team has more than one Embedded developer.

Team CAP OPP MOT Skeptic Enthusiast Compliant Unaware Resistant Embedded
Member

Dev-02 HIG ~ LOW  HIG
Dev-03 MOD = HIG | LOW

TEAM (n=8) CAP OPP  MOT 2 1 2 1 1 1
25% 13% 25% 13% 13% 13%

Note on Dev-01: HIG across all three dimensions is the High band (30-36), not Very High (237), so Rule 2a does not apply here; Dev-01 is marked plain Embedded, illustrating that
Exemplar is the exception, not the default, even for a clean Embedded classification. Exemplar is a sub-flag within the Embedded persona, not a seventh category; it never changes the
total persona count in the TEAM row above.



GRID B - SUBSCALE BAND DISTRIBUTION HEATMAP

Each cell shows the count and percentage of team members who fall within that band on that dimension. Cell shading intensity increases with concentration; darker = more team
members. Rows with concentrated shading at Very Low or Low indicate team-wide risks that require systemic intervention.

Band Capability (CAP) Opportunity (OPP) Motivation (MOT) Team Pattern

Primary intervention target on this dimension. Requires foundational

Very Low support before other levers will engage.

Awareness is present, but engagement is inconsistent. Responsive to
Low structural nudges and accessible resources.

Adequate performance. Small, targeted investments can shift this
Moderate cohort to High; good ROI for interventions.

. Strength. Can be leveraged for peer modeling, mentoring roles, or

High champion designation.

Exceptional. Consider as organizational resources: security champions,
Very High

code review leads, and training contributors.

TEAM INTERPRETATION AND INTERVENTION PLANNING
Use the analysis of the two grids above to answer the questions below. Transfer your answers to the intervention design guide (Deliverable 6) to select persona-specific strategies.

Key team-level observations Priority intervention recommendation
What dimension shows the most team-wide risk? Which persona(s) should the first intervention target?

Which team members are best positioned to serve as security champions?
Is this primarily an OPP (organizational) problem or a MOT/CAP problem?

Planned review date

INTERPRETIVE REMINDER: Aggregate team data should not be used to identify or evaluate individual team members. The team grid is a tool for systemic intervention planning, not performance
management. Individual profile sheets must be treated as confidential unless the team member has explicitly consented to sharing. Never use these outputs to make employment, promotion, or
access-control decisions.
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