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1 Introduction

This document presents axtensible encoding standafdr network measurementand performance
data. Uniform encoding of this class of information is a key pexbl for federated network management,
and multi-domain dynamic provisioning of network circuigs well as in advanced distributed computing
environments such as the Grid.

This work is born of the need for a common mechanism for ékehangeand storage of network
measurement, management and performance data. In thefaasearch-oriented networks, parties often
want to exchange network performance data with neighbarddbugging purposes. In general, however,
there is no single monitoring system that is in use. In th& @Gommunity, the need to exchange network
metrics of various sorts is often highlighted. In shortsihighly desirable to have an extensible schema for
network performance information that gives a common, gdrieErmework for representation and exchange.

This document builds on previous versions of the networksmeanent schemata. This document de-
scribes “Version 2” of the Grid Forum’s Network Measurem@rdrking Group NM-WG ) schema. While
unpublished, the initial measurement schema (known asiderl”) serves as a basis for this work. Design
considerations presented in this recommendation are bpibth the successes and failures of all previous
working group activity.

1.1 Goals

The goal is to define aeutral representation for network measurements that can be eagiynded to
support new types of data. This representation shouldifgieiarms of network performance data as well
as to create standardizetechanisnto bothdescribeandpublishthese metrics.

2 Design Philosophy

One of the high-level design goals of this representatida i®rmalizethe data representation by removing
as much redundancy as reasonable. The basic schema debgset on the observation that network
measurement data can be divided into two major classes. rBhbelfiss is thd/letadata, which describes
the type of measurement data, tlemtity or entitiesbeing measured, and the particufmrametersof the
measurement. The second class isElaa itself, which is, at its simplest, amestampand avalug or
vector of values This division of Metadata and Data is present throughoatsystem. This structure
is present both in th&essagesent between various data elements as well as in Si@i@s— persistent
storage of XML documents representing system state.

3 Basic Elements

This schema defines the basic elements that can be used ésarpperformance data. The first distinc-
tion is between théVetadata the relatively static information regarding the data, &sata itself, which
generally changes over time. The key idea is that, for regeaeasurements, which is a common case for
performance data in networks and Grids, the Metadatl nobe repeated with each measurement, saving
space and effort.

Each top-level element in this schema has an Identifietbatgicalledid. There are many cases in
which one element needsteferenceanother. For these casesldrReferencgidRef) is used. Note that we
have not used thEML Schema Id andldRef types. The reason is that with an IdRef, the corresponding
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ID must appear in the same document. We envision remote édemedes (with e.g., a generic URL or a
WS-Addressing EPR) and thus find this limitation overly rietize. (Note that another possibility is the use
of a simple element to resolve the local ID and point to renhbé¢adata.)

3.1 Metadata

The Metadata must describe the Dateambiguously To accomplish this, the Metadata must include key
elements:

e Subject — The Subjectidentifies the entity being measured. This could includen®®vork path
between a pair of hosts, an interface on a router, or a spémifition on the network from which flow
or packet data is captured.

e EventType — TheEventTypddentifies exactly what sort of measurement Event occurred.
e Parameters— The Parametersdescribe the details of the measurement.

e Key — The Keyidentifies a completdletadatatriplet (Subject EventTypeand/orParameter} that
was previously retrieved.

3.1.1 Subject

The Subjectidentifies the measured entity. For networks, this may sprea path between two hosts or
an interface on a network device. In most cases we rely ordgmal elements to fill in the subject of a
measurement. Minimal topological elements have been dkéisgart of this base schema. However, more
extensive definitions are currently being explored by otherking groups including the Network Markup
Language Working GroupN\ML-WG )[5].

3.1.2 EventType

The EventTypéds the canonical name of the aspect of the subject being meshsor the actual event (i.e.
characteristig being reported. The expected value of this elementlgRa string similar to a namespace
(see Section 4 for information on hamespaces).

Using a structured value, suchURI, allows greater control in defining the eventType. This farm
allows for behavior of an implementation to be more directintrolled (e.g. a specifigersionin the URI
may indicate a change in operations for a data type; alieehatve may choose to reject data that is too
“new” or too “old” based on the encoding).

3.1.3 Parameters

TheParametergdescribe the exact way in which a particular measuremengatiered. These can include
parameters to active measurement tools. Essentiallyhisgyheeded to determine which measurements
arefungible should be included here. Parameters take the form of narhes pairs stored ilParameter
elements. The value of a parameter can itself be a complex Eliginent.

3.1.4 Parameter

The Parameteris a name and value pair used to describe a single aspect ehtine Parametersset of a
measurement.
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3.1.5 Key

The Key element holds the results of a previous query f@uibject EventTypeand/orParameterdriplet.
The key can be used teplaythis query to have faster access to the underlying data set.

3.2 Data

TheDataelement has an identifieid) and an identifier referencengtadataldRef) that refers to thd/eta-
datathat describes it. It contains some numbebatumor Keyelements.

3.2.1 Datum

The Datumelements hold thémestampandvalue of the measurement or event. For many network mea-
surement data sources, this can be a time-series of timgstatne pairs. For other measurement types, the
result value may be a vector.

3.3 Container Elements

The above-named elements are currently contained in tvastygpouter elementdjessagendStore They
have exactly the same structure, i.e. contaififefadataand Data elements. Each may have an attribute
calledtypeto indicate its type. Each may also contain dP@ameterselement to indicate Message- or
Store-level parameters and options.

3.3.1 Message

TheMessagelement is meant to serve as a transient container for thegoat of performance information.
This element containsletadataandData pairs and could also containRarameterslement.

3.3.2 Store

The Storeelement is a stationary container for the long term stordgeedormance information. This
element containMetadataandData pairs and could also containRarameterelement.

4 XML Namespaces

A key facet in this schema is the observation that any of tloee€'telements can be used to describe any
network measurement, but the exact content of the eachdgskhany with the measurement type. We have
adopted XMLnhamespacet allow reuse of these same elements, but to facilitatetian in the contents
for each different type of data. In this way, some superfiei@mination of the structure of a message or
information store can take place without looking at the itietd the contents. Most processing functionality
should be able to consume new data types with no modification.

All namespace extensions must contain the elements definde basenamespace. Each namespace
couldredefinethe meaning of elements add new elements but elements should not be removed that were
previously defined. When released, each version of a namespast specify the versions of thearent
namespaces. If a new version of a parent namespace is léaseersion of the child namespace must be
changed to add any new elements or properties added in thetp&ixample Namespaces:
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e Base http://ggf.org/ns/nmwg/base/2.0/

e Achievable Bandwidth - Base Extensionhttp://ggf.org/ns/nmwg/characteristics/bandwidthiaiveable/2.0/

e Iperf - Base Extension http://ggf.org/ns/nmwg/tools/iperf/2.0/

We envision there being two major classes of namespace URésfirst is a canonical name based on the
Hierarchy of Network Measuremerftem this working group [2] . The second is based on an orgditia's
domain name and allows for autonomous extension in muchatime svay as the Enterprise branch of the
OID space [10] allows. Finally, as this specification doesaddress the embedding of this schema into
other systems, we note that the relevant parts of the namegga be appended to another namespace if
one is already in use.

4.0.3 Namespace Versioning

The developers of the schemata realized early in the desigregs that new ideas will quickly depose
older practices, particularly when reference implemémmatimplement recommended practices. This dual
development track (e.g. implementations vs the creatistalable standards) has forced a key change in
the creation and use of XML namespaces. First recognizeddmbars of the OGF community at large, a
system to define identifying names uniquely and in a unifgrisiyparamount [3]. This namespace versioning
scheme is a benefit for implementers as they can easily ptabaftkward and forward compatibility of
community recommendations; the scheme also allows stasidaiters the freedom to introduce new and
experimental ideas without pollution of the schema space.

This working group has adopted several components from tBE @mmunity practice, but differ on
some structural considerations. An example of the namedpamat that theNM-WG has adopted for the
basenamespace is “http://ggf.org/ns/nmwg/base/2.0/”

Breaking down each portion of the namespace, we are abletog®se into the following components:

e Scheme/Domain http://ggf.org

Customs- /ns

Project - /nmwg

Part/Extension - /base

Version - /2.0

The first key difference between thdM-WG approach and the community document is a choice to
subdivide the domaitater in the namespace versus as the first item (e.g. instead pf//etthema.ogf.org”
we are using “http://ggf.org/ns”). This choice was initjahrbitrary, and should not change the overall
intention of the approaches. As early work was based bef@&6GF to OGF name change we have kept
the legacy domain for historic reasons. We fully anticipiéta new versions of the schema will adopt the
proper domain name.

A second difference is the choice to place the version adasteentity of the namespace instead of
immediately after a group designation. This choice is eglab implementation details of software consum-
ing these recommendations. To better supporbthject orienteddesign of the schema the full “name” of
each element (including the namespace) needed to be preaestversion information. The easiest way to
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accomplish this is to place the version as the last pieceeuttifying information. This shall not change the
meaning of the original community recommendation.

The final difference is the reliance on incremental versiombers (e.g2.0) versus using thdate(e.qg.
20070707. We feel this difference is superficial and should the comityudecide that using the date is
more appropriate the switch is easily managed.

4.0.4 Namespace Expansion

The namespace-based approach alluded to in Section 4 esoektensibility by re-defining the “core”
elements in a tool- or characteristic-specific namespaocemdtivate the example presented in Section 8,
we will briefly describe the procedure used to define a measemein an expansion namespace. Note that
a new namespace should be generated when encoding a formastireament that cannot be adequately
represented with the “base” hamespace or any existing @ries

4.0.4.1 Defining the Namespace

The namespace should be similar to the “base” namespacediutd a differenPart/Extension and po-
tentially a differentVersion. Alternatively theDomain and Customsmay change if a group that is not
affiliated with theOGF becomes involved in the definition process. The values ®Ptrt/Extension will
vary depending on if a newharacteristicis being defined, or if data specific tot@ol is being encoded.
Below we define théing tool, which also has the characteristic of being@und Trip Delaymeasurement.
The following represent the proposed namespaces:

e Round Trip Delay - Base Extension http://ggf.org/ns/nmwg/characteristic/delay/roungr2.0/

e Ping - Base Extension http://ggf.org/ns/Inmwg/tools/ping/2.0/

For consistency we have kept thlersion the same, this can be altered when desired. With the names-
pace carved out, we can move on to the next task of laying eunttdel of gping measurement.

4.0.4.2 Modeling Information

It is paramount that the “core” elements be reused in schetem&on. This implies that we may define
new namespaces for select elements in the base schema, yoahowse to keep several within the base;
for some of the enclosing elements (ergetadata datg) this is required. In general any element may be
redefined but to allow for implementation flexibility it oftanakes sense to leave as many as possible within
the base to avoid complexity in the XML parsing libraries.eThllowing is a list of elements from “base”
that will remain in the original namespace:

e Message
e Store

e Metadata

EventType

Parameter

nm-wg@ogf.org 7



GWD-R June 21, 2010
e Key

e Data
These items should be re-purposed for the new measurenpeninty the new namespace:

e Subject
e Parameters

e Datum

The following sections will suggest modifications necegdarenable theping datatype in thdools
namespace.

4.0.4.2.1 Ping Subject

The ping subjectshould be specific to the “subject” ofRing measurement. We learn through observing
the tool that it involves two entities: sourceanddestinationhost. These hosts can be described as being
“Layer 4” beings in theDSI protocol mode]6].

A subject for this measurement should consist of a desoriif both of these hosts, preferably in an
accepted format such as the topology descriptions beirdupeal by theNML-WG . We should ensure that
some basic information about each host is captured:

e Host IP Address
e Address Type (e.gPv4, IPv6)
e Hostname

e TCP Ports used

4.0.4.2.2 Ping Parameters

The ping parametersan loosely be translated as the parameters that were ugieg ianning of the mea-
surement tool. For example if there are options to varyrthmber of packets sewr the size of each
packet this information should be encoded in the parameters defini The following represents some
good choices for parameters in the ping tool, this list isexttaustive:

e Number of packets to send
e Interval between packets
e Size of each packet

e Time to live (TTL) of each packet
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4.0.4.2.3 Ping Datum

The final behavior to model is theing datum the results of the measurement. TRiag tool reports the
results of sending packet “probes” from the source to thérdg®n in a sequence. The results in this case
are a measurement of how long the operation tool as well agtieg thesequence numbesf a given
probe and the individual TL values of each. While not explicitly reported, we also detietimethat each
measurement has either started or ended. The followingsepts the measurement data we wish to capture
form the ping tool, this list is not exhaustive any may varpeleding on specific instances®ingin use:

e Measurement Time (round trip delay)

Measurement units (e.gecondp

“Wall clock” - when the measurement started or ended

Packet TTL

Ping probe sequence number (in relation to the ping measunteas whole).

4.0.4.3 Create Schema and Examples

Using the information presented in Section 4.0.4.2 we hawdyred a simple ping extension consisting of
both a schema and example instance. These examples apfieaeatl of this document in Section 8.

5 Merge Metadata

While a complete Metadata block can be used to unambigualesigribe a Data block, it is often desirable
to combine multiple, partial Metadata blocks together. Tan reason for this is reuse of information.
Using the “metadataldRef” attribute of a Metadata blockwa#i us to form a “chain” of Metadata blocks.
This section presents the major usemeirge chainingnote that individual implementations may choose
to strictly or loosely interpret these guidelines for thkesaf performance or protection. The schema offers
no specific guidance on these issues in favor of simply dasgrithe structural composition of both the
input data and the resulting output.
5.1 Merge Operation

As the name implies, the purpose is to “mergetombinemetadata elements through this structure. There
are many things we should consider when describing thisatiper

e Which elements armergeabl@
e How muchrecursionis needed for mergeable elements?
e When should wealuplicateelements?

e When should weeplaceelements in the course of merging?
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As stated previously, the schemata itself does not offersaggestions as to what igaod mergers. a
bad merge There are no rules regarding whityfpesof data should and should not be merged. There is no

guidance on when we should duplicate or replace elements.

We recommend some very simple and succinct guidelines sooghération. There are always be ex-
ceptions to rules, therefore the reader is encouraged n& ttarefully about what may be needed when
implementing this recommendation.

5.2 Mergeable Elements and Recursion

When performing the merge operation we must first look atadpelevelelements; namely subject, event-
Type, and parameters. When faced with two metadata blodks toerged, we only wish to combine:

e Like Elements (e.g. sharing the same localname)
e Elements in the same namespace

e Elements sharing the same (or “similar”) eventType

When this first criteria is met, we should recurse downward keep trying to merge until we reach
the bottom of the structure. How far should we venture in® XML structure looking for similarities
or differences? This question does not have a definite arswobr asstop at the grandchild of the current
element While this may be frustrating, domain knowledge will hetpymake a passable decision especially
with regards to topology based elements.

Like elements that do not share a common namespace or eventBlpeeghire special rules that may
differ between implementations. Depending on the levelrotgztion or speed we wish to attain, these rules
may vary.

5.3 Duplication, Augmentation, and Replacement

When we are faced witlike elements that may not share a common namespace or eveniig/pkould not
combine. We may try to find tHeast significanhamespace or eventType and work from there. Additionally
we could run into items that aexactlythe same (such as certgiarametersor eventTypées In some cases
we should take care tddall of these together to make duplicates; other cases megteliotal replacement.

As an example of extreme cases, consider taking a very spfeagh to the combining of elements (i.e.
not mergingike elements with different namespaces). This approach wslienthat we protect the schema
differences but may result in many mosgonganswers. The converse is a very dangerous approach where
we merge items that could be different on the inside. This reaylt in an approach similar t&know what
you meantind could yield a more robust result data set.

5.4 Merge Examples

A simple example of merge chaining is to partially specify atadata (leaving out perhaps one unspec-
ified element) and then constructing new elements from thggnal. This example does not feature any
overwriting of duplicate elements.

Take for example a physichhyer 3interface used to measure SNMP data. If we wanted to spdwfy t
two commondirections(in andout) we could construct a chain similar to the below example.
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<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nnwg/ characteristic/utilization/2.0/" id="s1">
<nmwgt : i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Address>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
</nmagt ;i nterface>
</ netutil:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmwg: event Type>
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmwg: par anet er s>
</ nmng: net adat a>

<nmwg: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="nR" netadatal dRef ="nmlL">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nmwg/ characteristic/utilization/2.0/" id="s2">
<nmwgt ;i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : di rection>i n</ nmwgt : di rection>
</nmagt ;i nterface>
</netutil:subject>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n8" net adat al dRef =" niL" >
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s3">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmgt : di recti on>out </ nmwgt : di rection>
</nmngt :interface>
</ netutil:subject>
</ nmng: net adat a>

Note that the merging is performed via the use ofrietadataldRetag in the metadata element. This
is a “red flag” used to indicate a chain should be resolved. Hipere 1 demonstrates the linking between
the metadata elements. The resulting XML structure aftegenehaining is also listed below.

Metadata 1

Metadata 2

Metadata 3

Figure 1: Graphical representation of merge chaining.

<nmng: net adat a xni ns: nmng="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<netutil:subject xm ns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf. or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef =" niL" >
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<netutil:subject xm ns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmwgt : i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f 1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmwgt : di rection>
</nmagt ;i nterface>
</netutil:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmwg: event Type>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p://ggf. org/ ns/ nmng/ base/ 2. 0/ " id="n8" netadat al dRef ="ni" >
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nnwg/ characteristic/utilization/2.0/" id="s1">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt : i f1 ndex>2</ nnagt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmgt : di recti on>out </ nmwgt : di recti on>
</nmngt :interface>
</ netutil:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmwg: par anet er s>
</ nmng: net adat a>

For continuity, this example has not attempted to modifyrttetadataldRehttribute. Implementations
may choose to do so if they feel the need. Because eventTypgdberepeated (either as theentType
element or aparameterswe must take special care when merging them. The next exafegiures multi-
ple eventType merge chaining. This example also includesastep process where the results of the first
merging operation feed into the process for the second.

<nmng: net adat a xnl ns: nmag="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmwg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="nR" netadatal dRef ="nmlL">
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: paranet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="n8" netadatal dRef ="n2">
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/errors/2.0</ nnwg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ characteri stic/errors/2.0</ nmng: par anet er >
</ nnwg: par anet er s>
</ nmng: net adat a>

The resulting output and cartoon are pictured below. We aké two major issues into consideration:
multiple parametersand eventTypelements that did conflict, and the double merge chainingpldmen-
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tations that do not support multiple eventTypes (or simpighwto not implement a naive form of merge
chaining) should not worry about special cases such asé-Ryur

Metadata 1

Metadata 2

Metadata 3

Figure 2: Alternate graphical representation of merge chaining.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</nmagt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="nR" netadatal dRef ="nmlL">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</nmngt :interface>
</ nmng: subj ect >
<nmng: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmwg: event Type>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anmet er >
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="n8" netadatal dRef ="n2">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmwgt : i f I ndex>2</ nmwgt : i f I ndex>
<nmagt : capaci t y>1000000000</ nnwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di rection>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/errors/ 2. 0</ nnng: event Type>
<nmwg: par aneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnmwg: par amet er name="support edEvent Type" >htt p: //ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
<nnmwg: par amet er name="support edEvent Type" >htt p://ggf.org/ ns/ nmwg/ characteristic/errors/2.0</ nmng: par anet er >
</ nmng: par anet er s>
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</ nmng: net adat a>

Implementations may treat particular elements (such ast&ees and parameters with certaiame
attributes) in a special way. The implementation is carefillto overwrite or lose any information and will
only addthese items together. This is not the case for all elemeaotgyth consider the following example.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmagt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmngt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmngt : i f I ndex>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
<nmwgt : di rection>i n</ nmagt : di recti on>
</ nmwgt ;i nterface>
</ nmng: subj ect >
<nmng: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par anet er name="support edEvent Type" >htt p: // ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmwg: et adat a xnl ns: nmwg="http://ggf.org/ ns/ nnwg/ base/ 2. 0/" id="nR" netadatal dRef ="nmlL">
<nmng: subj ect id="s1">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Nane>et hl</ nmwgt : i f Name>
<nmwgt : di recti on>out </ nmwgt : di rection>
</nmngt :interface>
</ nmng: subj ect >
</ nmng: net adat a>

Note that weprobablywanted to change thdirection for this particular interface, not necessarily the
ifNameelement. The output of this chain is shown below.

<nmng: net adat a xni ns: nmag="ht t p:// ggf. org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmwgt @i nterface xml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f 1 ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : di rection>i n</ nmwgt : di rection>
</nmagt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf. org/ ns/ nmng/ base/ 2. 0/ " i d="nR" net adat al dRef =" ni" >
<nmwg: subj ect id="s1">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et h1</ nmwgt : i f Nane>
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmgt : di recti on>out </ nmwgt : di rection>
</nmngt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmwg: event Type>
<nmng: parameters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf. org/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

This example shows that it is very easy to introduce semantizs when designing a chaining instance.
It also shows that the implementation may not be interest@ddtecting a poorly designed chain from being
accepted. It is possible to build in different rules instefdhst seen valusuch adirst seen original, or
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other combinations. It is imperative that implementatidescribe nuances of merge chaining, particularly
when interoperability becomes an issue.

A final example comes when we deal with items with the sdocalname but perhaps a different
namespaceThere are several approaches that can be taken to deatmthigitype of situation. The SNMP
example follows a safe approach of simply adding all of tremgints in question and not attempting to
internally merge at all. This causaeareadablemetadata in many cases, but does not pedatia pollution

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmgt : i f Nane>et hO</ nmwgt : i f Name>
</nmwgt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paranmeters id="pl">
<nnmwg: par anet er name="supportedEvent Type">http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: paranet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="htt p: // ggf . or g/ ns/ nnwg/ base/ 2. 0/ " i d="n2" netadat al dRef ="1">
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s2">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f I ndex>2</ nmngt @i f I ndex>
<nmwgt : di rection>i n</ nmagt : di recti on>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
</nmngt :interface>
</netutil:subject>
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nnmwg: par anet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

There are three approaches that | will illustrate heede yet stupiddangerous yet intelligenand finally
slow and steadyThe last approach is sometimes used in practice; findingrbeer balance will require
some thought (depending on how sensing or accurate an ireptation wishes to become. Approach one
yields output similar to the below example.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nanme>et hO</ nmwgt : i f Nane>
</ nmagt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnmwg: paranmeters id="pl">
<nnmwg: par amet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef ="1">
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s2">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f I ndex>2</ nmwgt : i f I ndex>
<nmwgt : di rection>i n</ nmagt : di rection>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
</nmwgt :interface>
</netutil:subject>
<nmwg: subj ect id="s1">
<nmwgt : i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmgt : i f Nane>et hO</ nmwgt : i f Nane>
</ nmngt ;i nterface>
</ nmng: subj ect >
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>
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Note that this is not schema valid, and presumably would etoirn results from the backend storage.
This is rather ironic given that we are trying to preservadigl on the schema side, yet still generate a
clearly invalid result. The other end of the spectrum givessallt such as the example below.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmwg: subj ect id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmgt : i f Nane>et hO</ nmwgt : i f Name>
</nmngt :interface>
</ nmng: subj ect >
<nmng: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmwg: et adat a xnl ns: nmag="htt p: // ggf.org/ ns/ nnwg/ base/ 2. 0/ " id="nR" netadatal dRef ="1">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nnwg/ characteristic/utilization/2.0/" id="s2">
<nmwgt @i nterface xnml ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmagt ;i f1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : di rection>i n</ nmwgt : di rection>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
</nmagt :interface>
</netutil:subject>
<nmwg: event Type>htt p: // ggf . org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

The so called “stupid” part of this comes from not caring abmmespacesnd only merging based on
localname Because the source metadata featurechétatil namespace it remains and all other items are
added to it.

The approach taken by some implementations is to have exdittinainknowledge before making a
quick judgement. Knowing full well thatimwgis a more general namespace thatutil, the implementation
tries to guess the intent and goes with the most general maoesn order to support a richer query set.
Internally anything that utilizes themwgnamespace receives a wild card when performing searchesn Wh
we are faced with a choice between specific and general, thieinentation errs on the side of general. An
example of this merge is below.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<nmng: subj ect id="s1">
<nmwgt @i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
</nmagt:interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
</ nnmwg: par anet er s>
</ nmng: net adat a>

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="n2" net adat al dRef ="1">
<nmwg: subj ect id="s1">
<nmwgt : i nterface xm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nmwgt : i f Addr ess>
<nmwgt : host Name>| ocal host </ nmngt : host Name>
<nmwgt : i f Nane>et hO</ nmwgt : i f Nane>
<nmagt ;i f 1 ndex>2</ nnmagt @i f I ndex>
<nmwgt : di rection>i n</ nmwgt : di rection>
<nmagt : capaci t y>1000000000</ nmwgt : capaci ty>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: paranmeters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
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</ nmwg: par anet er s>
</ nmng: net adat a>

A final question remains: what happens if you are dealing with very specific namespaces such as
this example.

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<neterr:subject xm ns:neterr="http://ggf.org/ns/nmwg/ characteristic/errors/2.0/" id="s1">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
</nmngt :interface>
</ neterr:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/errors/2.0</ nnwg: event Type>
<nnwg: paraneters id="pl">
<nnwg: par amet er name="supportedEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/errors/2.0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmwg="htt p: // ggf. org/ ns/ nnwg/ base/ 2. 0/ " i d="nR" netadatal dRef ="1">
<netutil:subject xm ns:netutil="http://ggf.org/ns/ nnwg/ characteristic/utilization/2.0/" id="s2">
<nmmgt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
</nmngt :interface>
</ netutil:subject>
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmwg: par aneters id="pl">
<nmwg: par anet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2. 0</ nmwg: par anet er >
</ nmwg: par anet er s>
</ nmng: net adat a>

Some implementations will still guess “general” and coht@thenmwgnamespace. The resulting data
set will take on an interesting look:

<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " id="ml">
<neterr:subject xm ns:neterr="http://ggf.org/ ns/nmwg/ characteristic/errors/2.0/" id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
</nmngt :interface>
</ neterr:subject>
<nmwg: event Type>htt p: // ggf . or g/ ns/ nmng/ characteristic/errors/2.0</ nnwg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p://ggf.org/ ns/ nmwg/ characteristic/errors/2.0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

<nmng: et adat a xnl ns: nmag="htt p:// ggf. org/ ns/ nnwg/ base/ 2. 0/ " id="nR" netadatal dRef ="1">
<nmwg: subj ect id="s2">
<nmwgt ;i nterface xnm ns: nmngt ="http://ggf.org/ ns/ nnng/ t opol ogy/ 2.0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
</nmngt :interface>
</ nmng: subj ect >
<nmwg: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nmng: event Type>htt p: // ggf. org/ ns/ nmng/ characteristic/errors/ 2. 0</ nnng: event Type>
<nmwg: par aneters id="pl">
<nmng: par amet er nane="support edEvent Type">http://ggf.org/ ns/ nmng/ characteristic/utilization/2.0</ nnwg: par anet er >
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf . org/ ns/ nmwg/ characteri stic/errors/ 2. 0</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

Clearly the two eventTypes (for utilization and errors) may appear in the same metadata description,
but again the implementation can try to help out a bit. ewgmgTdescriptions are interpretedasperations
when performing a query. Therefore even if our chain wasttocied poorly, our final results will be rather
robust (perhaps a bit more robust than needed). The implaten designers will no doubt settle on an
approach that fits well for the data they are exposing.
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6 Operation Metadata

In addition to describing sets of raw data, Metadata blocks @lso be used to descrit@nsformation
operationsperformed, or requested, on a set of data. Thus, a list of daé&blocks, including origin and
transformations, can be used to unambiguously describgrtivenancenf any performance data. This can
also be used in cases where the transformationtésnal and the original data is not available. This can
be thought of as describing set operations on the origirtehs@ passes through a list of operators. This
operation has been termed “Operation” chaining.

This section presents the major uses of this operation;thaténdividual implementations may choose
to strictly or loosely interpret these guidelines for thkesaf performance or protection. The protocol itself
offers no specific guidance on these issues in favor of siecribing the structural composition of both
the input data and the resulting output.

6.1 Operation Chaining

Operation chaining involves the application obperator (or function) to the underlying dataset that a
particular metadata describes. We can think of this muehdiklatabase operation, where the first metadata
is used to select a set of data, and subsequent metadatantdetivag are chained in this manner are used
to select from that data set based on some other criteriasi@@mFigure 3 as an example of the internal
process using an operation chain.

Metadata 1 Metadata 2

datum ...
Operation: datum ...
Id select [

datum ... datum ...
datum ... datum ...
datum ... datum ...

datum ... datum ...

Figure 3: Graphical results of an operation step on a dataset.

An alternate use case is using thgeratorto perform a functional translation @l of the data contained
in the first set when creating the second set. Figure 4 idtestrthis “filter” operation by showing the
contents of a data set before and after the operation. Therfetadata is used to get the “base” dataset.
After applying the second metadata are are left with the tia#d set: a subset of the first.

Metadata 1 Metadata 2

datum ... datum ... . DATUM ... DATUM ...
datum ... datum ... |__y| ©Operation: DATUM ... DATUM ..
7| Summarize ZPATUM ... DATUM ...

datum ... datum ...

Figure 4: Graphical results of an operation step on a dataset.
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It is important to note that even though we are manipulatmgdata through this form of chaining,
we should not be changing the original data, or the relatethadaga elements. Chaining in general is a
non-destructive operation.

Operations can vary from time range selection to aggreggsach as computing a cumulative distribu-
tion function (CDF). Current experience has named mostttal and database operations as candidates
for this form of chaining, although new uses are being deli€perations are extensible via the same XML
namespace/URI techniques described earlier.

6.1.1 Operator Chaining Examples

Operation chaining is an easier concept to manage than robejeing, partially because there are fewer
rules and nuances. As stated above, it is easy to think ofdtaset for the source metadata targaut to a
function that is named by the metadata utilizing the openathain.

The syntax of operation chaining is similar to that of mergaiging (by usingnetadataldReéttributes)
but the placement is a bit different. Consider this example.

<nmng: net adat a xnl ns: nmng="http://ggf.org/ ns/ nmng/ base/ 2. 0/ " id="ml">
<netutil:subject xmns:netutil="http://ggf.org/ns/nmng/characteristic/utilization/2.0/" id="s1">
<nmngt ;i nterface xm ns: nmwgt ="http://ggf.org/ ns/ nmng/ t opol ogy/ 2. 0/ ">
<nmwgt : i f Address type="ipv4">127.0.0. 1</ nnwgt : i f Addr ess>
<nmgt : host Nane>l ocal host </ nmagt : host Nane>
<nmwgt : i f Nane>et hO</ nmwgt : i f Name>
<nmwgt : i f I ndex>2</ nmngt : i f I ndex>
<nmwgt : di rection>i n</ nmagt : di rection>
<nmwgt : capaci t y>1000000000</ nnwgt : capaci ty>
</nmagt ;i nterface>
</netutil:subject>
<nmng: event Type>ht t p: // ggf . or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nmng: event Type>
<nmwg: event Type>ht t p: // ggf . or g/ ns/ nmng/ characteristic/utilization/2.0</nmg: event Type>
<nnwg: paraneters id="pl">
<nnmwg: par amet er name="support edEvent Type" >htt p: // ggf. or g/ ns/ nmng/ t ool s/ snnp/ 2. 0</ nnwg: par anet er >
<nnmwg: par anet er name="support edEvent Type" >http://ggf.org/ ns/ nmwg/ characteristic/utilization/2.0</nmg: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>
<nmng: net adat a xni ns: nmag="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " i d="nR" >
<sel ect:subject id="s2" netadatal dRef="nl" xnins:sel ect="http://ggf.org/ ns/ nmng/ ops/ sel ect/2.0/"/>
<sel ect: paraneters i d="paranRc" xm ns:sel ect="http://ggf.org/ns/ nnwg/ ops/sel ect/2.0/">
<nmwg: par anet er nane="start Ti ne">1121472000</ nmwg: par anet er >
<nmwg: par anet er nane="endTi ne">1121904000</ nmwg: par anet er >
<nmwg: par anet er nane="consol i dati onFuncti on" >AVERAGE</ nmng: par anet er >
<nmwg: par anet er nane="resol uti on">60</ nmwg: par anet er >
</ sel ect: paranet ers>

<nmng: event Type>ht t p: // ggf . or g/ ns/ nmng/ ops/ sel ect/ 2. 0</ nmng: event Type>
</ nmng: net adat a>

The reference is placed in tlseibjectelement in this case, as in merge chaining this is a signdldo t
implementation that operation chaining is desired. Thiiciates that thénputis the data pointed to by the
first metadata and theutputwill be a subset of this. For the sake of these examples weealind with the
selectnamespace as our operator of choice due to an abundancengblesaand the common use case of
selection based on time. Other operation examples shoulkliwthe same manner.

Because the operations of a operation chain are esserititdlynal we do not present what resultant
XML should look like. Currently implementations ignore nyaof the steps that may go into reforming the
XML for response messages in favor of simply returning lblaekendrepresentation of metadata. While
quick and easy, this does lead to information loss (spetifiezhen dealing with the various ways to im-
plement merge chaining). Client applications may have asae to see the original operation information,
and therefore are built not to need it.
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7 Schema

The following sections show the formal schemata ofNiM-WG using the elements described in Section 3
and concepts presented in this document. Each is writtémeiRELAX-NGJ[7] language. Through the use
of tools such as Trang[8] and MSV[4] it is possible to convbis to other widely accepted formats such as
XSD[9].

We are presenting three major components of the entire sthem

e Base- A representation of the elements in Section 3
e Time - A simple schema that describes representation of timeegafunetwork measurements

e Topology - A basic representation of network topology; this work Wil superseded by the efforts of
more relevant working groups (such as NiEL-WG )

7.1 Base Schema

The “base” schema is so named because it contains the essdatnents of this work. Subsequent exten-
sions and profiles will incorporate the items presentedvielo

# Begin Schema

#

#

# File: nnbase.rnc - Main schema definition

# Version: $1d: nnbase.rnc 341 2008-04-24 21:52:11Z boote $
# Purpose: This is the main schema file, it defines the
# general structure of an NMAG nessage or store
#

#

#

# Nanespace definitions

#

nanmespace nmvg = "http://ggf.org/ ns/ nmng/ base/ 2. 0/ "

#
# Include additional functionality fromother files
#
i nclude "nntine.rnc"
include "filter.rnc"

Every NMAG document should begin with either a 'store’ or
' message’ el enent
Patterns are defined for the content of each elenent.
Exanpl e (using nessage):
<nmng: nessage i d="OPTI ONAL_I D"
messagel dRef =" OPTI ONAL_REFERENCE | D'
t ype="REQUI RED_TYPE"
xm ns: nmwg="htt p: // ggf. org/ ns/ nmng/ base/ 2. 0/ ">
<!-- OPTI ONAL PARAMETERS -->
<!-- OPTIONAL (MULTIPLE) METADATA -->
<!-- OPTIONAL (MULTIPLE) DATA -->

</ nmng: nessage>

HHEHRFHRBEFHRHEFHE R
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el enent nmng: nessage {
MessageCont ent
I
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el ement nmng: store {
St or eCont ent
}

)

MessageContent =
ldentifier? &
Messagel dentifierRef? &
Type &
Paraneters? &
(
Met adat a |
Dat a
)+

StoreContent =
Identifier? &
Messagel dentifierRef? &
Type &
Paraneters? &
(
Met adat a |
Dat a
)+

Metadata is the information that describes data. This
information doesn’t change over tinme
Exanpl e:
<nmng: net adat a i d=" REQUI RED_| D*
net adat al dRef =" OPTI ONAL_REFERENCE_| D"
xm ns: nmwg="http://ggf.org/ ns/ nmng/ base/ 2. 0/ ">
<!-- TBD OPTI ONAL SUBJECT -->
<!-- TBD OPTI ONAL PARAMETERS - ->
<!-- TBD OPTI ONAL EVENTTYPE - ->
<!-- TBD OPTI ONAL KEY -->
<l-- ANY OPTI ONAL ( MULTI PLE) ELEMENT | N ANY NAMESPACE -- >

</ nmng: net adat a>

HHEHRFHRBEHBFRBFEHHEHRFE RS RR

Met adata =
el ement nmng: et adat a {
(
Identifier &
Met adat al dentifierRef? &
Met adat aCont ent
)
anyEl enent *

}

Met adat aBl ock =
Subj ect? &
Par amet ers?

Met adat aCont ent =
(

Met adat aBl ock |

Fi | t er Met adat aBl ock
) &
Event Type? &
Key?

Subj ect identifies an endPoint (or points), perhaps the nane of
a service or sone other form of physical |ocation. For the
purpose of the general case, we nake no assunptions on potential
el ements and allow al |l elements, in any namespace. Verification
can be handl ed in subsequent schema files.

Exanpl e:
<nmwg: subj ect id="REQUI RED_ | D"

net adat al dRef =" OPTI ONAL_REFERENCE_| D"
xni ns: nmng="ht t p: // ggf. org/ ns/ nmng/ base/ 2. 0/ ">

HH BRI
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# <I-- ANY ELEMENT I N ANY NAMESPACE - ->
#

# </ nmng: subj ect >

#

#

Subj ect =

el ement nmwg: subj ect {
Subj ect Cont ent
}

Subj ect Content =

HHEHRFHBEHBRBFEFHFERFE RS

(
Identifier &
Met adat al denti fi er Ref ?

anyEl enent *

Parameters and Paraneter el enents can be used in a nunber of

ways in: 1) the message to signify itens such as tine stanp

or authorization or 2) netadata or data to specify filters or
special cases for the information. A 'paranmeters’ block
has an id and encl oses one to many 'paranmeter’ elenents.

These el enents have a required 'name’, and may contain

an attribute, elenent, or text value (only one please;
software using this should consider conplex elements, then

text, and finally the value attribute; exceptions should

be thrown on duplicates).
Exanpl e:

<nmng: par anmet ers i d="REQUI RED_I D"
xnl ns: nmng="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ ">

<nnmwg: par amet er name="REQUI RED_NAME" val ue="0OPTI ONAL_VALUE"

xm ns: nmwg="http://ggf.org/ ns/ nmng/ base/ 2. 0/ ">

<l-- ANY TEXT, OR ANY ELEMENT ANY NAMESPACE (I F YOU DI D NOT
USE THE VALUE ATTRI BUTE) -->

</ nmng: par anet er >
<!'-- MORE PARAMETERS -->

</ nmng: par anet er s>

The nanmespaces can of course be different.

Parameters =

el ement nmwg: paraneters {
Par amet er sCont ent
}

Par amet ersContent =

Identifier &
Par anet er +

Par aneter =

HHHEHF R

el ement nmwg: paraneter {
attribute name { xsd:string } &
(
attribute value { xsd:string } |
(
anyEl enent |
text

Event type is a sinple text el ement used to describe the
characteristic or event of the data.

Exanpl e:
<nmng: event Type xml ns: nmag="htt p: //ggf. or g/ ns/ nmng/ base/ 2. 0/ ">
<l-- TEXT -->

</ nmng: event Type>
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Event Type =
el ement nmwg: event Type { xsd:string }

#

# The key is used to return a 'pointer’ or otherw se special piece
# of identifying information in response to a request. For now,
# this information is enclosed only within a paraneters bl ock.
# The optional ID can be used to track past searches.

#

# Exanpl e:

#

# <nmng: key i d="OPTI ONAL_I D'

# xm ns: nmng="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ " >

#

# <l-- OPTI ONAL PARAMETERS -->

#

# </ nmng: key>

#

#

Key =

el enent nmng: key {
ldentifier? &
(
Paraneters |
Fil terParaneters

The data bl ock is conplex and has the potential to contain
many things. The data bl ock can be used to return a netadata
bl ock froma request, comonTine or datum el enents, keys,
or sonething that we have perhaps not defined as of yet.
Exanpl e:
<nmwg: dat a i d=" REQUI RED_| D"

nmet adat al dRef =" OPTI ONAL_REFERENCE_| D"

xm ns: nmwg="ht t p: / / ggf . or g/ ns/ nmng/ base/ 2. 0/ ">

<l-- OPTIONAL (MULTI PLE) METADATA -->
<l-- OR-->

<l-- TBD OPTI ONAL (MULTI PLE) COMMON TI ME ELEMENTS AND
OPTI ONAL (MULTI PLE) DATUM ELEMENTS- - >

<l-- OR-->

<!-- TBD OPTI ONAL ( MULTI PLE) DATUM ELEMENTS -->
<l-- OR-->

<!-- OPTIONAL (MULTIPLE) KEY ELEMENTS -->
<l-- OR-->

<!-- ANY OPTI ONAL (MULTI PLE) ELEMENT | N ANY NAMESPACE -->

HHEHRFHFHBFHRBEFHEFEAERBRRRFREFHERE SRR

</ nnwg: dat a>
Data =
el ement nmwg: data {
Identifier &
Met adat al denti fierRef? &
(
Met adat ax |
(
comonTi me+ &
Dat ume
)|
Dat ume |
Key*

)
)

anyEl enent «

#
# CommonTine is used as a shortcut that is able to 'factor out’

# a frequently occurring tine range that a group of datum (or

# other) elenents might share, thus reducing the verbosity of the
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XML representation. ConmmonTime is simlar to the other NMAG tine
stanps (fromnntine.rnc) in its potential tine representations.

It is unfortunate that it needs to be in this file and not
nntime.rnc, but as it occurs outside the datum it is here.

Exanpl e:

<nmag: conmonTi ne type="REQUI RED_TYPE" val ue="0OPTI ONAL_VALUE"
dur at i on="OPTl ONAL_DURATI ON"
i ncl usi ve="0OPTI ONAL_I NCLUSI VE_FLAG'
xnl ns: nmng="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ ">

<I-- TBD OPTI ONAL START TIME ELEMENT (USE END TI ME CR
DURATI ON) - - >

<l-- TBD OPTI ONAL END TI ME ELEMENT (ONLY W TH START TIME) -->

<l-- TBD OPTI ONAL TI ME VALUE ELEMENT (USE | F NO VALUE
ATTRI BUTE) -->

<!-- TBD OPTI ONAL ( MULTI PLE) DATUM ELEMENTS -->

<l'-- ANY OPTI ONAL ( MULTI PLE) ELEMENT | N ANY NAMESPACE - ->
</ nmag: conmonTi me>

HHBEHHFEHB RS HREREHEEHER

conmonTi ne =
el ement nmag: conmonTi e {

Type &
(
TineStanp |
StartTine &
(
EndTi ne |
Cur ati on
)
)
) &
Dat um

anyEl ement *

}
#
# The datumis neant to be generic in this case because specific
# nanmespace decl arations should be used to better define what
# format that datum shoul d have.
#
# Exanpl e:
#
# <nmag: dat um ANY_ATTRI BUTE
# xm ns: nmwg="htt p://ggf.org/ ns/ nmng/ base/ 2. 0/ ">
#
# <!'-- ANY ELEMENT I N ANY NAMESPACE OR ANY TEXT -->
#
# </ nmng: dat une
#
#
Dat um =

el ement nmwg: dat um {

anyThi ng

}

#

# Common el enents are defined as named patterns as they are re-
# used several tines.
#

Identifier =
attribute id { xsd:string }

Met adat al denti fi erRef =
attribute netadatal dRef { xsd:string }

Messagel dentifierRef =
attribute nmessagel dRef { xsd:string }

Type =
attribute type { xsd:string }
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#
# This sequence allows any element, attribute, or text (regardless
# of name or nanespace) into the docunent when invoked.

#

anyEl ement =
el ement * {
anyThi ng
}

anyAttribute =
attribute » { text }

anyThing =
(
anyEl enent |
anyAttribute |
text
) *
#

# This sequence allows any elenment, attribute, or text (only in the
# NMAG nanespace) into the docunment when invoked.
#

anyNMAGEl ement =
el ement nmwg: * {
anyNMAGThi ng
}

anyNMAGAt tri bute =
attribute » { text }
anyNMAGThi ng =
(
anyNMAGEl enent |
anyNMAGAt tri bute |
text
) *

# End Schema

7.2 Time Schema

The time schema features a simple schema capable of refingséme in the data portion diM-WG
encoded information. This schema does not offer a comphe& tefinition, and may fall short of what is
required for many high performance measurement tools. Témalmars of this group fully expect this work
to be augmented and eventually replaced by stronger repiediems that will come from members of the
network measurement community.

# Begin Schena

#

#

# File: nntinme.rnc - NMAG Time definitions

# Version: $ld: nntine.rnc 358 2008-06-05 15:14: 11Z swany $
# Purpose: This describes a set of tine formats for

# representing nmeasurements.

#

#

#
# Namespace definitions
#
n

anespace nnmtm = "http://ggf.org/ns/ nmwg/ time/ 20070914/ "

Regular tine is attached to a specific datuminstance; it is
essentially the same as before, but cannot have anything
“inside’ of it. The type can be sinple, like UNIX or it
coul d be sonething |ike tineRange or tinelnterval. If thisis
the case, we would then see the two extra tinme designators for
the start and end (or duration)

HoHH K HH R
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<nmtmtime type="REQU RED TYPE" val ue="OPTI ONAL_VALUE"
dur ati on="0OPT| ONAL_DURATI ON"
i ncl usi ve="OPTI ONAL_I NCLUSI VE_FLAG'
xm ns: nntne"http://ggf.org/ ns/ nmng/ time/2.0/">

<l-- TBD OPTI ONAL START TINME ELEMENT (USE END TI ME OR
DURATI ON) - - >

<l-- TBD OPTI ONAL END TI ME ELEMENT (ONLY W TH START TIME) -->

<l-- TBD OPTI ONAL TI ME VALUE ELEMENT (USE | F NO VALUE
ATTRI BUTE) -->

</nmtmtime>

Time types are enunerated as fol | ows:
* unix: integral seconds since Jan 1, 1970 (UTC)
* 1509601/ rfc3339:
full date/time representation. Exanples from RFC 339:
Here are sone exanples of Internet date/time fornat.
1985- 04-12T23: 20: 50. 527

This represents 20 minutes and 50.52 seconds after the 23rd hour of
April 12th, 1985 in UTC

1996-12-19T16: 39: 57-08: 00

This represents 39 minutes and 57 seconds after the 16th hour of
Decenber 19th, 1996 with an of fset of -08:00 from UTC (Pacific
Standard Tine). Note that this is equivalent to 1996-12-20T00: 39: 57Z
in UTC

1990- 12- 31T23: 59: 60Z
This represents the | eap second inserted at the end of 1990.
1990- 12- 31T15: 59: 60- 08: 00

This represents the sane |eap second in Pacific Standard Tine, 8
hours behind UTC.

1937-01-01T12: 00: 27. 87+00: 20

This represents the sane instant of tine as noon, January 1, 1937,
Net herl ands tinme. Standard time in the Netherlands was exactly 19

m nutes and 32.13 seconds ahead of UTC by |aw from 1909-05-01 t hrough
1937-06-30. This tine zone cannot be represented exactly using the
HH: MM format, and this tinestanp uses the closest representable UTC
of fset.

HHBFEHHFHBRFHRREFERBFFHBF R FTRTRBERREFEERFEHERE S HS
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element nmtmtinme {
attribute type { xsd:string } &

(
Ti meSt anp |
(
StartTinme &
(
EndTine |
Dur ati on
)
)
)

}

# precisionUnits nust be one of the recognized SI units

# The nost conplete list | could currently find is at:

# http://en.w ki pedi a. org/ wi ki / Orders_of _nagni tude_9%28t i ne%29

#

# synchroni zed SHOULD be set true if the party generating the tinestanp
# has a clock that is synchronized to UTC using an external source

# (e.g., the attribute should be set true if GPS hardware is used and it
# indicates that it has acquired current position and time or if NTP is
# used and it indicates that it has synchronized to an external source,

# which includes stratumO source, etc.). If there is no notion of
# external synchronization for the time source, the attribute SHOULD be set
# to false. If the attribute is not set at all, the synchronization

# status of the timestanp can not be determ ned except through external
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# know edge.
Precision =

(

attribute precision { xsd:unsignedint } &
attribute precisionUnits { xsd:string } &
attribute synchronized { xsd: bool ean }?
)|
el enent nntm precision {
attribute precisionUnits { xsd:string } &
attribute synchronized { xsd:boolean }? &
xsd: unsi gnedl nt

TineStanp =
(
(
attribute value { xsd:string } |
el ement nnmtmvalue { xsd:string }
) &
Preci si on?
)
Duration =

attribute duration { xsd:string }
Ti neContent =
attribute type { text } &
attribute inclusive { text }? &
Ti meSt anp
StartTime =

el enent nmtmstart {
Ti meCont ent
}

EndTine =
el ement nntmend {
Ti meCont ent
}

# End Schema

7.3 Topology Schema

The topology schema contains elements that define simpéc&spf network topology. The elements in
this work are by no means exhaustive and cover only commosumeaent cases such as measurements
originating from the 3rd and 4th “Layers” of tl@SI protocol model

As noted above there has been significant work ilfN\ML-WG to define network topology that is both
scalable and sharable; theM-WG expects to deprecate this topology schema in time when tuererete
standards published. A migration plan and information doeot from theNM-WG is fully expected in
this time of transition.

# Begin Schena

#

#

# File: nntopo.rnc - Schema to describe topol ogical

# el enents.

# Version: $ld: nntopo.rnc 341 2008-04-24 21:52:11Z boote $
#

#

Nanespace definitions

S oH

anespace nmwgtopo = "http://ggf.org/ns/ nmng/topol ogy/2.0/"

#
# Covers the basic point to point neasurement situation. The two
# points are a source and destination; may contain infornmation
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such as hostname or ip address, and port nunber when applicable.
Exanpl e:

<nmagt opo: endPoi nt Pai r
xm ns: nmwgt opo="htt p: //ggf. org/ ns/ nnng/ t opol ogy/ 2. 0/ ">

<nmagt opo: src¢ type="REQUI RED_TYPE" val ue="REQUI RED_VALUE"
port =" OPTI ONAL_PORT"/ >

<nmngt opo: dst type="REQUI RED_TYPE" val ue="REQUI RED_VALUE"
port =" OPTI ONAL_PORT"/ >

</ nmngt opo: endPoi nt Pai r >

HHEHRFHREHBEREHEEH R

Endpoi ntPair =
el enent nmngt opo: endPoi nt Pai r {
Endpoi nt Pai r Cont ent
}

Endpoi nt Pai r Content =
el ement nmagt opo: src {
Endpoi nt Cont ent
} &
el ement nmagt opo: dst {
Endpoi nt Cont ent

}
#
# Simlar to above, fromone point only.
#
# Exanpl e:
#
# <nmagt opo: endPoi nt type="REQUI RED_TYPE" val ue="REQUI RED_VALUE"
# port =" OPTI ONAL_PORT" / >
#
#
Endpoi nt =

el ement nmngt opo: endPoi nt {
Endpoi nt Cont ent
}

Endpoi nt Content =
(
attribute value { xsd:string } |
text
&
attribute type { xsd:string } &
attribute port { xsd:string }?

When | ooking at network utilization nunbers (froma router or
related software) there is a different set of applicable
information
Exanpl e:
<nmngt opo: i nterface xni ns: nmagt opo="http://ggf. org/ ns/ nnwg/ t opol ogy/ 2. 0/ ">
<nmagt opo: i pAddr ess type=" REQUI RED_TYPE' > TEXT </ nmwgt opo: i pAddr ess>
<nmgt opo: host Name> TEXT </ nmwgt opo: host Nane>
<nmngt opo: i f Name> TEXT </ nmwgt opo: i f Nane>
<nmwgt opo: i f Descri ption> TEXT </ nmwgt opo: i f Description>
<nmagt opo: i f Address type=" REQUI RED_TYPE > TEXT </ nmwgt opo: i f Address>
<nmagt opo: i f Host Nane> TEXT </ nmwgt opo: i f Host Nane>
<nmagt opo: i f I ndex> TEXT </ nmwgt opo: i f | ndex>
<nmagt opo: t ype> TEXT </ nnmwgt opo: type>
<nmgt opo: di recti on> TEXT </ nmngt opo: di rection>
<nmngt opo: aut hReal m» TEXT </ nmwgt opo: aut hReal n>
<nmgt opo: cl assCOf Servi ce> TEXT </ nmwgt opo: cl assCOf Servi ce>

<nmwgt opo: capaci t y> TEXT </ nmwgt opo: capaci ty>

HHEHRFHRFEHHBFHHEFEHRBE R RS
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# </ nmngt opo: i nterface>
#
#
Interface =
el ement nmwgt opo:interface {
I nterfaceContent
}

InterfaceContent =

el enent

1? &

el enent
el enent
el enent
el enent

1?7 &

el enent
el enent
el enent
el enent
el enent
el enent
el enent

Address =
(

) &

nmagt opo: i pAddress {
Addr ess

nmwgt opo: host Name { xsd:string }? &
nmagt opo: i f Name { xsd:string }? &
nmagt opo: i f Description { xsd:string }? &
nmagt opo: i f Address {

Addr ess

nmagt opo: i f Host Nane { xsd:string }? &
nmagt opo: i flndex { xsd:string }? &

nmwgt opo: type { xsd:string }? &

nmwgt opo: direction { xsd:string }? &
nmwgt opo: aut hReal m{ xsd:string }? &
nmwgt opo: cl assOf Service { xsd:string }? &
nmwgt opo: capacity { xsd:string }?

attribute value { xsd:string } |
text

attribute type { xsd:string }

# End Schema

8 Examples

This section includes examples of network measurementiered in our schema
intended to be normative, although at this time of this wgtithey are in use.

8.1 Schema for ping

# Begin Schena

#

#

# File: ping.rnc - Specialized schema for the ping

# t ool

# Version: $Id: ping.rnc 341 2008-04-24 21:52:11Z boote $

# Purpose: Defines elenents to be used in the representation
# of ping neasurenents.

#

#

#

# Nanespace def

initions

#
nanespace nmwg
nanespace ping

namespace nmagr

#

"http://ggf.org/ns/ nmng/ base/ 2. 0/ "
"http://ggf.org/ns/ nmng/ tool s/ ping/2.0/"
= "http://ggf.org/ns/nmng/ resul t/2.0/"

# I ncl ude addit

ional functionality fromother files

#

i ncl ude "nntopo.rnc"
i nclude "nntopo_ver3.rnc"

include "result

.rnc"

i nclude "nnbase.rnc" {

Met adat

a | = PingMet adat a

Data | = PingData
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#
# Metadata
#

Pi ngMet adata =
el enent nmwg: net adat a {
ldentifier &
Met adat al denti fierRef? &
Pi ngMet adat aCont ent
}

Pi ngMet adat aBl ock =
Pi ngSubj ect? &
(

Pi ngPar aneters |
Par anet ers

)?

Pi ngMet adat aCont ent =
(
Pi ngMet adat aBl ock |
Fi |l t er Met adat aBl ock
) &
Event Type? &
Key?

Redef i ned ping subject allows only an endPointPair, and the
two id attributes.

Exanpl e:
<pi ng: subj ect id="REQUI RED_| D"
net adat al dRef =" OPTI ONAL_REFERENCE_| D"
xm ns: nmwg="ht t p: // ggf . or g/ ns/ nmng/ t ool s/ pi ng/ 2. 0/ ">
<nmagt opo: endPoi nt Pai r xm ns: nmwgt opo="ht t p: / / ggf . or g/ ns/ nmng/ t opol ogy/ 2. 0/ ">

<nmngt opo: src type="REQUI RED_TYPE" val ue=" REQUI RED_VALUE"
port =" OPTI ONAL_PORT"/ >

<nmngt opo: dst type="REQUI RED_TYPE" val ue=" REQUI RED_VALUE"
port =" OPTI ONAL_PORT"/ >

</ nmngt opo: endPoi nt Pai r >

</ pi ng: subj ect >

HEHRFHRFEHBFRBFEHHEFEHEF R

Pi ngSubj ect =
el ement ping: subject {
ldentifier &
Met adat al denti fierRef? &
(
Endpoi nt Pai r |
L4Endpoi nt Pai r

#
# This is sinply the regular nethod of doing paraneters with an

# enuneration to linmt what 'names’ are accepted and an outer

# ping: nanespace for the paraneters.

#

# Exanpl e:

#

# <ping: paraneters i d="REQUI RED_I D"

xml ns: nmng="ht t p: // ggf . or g/ ns/ nmng/ t ool s/ pi ng/ 2. 0/ ">

<nnmwg: par amet er name="REQUI RED_ENUM NAME" val ue="0OPTI ONAL_VALUE"
xm ns: nmwg="htt p: //ggf. org/ ns/ nmng/ base/ 2. 0/ ">

<l-- ANY TEXT, (IF YOU DID NOT USE THE VALUE ATTRI BUTE) -->
</ nmng: par anet er >
<l-- NMORE PARAMETERS -->

</ pi ng: par anet er s>

HHEHFHEHEHE R E R

Pi ngPar aneters =
el ement ping: paraneters {
Identifier &
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Pi ngPar anet er +

}

Pi ngPar aneter =
el ement nmng: par aneter {

attribute nane { "count" | "interval" | "deadline" |
"packet Size" | "ttl" | "argunents" |
“val ueUnits" | "nunBytes" |
"nunBytesUnits" } &
(
attribute value { text } |
t ext
)

The data bl ock is conplex, and has the potential to contain
many things. The data block can be used to return a netadata
bl ock froma request, commonTi ne or datum el ements, keys,
or sonething that we have perhaps not defined as of yet.
Exanpl e:
<nmwg: dat a i d=" REQUI RED_| D"

nmet adat al dRef =" OPTI ONAL_REFERENCE_| D"

xm ns: nmwg="ht t p: / / ggf . or g/ ns/ nmng/ base/ 2. 0/ ">

<!-- OPTIONAL (MULTIPLE) METADATA -->
<l-- OR-->

<l-- TBD OPTI ONAL (MULTI PLE) COMMON TI ME ELEMENTS AND
OPTI ONAL (MULTI PLE) DATUM ELEMENTS- - >

<l-- OR-->

<!-- TBD OPTI ONAL ( MULTI PLE) DATUM ELEMENTS -->
<l-- OR-->

<!-- OPTIONAL (MULTIPLE) KEY ELEMENTS -->
<l-- R -->

<l-- ANY OPTI ONAL (MULTIPLE) ELEMENT | N ANY NAMESPACE -->

HHEHRFHRFEHBHRBTFHFEHRTRBRREFERRSEHE TSR

</ nnwg: dat a>
PingData =
el enent nmwg: data {
ldentifier &
Met adat al denti fierRef? &
(
(
Met adat ax |
Pi ngMet adat ax
)|
(
Pi ngCommonTi ne+ &
(
Pi ngDat un¥ |
Resul t Dat umx
)
)|
(
Pi ngDat un¥ |
Resul t Dat umx
)|
Key*
)
}
#
# CommonTi ne
#
Pi ngCommonTi me =
el enent nmwg: comonTi ne {
Type &
(
Ti meSt anp |
(
StartTine &
(
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EndTine |
Dur ati on
)
)
) &
(
Pi ngDat unmx |
Resul t Dat unmx
)

Exanpl e:

HHEHRFHRREHBFHEFHEHERERE R

These are the basic el ements we woul d expect to see in the
speci fic ping datum

<pi ng: dat um val ue="REQUI RED_VALUE"

val ueUni t s=" OPTI ONAL_VALUE_UNI TS"

nunmByt es=" OPTI ONAL_NUM BYTES"

nunmByt esUni t s=" OPTI ONAL_NUM BYTES_UNI TS"

seqNum=" OPTI ONAL_SEQ NUM'

ttl="OPTI ONAL_TTL"

ti meType="OPTI ONAL_TI ME_TYPE"

timeVal ue="OPTI ONAL_TI ME_VALUE"

xm ns: nmwg="htt p://ggf.org/ ns/ nnng/ t ool s/ pi ng/ 2. 0/ ">

<l-- TIME ELEMENT (I F ATTRI BUTES NOT USED) -->

</ pi ng: dat un»

Pi ngDat um =

el ement ping: datum {

}

# End Schema

attribute value { xsd:float } &
attribute valueUnits { xsd:string }? &
attribute nunBytes { xsd:int }? &
attribute nunBytesUnits { xsd:string }? &
attribute seqNum { xsd:int }? &
attribute ttl { xsd:int }? &

(
(
attribute tineType { xsd:string } &
attribute timeValue { xsd:string }
)|
Ti me
)?

8.2 Instance document for ping

<l-- Begin XML -->

<?xm version="1.0" encodi ng="UTF-8"?>
<nmag: message type="store"

xm ns="http://ggf.org/ ns/ nmng/ base/ 2. 0/ "

xm ns: nmng="ht t p: // ggf . or g/ ns/ nmng/ base/ 2. 0/ "

xni ns: pi ng="http://ggf.org/ns/ nmng/ t ool s/ pi ng/ 2.0/ "
xm ns: nmngt =" htt p: // ggf . or g/ ns/ nmng/ t opol ogy/ 2. 0/ "

xm ns: nnt =" htt p: //ggf.org/ ns/ nmwg/ tine/ 2.0/ "

xmi ns:nntl 4="http://ggf.org/ ns/ nmwg/ t opol ogy/| 4/ 3.0/ "
xmi ns:nnt | 3="http://ggf.org/ns/ nnwg/t opol ogy/|3/3.0/"
xm ns: sel ect ="http://ggf.org/ns/ nnng/ ops/ sel ect/2.0/"

xm ns: average="http://ggf.org/ns/ nmng/ ops/ aver age/ 2. 0/ "

xm ns: nnmwgr ="http: // ggf.org/ns/ nnwg/ result/2.0/">

<!-- Metadata using original topology schema -->

<nmng: net adat a i d="pi ngnet al">
<pi ng: subj ect i d="pi ngsubl">
<nmngt : endPoi nt Pai r >

<nmwgt : src type="hostname" val ue="dreadnought.cis. udel . edu" port="4543"/>
<nmagt : dst type="hostname" val ue="al deraan. cse. psu. edu" port="34343"/>

</ nmwgt : endPoi nt Pai r >

</ pi ng: subj ect >

<pi ng: paraneters i d="pi ngparanml">
<nmwg: par amet er nane="count " >2</ nmng: par anet er >
<nmwg: par amet er nane="i nt erval " >3</ nnwg: par anet er >
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<nmwg: par anet er nane="deadl i ne" >10</ nnwg: par anet er >
</ pi ng: par anet er s>
</ nmng: net adat a>

<!-- Metadata(s) using new topol ogy schema -->

<nmng: net adat a i d="pi ngnet a2" >
<pi ng: subj ect i d="pi ngsub2">
<nnt | 4: endPoi nt Pai r >
<nnt | 4: endPoi nt rol e="src" port="4543" protocol ="i cpni>
<nnt | 4: addr ess val ue="dr eadnought . ci s. udel . edu” type="hostname"/>
</ nnt | 4: endPoi nt >
<nnt | 4: endPoi nt rol e="dst" port="34343" protocol ="i cpni'>
<nnt | 4: addr ess val ue="al der aan. cse. psu. edu" type="host name"/>
</ nnt| 4: endPoi nt >
</ nnt | 4: endPoi nt Pai r >
</ pi ng: subj ect >
<pi ng: par anmet ers i d="pi ngpar an" >
<nnmwg: par amet er nane="count " >2</ nnwg: par anet er >
<nmwg: par amet er nanme="i nt erval " >3</ nmng: par anet er >
<nmng: par anet er name="deadl| i ne" >10</ nnwg: par anet er >
</ pi ng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a i d="pi ngnet a3" >
<pi ng: subj ect i d="pi ngsub3">
<nnt | 4: endPoi nt Pai r >
<nnt | 4: endPoi nt rol e="src" port="4543" protocol ="icpni>
<nntl| 3:interface id="d1">
<nnt| 3:i pAddress val ue="128. 4. 133. 200" type="i pv4"/>
<nnt | 3: net mask>255. 255. 255. 0</ nnt | 3: net mask>
<nnt| 3:ifNane>et hO</ nnt | 3: i f Name>
<nnt| 3:ifDescription>External Connection</nntl3:ifDescription>
<nnt| 3:ifAddress val ue="128. 4. 133. 200" type="i pv4"/>
<nnt | 3:i f Host Name>dr eadnought . ci s. udel . edu</ nnt | 3: i f Host Nane>
<nnt| 3:iflndex>0</nntl 3:iflndex>
<nnt| 3: type>1000BaseT Et hernet</nntl 3:type>
<nnt | 3: capaci t y>1000000000</ nnt | 3: capaci ty>
</nntl3:interface>
</ nnt| 4: endPoi nt >
<nnt | 4: endPoi nt rol e="dst" port="34343" protocol ="icpni'>
<nnt|3:interface id="al">
<nnt | 3:i pAddress val ue="130. 203. 16. 20" type="i pv4"/>
<nnt | 3: net mask>255. 255. 255. 0</ nnt | 3: net mask>
<nnt| 3:if Nane>et hO</ nnt | 3: i f Name>
<nnt| 3:ifDescription>External Connection</nntl3:ifDescription>
<nntl| 3:ifAddress val ue="130. 203. 16. 20" type="i pv4"/>
<nnt | 3:i f Host Name>al der aan. cse. psu. edu</ nnt | 3: i f Host Nane>
<nnt| 3:iflndex>0</nntl 3:iflndex>
<nnt| 3:type>1000BaseT Ethernet</nntl 3:type>
<nnt | 3: capaci t y>1000000000</ nnt | 3: capaci ty>
</nnt|3:interface>
</ nnt| 4: endPoi nt >
</ nnt | 4: endPoi nt Pai r >
</ pi ng: subj ect >
<pi ng: par armet ers i d="pi ngpar anB" >
<nmg: par amet er nane="count " >2</ nnwg: par anet er >
<nmwg: par anet er nanme="i nt erval " >3</ nmng: par anet er >
<nmng: par anet er name="deadl| i ne" >10</ nnwg: par anet er >
</ pi ng: par anet er s>
</ nmng: net adat a>

<!-- nmetadata(s) with operation netadata -->

<nmng: net adat a i d="pi ngnet a4" >
<pi ng: subj ect id="pi ngsub4">
<nmngt : endPoi nt Pai r >
<nmwgt : src type="hostname" val ue="dreadnought.cis. udel . edu" port="4543"/>
<nmagt : dst type="hostnanme" val ue="al deraan. cse. psu. edu" port="34343"/>
</ nmwgt : endPoi nt Pai r >
</ pi ng: subj ect >
<pi ng: par amet ers i d="pi ngpar an¥#" >
<nmg: par amet er nane="count " >2</ nnwg: par anet er >
<nmwg: par anet er nanme="i nt erval " >3</ nmng: par anet er >
<nmng: par anet er name="deadl| i ne" >10</ nnwg: par anet er >
</ pi ng: par anet er s>
</ nmng: net adat a>

<nmng: net adat a i d="pi ngnet a5" >
<sel ect: subj ect id="pi ngsub5" netadatal dRef =" pi ngnet a4" />
<sel ect: paraneters i d="pi ngparant" >
<nmag: par anet er nane="ti neval ue">
<nmwg: par amet er nane="gr eat er Than">1107492199</ nmwg: par anet er >
</ nnwg: par anet er >
</ sel ect: paranet ers>
</ nmng: net adat a>

nm-wg@ogf.org 33



GWD-R June 21, 2010

<nmng: net adat a i d="pi ngnet a6" >
<sel ect: subj ect id="pi ngsub6" netadatal dRef ="pi ngneta5" />
<sel ect: paraneters i d="pi ngparant" >
<nmng: par anet er name="ti nmeVal ue">
<nmng: par anet er nanme="| essThan">1107492207</ nnwg: par anmet er >
</ nmng: par anet er >
</ sel ect: paranet er s>
</ nmng: net adat a>

<nmng: net adat a i d="pi ngnet a7">
<aver age: subj ect id="pi ngsub7" netadat al dRef =" pi ngnet aé" />
<aver age: par anet ers i d="pi ngpar anv" >
<nmwg: par amet er nane="val ue" />
</ aver age: par anet er s>
</ nmng: net adat a>

<!-- Data block, with a tine block, with nultiple datum bl ocks -->
<nmng: data i d="datal" netadatal dRef =" pi ngnet al">
<nmwg: conmonTi ne type="uni x" val ue="1107492095" >
<pi ng: dat um seqNun¥" 0" val ue="19. 1" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNun¥"1" val ue="19.2" val ueUni ts="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
</ nmag: conmonTi me>
</ nmng: dat a>

<!-- Data block, with a tinme block, with nultiple datum bl ocks (other way to show tinme) -->
<nmwg: dat a i d="dat a2" netadat al dRef =" pi ngnetal">
<nmwg: commonTi me type="uni x">
<nnt m val ue>1107492096</ nnt m val ue>
<pi ng: dat um seqNunm=" 0" val ue="19. 3" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNunm=" 1" val ue="19. 4" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
</ nmng: conmonTi ne>
</ nmng: dat a>

<!-- Data block, with a tine block (range), with nultiple datum bl ocks -->
<nmng: dat a i d="dat a3" netadat al dRef =" pi ngnet al">
<nmng: commonTi ne type="range">
<nnmtmstart type="unix" val ue="1107492097"/>
<nntm end type="uni x" val ue="1107492395"/ >
<pi ng: dat um seqNun¥" 0" val ue="19.2" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNun¥"1" val u 17.3" val ueUnits="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNun¥" 3" val ue="45. 4" val ueUni ts="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNun¥" 88" val ue="21.9" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
</ nmag: conmonTi me>
</ nmng: dat a>

<!-- Data block, with a tine block (durration), with multiple datum bl ocks -->
<nmng: dat a i d="dat a4" net adat al dRef =" pi ngnet al" >
<nmg: conmonTi me type="durration" duration="300">
<nmtmstart type="unix" val ue="1107492097"/>
<pi ng: dat um seqNun¥" 0" 19.2" valueUnits="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNum=" 1" 17.3" val ueUnits="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNunm=" 3" 45.4" val ueUni ts="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
<pi ng: dat um seqNun¥" 88" val ue="21.9" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes" />
</ nmag: conmonTi me>
</ nmng: dat a>

<!-- data with datumblocks, time is inline (two ways to represent tine) -->
<nmwg: dat a i d="dat a5" netadat al dRef =" pi ngnet al">
<pi ng: dat um seqNun¥" 0" val ue="14. 3" val ueUni ts="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes" tineType="unix" tinmeVal ue="1107492199" />
<pi ng: dat um seqNun¥"1" val ue="17. 4" val ueUni ts="ms" ttl="241" nunBytes="64" nunBytesUnits="bytes" tineType="unix" tinmeVal ue="1107492201" />
</ nmng: dat a>

<l-- data with datumbl ocks, tine is a sub elenment -->
<nmng: dat a i d="dat a6" net adat al dRef =" pi ngnet al">
<pi ng: dat um seqNunm=" 0" val ue="19. 6" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtine type="unix" val ue="1107493095" />
</ pi ng: dat un»
<pi ng: dat um seqNunm=" 0" val ue="18.5" val ueUni ts="nms" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtine type="unix" val ue="1107493095" />
</ pi ng: dat un»
</ nmng: dat a>

<!-- data with datum bl ocks, time is a sub el ement -->
<nmwg: dat a i d="data7" netadat al dRef =" pi ngnetal">
<pi ng: dat um seqNum=" 0" val ue="19. 6" val ueUni ts="ms" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtinme type="unix">
<nnt m val ue>1107493095</ nnt m val ue>
</nmtmtinme>
</ pi ng: dat un»
<pi ng: dat um seqNum=" 0" val ue="18.5" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtine type="unix">
<nnt m val ue>1107493095</ nnt m val ue>
</nmtmtinme>
</ pi ng: dat un®>
</ nnng: dat a>

<!-- data with datum bl ocks, tine is a sub el enent (other way to show tine) -->
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<nmng: dat a i d="dat a8" net adat al dRef =" pi ngnet al">
<pi ng: dat um seqNum=" 0" val ue="19. 6" val ueUni ts="ms" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtinme type="range">
<nnmtmstart type="unix" val ue="1107492095"/ >
<nntm end type="uni x" val ue="1107492395"/ >
</nmtmtine>
</ pi ng: dat un»
<pi ng: dat um seqNum=" 0" val ue="18.5" val ueUni ts="ms" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtinme type="range">
<nnmtmstart type="unix" val ue="1107492095"/ >
<nnt mend type="uni x" val ue="1107492395"/>
</nmtmtinme>
</ pi ng: dat un®
</ nnwg: dat a>
<nmng: dat a i d="data9" netadat al dRef =" pi ngnet al">
<pi ng: dat um seqNunm=" 0" val ue="19. 6" val ueUni ts="ns" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtinme type="durration" duration="300">
<nmtmstart type="unix" val ue="1107492095"/>
</nmtmtinme>
</ pi ng: dat un»
<pi ng: dat um seqNum=" 0" val ue="18.5" val ueUni ts="ms" ttl="241" nunBytes="64" nunBytesUnits="bytes">
<nmtmtine type="durration" duration="300">
<nnmtmstart type="unix" val ue="1107492095"/ >
</nmtmtinme>
</ pi ng: dat un»
</ nmng: dat a>
<l-- result datumelenments -->
<nmnwg: dat a i d="dat al0" netadat al dRef =" pi ngnet al">
<nmwgr : datum t ype="error. pi ng. np">From | ager (192.168.0.200) icnp_seq=1 Destination Host Unreachabl e</ nmngr: dat un»
</ nnwg: dat a>
</ nmwg: nessage>

<l-- End XML -->

9 Notational Conventions

The key words “MUST” “MUST NOT”, “REQUIRED”, “SHALL", “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL" are to be interpeted as described in RFC 2119

[1]

10 Security Considerations

There are important security concerns associated withehergtion and distribution of network measure-
ment information. For example, ISPs frequently considaéwaek configuration and performance infor-
mation to be proprietary. Furthermore, observing traffitg,an particular, collecting packet headers, is
frequently considered a violation of the presumption ofigry on the network. Systems that collect the
measurements described here are sometimes regarded sigeneand, indeed, poorly designed or con-
figured monitoring tools can consume a disproportionate terhof network bandwidth. Port blocking,
protocol blocking, and traffic shaping can impact many mesasent tools. Tools, such as traceroute, that
send UDP probes to increasing port numbers can appear tat&cpos and raise security alerts.

We do not address those concerns in this document, but inepliems are encouraged to consider the
security implications of generating and distributing meament information. While distribution of end-
to-end application-level measurements is generally dedemeasurements that identify individual users or
consume noticeable amounts of resources should be takefulbarand the distribution of information to
other sites that cannot be obtained readily by other userm®se sites should be considered carefully.
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13 Glossary

14 Intellectual Property Statement

The OGF takes no position regarding the validity or scopengfiatellectual property or other rights that
might be claimed to pertain to the implementation or use ®téithnology described in this document or the
extent to which any license under such rights might or mightae available; neither does it represent that
it has made any effort to identify any such rights. Copieslaifts of rights made available for publication
and any assurances of licenses to be made available, orghi¢ o€ an attempt made to obtain a general
license or permission for the use of such proprietary rigigtémplementers or users of this specification
can be obtained from the OGF Secretariat.

The OGF invites any interested party to bring to its attenéiny copyrights, patents or patent applications, or

other proprietary rights which may cover technology thay e required to practice this recommendation.
Please address the information to the OGF Executive Directo

15 Disclaimer
This document and the information contained herein is pleion an “As Is” basis and the OGF disclaims
all warranties, express or implied, including but not liedgitto any warranty that the use of the information

herein will not infringe any rights or any implied warrargief merchantability or fithess for a particular
purpose.

16 Full Copyright Notice

Copyright(©) Open Grid Forum (2007-2010). All Rights Reserved.
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This document and translations of it may be copied and fhedido others, and derivative works that com-
ment on or otherwise explain it or assist in its implementatinay be prepared, copied, published and
distributed, in whole or in part, without restriction of akind, provided that the above copyright notice
and this paragraph are included on all such copies and tleeiwaorks. However, this document itself may
not be modified in any way, such as by removing the copyrigticamr references to the OGF or other
organizations, except as needed for the purpose of dewgldpiid Recommendations in which case the
procedures for copyrights defined in the OGF Document peogesst be followed, or as required to trans-
late it into languages other than English.

The limited permissions granted above are perpetual ardatilbe revoked by the OGF or its successors
or assignees.
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