[Suggested description]
The Express Entries Dashboard in Concrete5 8.5.4 allows stored XSS via the name field of a new data
object at an index.php/dashboard/express/entries/view/ URI.

[Vulnerability Type]
Cross Site Scripting (XSS)

[Vendor of Product]
Concrete5 CMS (https://www.concrete5.org)

[Affected Product Code Base]
Concrete5-8.5.4

[Affected Component]

Express Entries Dashboard
http://192.168.100.10/concrete5-8.5.4/index.php/dashboard/express/entries/view/ad4865b7-5121-
11eb-8b7f-98fa9b02d354

[Attack Type]

Remote

[Impact Code execution]
true

[Attack Vectors]
Creating a new data object, the name field is not filtered. It is possible to place JavaScript code.
{Stored XSS]

[Reference]
https://documentation.concrete5.org/developers/introduction/version-hi

[ProofOfConcept]
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